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The Problem of Software IP Protection

C Software intellectual property: C MATE (Man-At-The-End) attack
A Server side (secure) \/ [ Col I & eeveg_sg) éhdineer
A Client side (vulnerable) x |

C Examples of MATE attacks:

if (verifyLicense (key))

startProgram(); z
else{
printf( Ai nval \ A
exit(-1); & §
} h ,
3
Disable License Checking Clone Codes Steal Algorithms

[ Col | b e Cojbirty &t bl Tdvard digital assqtrotection. IEEHntelligent Systems, 2011.



Software Obfuscation for IP Protection

C Transform codes to a new version: 8 s
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Examples of control-flow obfuscation[ Yadegar i 6 15 ]Example of lexical obfuscation

3
[ Ya d e g a.yadepdri®t]al. ABeneric approach to automatieobfuscatiorof executable codéEEE S&P, 2015.



Critical Challenges for Obfuscation

C Problem: Obfuscation is not as secure as other security primitives.

Bob

I Challenge, C
LD . Encrvpt‘/@__LnJ" i
Alice! - N
b \ | —

\! PUF1 PUF2 PUF3 PUF4

Alice | l l l l

Hello _‘_Te::_y:‘/h \ § R1 R2 R3 R4

e private key N\

Public-key encryption Fingerprint Physical unclonable functions
C Questions:

A What is the best security capability of software obfuscation?

A How to design reliable obfuscation solutions?



Survey Results: Theoretical Area

C[ Bar g Kaégétite result for black-box obfuscation.

C[ Gar g BdadkiBve rksult for indistinguishability obfuscation based on

graded encoding (noisy multi-linear maps).

C Problems of graded encoding:
A Only applicable to circuits: pure arithmetic.

A Inefficient: polynomial overhead (several Gigabytes to obfuscate a 16-bit

pointf uncti on]).[| Apond1l4

[ Bar ak 0 0 14dtal.Bnthe ing poaskbility ofobfuscating program&€RYPTO. 2001.
[ Gar $HoGhaG4t al Candidate indistinguishability obfuscation and functional encryption for all circuits. FOCS. 2013
[ Ap o n OApdn]et aDimplementing cryptographigrogram obfuscation. IACRryptologyePrintArchive, 2014.



Survey Results: Practical Area

C Most papers assume software written in particular languages, e.g.,
Java/C/Assembly.

C But real-world software is more complicated with heterogeneous

components.

C Two types of software applications:
A Client-server mode (e.g., Android applications).

A Browser-server mode, i.e., web applications.



Example of Android Apps

RSA SecurelD Software Token

Tokencode

| assets | libiconv.so
Token | | com <L libzbarjni.so
+-# a.a.a.a
META-INF +-# android.support
second(s remaining = EE COIML.Isa
res + H# a.a
: +- & asnl
% AndroidManifest.xml + 8 b
+-# crypto
# classes.dex +-# cryptoj
+- EB(ikHJ
placeholder.txt + 8 jom.c
+ 8 jcp
resources.arsc + 8 j jsafe
+ £t securidapp
+ £ securidlib
SecurlD +..EE v
~[+-# net.sourceforge.zbar

[E | DI
Next Code CompOnentS




Example of Web Applications

< C' | & Secure | https:;//magenta.tensorflow.org/demos/performance_rnn/index.html#2/2,0,1,0,1,1,0,1,0,1,0,1|1,1,1,1,1,1,1,1,1,1,1,1]1,1,1,1,1... ¥ “% :

Performance RNN

Performance RNN

& Httpwatch [performance_mn - Chrome] R —
. Record [ Stop E'(Ilear | E View = == Summary Q Find ~ . Filter ~ | B Save ~ & hd ‘ ﬁ Tools = ‘ 3,! Help =
Started | P Method Result Type URL .

= 00... performance_rnn

+0.047 ! GET (Cac... {Jf https://fonts.googleapis.com/css?family=Roboto:300,400,500,700

+ 0.000 GET (Cac... E https://magenta.tensorflow.org/demos/performance_rnn/index.html

+0.072 GET (cac... @  https://ssl.google-analytics.com/ga.js

+0.185 ! GET 200 @ hitps://ssl.google-analytics.com/r/__utm.gif?utmwy=5.7.2&utms=3&utmn=3763828458utmhn=magenta.tensorflow.org&utmecs=UTF-8&utmsr=15...
+0.049 !  GET 200 Q,  https://storage.googleapis.com/download.magenta.tensorflow.org/demos/performance_rnn/bundle.js

+0.049 ! GET 200 B hitps://storage.googleapis.com/download.magenta.tensorflow. org/demos/performance_rnn/images/magenta-logo-bottom-text2.png

+3.754 | GET 200 £ 1 https://storage.googleapis.com/download.magenta.tensorflow.org/models/performance_rnn/dljs/fully_connected_biases

+3.755 | GET 200 4  https://storage.googleapis.com/download.magenta.tensorflow.org/models/performance_rnn/dljs/fully_connected_weights

+3.564 ! GET 200 https://storage.googleapis.com/download.magenta.tensorflow.org/models/performance_rnn/dljs/manifest.json

+3.755 | GET 200 . ] https://storage.googleapis.com/download.magenta.tensorflow.org/models/performance_rnn/dljs/rnn_multi_rnn_cell_cell_0_basic_lstm_cell_bias
+3.756 | GET 200 4  https://storage.googleapis.com/download.magenta.tensorflow.org/models/performance_rnn/dljs/rnn_multi_rnn_cell_cell_0_basic_|stm_cell_kernel
+3.756 | GET 200 4  https://storage.googleapis.com/download.magenta.tensorflow.org/models/performance_rnn/dljs/rnn_multi_rnn_cell_cell_1_basic_lstm_cell_bias
+3.757 | GET 200 4  https://storage.googleapis.com/download.magenta.tensorflow.org/models/performance_rnn/dljs/rnn_multi_rnn_cell_cell_1_basic_|stm_cell_kernel
+3.757 | GET 200 4  https://storage.googleapis.com/download.magenta.tensorflow.org/models/performance_rnn/dljs/rnn_multi_rnn_cell_cell_2_basic_lstm_cell_bias
+3.758 | GET 200 . ] https://storage.googleapis.com/downlead.magenta.tensorflow.org/medels/performance_rnn/dljs/rnn_multi_rnn_cell_cell_2_basic_lstm_cell_kernel
+ 0.048 GET (cac... @  https://www.google.com/js/qweb/analytics/autotrack.js

+ 0.048 GET (Cac... 1t  https:/fwww.gstatic.com/external_hosted/material_design_lite/md|_css-indigo-blue-bundle.css



Why Hard for Protection?

T invocation T

Java Third-party Android
API Libraries Framework API

: EEEEZZ import android.content.Dialoglnterface;}

_ bC-C|355 import android.content.Dialoglnterface.OnClicklistener;

. bd | import android.content.SharedPreferences;

- o b .CIESS import com.rsa.securidlib.exceptions.SecurIDLibException;

' ' dss import java.util.Arraylist;

: .Cld55 . . .

& s ba.class Class bE residual information

' Eh-lljaSS | implements Dialoglnterface.OnClicklistener

b bi.class a{

' b'_i.ClESS bf{TokenList Actiwvity paramTokenlList_Activity, bs parambs) {}

i+t bk.class

. hl.class public void onClick(DialogInterface paramDialoglnterface, int paramInt)

-ty bm.class = 1

. hﬂ.C'ESS ijectllncalﬂ}bject = null; . o )

. h | paramDialoglnterface = Tokenlist Activity.bi{this.b En»::ezi;l:"r"saF'r"e-Fer"Ences"J aj;

0.class : ber J

, b[] class Tokenlist Activitv.b(this.b).getSharedPreferences(|"rsaPreferences"| @);

_ bq-class string s = i nterface.getString('lactiveSerialNumber|, null);

.5 hr Flace if (str2legualsIgnoreCase({this.a.al))) {1

[Bi chsel 61 6gtover alege paation of lexical information based on the residual

information, e.g., names of invoked methods and strings

[ Bi ¢ h s eBlclisdl ét l. SRtisticatleobfuscatiommf androidapplications, CC2016.



Layered Security ol

C Principle: Swiss cheese model: = 956 o
A Mitigate risks through different layers. = o
A Avoid single point of failure. L eI

C Employed in aviation safety, healthcare, etc.

A Safety-critical or security-critical.
A The risks cannot be fully avoided.

C Introduced in IATF3.1.

Successful Organization Functions

People

Operations
Supported by
Technology Technology

Overlapping Approaches & Layers of Protection

Each area has multiple
layers of protections

Defend the Defend the Defend the Supporting
Infrastructures

Network & Enclave Computing
Infrastructure Boundary Environment KMI/PKI E:S:‘f:tne&

[ | AT Hrdobnation Assurance TechnicBlfameworkRelease8.1, Departmenof Defense, 2002



Layered Security for Software Obfuscation

C Why?
A Software is very complicated.

A Secure-against-all obfuscation techniques do not exist.

¢ How?
A Based on risk management.
A Integrate multiple obfuscation techniques to mitigate risks.

A Each obfuscation technigque only corresponds to particular threats.



Thesis Contributions

C Develop a taxonomy of obfuscation for layered security.

A Assist developers in designing layered obfuscation solutions.

C Enrich the taxonomy with three novel obfuscation techniques.
A Symbolic Opaque Predicates
A Enhance the security of control-flow obfuscation.
A N-version Obfuscation
A Enable the software with resilience to large-scale tampering attacks.

A Deep Learning Obfuscation

A Application-level obfuscation technique for deep learning software.



Taxonomy for Layered Obfuscation

[ Application ]
Software Component Component
Obfuscation [ Elements } { Elements }

| What to obfuscate? e
| | uscation |

Code-Element Software-Component Cross-Component Application
Layer Layer Layer Layer
l |
I I I | I |
Layout Data Controls Methods DRM Systems DNN

How to obfuscate?
Meaningless Bl Bogus Control White-box Knowledge
Identifiers Flows Encryption Distillation
Stripping Symbolic Opaque obabilistic :
Redundant Predicates ntrol Flows Deep Learning
Symbols Obfuscation
] Dispatcher-based
Separation of _ Controls
Related Codes
T Corlas s IMplicit Controls

13



Symbolic Opaque Predicates

Software
Obfuscation

Code-Element
Layer

Obfuscating
Controls

Bogus Control
Flows

Symbolic Opaque
Predicates

14



Opaque Predicate

C Definition[ Col | ber go 9 7]
A The value is known before compilation time.

A Reverse analysis is difficult.

C Application: Control-flow obfuscation.

Predicate - 1 Predicate
True False True False
S TS I
| Bogus Code | Bogus Code i
v v

15
[ Col | beollbgr¢&ad] AA taxonomy of obfuscating transformations



Vulnerable Example 1

C Problem: Real-world opaque predicates are vulnerable.

1 inta, b /b>0 10

2 8 11} %ﬂntly False]
3 func() { 12 8

4 ... [ Constantly True | 13 if((b-2)*b-1)*6%6 /= 0)
5 if(a>b){ —~=— 14 fp=Al(( fp)()%2)+3];
6 If (@*(a+1)%2 == 0) 15 else

7 fp = Al(( Tp)()%2)+2]; 16 fp=A[(( fp)()%2)+3];
8 else 17 ...

9 fp = Al(( fp))%2)+4 |; 18 }

Example in [Ogisod03
Vulnerable to automated program analysis tools.

[ Ogi s@BdeBdl i S o f tobfuscateon on a theoretical basis and its implementation 2 0 Ol%



Vulnerable Example 2

Default opaque predicate generated by Obfuscator-L LVM [ Junodol5

LLVM IR Code: Source Code:

1 @x7 i common global ?32 0 int x7 =0

g g@y8 = common global i320 int y8 = 0;

4 definei32 @main() #0 {

5 %l =load i32* @x7 Constantly True
6 %2 =load i32* @y8 :

7 %3 =subi32 %1, 1 fx7(x7 £ 1)%2 == 0 [[y8<10 ){
8 %4 =muli32 %1, %3 onginalBs;

9 %5 = uremi32 %4, 2 > Jelse{

10 %6 = icmp eqi32 %5, 0 originalBBalteredBB

11 %7 = icmp slt i32 %2, 10 /

12 %8 = or il %6, %7

br il %8, label %woriginalBB, label %originalBBalteredBB

[ ol | VIJambdebal.i Ob f u 4.1d/kl t-software protection forthe masses 2 0 15 v



Adversarial Symbolic Execution

C Symbolic execution can detect opaque predicates by traversing the
control-flow graph.

' int | Entry:
Int toy_fundint i){ En
if(i > 100){ if(i > 100)
} return -1; we precicate | T "
(1 *(1+1)%2!=0) { return -1, if(i*(i+1)%2!=0 )
Bogus(); T F
} B A 4 )
return O; ogus();
} A\ 4
» Return O;

Source Code Control-flow Graph .



Symbolic Execution Steps

C Roundi:
Random Input:
| = 1000

Entry:
if(i > 100)

T

A 4

return -1;

C Round 2:
Constraint: NOT (i > 100)

=>i=0

Entry:

if(i > 100)

F

A 4

if(i*(i+1)%21=0)

F

Y

Return O;

C Round 3:

Constraint: NOT(i > 100)
AND i*(i+1)%2!=0

=> No Solution

It implies opaque predicates
and bogus codes.

19



Adversary Model

Symbolic Execution Engine

Binary
Program #> Symbolic Execution
l ' Constraints

Constraint Extraction '
& Solving F Rule-based Opaque
l Predicate Detection

v

Test Cases Opaque
Predicates

The constraints are in the form of CNF: 1 A\ Y2 A ... A\ Yy,

1 Btlal."UMdopnLggicor i ent ed opaque predicate detection

m]@@ o

Hadegadj @étal]* Symbol i c execution of obfuscated code. "
‘Hadeigadj &t &l]"A generic approach to automatleobfuscatiom f execut abl e code.
flal.iXaur,y pt ographi c function depeetioveae symbbfuschoed m

i n obf
CCS¢
50 S&PO



Our Objective and Approach

C Objective of Symbolic Opaque Predicates:
A Enhance the security of opaque predicates.

A Combat symbolic execution-based attackers.

C Approach:
A Step 1: Investigate the limitations of symbolic execution tools.

A Step 2: Employ these limitations to obfuscate software.

21



Challenges of Symbolic Execution

Challenge Description
Symbolic Variable Declaration Contextual variables other than arguments
Covert Propagations Propagating symbolic values in covert ways
Buffer Overflows Without proper boundary check
Parallel Executions Processing symbolic values in parallel codes
Symbolic-
Reasoning Symbolic Memories Symbolic values as the offset of memories
Challenges . . . .
J Contextual Symbolic Values Retrieving contextual values with symbolic values
Symbolic Jumps Symbolic values as the address of jump
Floating-Point Numbers Symbolic values in float/double
Arithmetic Overflows Beyond the scope of an integer type
Loops Change symbolic values within loops
Path-Explosion  crynto Functions Processing symbolic values with crypto functions
Challenges
External Function Calls Processing symbolic values with external functions

[ Hu i KulX®,Zirui Zhao,YangfanZhou, and Michael Ryu, B&nchmar ki ng t he Capabi | i TD$C20182 Sy mb o



Example of Symbolic Memories

C Use symbolic values as the offsets to access memory.

C Theoretical challenge: some pointer analysis problems are NP-hard.

1 | void func(int symvar){ symbolic variable
2 int 11_ary[] = {1,2,3,4,5,6,7}; a challenging problem:
3 int 12_ary[] = {symvar,1,2,3,4,5,6,7}; 2-leveled array
4 inti= 12 ary[ll ary[symvar%?7|];

5 if(i == 1) condition
6 foobar();

7}

Can symbolic execution tools find a test case for triggering foobar()?

23



Example of Floating-point Numbers

C Floating-point numbers are approximations of real numbers.
C Defined in IEEE-754: Interval for 32-bit float: [1.401298464324817e-
45, 32767.9990234].

void func(int symvar){

float f = symvar/1000000.0;

if(f ==0.1 ){ no solution
bogus();

}

If(1024+f == 1024 && f>0){ solution: f=0.00001
foobar();

}

OO ~NOOTPSA~,WNBE

—)

24



Examining the Prevalence of Challenges

hxuhack / logic_bombs ® Unwaich~ 3 W Unstar 34  Y¥Fork 3
<> Code Issues 0 Pull requests 0 Projects 0 Wiki Insights Settings
Branch: stable v | logic_bombs / src / Create new file = Upload files = Find file = History
B zzrawb decouple source dir, fix heap overflow Latest commit b977274 on Jun 10

i buffer overflow

8 contextual_symbolic_value

= covertpropogation / Developed at Stanford (2008)
B crypto_functions I\/ ,'(/ Q/ https://klee.github.io/

B external functions

i floating_point Developed at UCSB (2016)
i integer_overflow an g r http//angrlol

m loop
i parallel_program Developed at Quark3|ab (2015)
B symbolic_jump TRI J‘ON https:// triton.quarkslab.com

B symbolic_memory

25



Motivation

Benchmarking Results

These tools failed most of the test cases.

Result (pass #/ total #)
KLEE Triton Angr

Challenge

Symbolic Variable Declaration
Covert Propagations 1/5 1/9 4/9
Buffer Overflows

Parallel Executions

Symbolic-

Reasoning Symbolic Memories

Challenges Contextual Symbolic Values
Symbolic Jumps
Floating-Point Numbers
Arithmetic Overflows

Path- e

Explosion Crypto Functions

Challenges

External Function Calls
Total 9/54 3/63 22/63

26




Design Symbolic Opaque Predicates

Opaque Predicate Engine

Code Snippet | input
(Function)

Choose a Parameter

v

Design a Challenging
Problem

Template
Repository

\ 4

Create Opaque
Predicates

[
tput
outpu Opaque

Predicates

27



Template of Symbolic Memories

1 int func(int i) 1 int func(int i{ )
2 if(i==7\ 2 |intll ary[] ={1,2,3,4,5,6,7};
3 foobar(); 3 |intl2_ary[] =1{,1,2,3,4,5,6,7}
4 4 |int]=12_ary[l1l_ary[i%7]];
5} 5 Aif(i==j)  Typelopaque predicate
bogus();
== 1&&I==7) Type I
Bi-opaque 3 foobar();

9}

Source Code Obfuscated Code

28



Evaluation

C Performance Metrics:

A Space overhead

A Execution overhead

C Target Programs:

A Linux Busybox (e.g., cat)

A Encryption programs (e.g., AES)

C Prototype based on Obfuscator-LLVM.

Source | Input
Code

a N
LLVM
IR ‘ Output
» Frontend Code Backend ‘ >
.
Obfuscator-LLVM
Control-flow |
Obfuscation |
\C /

Binary
Code

29



Space Overhead

Approach

Evaluation

Obfuscating Linuzat [ Efficient with dynamic linkage

Baseline: Obfuscator-LLVM ] |

Symbolic Memory  Floating-point Number Covert Propagation

Parallel Programming

EO0Oml m5 m10 mall

# of replaced opaque predicates ]




Execution Overhead

RN
o1 O

Execution Time (ms)
o o

o

“» 40000
S

e

w
o
o
o
o

20000
10000

Execution Tim

Obfuscating Linuzat Be careful of inefficient codes }
Symbolic Memory Floating-point Number Covert Propagation Parallel Programming

mEO ml m5 w10 mall

Obfuscating AES [ Amplified in loops }

/

Symbolic Memory Floating-point Number Covert Propagation Parallel Progg?mming
B0 ml m5 =10 mall



Summary of Symbolic Opaque Predicates

C Objective:

A To secure control-flow obfuscation against symbolic execution.

C Our Contribution:

A We investigated the vulnerabilities of symbolic execution and

developed a dataset to benchmark symbolic execution tools.

A We proposed a framework to compose opaque predicates leveraging

these vulnerabilities.

C Current Work:
A Enrich the template repository with more diversified samples.

A Develop a systematic strategy of opaque predicate insertion with
small overhead.

32



N-version Obfuscation

Software
Obfuscation

N-version
Obfuscation

Software-Component
Layer

33



Motivation

C Software tampering attack is popular for smartphones, especially Android.

Static App Repack:

1 | ! ge/LogonActivity$l;
PN . super Ljava/l g/0Object;
EBN . source "Logonfctivity.java”

unpack 4 repack
Sl # interfaces
B implements Landroid/view/View$0OnClicklistener;

apktool 7 apktool

apk flle ElN # annotations tampered

il . annotation system Ldalvik/annotation/EnclosingMethod; apk
11 value = Lcom/f5/edge/LogonActivity;->onCreate(Landroid/os/Bundle; )V
(P3N .end annotation

Smali code

Dynamic Injection: 7/10 Android security apps in China inject payloads into their
Aprotectedo apps

root@android:/ # cat /proc/3789/maps

2a8cd000-2a8e0000 ---p 0000OO00 00:00 O

2a8e0000-2a8f0000 rw-p 00OOOEOO A0:00 O

2a8f0000-2a8fdoo0 ---p 0OAOOEO0 00:00 O

2bopeEne-2b300000 ---p 0OOEEO00 00:00 O .

2b300000-2b400000 rw-p 00000000 00:00 O o

2b400000-2b80EOGO ---p 0O0EAO00 00:00 O " LBEﬁ:%ﬁurﬁ
2e800000-2e821000 rw-p 00000000 00:00 O

38f00000-38f49000 rw-p 0OO0AEAO 00:00 O

3c500000-3c929000 rw-p 00000000 00:00 O

40000000-4000c000 rw-p 00000000 00:00 O

I4BBBCBBB—4BBBdBBB r--s 00019000 103:0d 32635 fdatafdatafcom.1be.security}app_hipsfclient.jaﬂ
4000d000-4000e000 r--s 00000000 00:04 5228 Jdev/ashmem/SurfaceFlinger read-only heap (delel
4000e000-4000T000 r--s 0029000 103:0d 99723 /data/data/com.sankuail.meituan/code_cache/secont

e ~s : 34
E | Rommyuzhou, Leave The App Alone!Attack and Defense of Android\pp, RSA2014



The Protection Challenge

C We can have a bunch of solutions, but none is overwhelming.

AGi ven enougadnddetermi@ationefcdmpeatent
programmer will always be able to reverse engineer any

application. ©

--Christian Collberg

[ Col | ber g o®lbé¢rgeCdl Ataxsrtomyasohobfuscatinfansformations1997. 35



Our Objective and Approach

C Objective of N-version obfuscation:
A Defend apps against software tampering attack.

A We focus on impeding large-scale attacks only.

C Approach:

A Create diversified apps for different clients.

A Impede the replication of an attack on multiple hosts.

W W W W W W W W W W W W W wW-wWw
ﬁﬁll'll'lﬂﬁl'll'[Eﬂ"'ll'lﬂﬂl'll'l

TN S s s S
s s
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A Candidate Solution for Networked Apps

Diversified components

App Client 1 Server

Safeguard request MAC(request)

Integrity Checking

\%

response MAC

N

Message Authentication Hash
Parent

Diversified algorithms

_ £
App Client 2 R Ul T%
Safeguard <
N-version
_ Database
App Client N

\%

Safeguard

N
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Diversified MAC Algorithms based on SHA1

Data: w|80]

// blocks of plaintext
[ for i = 0;7 < 80;% + + do
if 0 <7<19 then

[+ (b AND ¢) OR ((NOT b) AND d);

k +— 0X5A827999;
end
if 20 <4 < 39 then
f + b XOR ¢ XOR d;
k + 0X6EDI9EBAL;
end
f 40 <7 <59 then
f <+ (b AND ¢) OR (b AND d) OR (¢ AND d);
k < 0X8F1BBCDC;
end
f 60 <7<79 then
f < b XOR c XOR d;
k +— 0XCA62C1D6;
end
temp <= (¢ LEFTROTATE 5) + f + e+ k 4+ wlil;
e + d; Each client employs a random combination
d + c;
¢ + b LEFTROTATE 30 ;
b+ a;
a < temp;

end SHA1 Parent of SHA1

[Ty

[y




