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Abstract In this paper, a Shopping Information

Agent System (SIAS) is built based on mobile agent

technology. It sends out agents to di�erent hosts in

an electronic marketplace. The agents collect and

report information such as prices and availabilities

about products speci�ed by users. Snapshots of the

system in use are shown. Security is a major prob-

lem of mobile agent systems, especially when money

transactions are concerned. Possible security at-

tacks by malicious hosts to agents in SIAS are dis-

cussed, and a solution to prevent these attacks is

presented. Finally, security of the solution is ana-

lyzed, and the performance overhead introduced is

evaluated.
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1 Introduction

Mobile agents are becoming a major trend

of distributed systems and applications in

the coming years. It can bring bene�ts such

as reduced network load and overcoming of

network latency [1]. Nevertheless, security is

one of the blocking factors of the development

of these systems. The main unsolved security

problem lies on the possible existence of mali-

cious hosts that can manipulate the execution
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and data of agents [2].

In this paper, security issues of the mobile

agent technology are discussed (Section 2). A

Shopping Information Agent System (SIAS) is

built using the Concordia [3] architecture (Sec-

tion 3). The system can collect and compare

the prices of a set of products speci�ed by

users from di�erent seller hosts in an electronic

market. Security issues of the system are ad-

dressed, possible attacks by malicious hosts to

the system are described, and a solution to pro-

tect the system against these attacks is devised

and implemented (Section 4). Finally, the so-

lution devised is evaluated according to the se-

curity provided and the performance overhead

introduced (Section 5).

2 Security Issues of the Mo-

bile Agent Technology

Any distributed system is subject to security

threats, so is a mobile agent system. Issues

such as encryption, authorization, authentica-

tion, non-repudiation should be addressed in

a mobile agent system. In addition, a secure

mobile agent system must protect the hosts

as well as the agents from being tampered by

malicious parties.

First, hosts must be protected because they

continuously receive agents and execute them.

They may not be sure where an agent comes



from, and are at the risk of being damaged

by malicious code or agents (Trojan horse

attack). This problem can be e�ectively solved

by strong authentication of the code sources,

veri�cation of code integrity, and limiting

the access rights of incoming agents to local

resources of hosts. This is mostly realized by

the Java security model [4].

The main security challenge of mobile agent

systems lies on the protection of agents. When

an agent executes on a remote host, the host

is likely to have access to all the data and

code carried by the agent. If by chance a host

is malicious and abuses the code or data of

an agent, the privacy and secrecy of the agent

and its owner would be at risk.

Seven types of attack by malicious hosts [2]

can be identi�ed:

� Spying out and manipulation of code;

� Spying out and manipulation of data;

� Spying out and manipulation of control

ow;

� Incorrect execution of code;

� Masquerading of the host;

� Spying out and manipulation of interac-

tion with other agents; and

� Returning wrong results of system calls to

agents

There are a number of solutions proposed

to protect agents against malicious hosts [5],

which can be divided into three streams:

� Establishing a closed network: limiting

the set of hosts among which agents travel,

such that agents travel only to hosts that

are trusted.

� Agent tampering detection: using spe-

cially designed state-appraisal functions

to detect whether agent states have been

changed maliciously during its travel.

� Agent tampering prevention: hiding from

hosts the data possessed by agents and the

functions to be computed by agents, by

messing up code and data of agents, or

using cryptographic techniques.

None of the proposed solutions solve the

problem completely. They either limit the

capabilities of mobile agents, or are not

restrictive enough. A better solution is being

sought, and there is no general methodology

suggested to protect agents. In the mean time,

developers of mobile agent systems have to

develop their own methodologies according to

their own needs.

Apart from attacks by malicious hosts, it

is also possible that an agent attacks another

agent. However, this problem, when compared

with the problem of malicious hosts, is less im-

portant, because the actions of a (malicious)

agent to another agent can be e�ectively mon-

itored and controlled by the host on which the

agent runs, if the host is not malicious.

3 Design and Implementation

of SIAS

SIAS is a web-based mobile agent system that

provides users with information of products for

sale in an electronic marketplace. Advantages

of SIAS include such properties as reduction

of communication costs and delegation of

tasks, which are the intrinsic advantages of

a mobile agent system. It is written in the

Java programming language and on top of

the Concordia [3] application-programming

interface (API).

The Concordia architecture, among di�erent

mobile agent platforms developed worldwide,

is chosen for implementation of SIAS mainly

because of the API simplicity, and the ability

it allows to manipulate agent code execution,

which is good for simulating malicious attack

behaviors. The Java programming language is

a natural choice for the Java-based Concordia



Figure 1: Object details of Agent

API.

SIAS implements mobile agents to retrieve

product information in an electronic market

for users. An electronic market consists of

hosts that sell products on the network. Each

seller maintains a database that stores the

prices and quantities in stock of di�erent

products available at that host. Three objects,

namely Agent, LaunchServer, and Databas-

eServer, have been designed to implement

the system. The objects details is shown in

Figure 1, 2, and 3 respectively, and the con-

trol ow of the system is described by Figure 4.

A series of snapshots of SIAS in use is shown

in Figure 5, 6 and 7. Figure 5 describes the user

interface of SIAS. Figure 6 shows the moment

when a user is choosing the products required,

and Figure 7 shows the corresponding execu-

tion results.

4 Security Design of SIAS

Both host security and agent security [5] would

be issues of SIAS. However, agent security is

the primary interest of this paper. The Java

sandbox model has largely simpli�ed the host

Figure 2: Object details of LaunchServer

Figure 3: Object details of DatabaseServer

security part.

Three particular security problems for SIAS

can be identi�ed:

1. Modi�cation of query products by a mali-

cious host;

2. Modi�cation of query quantities by a ma-

licious host; and

3. Spying out and modi�cation of query re-

sults.

This is only a subset of possible attacks.

There are other attacks such as replaying of

query results and masquerading of hosts. For

simplicity, only the three attacks described

above are considered.

Having �gured out the above system vul-

nerabilities, a simple but original approach is



Figure 4: Control ow of SIAS

developed to protect agents in SIAS against

attacks from malicious hosts, based on cryp-

tographic techniques. A public-key infrastruc-

ture [6] is introduced into the system. Each

host and agent in the system is required to

possess a pair of keys for encryption and de-

cryption. Therefore, each agent or host can

encrypt or digitally sign the data items carried

by an agent, and thus all the a) query prod-

ucts, b) query quantities, c) query results can

be protected. Figure 8 illustrates changes to

the system for security enhancement.

5 Evaluation and Experimen-

tation on the Secure SIAS

The security of the additional measures lies

mainly on the introduction of a key server that

facilitates the use of public key cryptography.

Assuming the key server, the communication

channel with the key server are secure enough,

and the keys are managed properly, the pre-

Figure 5: The User Interface of SIAS



Figure 6: User choosing products from SIAS

vention of modi�cation of the signed product

and quantity lists of an agent by a malicious

host is supported by the security of the RSA

encryption algorithm. The time complexity

for breaking the RSA cryptosystem depends

on the length of the key in number of bits.

The longer the key is, the more secure the

system would be. In our implementation, we

have chosen a key length of 128 bits. This

would be su�ciently secure for our security

purpose.

To evaluate the performance overhead

introduced, the times for SIAS to launch

a single agent have been tested with and

without security measures. Round trip times

(RTTs) required for an agent to travel around

an electronic market of di�erent number of

hosts, with and without security enforcement,

are measured respectively. Queries of di�erent

sizes (number of product items) have been

tested. The results are plotted in Figures 9(a)

Figure 7: SIAS reporting query result to user

(without security) and 9(b) (with security)

below.

Results show that, the RTT for an agent to

travel in SIAS changes more or less linearly

over the number of hosts in the system. This

is due to the additional time to travel an ad-

ditional host, and the overhead for each addi-

tional host is more or less the same. Moreover,

the RTT is also linearly increasing as the num-

ber of products of the query increases. This

can be explained by the increases in number

of database transactions and time to transport

an agent. When security is enforced, the RTT



Figure 8: Control ow of security-enhanced

SIAS

increases in general. For the maximum number

of hosts of 26, and maximum size of query of

90 products, the RTT increases by 100 seconds,

from 230 seconds to 350 seconds. This can be

explained by the extensive use of the RSA algo-

rithm to encrypt and decrypt each item, which

is time consuming, especially when the key is

long. Therefore, trade-o� between security and

performance in SIAS is shown.

(a) Without security

(b) With security

Figure 9: Rount Trip Times of an agent, with

di�erent query sizes, against di�erent numbers

of hosts in SIAS

6 Conclusions

In this paper, the technology of autonomous

mobile agents and the problem of malicious

hosts in a mobile agent system are studied.

SIAS is implemented as a sample application

of mobile agents. Some of the security prob-

lems of malicious hosts in SIAS have been ad-

dressed, and a practical approach to protect

the agents has been developed. The security

of the approach developed has been analyzed,

and is believed to be strong enough for the ap-

plication. The performance overhead of the

security measures are measured, and in con-

clusion, a trade-o� between performance and

security for SIAS is observed.
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