On Anti-Corruption Privacy Preserving Publication

Yufei Tao®, Xiaokui Xiao!, Jiexing Li', Donghui Zhang

!Department of Computer Science and Engineering, Chineseeksity of Hong Kong
Sha Tin, New Territories, Hong Kong

{taoyf, xkxiao, jxli}@se.cuhk.edu.hk

2College of Computer and Information Science, Northeastémiversity
360 Huntington Avenue, Boston, MA, USA

donghui @cs. neu. edu

Abstract— This paper deals with a new type of privacy threat, A. Motivation

called “corruption”, in anonymized data publication. Spedfically, o . : :
an adversary is said to have corrupted some individuals, if /he Generalization provides weak privacy protection when an

has already obtained their sensitive values before considg the ~@dversary may corrupt data owners. Consider an adversary
released information. Conventional generalization may lad to who has the Ql-valueg30, M, 2700Q of Calvin. Given
severe privacy disclosure in the presence of corruption. Mivated  Table Ic, s/he sees that the tuple of Calvin is in the first QI-
by this, we advocate an alternative anonymization technige group (consisting of the first two rows). Hence, s/he can only

that integrates generalization with perturbation and stratified . . e :
sampling. The integration provides strong privacy guaranges, infer that Calvin may have contractbcnchitisor pneumonia

even if an adversary has corrupted any number of individuals However, suppose that the adversary has corrupted Bobehefor
We verify the effectiveness of the proposed technique thrgh e.g., s/he contacted Bob, and learned that Bob contracted
experiments with real data. bronchitis As a result, the adversary becomes sure that Calvin
must havepneumonia(according to Table Ib, only Bob can
be in the same QI-group as Calvin). Note that what Bob did
is completely conscientious — he is merely giving away his

. S . . .own information.
Anonymized publication has received considerable attenti S .

. . : In the above example, corruption is caused by collusion
in recent years, due to the awareness of privacy disclosur :
. : _— etween a data owner (Bob) and an adversary, whereas, in
in data sharing applications. Assume, for example, that a . ; .

. I géneral, it may happen in many other ways. For instance, an
hospital wants to release Table I, referred to astireodata adversary may acquire the diagnostic results of some patien
Attribute Diseaseis sensitive, which has two implications. y may acq g

) o . via a friend working in the hospital. As another example, an
First, the publication must prevent an adversary from hirigr e
) S . adversary may be the boss of Bob, who has Bob’s sick-leave
accurately the disease of any individual patient. Secadmel, t lication that states explicitly his disease
released content should permit a researcher to understand®P plicttly '

correlations betweeDiseaseand the other attributes, whichB. Contributions

are statistically significant in a large number of patients. This paper provides the first study towards eliminating
Obviously, the columrOwnermust not be published. Sim-the threat of corruption. First, we formalize anti-coriiopt
ply removing that attribute, however, is insufficient, doefte anonymization. Following the information-theoretic apach
possibility of “linking attacks”. For instance, if an adgary in [6], our formalization aims at achievingpackground-
has the voter registration list in Table Ib, s/he can easifensitive guarantegs well-known example isg;-to-p, pro-
obtain the name of any patient, through an equi-join betwegsttion” [6]). Such a guarantee models the degree of pri-
Tables la and Ib. The joining column&ge Gender and vacy preservation as a function of an adversary's backgtoun
Zipcodeare therefore called thguasi-identifier(Ql) attributes. knowledge, and serves as an effective metric for gauging the
Generalization[1], [2], [3], [4], [5] is a popular methodol- quality of anonymization.
ogy for preventing linking attacks. The objective is to Second, we elaborate several defects of generalizatidan tha
each QI value with a less specific form, so that each tuph@ve not been revealed in the literature. Our results shaty th
is indistinguishable from several others by their QI-valuegeneralization provides poor background-sensitive quaes,
Table Ic demonstrates a generalized version of Table la. Téxen in the conventional corruption-free scenarios. Ngmel
generalization results in fo@l-groups each involving a set of they may allow an adversary to glean considerable new
tuples with equivalent Ql-values. Consider an adversarg wknowledge, even though s/he has almost no knowledge before
aims at inferring the disease of Debbie, knowing her exact @amining the published data. When corruption is possible,
values{45, F, 20000. Since the 3rd and 4th rows of Table lcgeneralization completely fails in guarding privacy.
match Debbie’s QI details, the adversary is not sure whetherThird, we overcome the drawbacks of generalization, by
she contracte@neumonieor breast-cancer integrating it with perturbation [7], [6] and stratified splimg

I. INTRODUCTION



Age i :
Owner| Age| Gender| Zipcode|  Disease N;rge 2% Ge'\rjllder Zzlggc(;ge Age |Gender| Zipcode Disease
Bob | 25 M 25000 bronchitis o [21,40]] M [[11%*, 30**] bronchitis
Calvin| 30 | M | 27000 | pneumonia DC:k')‘gir:a jg '\é %ggg [21,40] M [11** 30*] | pneumonia
Debbie| 45| F | 20000 | Ppneumonia : [41,60] F [11**, 30™] | pneumonia
Elie | 50 F 15000 | breast cancer EE "'.T 50 F 15000 [41,60] F [11**, 30**] | breast cancer
Fiona | 55 [ 45000 | ovarian cancer .mly o2 F 28000 [41,60] F [[31**, 50***] | ovarian cancer
Gloria| 58 | F | 32000 | hypertension Fiona| 55 | F | 45000 | 7 "60] F |[317*, 50+ | hypertension
Henry| 65| M | 65000 | Aizheimer Gloria| 58 | F | 32000 ' 7g1 "go] M |[51%*, 70+ | Alzheimer
lsaac| 80| M | 55000 | dementia f;;i gg m ggggg [61,80] M |51, 70 | dementia

(a) Microdata (b) A voter registration list (c) A generalizeable

TABLE |
PRIVACY PRESERVING PUBLICATION BASED ON GENERALIZATION

[8]. The resulting technique, termgxrturbed generalization database in a hospital may be in giga or even tera bytes,
provides strong background-sensitive guarantees, evean if rendering transfer in its entirety intractable. Secondegian
adversary has corrupted an arbitrary number of individualsadequately large subset (of the original dataset), mosingin

The rest of the paper is organized as follows. Section dlgorithms already return reliable results. Third, theigbof
clarifies the objectives of anti-corruption publicationh€h, controling how much percent of a dataset is revealed is an
Section Il explains why generalization fails to protedwvpcy appealing feature for commercial organizations.
in our settings. Section IV presents the proposed anonymi@ Privac
tion framework. Section V elaborates how an adversary may _ y . o o
perform a privacy attack, and Section VI establishes oyr W& @m at preventing linking attacks as exemplified in
privacy guarantees. Section VIl experimentally evaluakes S€ction I. Formally, in such an attack, an adversary knows
effectiveness of our solutions. Section VIII briefly reviedne () the existence of a victim individua in D, and (ii) the
previous work related to ours. Finally, Section IX concladefX@ct QI values 0b, compactly represented with a Ql-vector
the paper with directions for future work. o.v?. The goal of the_attack is tp infer whether the sensitive
value 0.A® of o satisfies a predicat®, which may be any
arbitrarily complex condition. For instance, #° is Disease
@ can be 9.A? is a respiratory disease”.

The adversary has access toeaternal databasé€. Given
a QI vectorv?, £ returns the identities (e.g., SSNs) of all the
people whose QI vectors are equivalentto Some of these
people may not appear in the microdata, in which case we
say that they arextraneousand their sensitive values afle
In the example of Section K is the voter registration list in
Table Ib, where Emily is extraneous.

A unique feature of our privacy goal is protection against
“corruption”

Il. PROBLEM SETTINGS

We consider a microdata tabi@, with d quasi-identifier
(QI) attributes A, ..., A%, and a sensitive attributd®. Each
A? (1 < i < d) can be either discrete or continuous, bit
must be discrete. Thdomainof a columnA is the projection
of D on A. Let U? be thed-dimensionalQl space which is
the cartesian product of the domains 4f, ..., A%. UseU*®
to denote the domain ofl®.

For each tuplet € D, define itsQl-vector¢.0?, as ad-
dimensional vector containing its Ql-valuesA{, ..., t.AJ.
Equivalently, t.0? can be regarded as a point ii?. Each
tuplet € D describes the information of an individual, i.e., the Definition 1 (Corruption): An adversary is said to have
ownerof ¢. All tuples have distinct owners (this is a commororruptedan individual, if s/he learns the exact sensitive value
assumption in the literature [3], [9]). of that individual via resources different frof*. 0

Qur goal is to p-ubl|sh an anonyrmzed versibrt, which Let C be the set of individuals that an adversary is able to
satisfies the following requirements: corrupt. We model as a subset &f (instead ofD) to capture
1. [Cardinality] D* has at mos{D| - s rows, wheres is a the fact that an adversary may be aware of which individuals
real value in(0, 1], and a publication parameter. are extraneous. We allow the size®to be any value from 0
2. [Privacy] Publication of D* ensures strong privacy guarg || — 1. Obviously, whenC| = 0, our scenario degenerates
antees, even if an adversargrrupts any individuals in jntg the traditional assumption that no corruption is polssi

D. ] o The worst case occurs whéf| = |£|—1; that is, the adversary
3. [Utility] D* is useful for mining data patterns iR. has the sensitive values of all the people, exeept

Next, we discuss each requirement in detail. From her/his own understanding of A° and the results

of corruption, an adversary has developed a certain amount

of confidence about how likely.A* would satisfy @, even
This feature is reasonable for several reasons. First, tf®ugh s/he has not examindel yet. This is her/higrior

microdata may be simply too voluminous. For example, @nfidence denoted asP,,;..(Q). Such confidence results

A. Cardinality



from the ultimate “background knowledge” dP that an If a publisher intends to constraint the amount of increased
adversary can possibly accumulate with@it It depends on confidence within 0.2, it should enforce a 0.2-growth guan
factors that cannot be controlled by the publisher, suctoas hinstead.

familiar the adversary is with the victim, her/his expertisn

the correlation between the QI and sensitive attributeghise C. Utility

corruption power, and so on. The utility of an anonymized dataset is typically evaluated
We tackle the challenge that the adversary is an informatiagy its effectiveness in performing a certain data mining.tas
theory expert, who is able to combine background knowledg®llowing the previous work [10], [11], we use decision-
and D* to boost her/his confidence about whetheX® tree mining as the representative task. In fa@t, can be
qualifies Q. We use the ternposterior confidenceo refer directly fed into the algorithm in [12] for constructing dsion
to the adversary’s confidence at the end of the whole linkingees, which accurately summarize the data patterf ifihe
attack, and represent it @3, (Q). algorithm isad-hog since it permits a data analyst to build
The objective of the publisher is to limit the posteriotrees according to her/his own preferences, such as the set o
confidence. In particular, we focus on achieviseckground- attributes considered, the classification granularity, sm on.
sensitive guaranteesf one views privacy protection-versus-Such preferences do not need to be specified at the time of
inference as a game played by the publisher and adversgpgparingD*. Hence, publication ofd* offers significantly

a background-sensitive guarantee constrains the adysrsamore flexibility than releasing only a few trees selectedhsy t
chance of winning the game, subject to how well s/he cgublisher.

play. The first type of guarantees offered by our technique is

Definition 2: [p;-to-p2 Guarantee/Breach [6]] Let, andps IIl. DEFECTS OFGENERALIZATION

be values satisfying < p; < p» < 1. A p;-to-p» guarantee  Crucial to generalization is its underlyingeneralization

requires that principle, which is a constraint satisfied by every Ql-group
) of D*. The most popular principles involeanonymity [4],
if Pprior(Q) < p1, then Py, (Q) < pa. [5] and [-diversity [9]. We will focus oni-diversity, sincek-

A pi-to-ps breachoccurs, if the guarantee is violated. anonymity (due.t_o_ its piopeering role in the literature) has
) o ) severe vulnerabilities to privacy attacks [9].

For instance, it is a 0.3-t0-0.5 breach, if an adversary$s po ;_gjversity is most effective when (i) an adversary’s back-
terior confidence exceeds 0.5, when her/his prior confldenceground knowledge about the victim individual conforms
bounded by 0.3. However, once the prior confidence is highgr 5 specific type, and (i) the adversary performs no cor-
than 0.3, it does not constitute a 0.3-t0-0.5 breach, noematfhtion. In the sequel, we first prove that, even when both
how large the posterior confidence is. Intuitively, in th&se conditions are satisfied;diversity can guarantee only weak
the adversary is too powerful, so we cannot constrain Fer/ijackground-sensitive guarantees. Then, we will show tieat t
chance of winning the game %uarantees are much worse, when the conditions are violated

We also study another important type of backgrounqjnfortunately, this is true not only fardiversity, but for the
sensitive guarantees that have not been analyzed prexiousheneralization methodology in general.

Definition 3 (A-growth): Let A be a value in(0,1]. A A- _ _ : e
growth guaranteeequires A. Defects of-diversity When Its Assumptions Are Satisfied
Machanavajjhala et al. [9] give several versions lef
Fpost(Q) = Porior(Q) < A. diversity. Table Ic demonstrates the simplest version,ctvhi
A A-growth breachoccurs, if the guarantee is violated. ; demands each Ql-group to have at least= 2 different
) sensitive values. The most powerful and well-adopted varsi

The A-growth guarantee is a natural way to control ap “(c, 1)-diversity”, wherec is a positive value, and an

adversary's increased knowledge after s/he inspBLtSBY jnieger. Intuitively, this principle requires that, in eyeQl
settingA to p —p1, ensuring naA-growth breach immediately groyp )1 of D, the most frequent sensitive value should not
guarantees ng:-to-p, breach, but the reverse is notie. In  pa 190 frequent.

fact, A-growth guarantees remedy the deficiencypofto-p, Formally, assume thaf)I has!’ distinct sensitive values,
guarantees. Notice that, no 0.3-t0-0.5 breach happens, eygcrer’ can be any integer at leaktLet n1, n, ..., ny be

if an adversary’s prior confidence is (almost) 0, and her/hige humbers of tuples i)] carrying the most, second most,
posterior confidence reaches 0.5. Intuitively, in this cdlse ..., least frequent sensitive values, respectively (e3> 1o >
deployed privacy preserving approach is not effectivecesin ny). Then, (c, 1)-diversity requires -

it allows an adversary to gain considerable new knowledge. ™

ny<c-(n+ng1+...+np). Q)
1our formulation is the upward breach defined in [6], whiclogisoposes

a downward counterpart. Specifically, a downwargto-p2 occurs if the Figure 1 illustrates an example QI group with size 11 which
posterior confidence is belows, given that the prior confidence is above

1 . . o .
p1. We focus on upward breaches, because the abseneg-tofp> upward Obey_s_(iv 3)'dlver3|t_y' Here, the group has = 6 distinct
breaches ensures 1f@ — p1)-to-(1 — p2) downward breach. sensitive values, with; = 3, no = n3 = ngy = 2, andny =



owner| QI Attributes Disease background-sensitive guarantees which hold for any (elven t
o 2?123222112 most adversely-designed). Unfortunately,(c, [)-diversity is
232 preumonta not worst-case effective, as established in the followamgrha.
04 Eg Lemma 1:Letw be the smallest number of distinct sensitive
Z’ same bronchitis values in any QI-group of &, [)-diverseD* under the global-
Oi bronchitis recoding scheme [13]. Even if an adversary’s background
0g lung cancer knowledge satisfies the requirement(of!)-diversity and no
09 lung cancer corruption is performedc, [)-diversity fails to ensure any
0 SARS u—l+2 _+~_ __u—l42
0:(: oo g to-z or (x \Us|—l+2) growth guarantee,

unlessz = 1.
Fig. 1. A (1/2, 3)-diverse QI-group Proof: Let QI be a Ql-group inD* with « distinct sensitive

) ) L values. There exist at least — [ + 2 sensitive values in
ne = 1. In this case, Inequality 1 becom@s: 5 (2+2+1+1), ()5 that the adversary cannot eliminate from being the real

: 1
settingc to 5 and/ to 3. _ ~ sensitive value of the victine. Denote them ag:;, 7, ...,
Let » be the real value ofo.A* in D. (c,l)-diversity . Lio. ConsiderQ = “0.A* is any of {z, Tutrz)”
w—l42- : T :

aims at pr_eventing an adyersary from performing &@act Tpe adversary's prior confidence equ 7\1—7-2%2 After the
reconstructionof 0.A°. Equivalently, by the terminology of

) / ) attack, s/he will be affirmative tha is true, and hence, has
Section Il, the predicat® has a special form (denoted @s) posterior confidence 1. .
Qr oA’ =r. In practice,u < [U*|, rendering#752; to be a value by

Furthermore, the principle is proposed to tackle advezsarfar smaller than 1. Therefore, Lemma 1 indicates that, efren i
that can identify, without looking ab*, at most/ — 2 values an adversary’s prior confidence abaitis very small, after

in U* (the domain of4*) which cannot be the real.As. In inspecting a(c, )-diverseD*, the adversary may assert that
other words, before examining*, the adversary thinks thato.A® definitelysatisfiesQ.

0.A® can be any of the otheét/*| — (I — 2) values inU* with Again, we provide the intuition using Figure 1. Suppose

an equal probability, that is, s/he has prior confidence that the QI-group in the figure has the smallest number6
s of distinct sensitive values, among all the QI-groupsDi.
Porior(Qr) = 1/(IU°] =1 +2). @ Note that, excepHlV, the other 5 diseases in the QI-group

In this case(c, I)-diversity ensures that, after investigatifg, ~are respiratory problems. Further assume that they arenlige o
an adversary can figure out4® = r with probability at most 5 respiratory diseases in the whole doméiin of A°, which

—<5 [9]. Namely, her/his posterior confidence has a sizgU*®| = 100. An adversary intends to pry into the
privacy of o = o;. However, this time, the goal of privacy
Ppost(Qr) < ¢/(c+1). () attack is the predicate

To explain the above derivation with a concrete example,
assume that an adversary targets individuat o;, knowing
in advance that, does not havellV. Suppose that thBisease Conforming to the background knowledge requirement of
attribute has a domain size of 100. Thus, before se@lig (3,3)-diversity, the adversary knows that does not have
the adversary can guess the real disgaseumoniaof 0.4° HIV. Before checkingD*, s/he conjectures thai. A® is a
only with a probability 1 / 99, as given by Equation/2= 3). respiratory disease with probability/99, which is her/his
Now, the adversary studigB*, and finds out that the recordprior confidencepP,,.;..(Q). FromD*, the adversary realizes
of 0, must be in the QI group in Figure 1. As the adversarpat the record ob; must be in the Ql-group of Figure 1.
can exclude onlHIV from being the real disease of, s/he After eliminatingHIV, s/he sees that all the remaining values
cannot tell which of the 9 tuples not carryirglV belongs Of the QI-group are respiratory diseases. Hence, s/he beom
to 0;. Given that the group has Bneumoniatuples, with a affirmative thato, definitely has a respiratory problem, that
random guess, the adversary infersl* = pneumoniawith a is, her/his posterior confidenc®,,s;(Q) = 1. Therefore, no
probability 3/9 = 1/3, conforming to Inequality 3d= %)_ %-to—x or (z — §—9)—growth guarantee can be claimed for any
Combining Equation 2 and Inequality 3, whep is re- z < 1, as stated in Lemma 1.
stricted to @, (i.e., exact reconstruction) and an adver- _ o
sary’s background knowledge fulfills the requirementef)- B- Failure of Generalization
diversity, the publisher can ensurer@s‘l_ﬁ-to-cﬁ guaran-  The above discussion actually “favorstiversity, because
tee, and & ;5 — ﬁ)-growth guarantee. it assumes that an adversary’s background knowledge fsllow
However, recall that our objective is to guard against irexactly the requirement of that principle, and the adversar
ference of any predicat€), as opposed to merelg),. In carries out no corruption. As expected, even weaker privacy
other words, the privacy preservation technique should bearantees can be proved, when these assumptions are invali
effective even in the worst case, namely, it must providedgod@he following lemma holds for any generalized table, no

Q: 0.A? is a respiratory disease.




matter which generalization principle (including thoseenetly G2. The Ql-vector.v? of each tuplet € DY is identical to
developed in [14], [15]) is deployed. the Ql-vectors of at least — 1 other tuples inDJ.
93. For any two tuplegy, to € DY, if t1.09 # t5.09, then

Lemma 2:When an adversary can have any backgroun .
y Y 9 there does not exist any vectot € U? such thatt;.v?

knowledge, and can corrupt any individuals, publication of

. . g andt,.v? both generalize?. 0
any generalized* fails to ensure any

y-to-z or (z — y)-growth guarantee, Property G3 implies that generalization conforms to the
unlessz =1 andy = 0. global recodingscheme [13]. There exist many algorithms

[11], [13], [16] that can be used to obtainZ¥ with all the

Proof: Consider the unfortunate case= £ — {o}, namely, above properties

the adversary knows the sensitive value of every individual
D excepto. SinceD* contains all the precise sensitive values, Phase 3 (Sampling)GivenD?, we produceD* by follow-
after inspecting it, the adversary will find out the real séves ing these steps:

value ofo. This means that, no matter how small her/his pric®1. Group the tuples o9 by their QI attributes. Each
confidence is, her/his posterior confidence is always 1. resulting group is called ®I-group.

I§2. From each grou@ I, randomly sample a tuple We say

Lemma 2 theoretically confirms our motivation that gene i
y 9 that QI is the source QI-groupof ¢.

alization provides poor protection against corruptione ) ¢ : .
ically, theponly pro?/ablep backgroung-sensitive guarm(?sb S3. Augment l’v'th an gttrlbutet.G storing the size of)1.
generalization are the useless 0-to-1 and 1-growth gusgant SA4. Addt to D*, and discard the other tuples €. o
The above discussion assum@®*| = |D|, namely, the  D* is astratified sample sef] of D9. Here, a “stratum”
parametes of the Cardinality constraint equals 1. To modify is a QI-group, and a sample is taken from each stratum.
generalization to support an< 1, a trivial solution is to first ~ The computation oD* through Phases 1-3 is based on two
obtain D* in the same way as = 1, and then, publish a valuesp andk. We setk to [1/s], wheres is the parameter
random sample set @* with sampling rates. However, the of our Cardinality constraint. This ensuré®*| to be at most
solution does not fulfill ouPrivacyrequirement. In particular, |D|-s. The formulation ofp, on the other hand, depends on the
Lemma 2 still applies to the random sample set. degree of privacy control, and will be discussed in Sectidn V
We illustrate perturbed generalization by using it to
IV. PERTURBED GENERALIZATION anonymize the microdat2 in Table la, assuming = 0.25 and
This section illustrates an alternative anonymization ap-= 0.5 (hencek = 2). Table lla shows th®? after Phase 1,
proach that combines generalization wiplerturbation [7], where all the sensitive values have been altered, excepe tho
[6] and stratified sampling8]. The framework consists of 3 of Calvin and Gloria. Table Ilb illustrate®? at the end of
phasesas detailed in the sequel. Phase 2. The finaD* from Phase 3 is given in Table lic.

Phase 1 (Perturbation)Given aretention probabilityp € D* is augmented with a colum@'. All the G-values are 2,

[0, 1], we createD”, by independently transforming each tupl@€cause every Ql-group in¢ has size 2. _
t € D to aperturbed tuplet’ € DP as follows. D* may involveabsurd tupleswhich contradict common

. . sense, and can never exist in any microdata. For instanee, th
PL. ti'vqsz. .ot (perturbatlon. does not affect Ql attr|bute§). last tuple in Table lic is absurd because it associatesian-
P2. t_"é) i]iihdeeglc()jiﬁ%:;/ d‘;’?fjlﬁg_at‘f;r_‘ (\i’iv)'tgtr?:ra\ﬁsgrzbjsl“%ancerwith a male. Releasing such tuples is necessary, be-
P t'. L .. . cause they must be present to enable data mining (see [12]).
is randomly generated itv® following the uniform dis-

tribution. In either case, we say thdtA® is aperturbed Finally, note .that it Is not _megmngful to judgelwh.ethei“
value captures sufficient information iR, when the cardinality oD
O

is excessively low. Perturbation-based approaches wotk we
In the next phase, we will perform generalization PA. only if |D| is large. For instance, some sensitive values in
Before explaining the details, we must clarify the meaniofys Table lla disappear in Table lic; such phenomenon is rather
value-, vector-, and tuple-generalization. kebe a value of a unlikely whenD is sizable. In Section VII, we will test the
Ql-attribute A7 (1 < i < d), andz’ a set of values ofd!. We utility of D* whenD is a real dataset.
say thatz’ generalizes, if = € 2. For exampleg’ = [21, 40]
generalizest = 25; ©/ = {M, F} generalizest = M. Given
d-dimensional vectors andv’, v’ generalizesv, if the i-th
component ofu’ generalizes the corresponding component
v, for all ¢ € [1, d]. Finally, a tuplet’ generalizesnother tuple
t, if they share the same sensitive value, #nd! generalizes
t.v9.

V. MODELING PRIVACY ATTACKS

In the sequel, we provide the mathematical foundation for
Studying the privacy guarantees offered by perturbed géner
ization. Since the tabl®* we release is not a conventional
generalized relation, a linking attack is different fromath
in previous work. Therefore, Section V-A first clarifies the
procedural details of an attack. Currently our formulatidan

Phase 2 (Generalization)GivenD? and an integek > 1, adversary’s knowledge (before and after an attack) hagdtay
we obtainD? with these properties: at the conceptual level. In Section V-B, we will make the
G1. Each tuple iD¢ generalizes a distinct tuple iB”. formulation theoretically specific.



OwnefAge|Gender| Zipcode Disease Age |Gender Zipcode Disease \ Age |Gender Zipcode Disease |G
Bob |25 M 25000 | hypertension |[21, 40]] M |[11**, 30 == | hypertension [[21, 40] M [11**, 30**] | hypertension 2
Calvin/30 | M | 27000 pneumonia|[[21,40] M |[11**,30 ¥ | pneumonia| [[41,60] F |[11™*, 30" |breast cancef 2
Debbie 45 | F | 20000| breast cancer[[41, 60] F [[11™, 30 *] [ breast cancer [[41, 60] F |[31**, 50" | bronchitis | 2
Elie |50 | F | 15000| bronchits |[[41,60] F [[11**,30*% [ bronchits | |[61,80] M |[51**, 70**] lovarian cancer2
Fiona| 55 | F | 45000| bronchitis | [[41,60] F |[31%*,50 *+| bronchitis
Gloria 58 F 32000| hypertension [[41, 60] F |[[31**, 50 *+] [ hypertension
Henry 65| M 65000/ dementia | [[61,80] M [[51%*,70 ]| dementia
Isaac| 80 M 55000 |ovarian cancer[61, 80] M |[[51**, 70 **] jovarian cancer

(a) DP after perturbation (b9 after generalization (cp* after sampling

TABLE I
ILLUSTRATION OF OUR PUBLICATION FRAMEWORK(p = 0.25,k = 2)

A. Corruption-Aided Linking Attacks Although the observediseasevalue preast-cancer of

Let us briefly review the basic notations in Section 1I. wé differs from the real diseaspneumoniaof Debbie, it is
have an adversary who knows the Ql-veatar of a victim Wrong to conclude that Debbie does not ownbecause
individual o, and thato exists in the microdat®. S/he aims €Very sensitive value i may have been altered in random
at inferring how likely the sensitive valueA® of o satisfies a Perturbation. The adversary needs to infer the sensitilgeva
predicate. Towards this purpose, the adversary may utilizef Ellie t_hrough a probabilistic analysis, as detailed ia tiext
an external databas and the precise sensitive values of gubsection. 0
setC of individuals that s/he has corrupted. ) ) o

Given aD* released by our solution, the adversary carri¢d Posterior Confidence Derivation
out her/his attack in three steps Al, A2, A3. Before a linking attack, the adversary may already have
Al. Sihe retrieves theniquetuple t € D* such thatt.pe Certain background knowledge about the victim's sensitive

generalizes.v1. valueo.A®. We observe that any knowledge essentially permits

The uniqueness of is guaranteed by Property G2 and Ste@n a_o!versary to evaluate the probabilities ©fi® taking

S2, as explained in Section IV. We say thais the crucial pecific values. T_hus, We.model Fhe background knowledge

tuple of the attack. through a probability density function (pdf):

A2. S/he collects the s&P of individuals oy, ..., o, from &
that are different fronp, and their Ql-vectors;.v9, ...,
0..v? can be generalized tov?.

Thesee persons, together with, are the onlycandidateswho

Definition 4 (Background Knowledge):et X be a random
variable modeling the distribution of.A°. An adversary’s
background knowledgis a pdf of X:

P[X = 1], 4)
can be the owner of. Note thate + 1 is at leastt.G, because | - ]
{0,01, ...,0.} must capture the owners of all the tuples in thwherex can be any value it/*. If
source Ql-group of. Since each QI-group has a size at least max P[X =x] <\
k, we havee + 1 > k. z€U® -
A3. S/he calculates her/his posteriori confideftg,: (Q), by the background knowledge Jsskewed O

combiningD*, O, C with her/his own expertise. The above definition trivially captures the background

Example 1:Assume that an adversary attempts to deri\}_@OW|edge targeted bie, 1)-diversity (see Section IlI). Specif-
the probability of Ellie having a respiratory problem, ndyne 'tﬁally})'];(ai ad\ier(;sary knows that A* cannot be a value,
the property@ of the attack is 6.A° is a respiratory disease”, en. [. = 1] =0. , . ,
whereo equals Ellie. S/he consults thig* in Table lic and the A limits an adversary's maximum confidence about the most

voter registration lis€ in Table Ib. Furthermore] = {Debbie, likely value for O‘.AS' The lower bound of\ equals1/|U?].
é(ghen A takes this value, the adversary does not have non-

trivial expertise aboub.A®, and hence, assumes thatd®
can be any value iV* with the same likelihood. In general,
privacy protection is more difficult whem\ is higher. In
particular, for\ = 1, the adversary is affirmative about the
exacto.A?; thus, no protection foo is possible.

We call the pdf in Definition 4 theprior pdf of X. Let
(X) be the set of sensitive values qualifying propely
@e adversary’s prior confidence can be represented as

PprioT(Q) = Z P[X (5)

z€Q(X)

pneumoniaand Emily is extraneous.

At Step Al, the adversary identifies the crucial tupées the
second row ofD*. At Step A2, s/he retrieves, frof, ¢ = 2
individuals:o; = Debbie and- = Emily, whose Ql-vectors can
be generalized to.v?. Namely,O = {Debbie, Emily}. At Step
A3, the adversary analyzes the probability of Ellie’s disea
satisfying@, from all the information that s/he has acquire
Obviously, as Emily is extraneous, the adversary removes h
from further consideration, which leaves only two candidat
owners oft: Debbie and Ellie.



Now we proceed to derive the adversary’s posterior confiensitive values are,, ..., zg, respectively. Lebgi1, ..., 0
dence. Consider, again, the crucial tuplgbtained at Step A1l be the extraneous personsdn
(see Section V-A). This is the only tuple i* relevant too, Since the adversary has confirmgd- 1 people (i.e.p, o1,
since the other tuples’ (generalized) QI values are insteisi ..., og) in the source Ql-group of, s/he assumes that each
with o.v9. Lety be the observed sensitive valuetpfemember person inO — C = {0441, ..., 0.} appears in that group with
that y may have been perturbed. Our objective is to contrptobability
the adversary’s confidence abapt after s/he has observed g=({t.G—-1-pP)/(e — ). (13)
Therefore, we define her/his posterior confidence as

Ppost(Q) = P[Q|1j] (6)

Ppost(Q) may differ from Py, (Q) because, after seeing
y, the adversary can derivepasterior pdfof X, which is not
necessarily equivalent to the pdf describing her/his bemkgd
knowledge (Definition 4). Analogous to Formula 4, the ne
pdf can be represented as:

Equation 8 has an equivalent form
h = Plo ownst,y]/P[y]. (14)

The numeratoP[o ownst, y] is essentially the probability of
two independent events happening simultaneously: (i)upket

ff 0 was sampled in Step S2 of Phase 3, and (ii) its sensitive
value was perturbed tg. Hence,

1
P[X = zly], 7) Ploownst,y] = = z;S(P[X =uz]- Plz — y)
wherex is any value inU®. Formula 7 can be solved in two 1 1—p
steps. First, the adversary figures out the probabilitiat the = G (p -PIX =y|+ W) . (15)

crucial tuplet indeed belongs to the victim, namely:

When the adversary’s knowledge Asskewed,
h = P[o ownst|y].

1 1—p
Then, the adversary distinguishes two disjoint events: Plo ownst, y] < a (p' A+ 0] ) ' (16)

« Event 1 (probabilityl — h): o is not the owner of. In
this caseD* contains no hint about at all. Therefore,

The denominatoP[y| of Equation 14 equal®[o ownst, y]+

the adversary’s knowledge ef A° remains the same as B e
her/his background knowledge. ZP[Oi ownst,y] + Z Plo; ownst, y]. a7)
« Event 2 (probabilityh): o is the owner of. As a result, i=1 j=a+l

the adversary obtains a piece of information helpful fogq, ; < 1, 8]
calculating Formula 7: the sensitive value ®has been

modified fromz to y in perturbation. In this case, we use Plo; ownst,y] = Plz; —y|/t.G
a Irandc;m variablé” to capture the perturbed sensitive > (1-p)/(t.G-|U%|). (18)
value ofo.

Combining both events, we have Given anyj € [« + 1,¢e], we model the sensitive value of

with a random variabléX ;. The derivation ofP[o; ownst, y]
PiX =alyl=h-PIX =alY =y]+ (1 -h)P[X =z].  (9) js similar to solvingP[o ownst,y] into Equation 15, except

It follows that the adversary’s posterior confidence (Equil@t we must take into account the fact thatappears irD

tion 6) can be calculated as with probability g, as given in Equation 13. Therefore,
1—
Ppost(Q) = Z P[X = zly]. (10) Ploj ownst,y| = % <p -PIX; =y|+ |UST))
2€Q(X) ’
> g-(1- t.G - |U?)). 19
VI. FORMAL RESULTS B g-2=p/ o) (19)
Following [6], let Pla — b] denote the probability that aIt follows from Equations 17-19 that
sensitive value: is perturbed td. It holds that t.G—-1)(1-p)

Ply] > P[o ownst, y] + _
Pla — b = p+1—p)/lU* fa=b 1) t.G - U7
(1-p)/IU? otherwise Combining the above formula with Equation 14 and Inequality

Let us make several observations about Equation 9. Finst, &16’ we have

expressionP[X = z|Y = y] can be re-written as: b p-A+(1—p)/|U"

PIX=xY=y]  P[X=a] Plz—y 12) - p-A+t-G-(1—p)éIUSI
PY =y p PX=y70- /0T i e T
Next, we study the value of. Without loss of generality, P b
assume that N O has « individuals, among whong are In the sequel, we usk' to denote the right hand side of the
not extraneous. Let thg people beoy, ..., o3, whose real above inequality.

(20)



Theorem 1:If y does not satisfy propert§), no p;-to-p2 Let w = P[X = y] < A. By Equation 12, the above formula

and A-growth breaches can occur, for apy, p2, and A. equals
Proof: Whenz # y, Equation 12 BT (w (p+ (1 =p)/IU%) _ w) WY Flw).
_ s w-p+(1—p)/|U?
PIX =a]-(1=p)/IU°| _ 0 _ o1 .
(1—p)/|U?] = P[X =a]. (21)  Next, we calculate the upper bound Bfw), asw distributes

in [0, A\]. We note that &(w)/dw = 0, whenw = w,, =

From Equations 9 and 10, we knaif,s:(Q) = (v/u2+p-u — u)/p. Furthermore,F(w) is monotonically
increasing (or decreasing), # < w,, (or w > w,,). Hence,

Z (h-PX =z[Y =yl + (1 -h)- P[X =2]). (22) jncaser < (Vu?+p-u—u)/p, F(w) reaches its maximum
zeQ(X) atw = ). Otherwise, the maximum is obtainedat= w,,.

If y ¢ Q(X), by Inequality 21, the previous equation O

Recall that our publication framework has two parameters

< Z (h-P[X =2a]+ (1~ h) P[X =2]) p andk. As explained in Section II, we always fixto [1/s]
2€Q(X) to meet theCardinality requirement. The value gf, on the

= Pprior(Q). other hand, is determined so that an objeclaxee! of privacy

breaches is prevented. Specifically, fer-to-po breaches, a

level is specified by a pair gf; andp,. Likewise, a level ofA-

For instance, the attack in Example 1 will not incur angrowth breaches is described By In any case, once the level
breach, becausg = breast-cancemoes not qualifyQ = “a is fixed,p is set to the minimum value that guarantees absence
respiratory disease”. In the subsequent discussion, wesfoof the corresponding breaches, according to Theorems 2 and
on a linking attack whosé€) is qualified byy. 3.

Therefore, no privacy breach can occur. 0

Theorem 2:No p;-to-p; breach can happen if: VII. EXPERIMENTS
11— This section experimentally evaluates the effectivendss o
pa(1 —p1) p i .
m(—p) = L+ = p)/[07] (23) the proposed technique, referred to @sturbed generaliza-
! 2 tion (PG) in the sequel. We adapt the algorithm in [11] to
whereph = (p2 — p1(1—h"))/hT. implement Phase 2 of PG, and explore its utility in mining

. . decision trees with the algorithm in [12].
Proof: Let us rewrite Equation 10 as S| W gon in [12]
A. Data

Prost(@) = h - PIQIY =y + (1 = h) - Pyrior Q] We deploy a real database SAL that is widely used in the

Using the same mathematical derivation as in the proof Berature, and downloadable http://ipums.org SAL contains
Statement 1 in [6], we can show that, when Inequality 2600k tuples, each of which describes the personal data of

holds, P[Q[Y = y] < p),. Hence an American. There are 9 discrete attributégie Gender
Education Birthplace OccupationRace Work-classMarital-
Poost(Q) < h-ph+(1—=h)-p1 status Income We treatincomeas the sensitive attribute and
< BT ph4+(1=R")pr=py the other columns as Ql-attributes.
Thelncomedomain consists of values 0, 1, 2, ..., 49, where
which completes the proof. 0 each number represents the range (in US dollars) [of

2000, (¢4 1) - 2000). For the purpose of decision tree mining,
Theorem 3:Let F(w) = (—p-w?+p-w)/(p-w+u), we divide the domain inton categories, varying: between
whereu = (1 —p)/|U?|. Letw,, = (/u?+p-u—u)/p. No 2 and 3. Form = 2, the first and second categories cover
A-growth breach occurs if either of the following holds:  the ranges [0, 24] and [25, 49], respectively. For= 3, the

o A< wy, andA >hT - F(\); category ranges become [0, 24], [25, 36], [37, 49]. Notic#,th
o A>wy, andA > 1T - F(wpy,). by settingm to 3, we are refining the “wealthier” category of
m = 2.

Proof: Assume that) is qualified byy; otherwise, no privacy
breach can happen according to Theorem 1. By EquationsBs, Competitors

9, and 10,05t (Q) — Pprior(Q) = Currently no existing solution can provide privacy guaran-
tees matching those offered by PG. Therefore, we compare the
h Z (PIX =alY =y] - PIX = z]) utility of PG against those of two yardstick methodptimistic
2€Q(X) and pessimistic Specifically, bothoptimistic and pessimistic
According to Inequality 21, the above build a decision tree from a random subset (of the microdata
D) with size |D|/k (recall that this is the upper bound of the
< hT(PIX =y|Y =y]— P[X =1]) number of tuples released by PG). Faptimistig each tuple



k 2 4 6 8 10 PG—H—  optimistic——  pessimistic —%—
s | >0.69 | 053 | >0.45 | >0.40 | >0.36 classification accuracy
A | >047 | >031 | >0.24 | >0.19 | >0.16 85% . . . . .
T T T 1
(@p=0.3 80% | 1
p» | 015 02 0.25 03 035 0.4 0.45 _—
s | >034 | >038 | 5041 | >045 | >049 | >052 | >0.56 or
A | >012 | >0.16 | >0.20 | >0.24 | >0.28 | >0.32 | >0.36 70% |
(0) k=6 65% |
TABLE Ill 60% ¢
PRIVACY GUARANTEES OFPG 55%
500 -
PG—E—  optimistic——  pessimistic —%— 0.15 0.2 0.25 0.3 035 04 0.45

classification accuracy retention probability p
85% ; : 1

sl o0 —g 4 @)m =2

classification accuracy

75% | | 90%
70% | 1 80% /é/e/ﬁﬂ
65% | 1 70%

60% |

60% |
55— X X —————%—— L

50% |
50%

2 4 6 8 10 40% %—
k L
30% : : : : :
@m=2 0.15 0.2 0.25 0.3 0.35 04 0.45
classification accuracy retention probability p
90% w " —
. 4 I (b) m =3

80%7 B

r Fig. 3. Utility vs.p (k = 6
70% | g y vs.p ( )

60% ] For PG, the degree of privacy protection is determined by
50% ] both parameters andk. We will vary p from 0.15 to 0.45, and
20% % ] k from 2 to 10. Table Il demonstrates the privacy guarantees
(derived from Theorems 2 and 3) determined by all pairs of
4 6 s 10 p and k to be used together in the subsequent experiments.
k For example, the second (third) row of Table llla indicates
() m =3 that, givenp = 0.3, PG provides a 0.2-t0-0.69 (0.47-growth)
guarantee fok = 2, a 0.2-t0-0.53 (0.31-growth) guarantee for
Fig. 2. Utility vs. & (p = 0.3) k = 4, and so on. As expected, stronger protection is achieved

. . ] ] _with a lowerp or higherk.
in the subset is taken directly frorf, i.e., no perturbation

performed. Fompessimistic however, all tuples in the subsetD. Utility

have their sensitive values randomized, i.e., perturbaﬁi'mh The next set of experiments inspects the influenck ahd

retention probability 0. We employ the tree growing aldamit p on the utility of PG. In Figure 2a (2b), we use = 2 (=3),

in [17] to implementoptimistic and pessimistic We note that ;,, = 0.3, and measure the classification errors of PGk as

pessimisticcreates a useless decision tree from a randomizgganges from 2 to 10. We also include the errorsmtimistic

dataset that loses all the sensitive informatiorDin and pessimisticwhich are not affected by, because the two
We measure the utility of a method by thassification methods do not involve generalization.

accuracy of its decision tree. Specifically, we use the tree The utility of PG stays close toptimistic and degrades

to classify all the tuples in the microdata, and calcula® tlery slowly ask grows. This observation indicates that gen-

accuracy as the percentage of the correctly classified duplgralization (Phase 2 of PG) has limited impacts on the yitilit

Ideally, the accuracy of PG should be as good as that @ the published dataset. In fact, when the microdathas a

optimistic yet significantly better than that lessimistic large cardinality, the Ql-vectors of the underlying tupke

dense inUY. For k < 10, a generalized QI value is an interval

covering a tiny fraction of the QI attribute. This explains
We aim at privacy protection against 0.1-skewed backthy generalization does not affect the quality of data asialy

ground knowledge. Furthermore, in preventing-to-po significantly.

breaches, we guard against adversaries with prior confidencin Figure 3, we present the classification errors of altéraat

at most 0.2. Thus) andp; are set to 0.1 and 0.2 respectivelymethods, by fixing: to the median value 6, and varyipdgrom

in the following experiments. 0.15 to 0.45. The performance optimistic and pessimistic

30%
2

C. Privacy Guarantees



does not change wittp, because the former involves no
perturbation, while the latter carries out total pertuidrafwith

p = 0). As expected, the utility of PG improves adecomes
larger. This is a standard characteristic of all the pettion-
based approaches.

(1]
(2]
(3]
_ . R 4
Privacy preserving data publication is first introduced by
Sweeney and Samarati [4], [5], who also propose the conceﬁl
of generalization andk-anonymity. Since then, numerous
generalization principles have been developed. Thesadecl [6]
I-diversity [9] (which is discussed in Section IV);closeness 1
[14], personalization[15], (k,e)-anonymity[18], J-presence
[19], (¢, k)-safety[20], privacy skyling21], andm-invariance [g]
[22], and so on. Generalization conforming to these priesip
can be computed by numerous algorithms [23], [1], [11], [24] [9]
[2], [25], [3]. [13], [16], [26], [27], [28], [29], [30], [31.
Various principles guard anonymity against different tyjpé [10]
background knowledge. However, as explained in Section Itﬁ]
all the above principles succumb to adversaries that have th
corruption ability. [12]
Perturbationshapes its original form from a classical surltel
veying technique callecandomized responsg82]. It is ren- 14
ovated for privacy preserving data mining in recent yeafs [7
[6]. Parallel to our work, Rastogi et al. [33] adapt pertuitya [1°]
to data publication. Different from their method, we propas [16]
concrete model for capturing corruption-based privacyciis,
and derive solid privacy guarantees under this model.

VIIl. RELATED WORK

[17]

IX. CONCLUSIONS (18]

This paper tackles a new threat of privacy disclosure, dalléL9]
corruption, which has not been considered in the literature ?50]
privacy preserving publication. The conventional methodsy
incur severe privacy breaches, when challenged by coomipti[21]
Motivated by this, we present a new anonymization tech-
nique that integrates generalization, perturbation, aradified [
sampling. The integration ensures strong privacy guaesnte
even if an adversary has successfully corrupted any nunfbef4!
data owners. Furthermore, the data released by our teahniqu
permits a researcher to perform effective data mining abge]
the microdata. Our theoretical findings are confirmed wit[g5]
experimentation.

This work lays down a foundation for further studies of
anonymized publication. An exciting topic is re-publicati [26]
of an anonymized version of the microdata, after it ha[§7]
been updated [34]. This is a difficult problem because we
must prevent an adversary from inferring sensitive data IRl
leveraging the correlation among subsequent reIease:*.hémo[Zg]
promising direction is to extend the proposed techniquete n
relational objects such as spatial data [35]. Privacy quars [30]
in those scenarios need to be re-derived, since differentso [31]
of privacy breaches must be prevented.

[32]
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