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Abstract

This article presents theanatomytechnique for anonymized publication of sensitive data. Anatomy
releases all the quasi-identifier and sensitive values directly in two separate tables. Combined with a
grouping mechanism, this approach effectively protects privacy, and captures a large amount of correla-
tion in the microdata. We propose an efficient algorithm for computing anatomized tables that fulfill the
l-diversity anonymity requirement, and minimize the error of reconstructing the microdata, according
to anyLp norm, the KL-divergence, and the discernability metrics. The algorithm is accompanied by
optional heuristics that continuously enhance the data utility of anatomy, until a user-specified time limit
has been reached. We also provide detailed explanations about how to leverage anatomized tables to
understand the characteristics of the microdata. Extensive experiments confirm that anatomy allows sig-
nificantly more accurate data analysis than conventional anonymization methods based on generalization
and data swapping.

The short version of this article appeared in VLDB 06. The current submission improves our preliminary
work by (i) including a thorough discussion of the previous methods, (ii) extending the analysis of anatomy
to several other metrics of information loss (i.e., genericLp norm, KL-divergence, and discernability), (iii)
elaborating how to deploy the anonymized data for statistical studies, (iv) presenting a new algorithm for
computing anatomized tables, and (v) featuring a more comprehensive experimental evaluation.
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1 Introduction

Privacy preservation is a serious concern in publication ofpersonal data. Using a popular example in the

literature, assume that a hospital wants to release patients’ medical records in Table 1, referred to as ami-

crotable (whose tuples are themicrodata). Attribute Diseaseis sensitive, that is, the hospital must ensure

that no adversary can correctly infer the disease of any patient with significant confidence.Age, Sex, and

Zipcodeare thequasi-identifier(QI) attributes, because they may be utilized in combination to reveal the

identity of an individual. To illustrate this, suppose thatthe table is released directly; consider an adver-

sary who has the personal details (i.e., age 21 and zipcode 10001) of Bob, and knows that Bob has been

hospitalized before. In Table 1, since only tuple 1 matches Bob’s QI values, the adversary asserts that Bob

contracted dyspepsia. This process is called alinking attack[35,36].

To protect privacy,generalization[35, 36] divides tuples intoQI-groups, and transforms their QI values

into less specific forms, so that tuples in the same QI-group cannot be distinguished by their QI values.

Table 2 is a generalized version of Table 1 (e.g., the age 21 and zipcode 10001 of tuple 1 have been replaced

with intervals [21, 60] and [10001, 60000], respectively).Here, generalization produces two QI-groups,

including tuples 1-4 and 5-7, respectively. As a result, even if an adversary has the exact QI values of Bob,

s/he still does not know which tuple in the first QI-group belongs to Bob.

A generalized table is deemed “adequately anonymized”, if it satisfies a certainanonymization princi-

ple. k-anonymityand l-diversityare the two principles that have received most attention in the literature.

Specifically, a table isk-anonymous[35, 36] if each QI-group involves at leastk tuples (e.g., Table 2 is 3-

anonymous). However, even with a largek, k-anonymity may still allow an adversary to infer the sensitive

value of an individual with high confidence [25].l-diversity overcomes this problem by demanding that,

in each QI-group, at most1/l of the tuples possess an identical sensitive value. For instance, Table 2 is

3-diverse because, in each QI-group, at most a third of the tuples have the same disease. Consider again the

adversary targeting Bob’s privacy. S/he can make only a probabilistic conjecture: Bob could have contracted

one of the four diseases in the first QI-group with the same probability.

1.1 Defects of Generalization in Data Analysis

Although generalization preserves privacy, it often losesconsiderable information in the microdata, which

severely compromises the accuracy of data analysis. Assumethat the hospital releases Table 2, and that a

researcher wants to derive from this table an estimate for the following query:
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tuple ID Age Sex Zipcode Disease 
1 (Bob) 21 M 10001 dyspepsia 

2 27 M 13000 pneumonia 
3 35 M 60000 flu 
4 60 M 12000 gastritis 
5 61 M 10001 bronchitis 
6 70 F 60000 pneumonia 

7 (Alice) 70 F 60000 gastritis 
 

Table 1: The microdata

tuple ID Age Sex Zipcode Disease 
1  [21, 60] M [10001, 60000] dyspepsia 
2 [21, 60] M [10001, 60000] pneumonia 
3 [21, 60] M [10001, 60000] flu 
4 [21, 60] M [10001, 60000] gastritis 
5 [61, 70] * [10001, 60000] bronchitis 
6 [61, 70] * [10001, 60000] pneumonia 
7 [61, 70] * [10001, 60000] gastritis 

 
Table 2: A3-diverse table

A: SELECT COUNT(*) FROM Unknown-Microdata

WHERE Diseaseis a stomach diseaseAND Age<= 30 AND Zipcode∈ [10k, 20k].

By observing Table 2, the researcher learns that no tuple in the second QI-group satisfies the query, since

their ages fall in [61, 70], and hence, cannot satisfy the predicateAge<= 30. On the other hand, in the

first QI-group, tuples 1 and 4 have stomach diseases, but their QI values (i.e., age[21, 60] and zipcode

[10001, 60000]) may or may not fulfill the query conditions on the QI attributes. Thus, the researcher needs

to derive the probabilityp that each of tuples 1 and 4 qualifies the predicates on the QI attributes, after which

the query answer can be estimated as2p.

Without additional knowledge on the QI values of tuples 1 and4, the researcher assumes that theirAge

andZipcodeare uniformly distributed in the intervals[21, 60] and[10001, 60000], respectively. Within the

intervals, there are40 (50000) distinct Age (Zipcode) values, leading to totally40 × 50000 = 2 × 106

combinations of age and zipcode.105 of these combinations satisfy the predicatesAge<= 30 andZipcode

∈ [10k, 60k]. Consequently, the probabilityp is computed as105

2×106 = 0.05, resulting in an estimated answer

2p = 0.1 for query A. This answer, however, is ten times smaller than the actual query result1 (see Table 1).

The gross estimation error is caused by the fact that, the ageand zipcode distributions in the first QI-group

significantly deviate from uniformity. Nevertheless, given only the generalized table, the researcher cannot

justify any other distribution assumption. This is an inherent problem of generalization: it prevents an

analyst from correctly understanding the data distribution inside each QI-group.

1.2 Rationale of Anatomy

To overcome the defects of generalization, we propose theanatomy1 technique to achieve both privacy- and

correlation-preserving publication. Given a microtableT , anatomy first divides the tuples inT into several

QI-groups, and assigns a unique ID to each group. After that,anatomy creates aquasi-identifier table (QIT)

1The name is chosen, since our technique “anatomizes” the microdata into two tables for publication.
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tuple ID Age Sex Zipcode Group-ID  
1 21 M 10001 1 
2 27 M 13000 1 
3 35 M 60000 1 
4 60 M 12000 1 
5 61 M 10001 2 
6 70 F 60000 2 
7 70 F 60000 2 

 

Group-ID  Disease Count 
1 dyspepsia  1 
1 flu  1 
1 gastritis 1 
1 pneumonia 1 
2 bronchitis 1 
2 gastritis 1 
2 pneumonia 1 

 
(a) The quasi-identifier table (QIT) (b) The sensitive table(ST)

Table 3: The anatomized tables

that contains all QI attributes inT , as well as an attributeGroup-ID. Each tuplet in T gives rise to a tuple

tqi in the QIT, such that (i)tqi andt have identical QI values, and (ii) theGroup-ID of tqi equals the ID of

the QI-group that includest. Finally, anatomy generates asensitive table (ST), which contains the sensitive

attribute ofT , along with two attributesGroup-ID andCount. For each QI-groupQI, and for each sensitive

valuev appearing inQI, anatomy inserts in the ST a tuplets, such that (i) the sensitive value ofts is v, (ii)

theGroup-ID of ts equals the ID ofQI, and (ii) theCountof ts equals the number of tuples inQI that have

sensitive valuev.

For example, assume that we divide the tuples in Table 1 into two QI-groups, following the partitioning in

Table 2, i.e., QI-group 1 (2) contains tuples 1-4 (5-7). Given these QI-groups, the QIT and ST created by

anatomy are shown in Table 3. In particular, the first row in Table 3a captures the fact that, there is a male

patient involved in QI-group 1, with an age 21 and a zipcode 10001. On the other hand, the first row in

Table 3b indicates that, one of the tuples in QI-group 1 has a sensitive value dyspepsia.

Anatomy preserves privacy because QIT does not indicate thesensitive value of any tuple, which must be

randomly guessed from ST. To explain this, consider again the adversary who has the age 21 and zipcode

10001 of Bob. From Table 3a, the adversary knows that tuple 1 belongs to Bob, but does not obtain any

information about his disease so far. Instead, s/he gets theid 1 of the QI-group containing tuple 1. Judging

from Table 3b, the adversary realizes that, the 4 tuples in QI-group 1 carry different diseases. Note that

s/he does not gain any additional hints, regarding the exactdisease of each tuple. Hence, s/he arrives at

the conclusion that Bob could have contracted dyspepsia, flu, gastritis, or penumonia with equal likelihood.

This is the same conjecture obtainable from the generalizedTable 2, as mentioned earlier.

By announcing the QI values directly, anatomy permits more effective analysis than generalization. Given

query A in Section 1.1, we know, from the QI values in Table 3a,that no tuple in QI-group 2 can possibly

qualify the query predicates. Furthermore, from Table 3b, it is clear that two tuples of QI-group 1 carry

stomach diseases in the microdata. Hence, we proceed to calculate the probabilityp that a tuple in QI-group
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1 satisfies the predicates in query A. This calculation does not need any assumption about the age or zipcode

distribution of the tuples,because the distribution is precisely released. Specifically, Table 3a shows that

tuples 1 and 2 in QI-group 1 appear inQ, leading top = 50%. Thus, we obtain an answer2p = 1, which is

also the actual query result.

1.3 Contributions

This article presents a systematic study of the anatomy technique. Our contributions can be summarized as

follows.

• We formalize anatomy to satisfy the anonymity requirement of l-diversity, and theoretically justify

the superiority of anatomy against generalization, in capturing data correlation.

• We develop an algorithm,Anatomize, which computes a pair of QIT and ST inO(n log λ+n · l) time,

wheren is the number of tuples in the microdata, andλ is the domain size of the sensitive attribute.

Furthermore, the QIT and ST generated byAnatomizeincur provably small information loss.

• We elaborate how anatomized tables can be used to perform statistical analysis. In particular, we

establish a crucial connection between anatomized tables and probabilistic relations [10], which fa-

cilitates the derivation of various forms of answers: the expectation (of the actual query result), lower

and upper bounds, or even the actual distribution. Our results hold for a wide range of count queries.

• Based on our modeling of anatomized tables as probabilisticrelations, we proposeAnatomize*, a

time-responsive version ofAnatomize, that continuously improves the utility of the anatomized tables

for count queries, until a user-specified time limit is reached.

• We show, through extensive experiments, that anatomy significantly outperforms the existing

anonymization techniques (i.e., generalization, data swapping, and randomized response), in the ef-

fectiveness of data analysis.

The rest of the article is organized as follows. Section 2 surveys the previous research that is related to

ours. Section 3 formalizes anatomy, and clarifies its privacy guarantees. Section 4 analyzes correlation

preservation. Section 5 develops algorithmAnatomizefor computing anatomized tables, and proves its

quality under several metrics. Section 6 explains the details of statistical analysis using anatomized relations.

Section 7 presents algorithmAnatomize*for enhancing the utility of publication. Section 8 experimentally

evaluates the proposed solutions. Section 9 concludes the article with directions for future work.
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2 Related Work

A short version of this article appeared in [40]. Compared with that preliminary work, this article features

three additional major contributions. First, in Section 5,we investigate the information loss of anatomy

with respect to anyLp norm, KL-divergence, and the discernability metric (onlyL2 norm was considered

in [40]). Second, Section 6 elaborates the theory behind employing anatomized tables for statistical analysis.

Third, in Section 7, we propose a new algorithm for obtaininganatomized tables with enhanced utility.

In the sequel, we discuss other previous research relevant to anatomy. Section 2.1 summarizes existing

results on generalization. Then, Section 2.2 reviews “dataswapping”, which is a generic anonymization

methodology that anatomy belongs to. Finally, Section 2.3 surveys the literature of statistical databases.

2.1 Generalization

Generalization has been extensively studied in the literature [2, 3, 7, 15, 17, 18, 20–23, 25–27, 31, 32, 35–37,

39, 41–43]. LeFevre et al. [21] present an interesting taxonomy to categorize alternative methods based

on their “recoding schemes”, which impose different constraints on generalization. The highest level of

the taxonomy distinguishesglobal recodingfrom local recoding. Specifically, the former requires that, all

the tuples with equivalent QI values must be included in the same QI-group. Local recoding removes this

requirement.

The category of global recoding can be further divided intosingle-dimension recodingandmultidimension

recoding. Specifically, a recoding is single dimensional, if the generalized forms of two arbitrary QI-groups

on the same attribute are either disjoint or equivalent. When the condition is not satisfied, the recoding is

multidimensional. For example, the generalization in Table 2 is multidimensional, because theSex-value

‘M’ of the first QI-group overlaps with the value ‘*’ (including both ‘F’ and ‘M’) of the second QI-group.

Computing the optimal generalization is usually harder forrecoding schemes with fewer constraints. Unfor-

tunately, it is NP-hard to find the optimal solution, even forsimple schemes and quality metrics [3, 22, 27].

Therefore, the existing algorithms rely on heuristics for pruning the search space, in order to discover rea-

sonable generalization within a time limit. However, when the numberd of QI attributes is large, any

generalization necessarily loses considerable information in the microdata [2], due to the “curse of dimen-

sionality”. Specifically, in high dimensional spaces, eachgeneralized value is always an exceedingly wide

interval, in which case the published table is simply useless for research.

A majority of the literature focuses onk-anonymous generalization. However, Machanavajjhala et al. [25]
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observe thatk-anonymity fails to secure anonymity in practice. In particular, they show that, the degree

of privacy protection does not really depend on the size of a QI-group, but instead, is determined by the

distribution of sensitive values in each QI-group. The observation leads tol-diversity (as will be formalized

in Section 3), which guarantees stronger privacy control thank-anonymity.

This article is virtually orthogonal to all the above works.The proposed anatomy technique abandons the

idea of generalization, but instead, falls in a classical anonymization framework, called data swapping, as re-

viewed in the next subsection. Anatomy remedies the defectsof generalization. Specifically, nearly-optimal

anatomized tables can be computed in polynomial time, and captures a significant amount of correlation for

any dimensionality.

2.2 Data Swapping

Given a microtableT , data swappingproduces an alternative table by interchanging the values (of the same

attribute) among the tuples inT . Numerous solutions have been proposed following this methodology

(see [14] for a survey). In general, the design of such a solution requires clarification of three issues:

• Determination of the pairs or groups of tuples in which swapping is performed.

• Attributes involved.

• (Algorithmic and conceptual) nature of swapping.

The simplest method,random swapping[9], distorts the sensitive values inT as follows. First, it randomly

selects a setS of δ · n tuples inT , wheren is cardinality ofT andδ ∈ [0, 1] is a parameter. Then, it takes

the list ofδ · n sensitive values inS, randomly permutes the list, and assigns thei-th (1 ≤ i ≤ δ · n) value

of the randomized list to thei-th tuple inS. To protect privacy,δ should be sufficiently large; otherwise,

many tuples inT would remain unchanged after the the swapping and are thus vulnerable to privacy attacks.

However, whenδ is large, random swapping destroys the correlation betweenthe sensitive attribute and the

QI attributes, rendering the resulting table of limited usefor analysis.

Rank swapping[29] alleviates the defects of random swapping, by demanding that swapping should be

performed only between tuples with close sensitive values.For this purpose, the tuples ofT are first sorted

in ascending order of their sensitive values. Then, for eachtuple t, the algorithm exchanges its sensitive

value with another tuplet′, which is randomly selected among all the tuples whose positions (in the sorted

list) differ from that oft by at mostε. Here,ε is a system parameter, controling the degree of data distortion.
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tuple ID Age Sex Zipcode Disease 
1 (Alice) 15 F 10000 dyspepsia 

2 20 M 10000 dyspepsia 
3 30 F 20000 pneumonia 
4 20 F 10000 pneumonia 
5 30 M 20000 dyspepsia 
6 20 F 20000 dyspepsia 
7 30 M 10000 pneumonia 

 

tuple ID Age Sex Zipcode Disease 
1 15 F 20000 dyspepsia 
2 20 M 20000 pneumonia 
3 20 M 20000 dyspepsia 
4 20 M 10000 dyspepsia 
5 30 F 10000 dyspepsia 
6 30 F 10000 pneumonia 
7 30 F 10000 pneumonia 

 
(a) The microtableT (b) The tableT ′ after swapping

Table 4: Illustration of marginal-preserving swapping

Intuitively, the higherε is, the table after swapping retains less information inT , but provides better privacy

protection.

Neither random nor rank swapping offers solid guarantees regarding the preservation of statistics inT . A

more rigorous solution isMarginal-preserving swapping(MPS) [34], which aims at deriving a tableT ′ that

captures all theλ-order marginals ofT involving the sensitive attribute. Towards this goal, all the sensitive

and QI attributes may be involved in swapping, as opposed to the previous two approaches that concern only

the sensitive attribute. To illustrate the idea, letT andT ′ be Tables 4a and 4b, respectively. Observe that

although the two tables do not share any common tuple,T ′ preserves all three 2-order marginals ofT that

includeDisease. For example, the marginal (Age, Disease) is the projection ofT onto those attributes, with

duplicates retained. (Sex, Disease) and (Zipcode, Disease) are the other two marginals preserved.

The importance of preserving a marginal lies in the fact thatT ′ is simply as effective asT , for studies

relevant only to the marginal. For instance, any query concerning AgeandDiseasehas the same result on

Tables 4a and b. In general, ifT ′ preserves all theλ-order marginals (related to the sensitive attributeAs),

then every query onT involving As and anyλ′ ≤ λ − 1 QI attributes can be precisely answered fromT ′.

Unfortunately, even for the smallestλ = 2, the marginal-preservingT ′ does not always exist. For instance,

no T ′ is possible, ifT is the microdata in Table 1. Furthermore, even ifT ′ does exist, its computation may

be computationally expensive [14,34] and practically intractable.

Motivated by this, Reiss [34] develops theapproximate MPS, which produces aT ′ whose marginals are

close, albeit not identical, to those ofT . Strictly speaking, this algorithm falls out of the scope oftraditional

data swapping, sinceT ′ may no longer be transformed fromT by swapping — in fact, some values inT ′

may not even exist inT . However, from a data user’s perspective, whetherT ′ is swapping-transformable

from T is not important, as long asT ′ reflects the statistical patterns ofT . This observation has led to

many distribution-based techniques (e.g., [16, 24]) with the objective of generating aT ′ according to the

distribution ofT . A T ′ thus obtained does not necessarily have marginals similar to T , but may preserve
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other statistical properties ofT , such as mean, standard deviation, quantiles, etc.

To the best of our knowledge, none of the previous data-swapping algorithms is designed with linking attacks

in mind. As a result, they do not promise the prevention of such attacks. To understand the vulnerability

of, for example, MPS, assume an adversary that knows the age 15 of Alice, and the existence of Alice

in the microdata of Table 4a. Given that Table 4b preserves the marginal (Age, Disease), the adversary

can precisely infer Alice’s disease, because (i) there mustbe one occurrence of{15, dyspepsia} in the

microtable, and (ii) no other record in the marginal contains age 15.

2.3 Statistical Databases

There exists a large body of research (see for example [1,8,11,12,30]) on the topic ofstatistical databases

(StatDB), which is fundamentally different from, althoughrelevant to, privacy-preserving publication (i.e.,

the focus of our article). Specifically, in a StatDB, the microdata is stored in astatistical server, which is

responsible for answering OLAP-like (e.g., count) queriessubmitted by the public through, for example, a

web-based interface. Even though the server returns only aggregate results (as opposed to individual tuples),

an adversary may still be able to precisely infer the original microdata, by formulating queries in a clever

way and auditing their answers. Thus, the objective of privacy control is to prevent suchmalicious auditing.

According to a recent taxonomy in [12], the previous StatDB solutions can be classified into two categories:

input perturbationandoutput perturbation. Input perturbation replaces the microdata with a distorted ver-

sion, where the distortion must fulfill two purposes. First,given a query, the server should be able to derive,

from the distorted dataset, a good estimate of the real answer of executing the query on the original database.

This estimate is returned to the user. Second, the precisionof those estimates must be limited to such a level

that does not allow an adversary to accurately reconstruct any individual tuple of the microdata. Output

perturbation, on the other hand, does not perform any data alternation, but instead, modifies query results.

Specifically, given a query, the server first obtains its exact answer on the microdata, adds a noise to the

answer, and then, reports the resulting noisy answer to the user.

The two categories mentioned earlier provide different service qualities. Input perturbation is able to support

an infinite number of queries, but at the cost of lower precision in their results. In particular, Dwork et

al. [12] prove that, in order to achieve the so-calledε-differential privacy, a huge amount of distortion must

be applied to the microdata, rendering large variances in the reported results. Output perturbation has the

opposite characteristics. Namely, it achieves much lower query error, whereas the tradeoff is that only a

finite number of queries can be supported in order to satisfyε-differential privacy.
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We note thatε-differential privacy is the state-of-the-art anonymization principle [12] in StatDB. It demands

tighter privacy control than all the known anonymization principles (includingl-diversity) for privacy-

preserving publication. However, enforcingε-differential privacy is a difficult issue such that the application

of this principle is currently limited to output perturbation techniques [12].

3 Formalization of Anatomy

Let T be a microtable withd QI-attributesAqi
1 , Aqi

2 , ...,Aqi
d , and a sensitive attributeAs. EachAqi

i (1 ≤ i ≤

d) can be either categorical or numerical with a discrete domain, but As should be categorical, following

the assumption ofl-diversity [25]. Letn be the number of tuples inT . For any tuplet ∈ T , we uset[i]

(1 ≤ i ≤ d) to denote itsAqi
i value, andt[d + 1] to represent itsAs value. Clearly,t can be regarded as a

point in a(d+ 1)-dimensional space, denoted asΩ. In Section 3.1, we first clarify the relevant concepts and

the privacy guarantee of anatomy. Then, Section 3.2 compares the degrees of privacy protection provided

by anatomy and generalization. Finally, Section 3.3 elaborates why anatomy can be regarded as a form of

data swapping.

3.1 Concepts and Privacy Guarantee

As with generalization, anatomy requires partitioning themicrotableT . In particular, apartition of T

includes several subsets ofT , such that each tuple inT belongs to exactly one subset. We refer to these

subsets asQI-groups, and denote them asQI1, QI2, ..., QIm, wherem is the number of subsets. We are

interested only inl-diverse partitions:

Definition 1. (l-diversity2 [25]) A partition withm QI-groups isl-diverse, if each QI-groupQIj (1 ≤ j ≤

m) satisfies the following condition. Letv be the most frequentAs value inQIj, andcj(v) the number of

tuplest ∈ QIj with t[d + 1] = v; then

cj(v)/|QIj | ≤ 1/l, (1)

where|QIj| is the size (the number of tuples) ofQIj.

We are ready to formulate the QIT and ST published by anatomy.

Definition 2. (Anatomy)Given anl-diverse partitionP with m QI-groups,anatomy produces aquasi-

identifier table (QIT) and asensitive table(ST) that satisfy the following conditions:

2This is called( 1

l−1
,2)-diversity in [25], which also suggests several other instantiations ofl-diversity providing various degrees

of privacy protection.
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Symbol Description
T the microtable
n the number of tuples inT
d the number of QI-attributes inT

Aqi
i (1 ≤ i ≤ d) thei-th QI attribute inT

As the sensitive attribute inT
λ the domain size ofAs

Ω the(d + 1)-dimensional space formed by the attributes inT

t[i] (1 ≤ i ≤ d) theAqi
i value of a tuplet

t[d + 1] theAs value of a tuplet
QIj thej-th QI-group in a partition ofT
cj(v) the number of tuples inQIj with a sensitive valuev

Table 5: Frequently used symbols

1. QIT has schema(Aqi
1 , Aqi

2 , ..., Aqi
d , Group-ID), where Group-ID has an integer domain. There exists

a bijection from the microdataT to QIT. Specifically, lett be a tuple inT , and assume that the QI-

group that includest is thej-th (1 ≤ j ≤ m) one inP . Then, in the bijection,t is mapped to a tuple

(t[1], t[2], ..., t[d], j) in QIT.

2. ST has schema(Group-ID, As, Count), where Group-ID and Count have integer domains. Further-

more, for everyj ∈ [1,m], ST has a tuple(j, v, cj(v)) if and only if thej-th QI-group inP contains

cj(v) tuples whose sensitive values equalv.

For instance, based on the 3-diverse partition suggested inTable 2, anatomy produces the QIT and ST in

Tables 3a and 3b respectively. When there is no ambiguity, werefer to a pair of QIT and ST collectively as

the anatomized tables. For convenience, Table 5 summarizes the notations that will be used frequently in

this paper.

By incorporatingl-diversity, anatomy provides rigorous privacy guarantee against linking attacks. To clarify

this, let us consider an adversary who attempts to infer the sensitive value of a victim individualo, with the

following prior knowledge:

• A1: the adversary has the QI values ofo;

• A2: the adversary knows thato is in the microdata.

Note that, other than the victimo, the adversary is not necessarily aware of the QI-values or presence of any

other individual in the microdata. Furthermore, before consulting the published data, the adversary has no

information about the sensitive attribute. We have the following theorem.
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Theorem 1. Given a pair of QIT and ST, an adversary can correctly infer the sensitive value of any indi-

vidual with probability at most1/l.

Proof. All proofs can be found in the appendix.

3.2 Comparison with Generalization

In this section, we will acknowledge the advantages of generalization over anatomy, by showing that the

former may actually provide stronger privacy protection incertain scenarios. Our acknowledgement aims

at providing an accurate evaluation of the pros and cons of alternative techniques. It, however, does not

weaken the importance of anatomy, which is a useful option for data anonymization, since it always secures

adequate anonymity control (Theorem 1) and has its own significant merits (in preserving data correlation,

as explained in the next section).

Let us revisit the two assumptions A1 and A2 in Section 3.1. Inpractice, usually both assumptions are sat-

isfied in a linking attack. For example, in [36], the author identifies the medical record of an ex-governor of

Massachusetts from the GIC dataset, by (i) utilizing the governor’s QI values obtained from public sources,

and (ii) believing that the governor was involved in the dataset. If both A1 and A2 are true, anatomy provides

as much privacy control as generalization: limiting breachprobability to1/l.

Now, consider the case where A1 holds, but A2 does not. For an adversary prying into the privacy of Alice,

her/his chance of success has a Bayes form:

PrA2(Aliceqi) · Prbreach(Alices|A2), (2)

wherePrA2(Aliceqi) is the probability of Alice being in the microdata, andPrbreach(Alices|A2) the like-

lihood for the adversary to correctly guess the disease of Alice on condition that Alice appears in the mi-

crodata. As mentioned earlier, anatomy and generalizationgive the samePrbreach(Alices|A2), which is

simply the breach probability when both A1 and A2 are valid.

To computePrA2(Aliceqi), an adversary typically needs to consult another external database [41], which

relates QI values to concrete identities for all the personsin the microdata, perhaps together with some other

“extraneous people”. An example of such an external source is a voter registration list, partially demon-

strated in Table 6, where the record of Emily is italicized toindicate that she is extraneous, with respect

to the microdata of Table 1. In this scenario, generalization and anatomy make a difference. Specifically,

judging from (the QI values of tuples 5-7 in) the generalizedTable 2, the adversary thinks that each person
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Name Age Sex Zipcode
... ... ... ...

Adam 61 M 10001
Emily 65 F 60000
Alice 70 F 60000
Bella 70 F 60000

... ... ... ...

Table 6: The voter registration list (publicly accessible)

shown in Table 6 could be in the microdata with equal likelihood, and hence, calculatesPrA2(Aliceqi) as

3/4. On the other hand, given the QIT in Table 3a, the adversary concludesPrA2(Aliceqi) = 1 (here s/he

can figure out that Emily is extraneous). Thus, generalization achieves stronger privacy protection.

There are, however, two important points to note. First, since anatomy ensuresPrbreach(Alices|A2) ≤ 1/l,

it still guarantees an upper bound1/l for Formula 2. Having such a bound is a crucial property of an

anonymization solution, since it allows a publisher to provide a firm promise on the maximum likelihood

of privacy breach. Second, although generalization may result in a lower breach probability, leveraging

the advantage is difficult in computing generalized data. This is because the publisher cannot predict or

control the external database to be utilized by an adversary, and therefore, must conservatively assume that

the adversary knows exactly whether her/his victimo is in the microdata (i.e., by making assumption A2).

Finally, if neither assumption A1 nor A2 is satisfied, the breach probability of Alice becomes

∑

∀x

PrA1(x) · PrA2(x|A1) · Prbreach(Alices|A1, A2),

wherex is a vector representing a possible set of QI values of Alice.PrA1(x) equals the probability that

x captures Alice’s real QI values, whereasPrA2 andPrbreach follow the same semantics as in Formula 2,

but on condition thatx is real. The comparison between anatomy and generalizationis analogous to the

previous case where A1 is true and A2 is not.

Machanavajjhala et al. [25] show that generalization can beused to anonymize a microtable with multiple

sensitive attributes. This seems to be another advantage over anatomy, which, as in our article, is limited

to a single sensitive attribute. Furthermore, besides linking attacks, generalization also effectively prevents

presence inferences[31], which attempt to figure out whether an individual is in the microdata. Anatomy

is designed to thwart linking attacks with provably good guarantees, but does not ensure strong protection

against presence inferences. In other words, anatomy should be employed only in applications where pres-

ence inferences are not considered a threat. Fortunately, there are many such applications. For instance,

suppose that the government publishes census data on citizens’ tax payments. The presence of an individ-
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ual in the microdata implies only an innocuous fact: s/he is working. As another example, consider that a

hospital releases its patient records to a medical institution. In this case, revealing an individual’s presence

indicates that s/he has been treated in the hospital before.Such “revelation” is unlikely to be harmful, since

everybody goes to see a doctor periodically anyway. It is worth pointing out that presence inferences cannot

be eliminated by any technique that releases QI-values directly — the presence of a person is inevitably

disclosed, as long as any of her/his QI-values is unique in the external database employed by the adversary.

For example, data-swapping solutions are also vulnerable to such inferences.

3.3 Relations to Data Swapping

Anatomy fits in the generic framework of data swapping. We illustrate this by explaining how anatomy

settles the three design issues of a data swapping solution,stated at the beginning of Section 2.2. First,

the tuples, among which swaps are performed, are those in thesame QI-group. Second, only the sensitive

attribute is involved in swapping. Third, within a QI-groupQI, swapping has animplicit andpermutating

nature. That is, unlike any of the previous swapping algorithms (see Section 2.2), anatomy does not explic-

itly combine a tuple with any (swapped) sensitive value; instead, any permutation of the sensitive values in

QI determines a possible scheme of assigning the values to the tuples inQI. From the perspective of an

adversary or a data user, each scheme has a chance to be the real one in the original microdata.

Anatomy positions itself as the first data-swapping solution that is specifically designed to thwart linking

attacks, and achieves rigorous privacy control (through the enforcement ofl-diversity) demanded by the

modern community of data anonymization. Furthermore, anatomy is “statistically-solid”, since it offers

theoretical guarantees on the degree of correlations retained from the microdata. Specifically, as shown in

the next three sections, anatomy nearly minimizes the errorof reconstructing the original microdata, up to

an extremely small approximation ratio. Recall that, as reviewed in Section 2.2, MPS ensures capturing

all marginals of up to a certain order, whereas random- and rank-swapping do not have any non-trivial

guarantee. Therefore, in terms of statistical-solidity, anatomy and MPS outperform random- and rank-

swapping.

4 Preserving Correlation

A good publication method should preserve both privacy and data correlation between QI- and sensitive at-

tributes. Using a concrete query, we have shown in Section 1.1 that anatomy allows more effective aggregate

analysis than generalization. Next, we provide the underlying theoretical rationale.
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Obviously, for any tuplet ∈ T , every publication method will lose certain information oft (if not, it is

equivalent to disclosingt directly, contradicting the goal of privacy). On the other hand, the method should

permit development of an approximate modeling oft (otherwise, the published table is useless for research).

Hence, the quality of correlation preservation depends on the accuracy of the modeling.

4.1 Intuition

Let us first examine the correlation betweenAgeandDiseasein the microdata of Table 1. The two attributes

define a 2D spaceΩA,D. Every tuple in the table can be mapped to a point inΩA,D. For example, tuple

1, denoted ast1, corresponds to point(t1[A], t1[D]), wheret1[A] is the age 21 oft1, andt1[D] is disease

“dyspepsia’. We can modelt1 using a probability density function (pdf)G1 : ΩA,D → [0, 1]. Specifically:

G1(x) =







1 if x = (t1[A], t1[D])

0 otherwise
(3)

wherex is a 2D random variable inΩA,D. Figure 1a demonstrates the pdf.

Assume that a researcher wants to re-construct an approximate pdf G̃g
1 of t1 from the generalized Table 2.

From her/his perspective,t1[A] can be any value in the interval[21, 60] with equal probability1/40, but

t1[D] must be dyspepsia. Hence,

G̃g
1 (x) =







1/40 if x[A] ∈ [21, 60] andx[D] = dyspepsia

0 otherwise
(4)

which is illustrated in Figure 1b.

Instead, suppose that the researcher re-constructs a pdfG̃a
1 from the QIT and ST in Tables 3a and 3b. This

time, s/he knows thatt1[A] must be 21 (since the age is published directly in QIT), butt1[D] can be one of

the four diseases in the first QI-group with equivalent likelihood, according to ST. Therefore,

G̃a
1 (x) =



















1/4 if x = (21, dyspepsia) orx = (21, gastritis) or

x = (21, flu) orx = (21, pneumonia)

0 otherwise

(5)

as shown in Figure 1c. Obviously, the pdf approximated from the anatomized tables is more accurate than

that (Figure 1b) from the generalized table. Although we focused ont1, in the same way, it is easy to verify

that the anatomized tables permit better re-construction of all tuples in Table 1.
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(a) The original (b) Approximated from generalization (c) Approximated from anatomy

Figure 1: The original/re-constructed pdf of tuple 1 in Table 1

4.2 General Results and Quality Metric

As defined in Section 3, each tuplet in the microtableT can be regarded as a point in a(d+1)-dimensional

spaceΩ (including all the QI- and sensitive dimensions). Next, we generalize discussion in Section 4.1 to

Ω. We modelt as a pdfGt(x) : Ω → [0, 1]:

Gt(x) =







1 if x = t

0 otherwise
(6)

wherex is a random variable inΩ. Note that the conditionx = t impliesx[i] = t[i] for all i ∈ [1, d + 1],

wherex[i] andt[i] are thei-th coordinates ofx andt, respectively.

In a generalized table, lett∗ be the generalization oft. The i-th (1 ≤ i ≤ d) QI value t∗[i] of t can

be regarded as an interval3 enclosingt[i]. Denote the length oft∗[i] asL(t∗[i]), equal to the number of

different values int∗[i]. Then, the reconstructed pdf̃Gg
t (x) of t is

G̃g
t (x) =







1
∏d

i=1
L(t∗[i])

if x[i] ∈ t∗[i] for all i ∈ [1, d]

0 otherwise
(7)

Next we discuss anatomized tables. Assume thatQI is the QI-group containingt (in the underlyingl-diverse

partition). Letv1, v2, ..., vλ be all the distinctAs values inQI (e.g., for QI-group 1 in Table 3a,λ = 4,

whereas for QI-group 2,λ = 3). Denotec(vh) (1 ≤ h ≤ λ) as theCountvalue in ST corresponding tovh.

3If Aqi
i is categorical, we consider that there is a total ordering onAqi

i . Such an ordering naturally exists, under the common

assumption that there is a generalization hierarchy overAqi
i . Specifically, it simply enumerates all the leaves of the hierarchy from

left to right.
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The reconstructed pdf̃Ga
t (x) of t is

G̃a
t (x) =































c(v1)/|QI| if x = (t[1], ..., t[d], v1)

... ...

c(vλ)/|QI| if x = (t[1], ..., t[d], vλ)

0 otherwise

(8)

where|QI| is the number of tuples inQI.

Notice thatG̃a
t (x) is greater than 0, only whenx lies at one of theλ points inΩ, as described in the if-

conditions of Equation 8. That is,̃Ga
t (x) consists ofλ “spikes” at these points (λ = 4 in Figure 1c). On the

other hand, in practice,̃Gg
t (x) typically takes a small value whenx distributes across a large region. Namely,

the occurrence probability oft is “smeared” onto all the points in that region (c.f. Figure 1b), thus deviating

significantly from the actualGt(x).

Given an approximate pdf̃Gt (Equation 7 or 8), we quantify itsapproximation errorfrom the actualGt

(Equation 6) as

Et =
∑

x∈Ω

|G̃t(x) − Gt(x)|p, (9)

wherep is an integer. Taking into account all tuplest ∈ T , a good publication method should minimize the

following re-construction error(RCE):

RCE =
∑

∀t∈T

Et. (10)

The formulation ofEt in Equation 9 is based on theLp-norm4 In Section 5.2, we will discuss alternative

information loss metrics.

5 A Nearly-Optimal Anatomizing Algorithm

We propose an efficient algorithm for computing anatomized tables that (almost) minimize RCE (Equa-

tion 10). Our algorithm runs inO(n log λ + n · l) time,n is the cardinality ofT , andλ the domain size of

the sensitive attribute.
4Strictly speaking, theLp distance between the actual and approximate pdfs equals(

∑

∀t∈T Et)
1/p. Nevertheless, minimization

of
∑

∀t∈T Et also minimizes(
∑

∀t∈T Et)
1/p. Hence, for notational simplicity, we formulate RCE as in Equation 10.
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5.1 The Anatomizing Algorithm

Figure 2 presents the algorithmAnatomizewhich, given a microtableT and a parameterl, obtains a pair of

QIT and ST.Anatomizefirst computes anl-diverse partition ofT (Lines 1-12), and then, produces QIT and

ST (Lines 13-18) from the partition. The objective ofAnatomizeis to createonly QI-groups with at leastl

tuples, all of which possess different sensitive values. Asshown in the next subsection, this strategy leads to

small reconstruction errorRCE. Towards that objective,Anatomizeproduces one QI-group at a time, using

tuples whose sensitive values are the most frequent, among the “remaining tuples” that have not been added

to any QI-group yet. This approach ensures adequate diversity of sensitive values in the remaining tuples,

so that we can always grab enough tuples with different sensitive values to form the next QI-group.

Specifically,Anatomizestarts (Line 1) by initiating an empty QIT and ST, and variable gcnt, which counts

the number of QI-groups created. Then, it hashes the tuples of T into buckets byAs, so that each bucket

includes the tuples with the sameAs value (Line 2). The subsequent execution involves agroup-creation

step and aresidue-assignmentphase.

Group-Creation. This step is performed in iterations, and continues as long as there are at leastl non-empty

buckets (Line 3). Each iteration yields a new QI-groupQIgcnt (Line 4) as follows. First,Anatomizeobtains

a setS consisting of thel hash buckets thatcurrentlyhave the largest number of tuples (Line 5). Note that

the content ofS may vary in different iterations. Then, from each bucket inS (Line 6), a random tuple is

selected (Line 7), and added toQIgcnt (Line 8). Therefore,QIgcnt containsl tuples with distinctAs values.

Property 1. At the end of the group-creation phase, each non-empty bucket has only one tuple.

We use the termresidue tupleto refer to a tuple remaining in a bucket, at the end of the group-creation

phase. Property 1 implies at mostl − 1 such tuples.

Residue-Assignment.For each residue tuplet, Anatomizecollects a setS′ of QI-groups (produced from

the previous step), where no tuple has the sameAs value ast (Lines 8-11). As proved shortly,S′ includes

at least one QI-group. Then, at Line 12,t is assigned to an arbitrary group inS′.

Property 2. The setS′ (computed at Line 11 of Figure 2) always includes at least oneQI-group.

Correctness.Since Lines 13-19 of Figure 2 essentially implement Definition 2,Anatomizeis correct, if and

only if Lines 1-12 produce anl-diverse partition ofT . We establish this in the following property, which

actually shows a stronger fact.
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Algorithm Anatomize (T , l)
Input: a microtableT , and a valuel; Output: anatomized tables QIT and ST
1. QIT = ∅; ST= ∅; gcnt = 0
2. hash the tuples inT by theirAs values (each bucket perAs value)

/∗ Lines 3-8 are the group-creation step∗/

3. while there are at leastl non-empty hash buckets
4. gcnt = gcnt + 1; QIgcnt = ∅
5. S = the set ofl largest buckets
6. for each bucket inS
7. remove an arbitrary tuplet from the bucket
8. QIgcnt = QIgcnt ∪ {t}

/∗ Lines 9-12 are the residue-assignment step∗/

9. for each non-empty bucket
/∗ this bucket has only one tuple; see Property 1∗/

10. t = the only residue tuple of the bucket
11. S′ = the set of QI-groups that do not contain theAs valuet[d + 1]

/∗ S′ has at least one QI-group; see Property 2∗/
12. assignt to a random QI-group inS′

/∗ Lines 13-18 populate QIT and ST∗/

13. forj = 1 togcnt
14. for each tuplet ∈ QIj

15. insert tuple(t[1], ..., t[d], j) into QIT
16. for each distinctAs valuev in QIj

17. cj(v) = the number of tuples inQIj with As valuev
18. insert tuple(j, v, cj(v)) into ST
19. return QIT and ST

Figure 2: The anatomizing algorithm

Property 3. After the residue-assignment phase, each QI-group has at leastl tuples. Furthermore, all tuples

in each QI-group have distinctAs values.

Example 1.Let us illustrateAnatomizeby applying it to the microdata in Table 1, assumingl = 3. First, the

algorithm hashes all the tuples into 5 buckets by their diseases:Bpneu= {2, 6} (i.e., containing tuples 2 and

6 carrying “pneumonia”),Bgast = {4, 7}, Bdysp = {1}, Bflu = {3}, Bbron = {5}. Now, the group-creation

phase begins. To obtain the first QI-groupQI1, Anatomizecollects the setS of three largest bucketsBpneu,

Bgast, Bflu. Note that the inclusion ofBflu is a random choice —Bdysp, Bflu, Bgast all have the same size,

and therefore,Anatomizearbitrarily picks one of them intoS. From each bucket inS, a tuple is randomly

selected intoQI1. Suppose that the selection results inQI1 = {2, 4, 3}, after whichBpneu changes to{6},

Bgast to {7}, andBflu to ∅. Similarly, to spawn the second QI-groupQI2, AnatomizerefreshesS to include

three buckets currently having the largest sizes. LetS be{Bbron, Bpneu, Bgast}. Taking a tuple from each

bucket respectively,QI2 = {5, 6, 7}, after which those three buckets become empty. As there are fewer than

l−1 non-empty buckets (actually, there is only oneBdysp), the algorithm enters the residue-assignment step.
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Bdysp has a residue tuple 1.AnatomizedecidesS′ = {QI1, QI2}, since neitherQI1 nor QI2 contains

any tuple with disease “dyspepsia”. Then, tuple 1 is added toa random QI-group inS′. AssumingQI1 is

chosen, it is thus updated to{1, 2, 3, 4}, and the residue-assignment phase terminates. The finalQI1 and

QI2 constitute a 3-diverse partition of the microtable, which produces the QIT and ST in Tables 3a and 3b,

by Definition 2.

5.2 Analysis

In this section, we analyze the efficiency and effectivenessof Anatomize(Figure 2). We first prove that

Anatomizehas linear time complexity, as shown in the following Theorem.

Theorem 2. Anatomize terminates inO(n(log λ + l)) time, whereλ is the domain size of the sensitive

attribute.

In practice,log λ andl are significantly lower thann, and may be even regarded as constants. In that case,

the running time ofAnatomizeis linear ton. Next, we establishes the lower bound of the RCE achievable

by any anatomized tables as follows.

Lemma 1. For any pair of QIT and ST, their RCE under theLp norm is at leastn(1−1/l)p+n(l−1)(1/l)p.

Based on Lemma 1, we prove that the QIT and ST generated byAnatomizeis nearly optimal in terms of

information loss, as shown in Theorem 3.

Theorem 3. If n is a multiple ofl, under theLp norm, the QIT and ST computed by Anatomize achieve the

lower bound ofRCE in Lemma 1. Otherwise, their RCE is higher than the lower bound by a factor at most

1 + 2l−1
n · φ, where

φ =
(1 − 1

2l−1 )p + (2l − 2)( 1
2l−1 )p

(1 − 1
l )

p + (l − 1)(1
l )

p
− 1. (11)

It is worth mentioning that theφ in Equation 11 is independent ofn. For a large microtable, the RCE of

the anatomized tables is extremely close to the lower bound in Lemma 1. As an example, whenp = 2, the

approximation ratio1 + 2l−1
n · φ = 1 + 1

n .

The result in Theorem 3 holds, when RCE is gauged by anLp norm. It is natural to wonder whether

Anatomizecan minimize information loss, when RCE is defined accordingto other metrics. In the following,

we provide a positive answer, with respect to two common definitions: Kullback-Leibler (KL) divergence

[19] and thediscernabilitymetric [7].
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KL-divergence. Let Gt (in Equation 4) denote the actual pdf of a tuplet in the microtableT , and G̃a
t

(Equation 8) the pdf approximated from a pair of QIT and ST. The KL-divergence betweenGt and G̃a
t

equals (all logs have base 10):

Et =
∑

x∈Ω

Gt(x) · log Gt(x) −
∑

x∈Ω

Gt(x) · log G̃a
t (x). (12)

Next, we derive a lowerbound of the RCE (Equation 10) of any anatomized tables, whenEt is calculated

with Equation 12.

Lemma 2. For any pair of QIT and ST, under the KL-divergence metric, their RCE is at leastn log l.

We now show that the tables produced byAnatomizeincur small information loss, under the KL-divergence

metric.

Theorem 4. If n is a multiple ofl, under the KL-divergence metric, the QIT and ST computed byAnatomize

achieve the lower bound of RCE in Lemma 2. Otherwise, their RCE is higher than the lower bound by a

factor at most1 + (2l−1)·log(2−1/l)
n·log l .

Again, the approximation ratio approaches 1 given a practical n. For instance, forl = 10, 1 +

(2l−1)·log(2−1/l)
n·log l ≈ 1 + 5.3

n .

Discernability. The discernability metric is defined on the number of tuples in each QI-group. Specifically,

given a QI-groupQI, the discernability metric charges, on each tuplet ∈ QI, a penalty

Et = |QI|. (13)

Consider the RCE calculated with Equation 10, but using the aboveEt. The following lemma shows a lower

bound of RCE in this case.

Lemma 3. For any pair of QIT and ST, under the discernability metric, their RCE is at least(n + r) · l + r,

wherer = n mod l.

Based on Lemma 3, we prove the following theorem.

Theorem 5. If n is a multiple ofl, under the discernability metric, the QIT and ST computed byAnatomize

achieve the lower bound ofRCE in Lemma 3. Otherwise, their RCE is higher than the lower bound by a

factor at most1 + l2−3l+2
n·l+l2−1

.

Summarizing Theorems 3, 4, and 5, the anatomized tables output by Anatomizeachieve a reconstruction

error worse than the minimum by a factor of1 + O( 1
n), under all the metrics of information loss discussed.

21



tuple ID Age Sex Zipcode Disease 
1 (Bob) 21 M 10001 gastritis 

2 27 M 13000 dyspepsia 
3 35 M 60000 flu 
4 60 M 12000 pneumonia 
5 61 M 10001 bronchitis 
6 70 F 60000 pneumonia 

7 (Alice) 70 F 60000 gastritis 
 

Table 7: A possible microdata instance of the anatomy in Table 3

6 Query Processing with Anatomized Tables

This section explains how to analyze the characteristics ofthe microdata using anatomized tables. Our

discussion primarily concentrates on count queries of the form:

SELECT COUNT(*) FROM Unknown-Microdata

WHEREpredqi AND preds

Here,predqi andpreds are arbitrary predicates on the QI and sensitive attributes, respectively. We focus on

count queries, because they are fundamental to numerous mining operations such as decision tree learning

[28], association rule mining [4], etc. In Section 6.1, we will show that the output of anatomy can be

interpreted as a probabilistic relation [10]. The interpretation motivates the formulation of several forms

of probabilistic answers. Section 6.2 derives the concreteformulae for computing those answers. Finally,

Section 6.3 discusses the processing of other types of queries.

6.1 Probabilistic Query Results

Different microtables can lead to the same QIT and ST. Consider the microdata in Table 7; if we place tuples

1-4 and 5-7 into two QI-groups respectively, the resulting QIT and ST are identical to Tables 3a and 3b. In

other words, given the QIT and ST, it is impossible to tell whether the microdata is Table 1 or 7 — both of

them are “possible microdata instances”.

Formally, letP = {QI1, QI2, ..., QIm} be the partition of a microtableT that underlies a pair of QIT and

ST. For eachQIj (1 ≤ j ≤ m), let us perform a random permutation of the sensitive values. Specifically,

we first randomize the|QIj| sensitive values inQIj , and then assign thei-th (1 ≤ i ≤ |QIj |) sensitive value

in the randomized list to thei-th tuple ofQI. After permuting all QI-groups independently, the final tuples

constitute apossible microdata instance.

Let M be the set of all possible microdata instancesT1, T2, ...,T|M |. From the perspective of a researcher,
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any instance inM has an equal probability to be the actual microtable. Therefore, s/he can model the

microdata as aprobabilistic relationT such that

Pr{T = Ti} = 1/|M |, (14)

for anyi ∈ [1, |M |]5.

Consider a count queryq whose actual answer onT is act. To derive a probabilistically-correct estimate

est of act, conceptually a researcher needs to evaluateq over all the possible instances ofT . We useφi to

denote the result ofq on Ti (1 ≤ i ≤ |M |). Let ϕ be the set{φ1, φ2, ..., φ|M |}. As all elements inϕ are

equally likely to beact, est obeys a pdfQ : ϕ → [0, 1] of the form

Q(x) =
|{i | φi = x}|

|M |
.

(The numerator gives the number of elements inϕ equal tox.) Q permits a researcher to compute several

types of results. The most common one is the expectation〈est〉 of est:

〈est〉 =
∑

x∈ϕ

(x · Q(x)) . (15)

Alternatively, s/he may calculate a lower boundest` and an upper boundesta of est:

est` = min{x | Q(x) > 0} (16)

esta = max{x | Q(x) > 0}. (17)

Note that both bounds are potentially reachable, since theyare the results ofq on some possible microdata

instances ofT . Finally, another useful result is the probability thatest falls in a range[c1, c2]:

∑

x∈ϕ∧x∈[c1,c2]

Q(x). (18)

The above equations remain at the conceptual level. Specifically, they cannot be implemented in practice,

due to the assumption of having all the possible instances available. Next, we remove the assumption, and

explain how to efficiently extract each type of results.

5T can also be regarded as a set ofpossible tuples, each of which exists in T with a probability. Furthermore, these tuples are

not mutually independent, because their presence is subject to certain constraints, e.g., the total number of tuples appearing inT

simultaneously equals|T |.
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6.2 Result Computation

Again, letP = {QI1, QI2, ..., QIm} be the partition ofT that produces the released QIT and ST, andq be

a count query. Although a researcher does not know the exact content of anyQIj (1 ≤ j ≤ m), s/he knows

• the sizenj of QIj ;

• the numberuj of tuples inQIj satisfyingpredqi (obtainable from QIT);

• the numbervj of tuples inQIj satisfyingpreds (obtainable from ST).

Based on the above information, s/he aims at deriving the numberestj of tuples inQIj qualifying q. Then,

the estimated resultest of q can be represented as

est =

m
∑

j=1

estj. (19)

As with est, eachestj (1 ≤ j ≤ m) is a random variable, whose distribution is determined by the possible

microdata instances. Furthermore, for anyj 6= j′, estj is independent ofestj′ , reflecting the fact that the

j-th andj′-th QI-groups are permuted independently in creating a possible microdata instance. The next

lemma gives the pdf ofestj .

Lemma 4. For eachj ∈ [1,m], estj obeys a pdfQj : Z → [0, 1] of the form

Qj(x) =







(uj
x

)(nj−uj
vj−x

)

/
(nj

vj

)

if x ∈ [max{uj + vj − nj, 0},min{uj , vj}]

0 otherwise
(20)

We proceed to elaborate the calculation of each type of results aboutest discussed in Section 6.1.

Corollary 1. 〈estj〉 = uj · vj/nj.

It follows that 〈est〉 =
∑m

j=1〈estj〉 =
∑m

j=1
uj ·vj

nj
, which theoretically justifies the method used in Sec-

tion 1.2 to answer query A. Namely, the result 1 we obtained isindeed the expected value ofest.

Corollary 2. Let estj` and estja be the lower and upper bounds ofestj , respectively. Then,estj` =

max{uj +vj−nj, 0}, andestja = min{uj , vj}.

Therefore,est` =
∑m

j=1 max{uj + vj − nj, 0} , andesta =
∑m

j=1 min{uj , vj}. Finally, evaluation of

Formula 18 requires the concrete formula ofQ(x). Combining Equation 19 with the fact thatest1, est2, ...,
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estm are mutually independent, we have:

Q(x) = (Q1 ∗ Q2 ∗ ... ∗ Qm)(x),

where∗ denotes the convolution operator6.

It is natural to wonder: can the above results be used by the publisher in computing anatomized tables? The

answer is yes,if a set of representative queries is given. To see this, first note that Lemma 4 and Corollaries 1

and 2 hold only for a single query. Utilizing them, the publisher may compute an anatomy that returns the

most accurate answer for that query. Extending the idea, when the publisher is given aworkloadof queries,

it can prepare an anatomy that minimizes the average error ofall queries (the error of each query can be

calculated from the earlier lemma and corollaries). In fact, this is exactly the rationale behind the interesting

technique ofworkload-aware anonymization[20].

The drawback of workload-aware anonymization is that it is not effective for ad-hoc analysis that involves

arbitrary queries significantly different from those in theworkload. Intuitively, this is caused by the fact

that the anatomy output by workload-aware anonymization retains data correlation only in a certain part

of the data space, but may lose significant correlation in theremaining parts. To enable better ad-hoc

analysis, the publisher needs to resort to a generic metric of information loss (such as the metrics discussed

in Section 5.2), i.e., finding an anatomy that minimizes the metric, and thus, retains sufficient correlations

in all parts of the data space.

6.3 General Query Processing

Our discussion so far has concentrated on counting. The underlying concepts, however, can be extended to

supportany queryq using anatomized tables, regardless of the nature ofq, i.e., whether it is an aggregate

query, a selection query, a data mining operation, and so on.This owes to the modeling, described in

Section 6.1, of anatomized tables as a probabilistic relation T . Specifically, denote the setM of possible

instances ofT as{T1, T2, ...,T|M |}. Let ϕ be{φ1, φ2, ..., φ|M |}, whereφi (1 ≤ i ≤ |M |) is the result ofq

onTi. Depending on the details ofq, eachφi may be a simple value (e.g., for an aggregate queryq), a set of

tuples (for a selection queryq), or even a set of mining results (e.g., association rules).The setϕ constitutes

the final result returned by anatomy, indicating that each element inϕ has an equal chance of being the real

answer (of applyingq to the original microdata). Although answering queries on aprobabilistic relation is

#P-hard in the worse case [10], there exist queries that can be processed efficiently on anatomized tables,

6For any functionsf, g : Z → R, their convolution(f ∗ g)(x) is given by
∑

∞

y=−∞
f(y) · g(x − y)
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i.e., those for whichϕ can be adequately captured by a set of closed formulae. Section 6.2 has illustrated

this for count queries.

It is worth mentioning thatprobabilistic databases(PrDB) have received considerable attention from the

database community (see [10] and the references therein). By modeling the anatomized tables as a proba-

bilistic relation, we allow a researcher to leverage the literature of PrDB to assist her/his study. For exam-

ple, [33] defines several novel types of top-k retrieval on a probabilistic relation, and propose efficient query

processing algorithms. Their results can also be applied toanatomized tables.

7 Improving the Utility of Anatomy

Given a microtableT , Anatomize(Figure 2) does not return a unique output, due to two random factors.

First, in the group-creation phase, an iteration yields a QI-group, by choosing a tuple arbitrarily from each

of the l largest buckets. Second, in the residue-assignment step, the QI-group that incorporates a residue

tuple is also randomly determined (among a set of qualified QI-groups). Nevertheless, all the potential

outputs ofAnatomizeachieve an equivalent RCE.

RCE is a general-purpose metric for measuring the utility ofanatomy. Specifically, if (i) the publisher is not

sure about the nature of analysis to be performed on the released data, or (ii) the publication will be employed

in multiple drastically-different forms of studies, minimizing RCE is a good choice, since RCE directly

quantifies the error of rebuilding the original microdata. In some applications, however, data recipients may

wish to obtain an anonymized dataset that is well suited for aparticular type of queries. To satisfy such a

request, the publisher may need to consider additional optimization goals in applying anonymization. In

the sequel, we explain how to optimize anatomy for count queries. Section 7.1 reveals a crucial factor that

affects the accuracy of counting. Then, Sections 7.2-7.4 elaborate the concrete computation algorithms.

7.1 MBRs of QI-Groups

We useΩqi to denote thed-dimensionalQI-space, whose axes are the QI attributes ofT . Each tuplet ∈ T

can be regarded as a point inΩqi with coordinatest[1], t[2], ..., andt[d]. For every QI-groupQIj in a

partition of T , where1 ≤ j ≤ m andm is the number of QI-groups, we define itsminimum bounding

rectangle(MBR), denoted asRj, as the smallest axis-parallel rectangle enclosing all thepoints representing

the tuples inQIj .

The MBR sizes of QI-groups influence the quality of anatomy incounting analysis. Consider again query A
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in Section 1.1. We create a rectangleQ in the QI-space, whose projections on theAge(Zipcode) dimension

is [1, 30] ([10k, 20k]). and its projection on theSexaxis encloses the entire domain. A tuple may satisfy

query A, only if its point representation inΩqi is covered byQ. For a QI-groupQIj, let actj be the actual

number of tuples inQIj qualifying the query, andestj the estimate computed from anatomy. Depending on

the topological relationship betweenQ andRj, estj is identical toactj in two cases:

• Rj is disjoint withQ. When this happens,actj = 0. From QIT, an analyst obtainsuj = 0, where

uj is the number of tuples inQIj qualifying predqi. Hence, by Corollary 2, s/he calculatesestj` =

max{vj − nj, 0} = 0 andestja = min{0, vj} = 0, wherenj is the size ofQIj, andvj the number

of tuples inQIj whoseAs values are a stomach disease (a predicate of query A).

• Rj is contained inQ. Here,actj equalsvj . From QIT, the analyst understands thatuj is identical to

|QIj |. Thus, Corollary 2 givesestj` = max{nj + vj − nj, 0} = vj andestja = min{nj, vj} = vj .

It follows that estj may not beactj , only if Rj partially intersectsQ. To reduce the chance of partial

intersection, QI-groups should have small MBRs.

7.2 Tuple Swapping

Our objective is to obtain a pair of QIT and ST that (i) have thesame RCE as the anatomized tables output by

Anatomize, but (ii) have smaller QI-group MBRs. Specifically, given a microtableT , we aim at minimizing

theanatomy perimeter, equal to the sum of the perimeters of allRj (1 ≤ j ≤ m).

The core of our technique istuple swapping, which exchanges a pair of tuples in different QI-groups. A

swap islegal, if

• after swapping, each QI-group is stilll-diverse, and

• the swap does not affect RCE (Equation 10).

Consider, for example, the anatomy in Table 3. Let us exchange tuples 3 and 5 between QI-groups 1 and

2 respectively, which leads to the QIT and ST in Table 8. This swap is legal, as indicated by the following

lemma.

Lemma 5. Let QIx (QIy) be a QI-group in anl-diverse partition, such that all tuples in the group have

distinct sensitive values. Two tuplestx ∈ QIx and ty ∈ QIy can be legally swapped if (i)tx.As = ty.A
s,

or (ii) tx.As does not appear inQIy, andty.A
s does not appear inQIx.
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tuple ID Age Sex Zipcode Group-ID  
1 21 M 10001 1 
2 27 M 13000 1 
5 61 M 10001 1 
4 60 M 12000 1 
3 35 M 60000 2 
6 70 F 60000 2 
7 70 F 60000 2 

 

Group-ID  Disease Count 
1 bronchitis 1 
1 dyspepsia 1 
1 gastritis 1 
1 pneumonia 1 
2 flu  1 
2 gastritis 1 
2 pneumonia 1 

 
(a) The quasi-identifier table (QIT) (b) The sensitive table(ST)
Table 8: Alternative anatomized tables for the microdata inTable 1

20
10k

7060504030

60k
50k
40k
30k
20k

x (Age)

y (
Zip

co
de
)

1 2

3

4 5

R� R�
6 and 7

20
10k

7060504030

60k
50k
40k
30k
20k

x (Age)

y (
Zip

co
de
)

1
2

3

4
5

R�'
R�'
6 and 7

(a) Before swapping (Table 3) (b) After swapping (Table 8)
Figure 3: Changes of QI-group MBRs after swapping

A swap isbeneficialif it reduces the anatomy perimeter. Figures 3a and 3b illustrate the QI-group MBRs

respectively before and after the swap that produced Tables8a and 8b (dimensionSexis omitted as it is not

affected by the swap). Clearly, the anatomy perimeter dropsafter swapping.

Figure 4 formally describes our algorithm of performing a single swap. The algorithm invokes a procedure

Choose-QI-Groups, whose details are clarified in the next subsection, to identify two appropriate QI-groups.

Then, two tuples are exchanged between these groups, provided that the swap is both legal and beneficial.

7.3 Selection of QI-Groups for Swapping

This section elaboratesChoose-QI-Groupsin Figure 4. The procedure selects two QI-groupsQIx and

QIy, such that swapping tuples between them may lead to large decrease, denoted as∆(QIx, QIy), in the

anatomy perimeter. LetRx (R′
x) be the MBR ofQIx before (after) the swapping. UsePERI(Rx) and

PERI(R′
x) to represent the perimeters ofRx andR′

x, respectively. Similar notations are also adopted for

QIy. Since swapping does not influence the other QI-groups,∆(QIx, QIy) equals

(PERI(Rx) + PERI(Ry)) −
(

PERI(R′
x) + PERI(R′

y)
)

. (21)

A naive implementation ofChoose-QI-Groupsis to simply examine all (QIx, QIy) pairs, compute the

highest possible∆(QIx, QIy) for each pair, and then choose the one that maximizes∆(QIx, QIy). This

approach, however, incurs expensive overhead. We provide afaster method to heuristically decide “good”
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Algorithm Swap (QIT, ST)
Input: anatomized tables QIT and ST
Output: modified anatomized tables with the same RCE but a lower anatomy perimeter
1. {QIx, QIy} = Choose-QI-Groups(QIT, ST) /* see Section 7.3 */
2. if there exist tuplestx ∈ QIx andty ∈ QIy such that:

−they satisfy one of the two conditions in Lemma 5 and
−swapping them decreases the anatomy perimeter

3. swaptx andty
4. return the resulting anatomized tables

Figure 4: Algorithm for tuple swapping

QIx and QIy that may trigger significant decrease in the anatomy perimeter. As a tradeoff, theSwap

algorithm in Figure 4 does not necessarily perform the best swap, due to the suboptimal nature of the

adopted heuristics. Our method is based on an interesting observation:

Lemma 6. After swapping a pair of tuples betweenQIx andQIy, we have:

PERI(R′
x) + PERI(R′

y) ≥ minPERI(Rx, Ry) (22)

where

minPERI(Rx, Ry) = 2 ·
d

∑

i=1

(
∣

∣

∣
Rx[i`] − Ry[i`]

∣

∣

∣
+

∣

∣

∣
Rx[ia] − Ry[ia]

∣

∣

∣

)

. (23)

Here, Rx[i`] (Rx[ia]) is the coordinate of the left (right) end point of the projection of Rx on the i-th

dimension, andRy[i`] (Ry[ia]) has the same meaning with respect toRy.

We setQIx to a random QI-group whose perimeter is among the top 10% of all the QI-groups. This choice

is intuitive — swapping tuples between QI-groups with smallMBRs is not likely to lower the anatomy

perimeter considerably. Next, we decideQIy by “farthest neighbor” search. Specifically, for every QI-

groupQI different fromQIx, we define its “distance” fromQIx as:

max∆(QIx, QI) = (PERI(Rx) + PERI(R)) − minPERI(Rx, R) (24)

whereR is the MBR ofQI, andminPERI(Rx, R) given in Equation 23.QIy is chosen as theQI that

maximizes max∆(QIx, QI), i.e., having the largest distance toQIx.

7.4 An Improved Anatomizing Algorithm

Summarizing the previous findings, Figure 5 presentsAnatomize*, which outputs a pair of QIT and ST that

possess small RCE and anatomy perimeter. Compared withAnatomizein Figure 2,Anatomize*incorporates
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Algorithm Anatomize* (T , l)
Input: a microtableT , and a valuel; Output: anatomized tables QIT and ST

Lines 1-5 are the same as Lines 1-5 in Figure 2

7. QIgcnt = QIgcnt ∪ {t}
8. for i = 2 to l
9. t = the tuple in thei-th bucket ofS whose insertion intoQIgcnt causes the least

increase in the perimeter of the MBR ofQIgcnt

10. QIgcnt = QIgcnt ∪ {t}

Lines 11-13 are the same as Lines 11-13 in Figure 2

14. QI = the existing QI-group inS′ that incurs the least increase in the perimeter
of its MBR, after includingt

15. assignt to QI

Lines 16-21 are the same as Lines 11-13 in Figure 2

22. while time permits
23. (QIT, ST) =Swap(QIT, ST) /* invoke the algorithm of Figure 4*/
24. return QIT and ST

Figure 5: An enhanced anatomizing algorithm

several heuristics to construct QI-groups with small MBRs,as well as an additionalpostprocessing step

which employs tuple swapping to reduce the anatomy perimeter.

As with Anatomize, Anatomize*first executes a group-creation step, followed by a residue-assignment step.

Recall that, in each iteration of the group-creation step,Anatomizeforms a new QI-group by randomly

extracting tuples from thel largest buckets. InAnatomize*, tuple extraction is performed in a more deter-

ministic manner by Lines 6-10 in Figure 5. Specifically, we first remove an arbitrary tuplet from the first

bucket inS (the set of thel largest buckets), and insertt in the new QI-groupQIgcnt (Lines 6-7). Then,

from all the tuples in the second bucket inS, we add toQIgcnt the tuplet whose insertion causes the least

perimeter increase ofQIgcnt. Next, the same process (Lines 8-10) is carried out for the third, fourth, ...l-th

buckets inS, at which pointQIgcnt is complete withl tuples.

In the residue-assignment phase,Anatomize*places each residue tuplet in an existing QI-group. For this

purpose, (as withAnatomize) we first collect the setS′ of QI-groups, which do not contain any tuple having

the same sensitive value ast (Line 13 of Figure 5). Then, for each QI-group inS′, we calculate the increase

of its perimeter, ift is included in the group. Then,t is assigned to the QI-group demanding the smallest

increase (Lines 14-15). After all the residue tuples have been assigned, Lines 16-21 populate QIT and ST

following Definition 2.

The postprocessing step (Lines 22-23) ofAnatomize*is executed in iterations, each of which swaps a pair

of tuples between two QI-groups. This step is “time responsive”, because it keeps running until a time limit

specified by the publisher.Anatomize*does not guarantee returning the optimal anatomized tableswith the
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minimum anatomy perimeter. However, the longer it is allowed to run, the lower the anatomy perimeter

becomes.

Example 2. We demonstrate the algorithm on the microdata in Table 1, setting l to 3. As withAnatomize

in Example 1,Anatomize*initializes 5 buckets:Bpneu = {2, 6}, Bgast = {4, 7}, Bdysp = {1}, Bflu = {3},

Bbron = {5}. Then, it proceeds to produce the first QI-groupQI1. For this purpose, (still same asAnatomize)

Anatomize*fetchesS = {Bpneu, Bgast, Bflu}. Now, it randomly picks a tuple, say tuple 2, fromBpneu, and

adds it toQI1. Next, it chooses a tuple inBpneu for inclusion inQI1. Unlike Anatomize, however, the

choice is not random, but aims at minimizing the perimeter ofQI1. Specifically, between the two tuples in

Bpneu, tuple 4 is selected, because the MBR of tuples 2 and 4 is much smaller than that of tuples 2 and 6.

Anatomize*continues by inspectingBflu. As Bflu has only one tuple, it is added toQI1, which becomes

{2, 3, 4}. Accordingly,Bpneu = {6}, Bgast = {7}, Bflu = ∅. Computation of the second QI-groupQI2 is

similar. Assuming that this timeS = {Bbron, Bpneu, Bgast}, we haveQI2 = {5, 6, 7}. The group-creation

phase is completed.

Given the residue tuple 1 inBdysp, Anatomize*determinesS′ = {QI1, QI2}, following the same reasoning

asAnatomize. Next, the algorithm decides a QI-group inS′ that tuple 1 should be assigned to. Different

from Anatomize, the decision is deterministic:QI1 is chosen because, compared toQI2, it incurs less

perimeter increase after incorporating tuple 1. After updating QI1 to {1, 2, 3, 4}, the residue-assignment

step terminates. Based onQI1 andQI2, Anatomize*produces the QIT and ST in Table 3.

Anatomize*enters the postprocessing stage. It finds out that tuples 3 and 5 (in QI1 andQI2 respectively)

constitute a legal and beneficial swap. After exchanging them, the QIT and ST become Tables 8a and 8b.

Suppose that the time limit set by the published has been exhausted.Anatomize*returns Tables 8a and 8b

as the final result.

Time Complexity. The analysis of the running time ofAnatomize*is similar to that ofAnatomize, presented

in the proof of Theorem 2. There are two major differences. First, each while-loop (Lines 4-10) here

consumesO(n + l log λ) time. This change is caused by the fact that, decision of the tuple t at Line 9

requires scanning a bucket, such thatl buckets must be scanned to obtain aQIgcnt, which incursO(n) time.

Since there areO(n/l) loops, the group-creation step costs totallyO(n2/l + n log λ) overhead, which is

also the time complexity before the postprocessing step.

Second, we also need to discuss the overhead of postprocessing, which repetitively executes theSwapalgo-

rithm in Figure 4, until the time limit is exhausted. Specifically, Swapincludes two parts:Choose-QI-Groups
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(Line 1 in Figure 4) and swapping betweenQIx, QIy (Lines 2-3). Recall that,Choose-QI-Groupsfirst de-

cidesQIx as a random one of the QI-groups whose perimeters are among the top 10% of all the QI-groups.

As there areO(n/l) QI-groups, this can be done inO(n/l) time, provided that we have a binary tree on

the perimeters of all QI-groups. Then,QIy is determined as the QI-groupQI that maximizes Equation 24.

Evaluating the equation costsO(1) overhead (treatingd as a constant). Thus,QIy can be found by exam-

ining all QI-groups inO(n/l) time. It follows thatChoose-QI-GroupsdemandsO(n/l) overhead. Tuple

swapping betweenQIx andQIy can be accomplished inO(l3) time. To understand this, notice that both

QIx andQIy haveO(l) tuples, which result inO(l2) pairs of tuples that may be swapped. For each pair,

checking whether swapping is legal and beneficial can be easily achieved inO(l) cost. After a swap has been

done,O(log(n/l)) cost is necessary to update the binary tree on the perimetersof the QI-groups. Hence,

the overall complexity ofSwapis O(n/l + l3).

8 Experiments

This section empirically evaluates the effectiveness and efficiency of anatomy. Section 8.1 first clarifies

the settings of our experiments. Then, Section 8.2 tunes thepostprocessing time forAnatomize*. Next,

Section 8.3 compares anatomy to other anonymization solutions in their effective for data analysis. Finally,

Section 8.4 investigates their computation overhead.

8.1 Experiment Setup

We employ a real-world dataset CENSUS, downloadable athttp://www.ipums.org, which contains the per-

sonal information of 500k American adults. The dataset has9 discrete attributes summarized in Table 9,

whose domains are normalized to a unit range[0, 1]. From CENSUS, we create two sets of microtables, in

order to examine the influence of dimensionality and sensitive-value distribution. The first set has 5 tables,

denoted as OCC-3, ..., OCC-7, respectively. Specifically, OCC-d (3 ≤ d ≤ 7) treats the firstd attributes

in Table 9 as the QI-attributes, andOccupationas the sensitive attributeAs. For example, OCC-3 is 4D,

and contains QI-attributesAge, Gender, andEducation. The second set also has 5 tables SAL-3, ..., SAL-7,

where SAL-d (3 ≤ d ≤ 7) has the same QI-attributes as OCC-d, but includesSalary-classas theAs. Fur-

thermore, to study the impact of cardinality, we generate multiple versions of each OCC-d (SAL-d) with

various cardinalitiesn, by randomly samplingn tuples from the “full” OCC-d (SCC-d) with 500k tuples.

We compare anatomy against generalization, randomized response (RR) [38], and approximate marginal-

preserving swapping (aMPS) [34]. For generalization, we utilize the state-of-the-art algorithm in [22], which
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Attribute Number of Generalization method
distinct values (inapplicable to anatomy)

Age 78 Free interval
Gender 2 Taxonomy tree (2)

Education 17 Free interval
Marital 6 Taxonomy tree (3)
Race 9 Taxonomy tree (2)

Work-class 8 Taxonomy tree (4)
Country 83 Taxonomy tree (3)

Occupation 50 NA (sensitive)
Salary-class 50 NA (sensitive)

Table 9: Summary of attributes

adopts multi-dimension recoding. Recall that each generalized QI value is an interval. The last column of

Table 9 describes how these intervals are formed. Specifically, “free interval” means that the end points of

a generalized interval can fall on any value in the domain of the corresponding attribute. “Taxonomy tree

(x)”, on the other hand, means that a generalized value corresponds to a node in a taxonomy with heightx.

RR is a popular input perturbation technique in statisticaldatabases (also calledrandom perturbationin

[5, 13]). For each tuplet in the microdata, RR computes its published versiont′ as follows. First,t′

and t have identical QI-values. Second, the sensitive value oft′ equals that oft with probability p, or is

randomly generated in the domain of the sensitive attributewith probability 1 − p, wherep is a parameter

called theretention probability(the greaterp is, the less information loss). In our experiments, the retention

probability p is set to the highest value that promises the degree of protection required byl-diversity7.

aMPS is chosen as a representative of the existing data-swapping approaches. However, unlike the solutions

described earlier, aMPS does not ensure the privacy controldemanded byl-diversity (nor does any of the

previous data-swapping methods, as mentioned in Section 2.2).

For OCC-d microtables,l distributes from 2 to 12, whereasl ranges from 2 to 20 for SAL-d datasets. Note

that, regardless ofd, 12 (20) is already the largest possiblel for OCC-d (SAL-d). This is because1/l must

be at least the percentage of tuples having the most frequentsensitive value (the percentage equals 4.84%

and 7.85% for OCC-d and SAL-d, respectively). Otherwise, nol-diverse partition exists.

The utility of an anonymization technique is evaluated in its accuracy of answering count queries of the

form:
7RR offers the so-calledρ1-to-ρ2 guarantee[13]. Such a guarantee demands that, if an adversary can correctly guess the

sensitive value of a victim with only probabilityρ1 before examining an anonymized dataset, her/his probability of doing so should

be bounded byρ2 after the examination. Under our assumption of an adversary’s prior knowledge stated in Section 3.1,ρ1 equals

1/λ, with λ being the domain size of the sensitive attribute, whereasρ2 needs to be1/l, for fulfilling the requirement ofl-diversity.
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Parameter Value
l 2, 5,10, 12, 15, 20

cardinalityn 100k, 200k, 300k, 400k, 500k
number of QI-attributesd 3, 4,5, 6, 7
query dimensionalityqd 1, 2, ...,d

expected selectivitys 0.25%, 0.5%,1%, 2%, 4%

Table 10: Parameters and tested values

SELECT COUNT(*) FROM Unknown-Microdata

WHEREpred(Aqi
1 ) AND ... AND pred(Aqi

qd) AND pred(As)

Specifically, a query concernsqd random QI-attributesAqi
1 , ...,Aqi

qd, and the sensitive attributeAs, whereqd

is a parameter calledquery dimensionality. For instance, if the microdata is OCC-3 andqd = 2, then{Aqi
1 ,

Aqi
2 } is a random 2-sized subset of{Age, Gender, Education}. For any attributeA, the predicatepred(A)

has the form “A ∈ [x, y]”. Here, [x, y] is an interval randomly generated in the domain ofA, and its length

y − x equals

|A| · s1/(qd+1) (25)

where|A| is the number of distinct values in the domain ofA (see Table 9), ands a query parameter called

expected query selectivity. A highers leads to longer query ranges, and hence, larger results.

A workloadconsists of 10000 queries (with the sameqd ands). The effectiveness of a method is measured

as itsaverage relative errorin answering a workload. Specifically, for each query, the relative error equals

|act − est|/act, whereact is the actual result from the microdata, andest the estimate derived from the

underlying anonymization approach. Specifically, for anatomy,est is calculated by Equation 15. For gener-

alization,est is obtained in the manner exemplified in Section 1.1. For RR, computation ofest follows the

analysis in [5], whereas for aMPS,est is simply the query result on the anonymized dataset.

Table 10 summarizes the parameters of our experimentation,as well as their values examined. The values

in bold are the defaults. Unless specifically stated, each parameter is set to its default value in the following

experiments. All the reported results are obtained on a computer with a 3.4 GHz Pentium IV CPU and

one-gigabyte memory.

8.2 Tuning the Postprocessing Time ofAnatomize*

Remember thatAnatomize*involves a postprocessing step, which iteratively performs tuple swapping to

reduce the anatomy perimeter, until the permitted amount oftime has been exhausted. The experiments
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in this section aim at deciding an appropriate time limit. For this purpose, given a microtable, we allow

Anatomize*to run continuously. Every 5 minutes after the postprocessing phase has started, we measure

the accuracy of using the current anatomized tables to answer a workload with the default parameter values

(qd = d, s = 1%). Figure 6 plots the query error as a function of the elapsed time, for the microtables OCC-5

and SAL-5 with cardinality 100k. In both cases, the error drops drastically during the first 10 minutes of

postprocessing, after which the rate of decreasing becomesconsiderably slower. This observation proves

the effectiveness of theChoose-QI-Groupsprocedure in Section 7.3, i.e., it is able to identify two QI-groups

whose tuple exchanging leads to large reduction of the anatomy perimeter. In the subsequent experiments,

we set the time limit to 10 minutes.

8.3 Effectiveness of Data Analysis

This section compares alternative solutions on their accuracy in count analysis. For anatomy, we evaluate

the performance of bothAnatomizeandAnatomize*, proposed in Sections 5 and 7, respectively. The first set

of experiments examines the effects ofd . Figure 7a (7b) plots the error of all methods as a function ofd, for

datasets OCC-d (SAL-d). Apparently, generalization incurs by far the largest error, and its accuracy decays

severely as the dimensionality increases, confirming the analysis of [2]. RR also entails huge error. aMPS
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Figure 8: Query accuracy vs. query dimensionalityqd (l = 10, n = 100k, s = 1%)
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Figure 9: Query accuracy vs. expected query selectivitys (l = 10, n = 100k, qd = d)

works well for smalld, but considerably deteriorates at high dimensionalities.This is expected because, asd

grows, the total number of marginals escalates exponentially, and hence, the quality of marginal preservation

drops significantly. BothAnatomizeandAnatomize*demonstrate excellent performance regardless of the

dimensionality, and outperform the other competitors by anorder of magnitude ford ≥ 5.

Next, we examine alternative techniques on queries involving different numberqd of QI-attributes. Figure 8

demonstrate the results for OCC-5 and SAL-5. Again, the error of anatomy is consistently small, whereas

generalization and RR are again the worst techniques. aMPS achieves good accuracy only whenqd is small,

due to the fact that marginals of low orders are better preserved (compared to those of high orders). Figure 9

present the error as a function of query selectivitys. The relative superiority of the five approaches remains

the same as before, except that their performance generallyimproves ass becomes larger.

Figure 10 examines the accuracy asl varies. As expected, the error of anatomy, generalization,and RR

increases withl, because more data distortion is needed in order to enforce stronger privacy control. The

performance of aMPS is unaffected, since it is totally independent froml (recall that aMPS does not guar-

antee the privacy protection required byl-diversity). Finally, Figure 11 presents the results underdifferent

dataset cardinalitiesn. The effectiveness of each method remains fairly stable at all cardinalities, except
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Figure 10: Query accuracy vs.l (n = 100k,d = 5, qd = 5, s = 1%)

aMPS Anatomizegeneralization Anatomize*RR

1

10

100

1000

500k400k300k200k100k
n

average relative error (%)

1

10

100

1000

500k400k300k200k100k
n

average relative error (%)

(a) OCC-5 (b) SAL-5
Figure 11: Query accuracy vs. dataset cardinalityn (l = 10, d = 5, qd = 5, s = 1%)

that, in Figure 11b, the error of generalization decreases to around 200% at the largestn.

In summary, we have shown that anatomy allows very accurate counting analysis, and its error is lower than

the other solutions by a factor up to an order of magnitude. Furthermore, its performance is not influenced

by data and query dimensionalities. Generalization and RR are ineffective for counting analysis, because

they incur more than 100% error in most cases. aMPS has acceptable performance, only when the dataset

or query dimensionality is small.

8.4 Computation Cost

Having demonstrated the effectiveness of anatomy for data analysis, we proceed to evaluate its efficiency.

Figure 12a (12b) compares the time of anonymization required by Anatomize, Anatomize*, generalization,

RR and aMPS, on the OCC-5 (SAL-5) microtables with differentcardinalitiesn. For Anatomize*, we

include only the cost of its group-creation and residue-assignment phases, since its postprocessing time is a

user parameter. RR and aMPS are the most efficient algorithms, but their efficiency does not justify the huge

error they entail in query processing.Anatomize*is the slowest, because it incorporates expensive heuristics

to reduce the anatomy perimeter. Nevertheless, the extra overhead pays off because, as shown in the previous
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Figure 13: Computation cost vs.l (n = 300k,d = 5)

subsection,Anatomize*permits the most accurate counting. In any case, all algorithms terminate within 4

minutes, even on the largest dataset. Figure 13 plots the computation time as a function ofl, confirming the

relative efficiency of alternative solutions observed in Figure 12. In both Figures 12 and 13, the behavior of

AnatomizeandAnatomize*is consistent with the complexity analysis in Sections 5.2 and 7.4, respectively.3

9 Conclusions

The existing anonymization techniques are inadequate because they have at least one of the following de-

fects: they (i) do not provide sufficient privacy protectionagainst linking attacks, or (ii) lose considerable

information in the microdata, and thus, prohibit effectivedata analysis. This article develops the anatomy

technique that remedies both defects. Specifically, anatomy ensures strong privacy control as demanded by

l-diversity, and meanwhile, retains a significant amount of data correlation. Extensive experiments confirm

that anatomy permits highly accurate statistical studies.

This work also initiates several directions for future investigation. For example, in this article, we focused

on the case where there is a single sensitive attribute; extending our technique to multiple sensitive attributes

is an interesting topic. Another direction concerns “workload-aware anatomy”, where the publisher is given
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a sample workload of queries [20], and the objective is to compute anatomized tables that minimize the error

of those queries. Finally, it would be useful to study how anatomy can be utilized for discovering complex

patterns in the microdata, perhaps through minimization ofspecialized metrics for quantifying information

loss (e.g., the classification metric [17]).
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Appendix

Proof of Theorem 1. Consider an arbitrary individualo in the microtableT . Let vo be the sensitive value
of o. Without loss of generality, assume thatf tuples inT , denoted ast1, t2, ...,tf , have the same QI-values
aso. From the adversary’s perspective, each of thesef tuples has1/f probability of belonging too. Let pi

be the probability that the adversary conjectures the sensitive value ofti to bevo, subject to the condition
that s/he takesti as the tuple owned byo. Then, the adversary correctly infers the sensitive value of o with
an overall probability1

f

∑f
i=1 pi. Without loss of generality, assume thatt1 belongs to a QI-groupQI. The

adversary may obtain the Group-IDj of QI from the QIT, which, however, does not contain anyAs data.
Consequently, the adversary can only conjecture that,t1[d + 1] has equal chance to be any of the multi-set
of sensitive values (summarized in the ST) contained inQI. Therefore, from the adversary’s perspective,
p1 = c(vo)/|QI| ≤ 1/l, wherec(vo) is the number of tuples inQI with a sensitive valuevo. By symmetry,
we havepi ≤ 1/l for anyi ∈ [1, f ]. This leads to1

f

∑f
i=1 pi ≤ 1/l. �

Proof of Lemma 1. Assume that the QIT and ST are produced by a partition withm QI-groupsQI1,
..., QIm. For eachj ∈ [1,m], we useαj to denote the averageEt (Formula 9) for all tuplest ∈ QIj.
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Then,RCE can be rewritten asRCE =
∑m

j=1(|QIj | · αj). The rest of the proof will show thatαj ≥
(1 − 1/l)p + (l − 1)(1/l)p, for all j ∈ [1,m]. As a result, the above equation leads to

RCE ≥
m

∑

j=1

(

|QIj | · (1 − 1/l)p + |QIj| ·
l − 1

lp

)

= n · (1 − 1/l)p + n ·
l − 1

lp
,

thus completing the proof (notice that
∑m

j=1 |QIj| = n).

Consider anyj ∈ [1,m]. Without loss of generality, assume thatQIj containsλ distinctAs valuesv1, ...,
vλ, and there existc(vh) tuples inQIj with sensitive valuevh (1 ≤ h ≤ λ). Consider an arbitrary tuple
t ∈ QIj with As valuevh (for someh ∈ [1, λ]). The actual pdfGt and its approximatioñGa

t are given in
Equations 6 and 8, respectively. Thus, by Equation 9, we have

Et =

(

1 −
c(vh)

|QIj |

)p

+

λ
∑

h′=1∧h′ 6=h

c(vh′)p

|QIj |p
.

Taking into account all tuples inQIj, we obtain

α =

∑λ
h=1 c(vh) ·

((

1 − c(vh)
|QIj|

)p
+

∑λ
h′=1∧h′ 6=h

c(vh′ )p

|QIj|p

)

|QIj|
.

Thus, it remains to solve the minimumα subject to the constraints

λ
∑

h=1

c(vh) = |QIj |, andc(vh) ≤
|QIj |

l
for all h ∈ [1, λ].

(the second constraint is due to Definition 1).

Let us ignore the second constraint (c(vh) ≤ |QIj|/l) temporarily. Then, minimization ofα subject to
the first constraint is a standard problem tackled by theLagrange multiplier method[6]. Application of
the method results inα ≥ (1 − 1/λ)p + (λ − 1)(1/λ)p, where the equality holds only whenc(v1) =
... = c(vh) = |QIj|/l. Now, we take into account the second constraint, which leads to

∑λ
h=1 c(vh) ≤

λ · |QIj |/l. The left side of the inequality equals|QIj|. Hence, the inequality impliesλ ≥ l. Therefore,
α ≥ (1 − 1/λ)p + (λ − 1)(1/λ)p ≥ (1 − 1/l)p + (l − 1)(1/l)p. �

Proof of Property 1. An l-diverse partition exists, if and only ifT satisfies aneligibility condition8 [25]: at
mostn/l tuples have the sameAs value, wheren is the number of tuples inT . We will show that Property 1
always holds under this condition.

Assume on the contrary that, after the group-creation phase, the largest bucketB hasx ≥ 2 tuples. Let
y be the total number of iterations. As preciselyl tuples are removed in each iteration, after all iterations,
the number of tuples in the non-empty buckets equalsn − y · l. There are at mostl − 1 such buckets; thus
n − y · l ≤ x · (l − 1), leading to

x + y = (x · l + y · l)/l > (x · (l − 1) + y · l) /l ≥ n/l.

The rest of the proof will establish a factZ: B is among thel most sizable buckets before each iteration. It
implies that a tuple is deleted fromB in each iteration, indicating thatB originally hasx + y > n/l tuples.
This violates the eligibility condition, and hence,x ≥ 2 cannot be true.

8If this condition is violated, neitherk-anonymity norl-diversity can prevent an adversary from correctly inferring a tuple inT
with a probability at least1/l.
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In fact,Z is not difficult to observe. Since thel-th largest bucket after the last iteration includes 0 tuple, the
l-th largest bucket before the iteration contains exactly 1 tuple. AsB has 2 tuples even after the iteration, it
is definitely one of thel largest buckets before the last iteration. In the same way, it is easy to prove thatB
is also among thel largest, before all iterations. �

Proof of Property 2. Assume, on the contrary, thatS′ is empty when processing tuplet (at Line 11 in
Figure 2). The number of QI-groups isbn/lc. SinceS′ is empty, each QI-group has at least a tuple whose
As value equalst[d+1]. It follows that the number of tuples inT with As valuet[d+1] is at least1+bn/lc,
which is larger thann/l. This contradicts the eligibility condition mentioned in the proof of Property 1.�

Proof of Property 3. After the group-creation step, every QI-group hasl tuples with distinctAs values
(these tuples are obtained from different hash buckets). Inthe residue-assignment phase, the assignment of
a tuple into a QI-group ensures that all tuples in the group still have distinctAs values. Hence, Property 3
holds. �

Proof of Theorem 2. The hashing at Line 2 in Figure 2 takesO(n) time. In the group-creation phase, we
keep a binary tree on the sizes of theλ buckets. Using this tree, the setS at Line 5 can be decided inO(l)
time. Lines 6-8 requireO(l) cost. After these lines,O(l log λ) cost is needed in order to update bucket
counters in the binary tree. Therefore, each while-loop (Lines 4-8) consumesO(l log λ + l) cost. Since
there are totallyO(n/l) loops, the total complexity of the group-creation step isO(n log λ + n).

For each residue tuplet, the setS′ at Line 11 can be collected by scanning all the existing QI-groups once
in O(n) time. Line 12 incursO(1) overhead. Since there are at mostl − 1 residue tuples, the residue-
assignment phase completes inO(l · n) time. Finally, populating the QIT and ST in Lines 13-18 can
obviously be accomplished inO(l · n) time, thus establishing Theorem 2. �

Proof of Theorem 3.Let r = n mod l. We distinguish two cases.

Case 1(r = 0): Anatomizestops immediately after the group-creation phase. Hence, each QI-group contains
exactly l tuples with distinctAs values. Combining Equations 6, 8, and 9, we have, for each tuple t ∈ T ,
Et = (1 − 1/l)p + (l − 1)(1/l)p. By Equation 10,RCE = n(1 − 1/l)p + n(l − 1)(1/l)p.

Case 2(r 6= 0): Let us examine the moment when the group-creation phase finishes. At this point,n − r
(a multiple ofl) tuples have been placed in QI-groups. The sum ofEt of the tuplest already in QI-groups
equals(n − r)(1 − 1/l)p + (n − r)(l − 1)(1/l)p.

Next, each residue tuple is assigned to an existing QI-groupin turn. Suppose, without loss of generality, that
the i-th residue tupleti is assigned to a QI-groupQI with βi tuples. Notice that theβi tuples have distinct
As values, all of which are different fromt.As. Before the assignment ofti, the RCE ofQI (i.e., the sum of
Et for all tuplest ∈ QI) equalsf(βi), where functionf(.) is defined as:

f(x) = x · (1 − 1/x)p + x · (x − 1)(1/x)p.

After ti is included inQI, the new RCE ofQI becomesf(βi + 1). As a result, the overall RCE (of the
entire anatomy) increases byδ(βi), where functionδ(.) is formulated as

δ(x) = f(x + 1) − f(x).
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Hence, after assigning all the residue tuples, the final RCE equals

RCE = (n − r)(1 − 1/l)p + (n − r)(l − 1)(1/l)p +
r

∑

i=1

δ(βi)

Let f ′(x) andf ′′(x) be the first and second order derivatives off(x), respectively. Then,

f ′′(x) =
p − 1

xp+1

[

p ·
(

(x − 1)p−2 − 1
)

+ (p − 2) · x
]

.

Notice that the two integersp andx are at least 1 and 2, respectively (in particular,x ≥ 2 is due to the fact
thatβi is at least 2 for a meaningfull ≥ 2). Hence,f ′′(x) is always non-negative. This means thatf ′(x)
is non-decreasing asx increases. Sinceδ(x) =

∫ x+1
x f ′(x)dx, δ(x) is also non-decreasing asx becomes

larger.

Before thei-th residue tuple is assigned, the largest existing QI-group has at mostl + i − 1 tuples. Hence,
βi is at mostl + i− 1, leading toδ(βi) ≤ f(l + i)− f(l + i− 1). As a result, from Equation 26, we obtain

RCE ≤ n · (1 − 1/l)p + n · (l − 1)/lp +

r
∑

i=1

[

f(l + i) − f(l + i − 1)
]

= n · (1 − 1/l)p + n · (l − 1)/lp + f(l + r) − f(l)

(By r ≤ l − 1) ≤ n · (1 − 1/l)p + n · (l − 1)/lp + f(2l − 1) − f(l)

Dividing both sides of the above inequality by the lower bound n(1− 1/l)p + n(l − 1)/lp in Lemma 1, the
right hand side can be simplified to1 + 2l−1

n · φ, whereφ is given in Equation 11. �

Proof of Lemma 2. Consider an arbitrary QI-groupQI which containsλ distinct As valuesv1, ..., vλ.
Let t be any tuple inQI, with a sensitive valuevh, for someh ∈ [1, λ]. Plugging Equations 6 and 8 into
Equation 12, we obtain

Et = log(|QI|/c(vh)).

SinceQI is l-diverse, by Inequality 1,c(vh) ≤ |QI|/l, leading toEt ≥ log l. Therefore,RCE =
∑

∀t∈T Et ≥ n log l. �

Proof of Theorem 4. Introducingr = n mod l, we examine two cases.

Case 1(r = 0): Anatomizeterminates by returning a partition withn/l QI-groups, each of which hasl
tuples with distinct sensitive values. By Equations 6, 8, and 12, we haveEt = log l for each tuplet ∈ T ,
which leads toRCE = n log l.

Case 2(r 6= 0): When the group-creation step terminates,Anatomizehas constructed(n − r)/l QI-groups.
Their total RCE equals(n − r) · log l. Assume that, in the residue-assignment step, thei-th residue tuple
ti is assigned to a QI-groupQI with βi tuples. Before and after the assignment, the RCE ofQI is βi log βi

and(βi + 1) log(βi + 1), respectively. Hence, the total RCE of all the QI-groups increases byδ(βi), where
functionδ(.) is formulated as:

δ(x) = (x + 1) · log(x + 1) − x · log x.

The derivative ofδ(x) equalslog(x + 1) − log x > 0; therefore,δ(x) monotonically increases withx.
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Before thei-th residue tuple is assigned,βi ≤ l + i − 1. As a result, at the end ofAnatomize, we have

RCE = (n − r) · log l +

r
∑

i=1

δ(βi)

(By r ≤ l − 1) ≤ n · log l + (2l − 1) · log(2l − 1) − l · log l.

The right hand side of the above inequality is greater than the lower boundn log l in Lemma 2, by a factor
of 1 + (2l−1)·log(2−1/l)

n·log l . �

Proof of Lemma 3. Consider the partitionP of T that produces the QIT and ST. Letm1 be the number of
QI-groups inP with exactlyl tuples. Then, for any of them1 · l tuplest in those groups,Et = l, while for
any tuple that is not,Et ≥ l + 1. If m1 ≤ (n − r)/l − r,

RCE ≥ m1 · l
2 + (n − m1 · l) · (l + 1) ≥ (n + r) · l + r.

The rest of the proof focuses on the case whenm1 > (n− r)/l− r. Let S be a set containing(n− r)/l− r
QI-groups, which are randomly selected from them1 QI-groups with sizel. The sum ofEt for all the
tuples t ∈ S equals((n − r)/l − r) · l2 = (n − r) · l − r · l2. In the sequel, we will show that the
sum ofEt for the tuplest ∈ T − S is at leastr · (l + 1)2. Hence, the total RCE is lower bounded by
(n − r) · l − r · l2 + r · (l + 1)2 = (n + r) · l + r, which completes the proof.

The number of tuples inT −S equalsn−((n − r)/l − r) · l = r ·(l+1). Suppose that the tuples inT −S is
contained inm2 QI-groups, whose sizes arex1, x2, ...,xm2

, respectively. The sum of theEt of all the tuples
t ∈ T − S is

∑m2

j=1 x2
j . We employ the Lagrange multiplier method to derive the minimum of

∑m2

j=1 x2
j ,

subject to
∑m2

j=1 xj = r · (l + 1), andxj ≥ l for all 1 ≤ j ≤ m2. This results in
∑m

j=1 x2
j ≥ r · (l + 1)2. �

Proof of Theorem 5.Let r = n mod l. We differentiate two cases.

Case 1(r = 0): Anatomizecompletes execution right after the group-creation phase,so that each QI-group
hasl tuples. By Equations 13 and 10, we haveRCE = n · l.

Case 2(r 6= 0): The group-creation phase terminates after constructing(n − r)/l QI-groups (each withl
tuples), whose total RCE is(n − r) · l. Recall that, in the residue-assignment step, each of ther residue
tuples is assigned to one of these QI-groups. Later, we will show a factZ: after thei-th residue tuple is
processed, the overall RCE of the QI-groups increases by at most(l + i)2 − (l + i − 1)2. Hence, the final
RCE satisfies:

RCE ≤ (n − r) · l +
r

∑

i=1

(

(l + i)2 − (l + i − 1)2
)

= (n + r) · l + r2.

Let us divide the two sides of the inequality by the the lower bound(n+ r) · l + r in Lemma 3, which yields

RCE

(n + r) · l + r
≤ 1 +

r2 − r

(n + r) · l + r
.

The right hand side of the above inequality monotonically increases withr (its derivative is always positive,
whenn, l, andr are at least 1). Sincer ≤ l − 1, the right hand side takes its maximum1 + l2−3l+2

n·l+l2−1 at
r = l − 1.

It remains to establish factZ. Without loss of generality, assume that thei-th residue tupleti is allocated to
a QI-groupQI with βi tuples. By Equation 13, before and after the allocation, theRCE ofQI equalsβ2

i

45



and(βi + 1)2, respectively. Therefore, the overall RCE increases by(βi + 1)2 − β2
i . Beforeti is processed,

βi is at mostl + i − 1. Hence,(βi + 1)2 − β2
i ≤ (l + i)2 − (l + i − 1)2. �

Proof of Lemma 4. Let V the multi-set of sensitive values inQIj. UseM to denote the set of possible
microdata instances defined by the QIT and ST. Recall that each instance is obtained by independently
permuting the sensitive values of each QI-group inP . Let us divideM into disjoint subsetsS1, ..., Sw,
such that all instances in a subset differ only in thej-th QI-groupQIj . Note thatS1, ...,Sw have the same
cardinality, which equals to the total number of permutations of the elements inV .

For anyh ∈ [1, w], let us focus on the setSh(x) of instances inSh (1 ≤ h ≤ w), where thej-th QI-group
contains preciselyx tuples satisfyingq. We will show that

|Sh(x)|

|Sh|
=

{

(uj
x

)(nj−uj
vj−x

)

/
(nj

vj

)

if x ∈ [max{uj + vj − nj, 0},min{uj , vj}]

0 otherwise
(26)

Then, Equation 20 results fromQj(x) = (
∑w

h=1 |Sh(x)|)/(
∑w

h=1 |Sh|).

UseU to denote the set of tuples inQIj satisfyingpredqi. Also, letV1 be the set of values inV fulfilling
pred(As), andV2 = V − V1 (V1 and V2 are both multi-sets). Apparently,|U | = uj and |V1| = vj.
Furthermore, we introducec1 (c2) to represent the number of permutations of the elements inV1 (V2), i.e.,
c1 = vj ! andc2 = (nj − vj)!. It follows that

|Sh| = nj! =

(

nj

vj

)

· c1 · c2. (27)

The rest of the proof will solve|Sh(x)| into a function ofnj, uj, vj , c1, andc2. The function, together with
Equation 27, will establish Equation 26.

Each instance inSh(x) must have been generated by a “feasible permutation” ofQIj satisfying two prop-
erties: (i) exactlyx tuples inU obtain sensitive values inV1 after the permutation; (ii) the remaining
uj − x tuples inU acquire sensitive values inV2. No such permutation exists, namely|Sh(x)| = 0, if
x > min{uj , vj} (in which case property (i) never holds), orx < max{uj + vj − nj, 0} (in which case
property (ii) is always false). For anyx ∈ [max{uj + vj − nj, 0},min{uj , vj}], the number of feasible
permutations, also the value of|Sh(x)|, equals

(uj
x

)(nj−uj
vj−x

)

· c1 · c2. �

Proof of Corollary 1. Let X be set of integers in[max{uj + vj − nj, 0},min{uj , vj}]. By Lemma 4,

〈estj〉 =
∑

x∈X

(

x · Qj(x)
)

=
∑

x∈X

x ·
(uj

x

)(nj−uj
vj−x

)

(nj
vj

) =
∑

x∈X

x ·
uj

x ·
(uj−1

x−1

)(nj−uj
vj−x

)

nj

vj
·
(nj−1

vj−1

)

=
uj · vj

nj
·

∑

x∈X [
(uj−1

x−1

)(nj−uj
vj−x

)

]
(nj−1

vj−1

) = uj · vj/nj. �

Proof of Corollary 2. The corollary directly follows Lemma 4, and Equations 16, 17, and 19. �

Proof of Lemma 5. SinceQIx andQIy belong to anl-diverse partition, we have|QIx| ≥ l and|QIy| ≥ l.
When either of the two conditions is satisfied, after the swap, all tuples inQIx (QIy) will still have distinct
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sensitive values; therefore, bothQIx andQIy will remain l-diverse. The fact that RCE is not influenced by
the swap can be easily verified, according to the concrete definition of Et (Equation 9, 12, or 13) under each
metric of information loss. �

Proof of Lemma 6. Consider the projection ofRx on thei-th dimension (1 ≤ i ≤ d). Let tx` (txa) be a
tuple inQIx whosei-th coordinate equalsRx[i`] (Rx[ia]). Similarly, we introduce notationsty` andtya
in the same manner with respect toRy. After the swapping, each oftx`, txa, ty`, andtya may or may
not appear in a QI-group different from the one it belongs to before the swapping. Hence, there are 16
possibilities; it turns out that all of them satisfy Inequality 22. Since the discussion of all possibilities is
analogous, next we will prove the lemma for only one possibility: tx`, txa, ty` andtya appear inQIx, QI,
QIx, andQI, respectively. In fact, sinceR′

x coverstx` andty`, its projection on thei-th dimension must be
at least|Rx[i`]−Ry[i`]|. Similarly, the projection ofR′

y on thei-th dimension is at least|Rx[ia]−Ry[ia]|.
Therefore, Inequality 22 is correct. �
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