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Abstract

This article presents thenatomytechnique for anonymized publication of sensitive dataatdmy
releases all the quasi-identifier and sensitive valuestlijrén two separate tables. Combined with a
grouping mechanism, this approach effectively protedtapy, and captures a large amount of correla-
tion in the microdata. We propose an efficient algorithm fmmputing anatomized tables that fulfill the
[-diversity anonymity requirement, and minimize the errbreconstructing the microdata, according
to any L, norm, the KL-divergence, and the discernability metricke Rlgorithm is accompanied by
optional heuristics that continuously enhance the daligdf anatomy, until a user-specified time limit
has been reached. We also provide detailed explanationg hbw to leverage anatomized tables to
understand the characteristics of the microdata. Extersiperiments confirm that anatomy allows sig-
nificantly more accurate data analysis than conventioraiamization methods based on generalization
and data swapping.

The short version of this article appeared in VLDB 06. Theaeuir submission improves our preliminary
work by (i) including a thorough discussion of the previousthods, (i) extending the analysis of anatomy
to several other metrics of information loss (i.e., genérjmorm, KL-divergence, and discernability), (iii)
elaborating how to deploy the anonymized data for staéikstudies, (iv) presenting a new algorithm for
computing anatomized tables, and (v) featuring a more cehgmsive experimental evaluation.



1 Introduction

Privacy preservation is a serious concern in publicatiopesonal data. Using a popular example in the
literature, assume that a hospital wants to release psitimetdical records in Table 1, referred to asa
crotable (whose tuples are thmicrodatg. Attribute Diseaseis sensitive that is, the hospital must ensure
that no adversary can correctly infer the disease of angmmatvith significant confidenceAge Sex and
Zipcodeare thequasi-identifier(QIl) attributes, because they may be utilized in combimatereveal the
identity of an individual. To illustrate this, suppose tlla¢ table is released directly; consider an adver-
sary who has the personal details (i.e., age 21 and zipcogi@ll®f Bob, and knows that Bob has been
hospitalized before. In Table 1, since only tuple 1 matchels'8QI values, the adversary asserts that Bob

contracted dyspepsia. This process is callédking attack[35, 36].

To protect privacygeneralization[35, 36] divides tuples int@I-groups and transforms their QI values
into less specific forms, so that tuples in the same Ql-gramat be distinguished by their QI values.
Table 2 is a generalized version of Table 1 (e.qg., the age @%iaoode 10001 of tuple 1 have been replaced
with intervals [21, 60] and [10001, 60000], respectivelyjere, generalization produces two QI-groups,
including tuples 1-4 and 5-7, respectively. As a resultpafan adversary has the exact QI values of Bob,

s/he still does not know which tuple in the first QI-group lmgjs to Bob.

A generalized table is deemed “adequately anonymized' shatisfies a certaimnonymization princi-

ple. k-anonymityand(-diversity are the two principles that have received most attentiomenliterature.
Specifically, a table i&-anonymoug35, 36] if each QI-group involves at leakttuples (e.g., Table 2 is 3-
anonymous). However, even with a largek-anonymity may still allow an adversary to infer the semsiti
value of an individual with high confidence [25]-diversity overcomes this problem by demanding that,
in each Ql-group, at mosdt/! of the tuples possess an identical sensitive value. Faanost Table 2 is
3-diverse because, in each QI-group, at most a third of filesthave the same disease. Consider again the
adversary targeting Bob’s privacy. S/he can make only agiitibtic conjecture: Bob could have contracted

one of the four diseases in the first QI-group with the sambaiyitity.
1.1 Defects of Generalization in Data Analysis

Although generalization preserves privacy, it often losessiderable information in the microdata, which
severely compromises the accuracy of data analysis. Asthehéhe hospital releases Table 2, and that a

researcher wants to derive from this table an estimate éfalfowing query:



tuple ID | Age | Sex| Zipcode | Disease tuple ID | Age | Sex Zipcode Disease
1(Bob)| 21 | M | 10001 | dyspepsia 1 [21, 60]| M | [10001, 60000] dyspepsia
2 27 | M | 13000 | pneumonia 2 [21, 60]| M | [10001, 60000] pneumonia
3 35| M| 60000 flu 3 [21,60]| M |[10001, 60000]  flu
4 60 | M| 12000 gastritis 4 [21, 60]] M |[10001, 60000] gastritis
5 61 | M | 10001 | bronchitis| 5 [61,70]| * |[10001, 60000] bronchitis
6 70| F 60000 | pneumonja 6 [61, 70]| * |[10001, 60000] pneumonia
7 (Alice)| 70 | F | 60000 gastritis 7 [61, 70]| * |[10001, 60000] gastritis
Table 1: The microdata Table 2: A3-diverse table

A: SELECT COUNT(*) FROMUnknown-Microdata
WHERE Diseasds a stomach diseas&ND Age<= 30 AND Zipcodee [10k, 20K].

By observing Table 2, the researcher learns that no tupleeirsécond QI-group satisfies the query, since
their ages fall in [61, 70], and hence, cannot satisfy thelipede Age <= 30. On the other hand, in the
first Ql-group, tuples 1 and 4 have stomach diseases, but Heralues (i.e., agg21,60] and zipcode
[10001, 60000]) may or may not fulfill the query conditions on the QI attriesit Thus, the researcher needs
to derive the probability that each of tuples 1 and 4 qualifies the predicates on theti(piuaes, after which

the query answer can be estimate®as

Without additional knowledge on the QI values of tuples 1 dndhe researcher assumes that tiAaje
andZipcodeare uniformly distributed in the interva|81, 60] and[10001, 60000], respectively. Within the
intervals, there ard0 (50000) distinct Age (Zipcodd values, leading to totallt0 x 50000 = 2 x 106
combinations of age and zipcod#)® of these combinations satisfy the predicatee <= 30 andZipcode

€ [10k, 60k]. Consequently, the probabilifyis computed ag% = 0.05, resulting in an estimated answer

2p = 0.1 for query A. This answer, however, is ten times smaller tihareictual query result(see Table 1).

The gross estimation error is caused by the fact that, theadeipcode distributions in the first QI-group
significantly deviate from uniformity. Nevertheless, givenly the generalized table, the researcher cannot
justify any other distribution assumption. This is an irdr@rproblem of generalization: it prevents an

analyst from correctly understanding the data distributiside each QI-group.
1.2 Rationale of Anatomy

To overcome the defects of generalization, we proposarhémy technique to achieve both privacy- and
correlation-preserving publication. Given a microtalbleanatomy first divides the tuples into several

QI-groups, and assigns a unique ID to each group. After #mttomy creates@uasi-identifier table (QIT)

1The name is chosen, since our technique “anatomizes” thedsita into two tables for publication.



tuple ID | Age | Sex| Zipcode | Group-1D Group-ID | Disease | Count
1 21| M| 10001 1 1 dyspepsia| 1
2 27 | M | 13000 1 1 flu 1
3 35| M| 60000 1 1 gastritis 1
4 60 | M| 12000 1 1 pneumonia 1
5 61| M| 10001 2 2 bronchitis 1
6 70| F 60000 2 2 gastritis 1
7 70| F 60000 2 2 pneumonia 1

(a) The quasi-identifier table (QIT) (b) The sensitive tal3&)
Table 3: The anatomized tables

that contains all QI attributes i, as well as an attribut&roup-1D. Each tuplet in T" gives rise to a tuple
9% in the QIT, such that (i} andt have identical QI values, and (i) tf@roup-ID of t?* equals the ID of
the Ql-group that includes Finally, anatomy generatessansitive table (SThich contains the sensitive
attribute of7", along with two attribute&sroup-ID andCount For each Ql-group)/, and for each sensitive
valuewv appearing i@/, anatomy inserts in the ST a tugle such that (i) the sensitive value ©fis v, (ii)
the Group-ID of ¢* equals the ID of) I, and (ii) theCountof ¢t* equals the number of tuples p/ that have

sensitive value.

For example, assume that we divide the tuples in Table 1 woQI-groups, following the partitioning in
Table 2, i.e., Ql-group 1 (2) contains tuples 1-4 (5-7). Gitleese Ql-groups, the QIT and ST created by
anatomy are shown in Table 3. In particular, the first row ibl&&8a captures the fact that, there is a male
patient involved in QIl-group 1, with an age 21 and a zipcod@010 On the other hand, the first row in

Table 3b indicates that, one of the tuples in Ql-group 1 hanaitive value dyspepsia.

Anatomy preserves privacy because QIT does not indicateethsitive value of any tuple, which must be
randomly guessed from ST. To explain this, consider agarattversary who has the age 21 and zipcode
10001 of Bob. From Table 3a, the adversary knows that tupleldnigs to Bob, but does not obtain any
information about his disease so far. Instead, s/he gets thef the Ql-group containing tuple 1. Judging
from Table 3b, the adversary realizes that, the 4 tuples wgrQup 1 carry different diseases. Note that
s/he does not gain any additional hints, regarding the eXiaetise of each tuple. Hence, s/he arrives at
the conclusion that Bob could have contracted dyspepsiagdhiritis, or penumonia with equal likelihood.

This is the same conjecture obtainable from the generaliabte 2, as mentioned earlier.

By announcing the QI values directly, anatomy permits mdfective analysis than generalization. Given
query A in Section 1.1, we know, from the QI values in TabletBat no tuple in QI-group 2 can possibly
qualify the query predicates. Furthermore, from Table 8Is clear that two tuples of QI-group 1 carry

stomach diseases in the microdata. Hence, we proceed tdatalthe probability that a tuple in Ql-group



1 satisfies the predicates in query A. This calculation do¢seed any assumption about the age or zipcode
distribution of the tuplesbecause the distribution is precisely releas&pecifically, Table 3a shows that
tuples 1 and 2 in QI-group 1 appear@h leading top = 50%. Thus, we obtain an answ2p = 1, which is

also the actual query result.
1.3 Contributions

This article presents a systematic study of the anatomyigah. Our contributions can be summarized as

follows.

e We formalize anatomy to satisfy the anonymity requiremdni-diversity, and theoretically justify

the superiority of anatomy against generalization, inwapd data correlation.

e We develop an algorithmAnatomizewhich computes a pair of QIT and ST n log A+n 1) time,
wheren is the number of tuples in the microdata, and the domain size of the sensitive attribute.

Furthermore, the QIT and ST generatedAnatomizancur provably small information loss.

e We elaborate how anatomized tables can be used to perfotististd analysis. In particular, we
establish a crucial connection between anatomized tablgg@babilistic relations [10], which fa-
cilitates the derivation of various forms of answers: thpestation (of the actual query result), lower

and upper bounds, or even the actual distribution. Ourt®ebkold for a wide range of count queries.

e Based on our modeling of anatomized tables as probabilistations, we propos@natomizey a
time-responsive version &natomizethat continuously improves the utility of the anatomizablés

for count queries, until a user-specified time limit is readth

e We show, through extensive experiments, that anatomy fgigntly outperforms the existing
anonymization techniques (i.e., generalization, datgppwg, and randomized response), in the ef-

fectiveness of data analysis.

The rest of the article is organized as follows. Section Xeys the previous research that is related to
ours. Section 3 formalizes anatomy, and clarifies its pyivgicarantees. Section 4 analyzes correlation
preservation. Section 5 develops algoritmatomizefor computing anatomized tables, and proves its
guality under several metrics. Section 6 explains the Batéstatistical analysis using anatomized relations.
Section 7 presents algorithAnatomize*for enhancing the utility of publication. Section 8 expesimtally

evaluates the proposed solutions. Section 9 concludesttble avith directions for future work.
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2 Related Work

A short version of this article appeared in [40]. Comparethwhat preliminary work, this article features
three additional major contributions. First, in Sectiorwi& investigate the information loss of anatomy
with respect to any.,, norm, KL-divergence, and the discernability metric (ofly norm was considered

in [40]). Second, Section 6 elaborates the theory behindaimg anatomized tables for statistical analysis.

Third, in Section 7, we propose a new algorithm for obtairangtomized tables with enhanced utility.

In the sequel, we discuss other previous research relevamtdtomy. Section 2.1 summarizes existing
results on generalization. Then, Section 2.2 reviews “datapping”, which is a generic anonymization

methodology that anatomy belongs to. Finally, Section Ar8eys the literature of statistical databases.
2.1 Generalization

Generalization has been extensively studied in the lieedi2, 3, 7, 15,17, 18, 20-23, 25-27, 31, 32, 35-37,
39, 41-43]. LeFevre et al. [21] present an interesting taronto categorize alternative methods based
on their “recoding schemes”, which impose different caiats on generalization. The highest level of
the taxonomy distinguisheglobal recodingfrom local recoding Specifically, the former requires that, all

the tuples with equivalent QI values must be included in traes QI-group. Local recoding removes this

requirement.

The category of global recoding can be further divided sitwle-dimension recodingnd multidimension
recoding Specifically, a recoding is single dimensional, if the gahieed forms of two arbitrary Ql-groups
on the same attribute are either disjoint or equivalent. Wthe condition is not satisfied, the recoding is
multidimensional. For example, the generalization in &ablis multidimensional, because tBexvalue

‘M’ of the first Ql-group overlaps with the value *’ (includig both ‘F’ and ‘M’) of the second QI-group.

Computing the optimal generalization is usually harderéaoding schemes with fewer constraints. Unfor-
tunately, it is NP-hard to find the optimal solution, evendonple schemes and quality metrics [3, 22, 27].
Therefore, the existing algorithms rely on heuristics farmpng the search space, in order to discover rea-
sonable generalization within a time limit. However, whée numberd of QI attributes is large, any
generalization necessarily loses considerable infoomati the microdata [2], due to the “curse of dimen-
sionality”. Specifically, in high dimensional spaces, egeheralized value is always an exceedingly wide

interval, in which case the published table is simply usefesresearch.

A majority of the literature focuses adiranonymous generalization. However, Machanavajjhald. 2%
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observe thak-anonymity fails to secure anonymity in practice. In patie, they show that, the degree
of privacy protection does not really depend on the size of-grQup, but instead, is determined by the
distribution of sensitive values in each Ql-group. The okestion leads td-diversity (as will be formalized

in Section 3), which guarantees stronger privacy contiah franonymity.

This article is virtually orthogonal to all the above workehe proposed anatomy technique abandons the
idea of generalization, but instead, falls in a classicahgmization framework, called data swapping, as re-
viewed in the next subsection. Anatomy remedies the defdégisneralization. Specifically, nearly-optimal
anatomized tables can be computed in polynomial time, aptlies a significant amount of correlation for

any dimensionality.
2.2 Data Swapping

Given a microtabld’, data swappingroduces an alternative table by interchanging the vahighé same
attribute) among the tuples ii. Numerous solutions have been proposed following this auktlogy

(see [14] for a survey). In general, the design of such aisoluequires clarification of three issues:

e Determination of the pairs or groups of tuples in which sviagjis performed.
e Attributes involved.

e (Algorithmic and conceptual) nature of swapping.

The simplest methodandom swapping9], distorts the sensitive values ias follows. First, it randomly
selects a sef of 0 - n tuples inT', wheren is cardinality of7" ando € [0, 1] is a parameter. Then, it takes
the list of § - n sensitive values iy, randomly permutes the list, and assignsitiie (1 < i < ¢ - n) value
of the randomized list to th&th tuple inS. To protect privacyy should be sufficiently large; otherwise,
many tuples irf” would remain unchanged after the the swapping and are thoerable to privacy attacks.
However, wher is large, random swapping destroys the correlation betweerensitive attribute and the

QI attributes, rendering the resulting table of limited tmeanalysis.

Rank swapping29] alleviates the defects of random swapping, by demanthiat swapping should be
performed only between tuples with close sensitive val&es this purpose, the tuples dfare first sorted
in ascending order of their sensitive values. Then, for @aple ¢, the algorithm exchanges its sensitive
value with another tuplé, which is randomly selected among all the tuples whose ipasit(in the sorted

list) differ from that oft by at most. Here,c is a system parameter, controling the degree of data destort
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tuple ID | Age | Sex| Zipcode | Disease tuple ID | Age | Sex| Zipcode | Disease
1(Alice)| 15 | F 10000 | dyspepsia 1 15| F 20000 | dyspepsia
2 20 | M | 10000 | dyspepsid 2 20 | M | 20000 | pneumonia
3 30| F 20000 | pneumonja 3 20 | M| 20000 | dyspepsig
4 20| F 10000| pneumon|a 4 20 | M| 10000 | dyspepsig
5 30 | M| 20000 | dyspepsia 5 30| F 10000 | dyspepsia
6 20| F 20000 | dyspepsia 6 30| F 10000| pneumon|a
7 30 | M| 10000 | pneumonia 7 30 F 10000 | pneumonja
(a) The microtablg” (b) The tableT” after swapping

Table 4: lllustration of marginal-preserving swapping

Intuitively, the higher is, the table after swapping retains less informatiof jibut provides better privacy

protection.

Neither random nor rank swapping offers solid guarantegarding the preservation of statisticsin A
more rigorous solution iMarginal-preserving swappingMPS) [34], which aims at deriving a table that
captures all the\-order marginals of” involving the sensitive attribute. Towards this goal, b# sensitive
and QI attributes may be involved in swapping, as opposduktprtevious two approaches that concern only
the sensitive attribute. To illustrate the idea,7eand7” be Tables 4a and 4b, respectively. Observe that
although the two tables do not share any common tupl@reserves all three 2-order marginalsiothat
includeDisease For example, the marginah@e Diseasg is the projection ofl” onto those attributes, with

duplicates retained Sgx Diseas¢ and Zipcode Diseasé are the other two marginals preserved.

The importance of preserving a marginal lies in the fact fifais simply as effective ag’, for studies
relevant only to the marginal. For instance, any query caricg Ageand Diseasehas the same result on
Tables 4a and b. In general,if preserves all the-order marginals (related to the sensitive attribute,
then every query off’ involving A* and any)\ < X — 1 QI attributes can be precisely answered fré
Unfortunately, even for the smallest= 2, the marginal-preservin@” does not always exist. For instance,
no7" is possible, ifT" is the microdata in Table 1. Furthermore, evef'ifdoes exist, its computation may

be computationally expensive [14, 34] and practicallydntable.

Motivated by this, Reiss [34] develops th@proximate MPSwhich produces &” whose marginals are
close, albeit not identical, to thoseBf Strictly speaking, this algorithm falls out of the scoperafiitional
data swapping, sinc€’ may no longer be transformed froi by swapping — in fact, some values 1
may not even exist ifi. However, from a data user’s perspective, wheffieis swapping-transformable
from T is not important, as long a6’ reflects the statistical patterns f This observation has led to
many distribution-based techniques (e.g., [16, 24]) whih dbjective of generating ‘A" according to the

distribution of 7. A T” thus obtained does not necessarily have marginals sinild; but may preserve



other statistical properties @f, such as mean, standard deviation, quantiles, etc.

To the best of our knowledge, none of the previous data-sing@gorithms is designed with linking attacks
in mind. As a result, they do not promise the prevention ohsaitacks. To understand the vulnerability
of, for example, MPS, assume an adversary that knows the &gd Alice, and the existence of Alice
in the microdata of Table 4a. Given that Table 4b preservesrthrginal Age Diseasg, the adversary
can precisely infer Alice’s disease, because (i) there rhasbne occurrence df15, dyspepsiain the

microtable, and (ii) no other record in the marginal corgaige 15.
2.3 Statistical Databases

There exists a large body of research (see for example [1, 82130]) on the topic oftatistical databases
(StatDB), which is fundamentally different from, althougfievant to, privacy-preserving publication (i.e.,
the focus of our article). Specifically, in a StatDB, the roitata is stored in atatistical serverwhich is
responsible for answering OLAP-like (e.g., count) quesiemitted by the public through, for example, a
web-based interface. Even though the server returns oghgggte results (as opposed to individual tuples),
an adversary may still be able to precisely infer the origmirodata, by formulating queries in a clever

way and auditing their answers. Thus, the objective of pgiv@ntrol is to prevent suamalicious auditing

According to a recent taxonomy in [12], the previous StatDBisons can be classified into two categories:
input perturbationandoutput perturbation Input perturbation replaces the microdata with a distbvter-
sion, where the distortion must fulfill two purposes. Figiten a query, the server should be able to derive,
from the distorted dataset, a good estimate of the real arsfvesecuting the query on the original database.
This estimate is returned to the user. Second, the preai$ithiose estimates must be limited to such a level
that does not allow an adversary to accurately reconstmciralividual tuple of the microdata. Output
perturbation, on the other hand, does not perform any deenation, but instead, modifies query results.
Specifically, given a query, the server first obtains its esmswer on the microdata, adds a noise to the

answer, and then, reports the resulting noisy answer toste u

The two categories mentioned earlier provide differentiserqualities. Input perturbation is able to support
an infinite number of queries, but at the cost of lower preaish their results. In particular, Dwork et
al. [12] prove that, in order to achieve the so-caltedifferential privacy a huge amount of distortion must
be applied to the microdata, rendering large variancesdrrdéported results. Output perturbation has the
opposite characteristics. Namely, it achieves much loweryyerror, whereas the tradeoff is that only a

finite number of queries can be supported in order to satishyferential privacy.



We note that-differential privacy is the state-of-the-art anonymiaatprinciple [12] in StatDB. It demands
tighter privacy control than all the known anonymizationnpiples (includingi-diversity) for privacy-
preserving publication. However, enforciaglifferential privacy is a difficult issue such that the apgtion

of this principle is currently limited to output perturbati techniques [12].
3 Formalization of Anatomy

Let T be a microtable witll Ql-attributesA%’, A%, ..., A%, and a sensitive attributé®. EachA? (1 < i <

d) can be either categorical or numerical with a discrete donat A° should be categorical, following
the assumption of-diversity [25]. Letn be the number of tuples ifi. For any tuplet € T', we uset[i]

(1 < i < d) to denote its4§i value, andt[d + 1] to represent itsA® value. Clearlyt can be regarded as a
pointin a(d + 1)-dimensional space, denoted(asln Section 3.1, we first clarify the relevant concepts and
the privacy guarantee of anatomy. Then, Section 3.2 corspgheedegrees of privacy protection provided
by anatomy and generalization. Finally, Section 3.3 elatiesr why anatomy can be regarded as a form of

data swapping.
3.1 Concepts and Privacy Guarantee

As with generalization, anatomy requires partitioning thierotableT’. In particular, apartition of T
includes several subsets Bf such that each tuple i belongs to exactly one subset. We refer to these
subsets a®l-groups and denote them agly, QI,, ..., QI,,, wherem is the number of subsets. We are

interested only iri-diverse partitions:

Definition 1. (I-diversity? [25]) A partition withm QIl-groups isl-diverse, if each Ql-groupQl; (1 < 5 <
m) satisfies the following condition. Letbe the most frequent® value inQ/;, andc;(v) the number of
tuplest € QI; with t[d + 1] = v; then

¢j(v)/1QI;] < 1/1, 1)

where|Q ;| is the size (the number of tuples)@f;.

We are ready to formulate the QIT and ST published by anatomy.

Definition 2. (Anatomy) Given anl-diverse partition with m QI-groups,anatomy produces aguasi-

identifier table (QIT) and asensitive table(ST) that satisfy the following conditions:

2Thisis called(ﬁ ,2)-diversity in [25], which also suggests several other insédions of/-diversity providing various degrees

of privacy protection.
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Symbol Description
T the microtable
n the number of tuples iff’
d the number of Ql-attributes i
A" (1 <i<d) thei-th QI attribute inT
A’ the sensitive attribute i’
A the domain size ofi*
Q the (d + 1)-dimensional space formed by the attribute§ir
tli] (1 <i<d) the A" value of a tuple
t[d + 1] the A® value of a tuple
QI; the j-th QIl-group in a partition of”
c;(v) the number of tuples iR I; with a sensitive value

Table 5: Frequently used symbols

1. QIT has schemaAqi, Agi, - Agi, Group-ID), where Group-ID has an integer domain. There exists
a bijection from the microdatd’ to QIT. Specifically, let be a tuple inT", and assume that the QI-

group that includes is thej-th (1 < j < m) one inP. Then, in the bijection is mapped to a tuple
(t[1],#[2], ... t[d], j) in QIT.

2. ST has schem@roup-ID, A%, Count), where Group-ID and Count have integer domains. Further-
more, for everyj € [1,m], ST has a tupl€j, v, ¢;(v)) if and only if thej-th QI-group inP contains

¢;j(v) tuples whose sensitive values equal

For instance, based on the 3-diverse partition suggestédhle 2, anatomy produces the QIT and ST in
Tables 3a and 3b respectively. When there is no ambiguityefee to a pair of QIT and ST collectively as
the anatomized tablesFor convenience, Table 5 summarizes the notations thabeilised frequently in

this paper.

By incorporating-diversity, anatomy provides rigorous privacy guaranggerast linking attacks. To clarify
this, let us consider an adversary who attempts to infereghsitve value of a victim individuad, with the

following prior knowledge:

e Al: the adversary has the QI valuesopf

e A2: the adversary knows thatis in the microdata.

Note that, other than the victim the adversary is not necessarily aware of the Ql-valuesesence of any
other individual in the microdata. Furthermore, beforestoting the published data, the adversary has no

information about the sensitive attribute. We have theofalhg theorem.
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Theorem 1. Given a pair of QIT and ST, an adversary can correctly infer fensitive value of any indi-

vidual with probability at most /1.
Proof. All proofs can be found in the appendix. O

3.2 Comparison with Generalization

In this section, we will acknowledge the advantages of gdization over anatomy, by showing that the
former may actually provide stronger privacy protectiorcantain scenarios. Our acknowledgement aims
at providing an accurate evaluation of the pros and constefreitive techniques. It, however, does not
weaken the importance of anatomy, which is a useful optiod#&te anonymization, since it always secures
adequate anonymity control (Theorem 1) and has its ownfgignt merits (in preserving data correlation,

as explained in the next section).

Let us revisit the two assumptions A1 and A2 in Section 3.Iprhctice, usually both assumptions are sat-
isfied in a linking attack. For example, in [36], the authagndfies the medical record of an ex-governor of
Massachusetts from the GIC dataset, by (i) utilizing theegowr's QI values obtained from public sources,
and (ii) believing that the governor was involved in the datalf both A1 and A2 are true, anatomy provides

as much privacy control as generalization: limiting brepabbability to1/1.

Now, consider the case where Al holds, but A2 does not. Fodegrsary prying into the privacy of Alice,

her/his chance of success has a Bayes form:
Prgo(Alice?) - Pry,.eqen (Alice®| A2), (2)

where Pr 45(Alice?") is the probability of Alice being in the microdata, aih,,..q.,(Alice®|A2) the like-
lihood for the adversary to correctly guess the disease igeAIn condition that Alice appears in the mi-
crodata. As mentioned earlier, anatomy and generalizafion the samePry,...., (Alice®| A2), which is

simply the breach probability when both A1 and A2 are valid.

To computePr 42(Alice?), an adversary typically needs to consult another exteratalbése [41], which
relates QI values to concrete identities for all the persotise microdata, perhaps together with some other
“extraneous people”. An example of such an external sow@evioter registration list, partially demon-
strated in Table 6, where the record of Emily is italicizedridicate that she is extraneous, with respect
to the microdata of Table 1. In this scenario, generalinatind anatomy make a difference. Specifically,

judging from (the QI values of tuples 5-7 in) the generaliZatdble 2, the adversary thinks that each person
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Name | Age | Sex | Zipcode

Adam | 61 10001

M
Emily | 65 | F | 60000
Alice | 70 | F | 60000
Bella | 70 | F | 60000

Table 6: The voter registration list (publicly accessible)

shown in Table 6 could be in the microdata with equal liketitioand hence, calculaté®- 4 (Alice?) as
3/4. On the other hand, given the QIT in Table 3a, the adversancludesPr 4o(Alice?’) = 1 (here s/he

can figure out that Emily is extraneous). Thus, generatinagichieves stronger privacy protection.

There are, however, two important points to note. Firstesenatomy ensurd3ry,..q., (Alice®|A2) < 1/1,

it still guarantees an upper bourd! for Formula 2. Having such a bound is a crucial property of an
anonymization solution, since it allows a publisher to jeva firm promise on the maximum likelihood
of privacy breach. Second, although generalization mawltrés a lower breach probability, leveraging
the advantage is difficult in computing generalized datais Thbecause the publisher cannot predict or
control the external database to be utilized by an adveraad/therefore, must conservatively assume that

the adversary knows exactly whether her/his vicbima in the microdata (i.e., by making assumption A2).

Finally, if neither assumption Al nor A2 is satisfied, thedmie probability of Alice becomes
Z Praj(z) - Pras(xz|Al) - Pryqeqcn(Alice®|Al, A2),
Va

wherez is a vector representing a possible set of QI values of Alfee4; (x) equals the probability that
x captures Alice’s real QI values, whereBs 4o and Pry,....;, follow the same semantics as in Formula 2,
but on condition that: is real. The comparison between anatomy and generalizetianalogous to the

previous case where Al is true and A2 is not.

Machanavajjhala et al. [25] show that generalization candszl to anonymize a microtable with multiple
sensitive attributes. This seems to be another advantagreaoatomy, which, as in our article, is limited
to a single sensitive attribute. Furthermore, besidesrgittacks, generalization also effectively prevents
presence inferencg81], which attempt to figure out whether an individual is lre tmicrodata. Anatomy

is designed to thwart linking attacks with provably good rgurees, but does not ensure strong protection
against presence inferences. In other words, anatomydheutmployed only in applications where pres-
ence inferences are not considered a threat. Fortundbelye re many such applications. For instance,

suppose that the government publishes census data omsitta@ payments. The presence of an individ-

13



ual in the microdata implies only an innocuous fact: s/heaskimg. As another example, consider that a
hospital releases its patient records to a medical intitutin this case, revealing an individual’s presence
indicates that s/he has been treated in the hospital beaich “revelation” is unlikely to be harmful, since
everybody goes to see a doctor periodically anyway. It iglvpointing out that presence inferences cannot
be eliminated by any technique that releases Ql-valuestljire— the presence of a person is inevitably
disclosed, as long as any of her/his Ql-values is uniquedreternal database employed by the adversary.

For example, data-swapping solutions are also vulneraldeadh inferences.
3.3 Relations to Data Swapping

Anatomy fits in the generic framework of data swapping. Wastllate this by explaining how anatomy
settles the three design issues of a data swapping soldtiated at the beginning of Section 2.2. First,
the tuples, among which swaps are performed, are those gathe Ql-group. Second, only the sensitive
attribute is involved in swapping. Third, within a QI-grodld, swapping has amplicit and permutating
nature. That is, unlike any of the previous swapping alporg (see Section 2.2), anatomy does not explic-
ity combine a tuple with any (swapped) sensitive valuetdad, any permutation of the sensitive values in
QI determines a possible scheme of assigning the values toplestinQI. From the perspective of an

adversary or a data user, each scheme has a chance to bd tireerigethe original microdata.

Anatomy positions itself as the first data-swapping sofuttat is specifically designed to thwart linking
attacks, and achieves rigorous privacy control (throughehforcement of-diversity) demanded by the
modern community of data anonymization. Furthermore, @ngtis “statistically-solid”, since it offers
theoretical guarantees on the degree of correlationsestdiom the microdata. Specifically, as shown in
the next three sections, anatomy nearly minimizes the efraconstructing the original microdata, up to
an extremely small approximation ratio. Recall that, asesged in Section 2.2, MPS ensures capturing
all marginals of up to a certain order, whereas random- ani-saapping do not have any non-trivial
guarantee. Therefore, in terms of statistical-solidityatamy and MPS outperform random- and rank-

swapping.
4 Preserving Correlation

A good publication method should preserve both privacy atd dorrelation between QI- and sensitive at-
tributes. Using a concrete query, we have shown in Sectibthat anatomy allows more effective aggregate

analysis than generalization. Next, we provide the undegltheoretical rationale.
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Obviously, for any tuplg € T', every publication method will lose certain information tofif not, it is
equivalent to disclosing directly, contradicting the goal of privacy). On the othantd, the method should
permit development of an approximate modeling @dtherwise, the published table is useless for research).

Hence, the quality of correlation preservation depends$ieratcuracy of the modeling.
4.1 Intuition

Let us first examine the correlation betwekgeandDiseasan the microdata of Table 1. The two attributes
define a 2D spac&,4 p. Every tuple in the table can be mapped to a poin2in,. For example, tuple
1, denoted as;, corresponds to poirt;[A], t1[D]), wheret; [A] is the age 21 of;, and¢,[D] is disease
“dyspepsia’. We can mode| using a probability density function (pdf}; : Q@4 p — [0, 1]. Specifically:

Gi(z) = 3)

0 otherwise

{ 1 if z = (1]A],t1[D])

wherez is a 2D random variable if24 p. Figure 1a demonstrates the pdf.

Assume that a researcher wants to re-construct an applm('pﬂaéf of t; from the generalized Table 2.
From her/his perspective; [A] can be any value in the intervill, 60] with equal probabilityl/40, but

t1[D] must be dyspepsia. Hence,

- { 1/40 if 2[A] € [21,60] andz[D] = dyspepsia %

0 otherwise

which is illustrated in Figure 1b.

Instead, suppose that the researcher re-constructs@ﬁdﬁm the QIT and ST in Tables 3a and 3b. This
time, s/he knows that; [A] must be 21 (since the age is published directly in QIT),thUd] can be one of

the four diseases in the first QI-group with equivalent Itk@bd, according to ST. Therefore,
1/4 if x = (21, dyspepsia) ar = (21, gastritis) or
Gl (x) = x = (21, flu) orz = (21, pneumonia) (5)
0 otherwise
as shown in Figure 1c. Obviously, the pdf approximated fromanatomized tables is more accurate than

that (Figure 1b) from the generalized table. Although weusmx on, in the same way, it is easy to verify

that the anatomized tables permit better re-constructi@il tuples in Table 1.
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Figure 1: The original/re-constructed pdf of tuple 1 in Eabl

4.2 General Results and Quality Metric

As defined in Section 3, each tuglén the microtablel” can be regarded as a point i+ 1)-dimensional
spacel) (including all the QI- and sensitive dimensions). Next, vemgralize discussion in Section 4.1 to
Q. We modelt as a pdiG,(z) : 2 — [0,1]:

1 ifa=t

gt(l") = . (6)
0 otherwise

wherez is a random variable if2. Note that the condition = ¢ impliesz[i] = t[i] for all i € [1,d + 1],

wherez[i] andt[:] are thei-th coordinates of andt, respectively.

In a generalized table, let be the generalization af Thei-th (1 < i < d) QI valuet*[i] of ¢ can
be regarded as an intervanclosingt[i]. Denote the length of*[i] as L(¢*[i]), equal to the number of
different values int*[i]. Then, the reconstructed p@f (x) of t is

if z[i] € t*[¢] forall i € [1,d]

1
GI(z) = Ly Lt (i) 7)
0 otherwise

Next we discuss anatomized tables. Assume@hais the QIl-group containing(in the underlying-diverse
partition). Letwq, vo, ..., vy be all the distinctd® values inQI (e.g., for Ql-group 1 in Table 3a = 4,
whereas for Ql-group 2\ = 3). Denotec(vy,) (1 < h < A) as theCountvalue in ST corresponding to,.

3 A;” is categorical, we consider that there is a total ordering4§§h Such an ordering naturally exists, under the common

assumption that there is a generalization hierarchy A\?ér Specifically, it simply enumerates all the leaves of thedrighy from
left to right.
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The reconstructed pdf¢(x) of t is

c(v)/|QI| if x = (t[1],...,t[d],v1)

Gi(x)=q 3 ®)
c(vn)/|1QI if x = (t[1],...,t[d],vx)

0 otherwise

where|Q1| is the number of tuples i@1.

Notice thatG¢(x) is greater than 0, only when lies at one of the\ points inQ, as described in the if-
conditions of Equation 8. That igig(x) consists of\ “spikes” at these points\(= 4 in Figure 1c). On the
other hand, in practic@f (z) typically takes a small value whendistributes across a large region. Namely,
the occurrence probability @fis “smeared” onto all the points in that region (c.f. Figulg,thus deviating

significantly from the actual;(z).

Given an approximate pdf; (Equation 7 or 8), we quantify itapproximation errorfrom the actualg,
(Equation 6) as
By =" [Gi(x) — Gi(x)]?, 9)
zef)
wherep is an integer. Taking into account all tuples T, a good publication method should minimize the

following re-construction erroRCE):
RCE =) E. (10)
vteT

The formulation ofE; in Equation 9 is based on ttiep-norrrf‘ In Section 5.2, we will discuss alternative

information loss metrics.
5 A Nearly-Optimal Anatomizing Algorithm

We propose an efficient algorithm for computing anatomizdues that (almost) minimize RCE (Equa-
tion 10). Our algorithm runs i®(nlog A + n - [) time, n is the cardinality ofl’, and\ the domain size of

the sensitive attribute.

4Strictly speaking, thé., distance between the actual and approximate pdfs eqals. Et)l/”. Nevertheless, minimization

of 3 yier Bt @lso minimizegy ", E¢)*/. Hence, for notational simplicity, we formulate RCE as iruitjon 10.
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5.1 The Anatomizing Algorithm

Figure 2 presents the algorithAnatomizewnhich, given a microtabld” and a parametér obtains a pair of
QIT and STAnatomizdirst computes ai-diverse partition of/” (Lines 1-12), and then, produces QIT and
ST (Lines 13-18) from the partition. The objective Ahatomizes to createonly Ql-groups with at least
tuples, all of which possess different sensitive valuessimsvn in the next subsection, this strategy leads to
small reconstruction errdRC E. Towards that objectivednatomizeproduces one QIl-group at a time, using
tuples whose sensitive values are the most frequent, arherfggmaining tuples” that have not been added
to any Ql-group yet. This approach ensures adequate diverfssensitive values in the remaining tuples,

so that we can always grab enough tuples with different Semsialues to form the next Ql-group.

Specifically,Anatomizestarts (Line 1) by initiating an empty QIT and ST, and vamefint, which counts
the number of Ql-groups created. Then, it hashes the tupl@simto buckets byA?, so that each bucket
includes the tuples with the sam¥ value (Line 2). The subsequent execution involvegaip-creation

step and aesidue-assignmemthase.

Group-Creation. This step is performed in iterations, and continues as Igrigere are at leashon-empty
buckets (Line 3). Each iteration yields a new QI-gr@df,..; (Line 4) as follows. FirstAnatomizeobtains

a setS consisting of the hash buckets thaturrently have the largest number of tuples (Line 5). Note that
the content ofS may vary in different iterations. Then, from each buckefbifLine 6), a random tuple is

selected (Line 7), and addedd,.,; (Line 8). ThereforeQ1,.,; contains tuples with distinctA® values.
Property 1. At the end of the group-creation phase, each non-empty bhekeonly one tuple.

We use the termmesidue tupleto refer to a tuple remaining in a bucket, at the end of the grzreation

phase. Property 1 implies at mdst 1 such tuples.

Residue-Assignment.For each residue tuple Anatomizecollects a sefS” of QIl-groups (produced from
the previous step), where no tuple has the sarhgalue ast (Lines 8-11). As proved shorthf’ includes

at least one Ql-group. Then, at Line ¥2s assigned to an arbitrary group.$.
Property 2. The setS’ (computed at Line 11 of Figure 2) always includes at least@hgroup.
Correctness.Since Lines 13-19 of Figure 2 essentially implement Debni2, Anatomizes correct, if and

only if Lines 1-12 produce afrdiverse partition ofl’. We establish this in the following property, which

actually shows a stronger fact.
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Algorithm Anatomize (7', [)
Input: a microtabld’, and a valué; Output: anatomized tables QIT and ST
1. QIT=0;ST=0; gent=0
2. hash the tuples it by their A® values (each bucket pef® value)
/*x Lines 3-8 are the group-creation step
3. while there are at leashon-empty hash buckets
4. gent=gent+ 1, Qlgent = 0
5. S =the set of largest buckets
6. for each bucket ity
7 remove an arbitrary tuplkefrom the bucket
8 ngcnt = ngcnt U {t}
/% Lines 9-12 are the residue-assignment step
9. for each non-empty bucket
/x this bucket has only one tuple; see Property/ 1
10. ¢ =the only residue tuple of the bucket
11. S’ =the set of QI-groups that do not contain th&valuet[d + 1]
I+ S" has at least one QI-group; see Property/2
12. assigr to a random Ql-group %’
/% Lines 13-18 populate QIT and ST
13.forj = 1 togent
14. for each tuple € QI;
15.  inserttupld¢[l],...,t[d],j) into QIT
16. for each distinctl® valuev in Q1;
17.  ¢j(v) =the number of tuples i) ; with A* valuev
18. inserttupldyj, v,c;(v)) into ST
19.return QIT and ST

Figure 2: The anatomizing algorithm

Property 3. After the residue-assignment phase, each QI-group hagstilauples. Furthermore, all tuples

in each QI-group have distinct® values.

Example 1. Let us illustrateAnatomizedy applying it to the microdata in Table 1, assuming3. First, the
algorithm hashes all the tuples into 5 buckets by their disgaBpney = {2, 6} (i.e., containing tuples 2 and
6 carrying “pneumonia”) Byast= {4, 7}, Baysp = {1}, Biiu = {3}, Bbron = {5}. Now, the group-creation
phase begins. To obtain the first Ql-gro@)d;, Anatomizecollects the sef' of three largest bucketBpney
Bgass Bry. Note that the inclusion oBygy is a random choice —Bgysp, Biu, Bgastall have the same size,
and thereforeAnatomizearbitrarily picks one of them int¢. From each bucket i, a tuple is randomly
selected int@)I;. Suppose that the selection resultgify, = {2, 4, 3}, after whichBpney changes td 6},
Byastto {7}, and By to (). Similarly, to spawn the second QI-grogil,, AnatomizeaefreshesS to include
three buckets currently having the largest sizes. 9.6& { Boron, Bpnew Bgastt- Taking a tuple from each

bucket respectivelyQ I> = {5, 6, 7}, after which those three buckets become empty. As thereeeuer than

[—1 non-empty buckets (actually, there is only d8gsp), the algorithm enters the residue-assignment step.
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Bgysp has a residue tuple 1AnatomizedecidesS’ = {QI,Ql2}, since neitheiQ; nor Q> contains
any tuple with disease “dyspepsia”. Then, tuple 1 is addesiremdom QI-group ir%’. AssumingQ1; is
chosen, it is thus updated {4, 2, 3, 4, and the residue-assignment phase terminates. The{Jihahnd
Q1I, constitute a 3-diverse partition of the microtable, whicbduces the QIT and ST in Tables 3a and 3b,
by Definition 2.

5.2 Analysis

In this section, we analyze the efficiency and effectiver@s&natomize(Figure 2). We first prove that

Anatomizehas linear time complexity, as shown in the following Theore

Theorem 2. Anatomize terminates i®(n(log A + 1)) time, where\ is the domain size of the sensitive

attribute.

In practice,log A and! are significantly lower than, and may be even regarded as constants. In that case,
the running time ofAnatomizes linear ton. Next, we establishes the lower bound of the RCE achievable

by any anatomized tables as follows.

Lemma 1. For any pair of QIT and ST, their RCE under thg normis at least(1—1/1)P+n(l—1)(1/1)P.

Based on Lemma 1, we prove that the QIT and ST generatehbyomizeis nearly optimal in terms of

information loss, as shown in Theorem 3.

Theorem 3. If n is a multiple ofl, under theL,, norm, the QIT and ST computed by Anatomize achieve the

lower bound ofRC E in Lemma 1. Otherwise, their RCE is higher than the lower lodoya factor at most
21—1

1+ == - ¢, where

(1= gy + (2= (k)
A=+ a-n0y

¢ = 1 (11)

It is worth mentioning that theé in Equation 11 is independent of For a large microtable, the RCE of
the anatomized tables is extremely close to the lower bouheginma 1. As an example, when= 2, the
approximation ratid + 21 . ¢ =1+ 1.

The result in Theorem 3 holds, when RCE is gauged by.amorm. It is natural to wonder whether
Anatomizecan minimize information loss, when RCE is defined accorttirmther metrics. In the following,

we provide a positive answer, with respect to two common disfirs: Kullback-Leibler (KL) divergence

[19] and thediscernabilitymetric [7].
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KL-divergence. Let G; (in Equation 4) denote the actual pdf of a tupléen the microtablel”, and ég
(Equation 8) the pdf approximated from a pair of QIT and STe Ki-divergence betweeg; and QN;’

equals (all logs have base 10):

Ei =) Gi(x)-logGi(x) = > Gi(x) - log Gf (x). (12)

e €N

Next, we derive a lowerbound of the RCE (Equation 10) of arat@mized tables, wheh; is calculated

with Equation 12.

Lemma 2. For any pair of QIT and ST, under the KL-divergence metriejtRCE is at least log .

We now show that the tables producedAryatomizencur small information loss, under the KL-divergence

metric.

Theorem 4. If n is a multiple ofl, under the KL-divergence metric, the QIT and ST computeihiayomize
achieve the lower bound of RCE in Lemma 2. Otherwise, thelE BQiigher than the lower bound by a

(21—1)-log(2—1/1)
factor at mostl + ~—— 55—

Again, the approximation ratio approaches 1 given a pralctic For instance, forl = 10, 1 +
(21—1)log(2-1/1) _ 5.3
n-(l)()ggl ~ 1+ o

Discernability. The discernability metric is defined on the number of tuptesach QI-group. Specifically,
given a Ql-groupl !, the discernability metric charges, on each tuple@1, a penalty

Ey = |QI]. (13)
Consider the RCE calculated with Equation 10, but using lee@F;. The following lemma shows a lower
bound of RCE in this case.

Lemma 3. For any pair of QIT and ST, under the discernability metriweit RCE is at leastn +r) - L + r,

wherer = n mod I.

Based on Lemma 3, we prove the following theorem.

Theorem 5. If n is a multiple ofl, under the discernability metric, the QIT and ST computedtgtomize

achieve the lower bound @C'E in Lemma 3. Otherwise, their RCE is higher than the lower ldoloy a

12-31+2

factor at mostl + ;=75

Summarizing Theorems 3, 4, and 5, the anatomized tablesitobypAnatomizeachieve a reconstruction

error worse than the minimum by a factor lof- O(%), under all the metrics of information loss discussed.
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tuple ID | Age | Sex| Zipcode | Disease
1(Bob) | 21 | M | 10001 gastritis
2 27 | M| 13000 | dyspepsia
3 35| M| 60000 flu
4 60 | M | 12000 | pneumonia
5 61 | M | 10001 | bronchitis|
6 70 F 60000 | pneumonja
7 (Alice)| 70 | F 60000 gastritis

Table 7: A possible microdata instance of the anatomy in€rabl

6 Query Processing with Anatomized Tables

This section explains how to analyze the characteristich@fmicrodata using anatomized tables. Our

discussion primarily concentrates on count queries of dine f

SELECT COUNT(*) FROMUnknown-Microdata
VHERE pred? AND pred®

Here,pred? andpred® are arbitrary predicates on the QI and sensitive attribugspectively. We focus on

count queries, because they are fundamental to numerouisgn@perations such as decision tree learning
[28], association rule mining [4], etc. In Section 6.1, wdlwhow that the output of anatomy can be
interpreted as a probabilistic relation [10]. The intetatien motivates the formulation of several forms
of probabilistic answers. Section 6.2 derives the cond@taulae for computing those answers. Finally,

Section 6.3 discusses the processing of other types ofagueri
6.1 Probabilistic Query Results

Different microtables can lead to the same QIT and ST. Censiek microdata in Table 7; if we place tuples
1-4 and 5-7 into two QI-groups respectively, the resulting @d ST are identical to Tables 3a and 3b. In
other words, given the QIT and ST, it is impossible to tell thlee the microdata is Table 1 or 7 — both of

them are “possible microdata instances”.

Formally, letP = {QI;,QIs,...,QI,,} be the partition of a microtabl& that underlies a pair of QIT and
ST. For eaclQl; (1 < j < m), let us perform a random permutation of the sensitive &al@pecifically,
we first randomize th&)I;| sensitive values i)1;, and then assign theth (1 < ¢ < |QI,|) sensitive value
in the randomized list to theth tuple of Q1. After permuting all QI-groups independently, the finallag

constitute gossible microdata instance

Let M be the set of all possible microdata instang€es’, ..., 7{,;. From the perspective of a researcher,
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any instance inM has an equal probability to be the actual microtable. Tloeeefs/he can model the

microdata as arobabilistic relation7 such that
Pr{T =T} =1/|M], (14)

for anyi € [1, |M]]°.

Consider a count query whose actual answer dfi is act. To derive a probabilistically-correct estimate
est of act, conceptually a researcher needs to evalyaieer all the possible instances Bt We useyp; to
denote the result of on 7; (1 < 7 < [M]). Lety be the se{¢1, ¢z, ..., oar }- As all elements inp are
equally likely to beact, est obeys a pdQ : ¢ — [0, 1] of the form

_ L=
A=

(The numerator gives the number of elementgiaqual tox.) Q permits a researcher to compute several

types of results. The most common one is the expectdtian of est:
(est) =Y (- Q). (15)
TEY

Alternatively, s/he may calculate a lower bouryd, and an upper bounekst of est:

estr = min{z | Q(z) > 0} (16)

esty = max{z | Q(z) > 0}. 17)

Note that both bounds are potentially reachable, sincedheyhe results af on some possible microdata

instances of . Finally, another useful result is the probability tlkat falls in a rangdc;, ca|:

> Q). (18)
TEPATE[C1,c2]
The above equations remain at the conceptual level. Spalifithey cannot be implemented in practice,
due to the assumption of having all the possible instancaiaée. Next, we remove the assumption, and

explain how to efficiently extract each type of results.

T can also be regarded as a sepoésible tupleseach of which exists in T with a probability. Furthermoreege tuples are
not mutually independent, because their presence is dubjeertain constraints, e.g., the total number of tuplgseagng in7

simultaneously equald’|.
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6.2 Result Computation

Again, letP = {Q1I1,QI, ...,QI,,} be the partition ofl" that produces the released QIT and ST, athe
a count query. Although a researcher does not know the ezatémt of anyQ/; (1 < j < m), s/lhe knows
e the sizen; of Q1;;
e the numbem; of tuples inQI; satisfyingpred? (obtainable from QIT);

e the numbew; of tuples inQI; satisfyingpred® (obtainable from ST).

Based on the above information, s/he aims at deriving thebeunst; of tuples inQ1; qualifying ¢. Then,

the estimated resudtst of ¢ can be represented as
m
est = Z est;. (29)
j=1

As with est, eachest; (1 < j < m) is arandom variable, whose distribution is determinedhgytossible
microdata instances. Furthermore, for gny: j/, est; is independent ofst;, reflecting the fact that the
j-th andj’-th Ql-groups are permuted independently in creating aiplesmicrodata instance. The next

lemma gives the pdf afst;.
Lemma 4. For eachj € [1,m], est; obeys a pdB; : Z — [0, 1] of the form

0i(z) = (%) (7;]]__’“:‘;)/(25) if z € [max{u; +v; —n;,0}, min{u;,v;}] 20)
! 0 otherwise

We proceed to elaborate the calculation of each type ofteeabbutest discussed in Section 6.1.

Corollary 1. (est;) = u; - vj/n;.

It follows that (est) = Y7, (est;) = Y71, “Jn;’J which theoretically justifies the method used in Sec-

tion 1.2 to answer query A. Namely, the result 1 we obtainéddsed the expected value oft.

Corollary 2. Letest; andest;4 be the lower and upper bounds eft;, respectively. Themgst; =
max{u;+v;—n;,0}, andest;4 = min{u;, v;}.

Therefore,esti- = 37" max{u; + v; — n;,0} , andesty = > ", min{u;,v;}. Finally, evaluation of

Formula 18 requires the concrete formula@(fr). Combining Equation 19 with the fact thadt,, ests, ...,
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est,, are mutually independent, we have:

Qx) = (Q1 % Qo * ... % Q) (),
wherex denotes the convolution operdtor

It is natural to wonder: can the above results be used by thisper in computing anatomized tables? The
answer is yedf a set of representative queries is givaio see this, first note that Lemma 4 and Corollaries 1
and 2 hold only for a single query. Utilizing them, the pubéis may compute an anatomy that returns the
most accurate answer for that query. Extending the ideanwiepublisher is given workloadof queries,

it can prepare an anatomy that minimizes the average erralt gtieries (the error of each query can be
calculated from the earlier lemma and corollaries). In,fd@s is exactly the rationale behind the interesting

technique otworkload-aware anonymizatid0].

The drawback of workload-aware anonymization is that itdseffective for ad-hoc analysis that involves
arbitrary queries significantly different from those in twerkload. Intuitively, this is caused by the fact
that the anatomy output by workload-aware anonymizatidaing data correlation only in a certain part
of the data space, but may lose significant correlation inrémeaining parts. To enable better ad-hoc
analysis, the publisher needs to resort to a generic mdtifarmation loss (such as the metrics discussed
in Section 5.2), i.e., finding an anatomy that minimizes thedrio, and thus, retains sufficient correlations

in all parts of the data space.
6.3 General Query Processing

Our discussion so far has concentrated on counting. Therlyimdeconcepts, however, can be extended to
supportany query ¢ using anatomized tables, regardless of the natuig oé., whether it is an aggregate
qguery, a selection query, a data mining operation, and soTdnis owes to the modeling, described in
Section 6.1, of anatomized tables as a probabilistic pgldfi. Specifically, denote the sétf of possible
instances off” as{T1, Ty, ..., Tjas|}- Letp be{¢1, b2, ..., dar ), Wheres; (1 < i < |M]) is the result of
onT;. Depending on the details of each¢; may be a simple value (e.g., for an aggregate qygrs set of
tuples (for a selection quegy), or even a set of mining results (e.g., association rulEsg. setp constitutes
the final result returned by anatomy, indicating that eaemeht inp has an equal chance of being the real
answer (of applying to the original microdata). Although answering queries gmababilistic relation is

#P-hard in the worse case [10], there exist queries that egirdressed efficiently on anatomized tables,

®For any functionsf, g : Z — R, their convolution(f * g)(z) is given byzz‘j‘;iw ) -glx—1y)
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i.e., those for whichy can be adequately captured by a set of closed formulae.oc8e&:R has illustrated

this for count queries.

It is worth mentioning thaprobabilistic database$PrDB) have received considerable attention from the
database community (see [10] and the references therejnindgleling the anatomized tables as a proba-
bilistic relation, we allow a researcher to leverage therditure of PrDB to assist her/his study. For exam-
ple, [33] defines several novel types of top-k retrieval omadbpbilistic relation, and propose efficient query

processing algorithms. Their results can also be appli@shébomized tables.
7 Improving the Utility of Anatomy

Given a microtablel’, Anatomize(Figure 2) does not return a unique output, due to two randastofs.

First, in the group-creation phase, an iteration yields &@®@Up, by choosing a tuple arbitrarily from each
of the [ largest buckets. Second, in the residue-assignment $ie@ltgroup that incorporates a residue
tuple is also randomly determined (among a set of qualifiedyl@ups). Nevertheless, all the potential

outputs ofAnatomizeachieve an equivalent RCE.

RCE is a general-purpose metric for measuring the utilitgretomy. Specifically, if (i) the publisher is not
sure about the nature of analysis to be performed on thesedagata, or (ii) the publication will be employed
in multiple drastically-different forms of studies, minzmg RCE is a good choice, since RCE directly
guantifies the error of rebuilding the original microdatasbme applications, however, data recipients may
wish to obtain an anonymized dataset that is well suited foaréicular type of queries. To satisfy such a
request, the publisher may need to consider additionainggdtion goals in applying anonymization. In
the sequel, we explain how to optimize anatomy for countigseiSection 7.1 reveals a crucial factor that

affects the accuracy of counting. Then, Sections 7.2-aHdoshte the concrete computation algorithms.
7.1 MBRs of QI-Groups

We useQ’’ to denote thel-dimensionalQl-space whose axes are the QI attributesZaf Each tuplet € T
can be regarded as a point @f* with coordinatest[1], ¢[2], ..., andt[d]. For every Ql-groupQ/; in a
partition of 7', wherel < j < m andm is the number of QIl-groups, we define itgnimum bounding
rectangle(MBR), denoted agi;, as the smallest axis-parallel rectangle enclosing alptiets representing

the tuples inQI;.

The MBR sizes of Ql-groups influence the quality of anatomgdanting analysis. Consider again query A
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in Section 1.1. We create a rectan@éan the QI-space, whose projections on fhge(Zipcodg dimension
is [1,30] ([10k,20k]). and its projection on th&exaxis encloses the entire domain. A tuple may satisfy
query A, only if its point representation " is covered byQ. For a Ql-groupQ;, letact; be the actual
number of tuples i) ; qualifying the query, andst; the estimate computed from anatomy. Depending on

the topological relationship betweéhandR;, est; is identical toact; in two cases:

e R; is disjoint with Q. When this happensict; = 0. From QIT, an analyst obtains; = 0, where
u; is the number of tuples i1; qualifying pred?. Hence, by Corollary 2, s/he calculates ;. =
max{v; — n;j,0} = 0 andest;4 = min{0,v;} = 0, wheren; is the size ofQI;, andv; the number

of tuples inQI; whoseA® values are a stomach disease (a predicate of query A).

e R;is contained inQ. Here,act; equalsv;. From QIT, the analyst understands thatis identical to

|Q1;|. Thus, Corollary 2 givesst ;- = max{n; +v; — n;,0} = v; andest;4 = min{n;,v;} = v;.

It follows that est; may not beact;, only if R; partially intersects). To reduce the chance of partial

intersection, Ql-groups should have small MBRs.
7.2 Tuple Swapping

Our objective is to obtain a pair of QIT and ST that (i) havesame RCE as the anatomized tables output by
Anatomizebut (ii) have smaller Ql-group MBRs. Specifically, given &rotableT’, we aim at minimizing

theanatomy perimeterequal to the sum of the perimeters of Bl (1 < j < m).
The core of our technique tsiple swappingwhich exchanges a pair of tuples in different Ql-groups. A
swap islegal, if
e after swapping, each Ql-group is stitliverse, and
e the swap does not affect RCE (Equation 10).
Consider, for example, the anatomy in Table 3. Let us exahamgles 3 and 5 between QI-groups 1 and

2 respectively, which leads to the QIT and ST in Table 8. Thiggsis legal, as indicated by the following

lemma.

Lemma 5. Let QI, (Q1,) be a Ql-group in an-diverse partition, such that all tuples in the group have
distinct sensitive values. Two tuplesc QI, andt, € QI, can be legally swapped if (f)..A° = t,.A°,
or (ii) t,.A® does not appear i4)I,, andt,.A* does not appear iG)I,.

27



tuple ID | Age | Sex| Zipcode | Group-1D Group-ID | Disease | Count
1 21| M| 10001 1 1 bronchitis 1
2 27 | M| 13000 1 1 dyspepsia|] 1
5 61| M| 10001 1 1 gastritis 1
4 60 | M| 12000 1 1 pneumonia 1
3 35| M| 60000 2 2 flu 1
6 70| F 60000 2 2 gastritis 1
7 70| F 60000 2 2 pneumonia 1

(a) The quasi-identifier table (QIT) (b) The sensitive tal3&)
Table 8: Alternative anatomized tables for the microdatéaible 1

R, R, R,
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10k - 0% ______To i0_ i 10k - lsi,,,z ,,,,,,, 4 QSSJJ
| | | | | | »- | | | | | | -
20 30 40 50 60 70 x(Age) 20 30 40 50 60 70 x(Age)

(a) Before swapping (Table 3)  (b) After swapping (Table 8)
Figure 3: Changes of QIl-group MBRs after swapping

A swap isbeneficialif it reduces the anatomy perimeter. Figures 3a and 3bniitestthe Ql-group MBRs
respectively before and after the swap that produced T&bdlesd 8b (dimensio8exis omitted as it is not

affected by the swap). Clearly, the anatomy perimeter dafiges swapping.

Figure 4 formally describes our algorithm of performing lagbe swap. The algorithm invokes a procedure
Choose-QI-Groupswhose details are clarified in the next subsection, to ifyetwo appropriate QI-groups.

Then, two tuples are exchanged between these groups, pdottidt the swap is both legal and beneficial.
7.3 Selection of QI-Groups for Swapping

This section elaborate€hoose-QIl-Groupsn Figure 4. The procedure selects two Ql-grodps, and
Q1,, such that swapping tuples between them may lead to largeats; denoted aS(QI,,Q1,), in the
anatomy perimeter. LeR, (R.) be the MBR ofQI, before (after) the swapping. U$¥ERIR,) and
PERIR.,) to represent the perimeters Bf, and R/, respectively. Similar notations are also adopted for

Q1,. Since swapping does not influence the other QI-grodg§) /., Q1,) equals
(PERKR,) + PERI(R,)) — (PERIR},) + PERI(R;)) . (21)
A naive implementation oChoose-QI-Groupss to simply examine all@I,, QI,) pairs, compute the

highest possible\ (Q1,, Q1,) for each pair, and then choose the one that maximix@g1,, Q1,). This

approach, however, incurs expensive overhead. We providster method to heuristically decide “good”
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Algorithm Swap (QIT, ST)
Input: anatomized tables QIT and ST
Output: modified anatomized tables with the same RCE but arlewatomy perimeter
1. {QI.,QI,} = Choose-QI-GroupgQIT, ST) /* see Section 7.3 */
2. ifthere exist tuples, € QI, andt, € QI, such that:
—they satisfy one of the two conditions in Lemma 5 and
—swapping them decreases the anatomy perimeter
3. swapt, andt,
4. return the resulting anatomized tables

Figure 4: Algorithm for tuple swapping

QI, and QI, that may trigger significant decrease in the anatomy peemefs a tradeoff, theSwap
algorithm in Figure 4 does not necessarily perform the besips due to the suboptimal nature of the

adopted heuristics. Our method is based on an interestisgredtion:

Lemma 6. After swapping a pair of tuples betweg, andQI,, we have:

PERKR,,) + PER(R,) > minPER(R,, R,) (22)

where .
MINPERTR,., Ry) = 2+ (|Ralic] = Ryfiv )| + [Ralis) = Ry [i-]]). (23)

=1

Here, R.[i-] (R:[i4]) is the coordinate of the left (right) end point of the prdjen of R, on thei-th

dimension, and, [ii-] (R,[i4]) has the same meaning with respecfip

We set() 1, to a random QI-group whose perimeter is among the top 10% tifealI-groups. This choice
is intuitive — swapping tuples between Ql-groups with sMBRs is not likely to lower the anatomy
perimeter considerably. Next, we decidd, by “farthest neighbor” search. Specifically, for every Ql-

group @/ different from@Q ., we define its “distance” from) I,. as:
maxA(QI,, QI) = (PER(R,) + PER(R)) — minPER(R,, R) (24)

where R is the MBR of @1, andminPERI(R,, R) given in Equation 23.Q, is chosen as th@I that
maximizes max (Q1,,QI), i.e., having the largest distancedd,.

7.4 AnImproved Anatomizing Algorithm
Summarizing the previous findings, Figure 5 presémtatomize; which outputs a pair of QIT and ST that

possess small RCE and anatomy perimeter. Comparediw#tomizen Figure 2, Anatomize*ncorporates
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Algorithm Anatomize* (T, 1)
Input: a microtabld’, and a valué; Output: anatomized tables QIT and ST

Lines 1-5 are the same as Lines 1-5 in Figure 2

7. ngcnt = ngcnt ) {t}

8. fori=2tol

9. t = the tuple in the-th bucket ofS whose insertion int6)/,.,: causes the least
increase in the perimeter of the MBR Qf ;..

10. ngcnt - ngcnt U {t}

Lines 11-13 are the same as Lines 11-13 in Figure 2

14. QI = the existing QI-group irf’ that incurs the least increase in the perimeter
of its MBR, after including
15. assigrtto QI

Lines 16-21 are the same as Lines 11-13 in Figure 2

22. while time permits
23. (QIT, ST) =Swap(QIT, ST) /* invoke the algorithm of Figure 4*/
24. return QIT and ST

Figure 5: An enhanced anatomizing algorithm

several heuristics to construct QI-groups with small MBRs,well as an additionglostprocessing step

which employs tuple swapping to reduce the anatomy perimete

As with AnatomizeAnatomize*first executes a group-creation step, followed by a resahsignment step.
Recall that, in each iteration of the group-creation st#&patomizeforms a new QI-group by randomly
extracting tuples from thélargest buckets. Ilnatomize?* tuple extraction is performed in a more deter-
ministic manner by Lines 6-10 in Figure 5. Specifically, wstfiemove an arbitrary tuplefrom the first
bucket inS (the set of the largest buckets), and inserin the new Ql-grouplI,.,; (Lines 6-7). Then,
from all the tuples in the second bucketSnwe add toQ)/,.,; the tuplet whose insertion causes the least
perimeter increase @/,..;. Next, the same process (Lines 8-10) is carried out for tind, tfourth, .../-th

buckets inS, at which pointQ1,.,; is complete withl tuples.

In the residue-assignment phageatomize*places each residue tuplén an existing QIl-group. For this
purpose, (as witthnatomizgwe first collect the se$’ of QI-groups, which do not contain any tuple having
the same sensitive value af.ine 13 of Figure 5). Then, for each QI-group.$, we calculate the increase
of its perimeter, ift is included in the group. Then,is assigned to the QI-group demanding the smallest
increase (Lines 14-15). After all the residue tuples hawentassigned, Lines 16-21 populate QIT and ST

following Definition 2.

The postprocessing step (Lines 22-23)Aofatomize*is executed in iterations, each of which swaps a pair
of tuples between two QI-groups. This step is “time respaisbecause it keeps running until a time limit

specified by the publisheAnatomize*does not guarantee returning the optimal anatomized tabteshe
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minimum anatomy perimeter. However, the longer it is alldvie run, the lower the anatomy perimeter

becomes.

Example 2. We demonstrate the algorithm on the microdata in Table lingdtto 3. As with Anatomize
in Example 1 Anatomize*initializes 5 bucketsBpney = {2,6}, Bgast= {4, 7}, Baysp= {1}, B = {3},
Buoron = {5}. Then, it proceeds to produce the first QI-gr@pp . For this purpose, (still same Asatomizg
Anatomize*fetchesS = { Bpnew Bgast Biiu}- Now, it randomly picks a tuple, say tuple 2, fraBynes and
adds it toQI;. Next, it chooses a tuple ifpney for inclusion in Q1. Unlike Anatomize however, the
choice is not random, but aims at minimizing the perimeteR 6f. Specifically, between the two tuples in
Bpneu tuple 4 is selected, because the MBR of tuples 2 and 4 is nmalies than that of tuples 2 and 6.
Anatomize*continues by inspectinggs,. As By, has only one tuple, it is added @I, which becomes
{2, 3, 4. Accordingly, Bpneu = {6}, Bgast= {7}, Bau = 0. Computation of the second QI-grodpls is
similar. Assuming that this timé& = { Byron, Bpnew Byast, We haveQI, = {5, 6, 7}. The group-creation

phase is completed.

Given the residue tuple 1 iBgysp, Anatomize*determinesS’ = {Q1;, QI }, following the same reasoning
asAnatomize Next, the algorithm decides a QI-group i that tuple 1 should be assigned to. Different
from Anatomize the decision is deterministicQ)l; is chosen because, comparedQd,, it incurs less
perimeter increase after incorporating tuple 1. After uipdp)/; to {1, 2, 3, 4, the residue-assignment

step terminates. Based @jY; and@ I>, Anatomize*produces the QIT and ST in Table 3.

Anatomize*enters the postprocessing stage. It finds out that tuplesl 5 &im Q; and QI respectively)
constitute a legal and beneficial swap. After exchangingititee QIT and ST become Tables 8a and 8b.
Suppose that the time limit set by the published has beerusidth Anatomize*returns Tables 8a and 8b

as the final result.

Time Complexity. The analysis of the running time shatomize*s similar to that ofAnatomizepresented
in the proof of Theorem 2. There are two major differencesistFieach while-loop (Lines 4-10) here
consume)(n + llog \) time. This change is caused by the fact that, decision ofupket at Line 9
requires scanning a bucket, such thiatickets must be scanned to obtai &.,;, which incursO(n) time.
Since there ar@(n/1) loops, the group-creation step costs totallyn?/I + nlog \) overhead, which is

also the time complexity before the postprocessing step.

Second, we also need to discuss the overhead of postprugessiich repetitively executes tiswvapalgo-

rithm in Figure 4, until the time limit is exhausted. Spedifig, Swapincludes two partsChoose-QI-Groups
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(Line 1 in Figure 4) and swapping betweé&i,, QI, (Lines 2-3). Recall thatChoose-QI-Groupé$rst de-
cides(I, as a random one of the QI-groups whose perimeters are amengptii0% of all the Ql-groups.
As there areD(n/1) Ql-groups, this can be done ®(n /) time, provided that we have a binary tree on
the perimeters of all Ql-groups. TheR/, is determined as the QI-group/ that maximizes Equation 24.
Evaluating the equation cost¥(1) overhead (treating as a constant). Thug)/, can be found by exam-
ining all Ql-groups inO(n/1) time. It follows thatChoose-QI-GroupsiemandsO(n/l) overhead. Tuple
swapping betwee)I, andQI, can be accomplished i@ ({%) time. To understand this, notice that both
QI andQI, haveO(l) tuples, which result irD(?) pairs of tuples that may be swapped. For each pair,
checking whether swapping is legal and beneficial can beeagiieved inO(1) cost. After a swap has been
done,O(log(n/l)) cost is necessary to update the binary tree on the perinefténe QI-groups. Hence,

the overall complexity oBwapis O(n/l + [3).
8 Experiments

This section empirically evaluates the effectiveness dfidiency of anatomy. Section 8.1 first clarifies
the settings of our experiments. Then, Section 8.2 tunepdisprocessing time foknatomize* Next,
Section 8.3 compares anatomy to other anonymization sakuin their effective for data analysis. Finally,

Section 8.4 investigates their computation overhead.
8.1 Experiment Setup

We employ a real-world dataset CENSUS, downloadablgtpt//www.ipums.orgwhich contains the per-
sonal information of 500k American adults. The datasetthdscrete attributes summarized in Table 9,
whose domains are normalized to a unit rafige]. From CENSUS, we create two sets of microtables, in
order to examine the influence of dimensionality and sesitalue distribution. The first set has 5 tables,
denoted as OCC-3, ..., OCC-7, respectively. SpecificallyCal (3 < d < 7) treats the firstl attributes

in Table 9 as the Ql-attributes, a@tcupationas the sensitive attributd®. For example, OCC-3 is 4D,
and contains Ql-attribute&ge Gender andEducation The second set also has 5 tables SAL-3, ..., SAL-7,
where SALd (3 < d < 7) has the same Ql-attributes as O@but includesSalary-classas theA®. Fur-
thermore, to study the impact of cardinality, we generatdtipie versions of each OC@-(SAL-d) with

various cardinalities:, by randomly sampling. tuples from the “full” OCCd (SCC+l) with 500k tuples.

We compare anatomy against generalization, randomizgemes (RR) [38], and approximate marginal-

preserving swapping (aMPS) [34]. For generalization, weatthe state-of-the-art algorithm in [22], which
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Attribute Number of Generalization method
distinct values | (inapplicable to anatomy)
Age 78 Free interval
Gender 2 Taxonomy tree (2)
Education 17 Free interval
Marital 6 Taxonomy tree (3)
Race 9 Taxonomy tree (2)
Work-class 8 Taxonomy tree (4)
Country 83 Taxonomy tree (3)
Occupation 50 NA (sensitive)
Salary-class 50 NA (sensitive)

Table 9: Summary of attributes

adopts multi-dimension recoding. Recall that each geizedlQl value is an interval. The last column of
Table 9 describes how these intervals are formed. Spedbjfitke interval” means that the end points of
a generalized interval can fall on any value in the domairhefdorresponding attribute. “Taxonomy tree

(z)”, on the other hand, means that a generalized value camespto a node in a taxonomy with height

RR is a popular input perturbation technique in statistaatiabases (also calledndom perturbationn

[5, 13]). For each tuple in the microdata, RR computes its published versioas follows. First,t’
andt have identical Ql-values. Second, the sensitive valug efjuals that of with probability p, or is
randomly generated in the domain of the sensitive attrilaitie probability 1 — p, wherep is a parameter
called theretention probability(the greatep is, the less information loss). In our experiments, thentata
probability p is set to the highest value that promises the degree of mimterequired byl-diversity .
aMPS is chosen as a representative of the existing datepsvgaapproaches. However, unlike the solutions
described earlier, aMPS does not ensure the privacy caiermbanded by-diversity (nor does any of the

previous data-swapping methods, as mentioned in Sect®n 2.

For OCCd microtables] distributes from 2 to 12, whereasanges from 2 to 20 for SAld-datasets. Note
that, regardless af, 12 (20) is already the largest possibli@r OCC+ (SAL-d). This is because /I must
be at least the percentage of tuples having the most fregeasitive value (the percentage equals 4.84%

and 7.85% for OCGtand SAL+, respectively). Otherwise, rediverse partition exists.

The utility of an anonymization technique is evaluated satcuracy of answering count queries of the

form:

"RR offers the so-calle@;-to-p» guarantee[13]. Such a guarantee demands that, if an adversary caactigrguess the
sensitive value of a victim with only probabilify; before examining an anonymized dataset, her/his probabfldoing so should
be bounded by, after the examination. Under our assumption of an advesspripr knowledge stated in Section 34, equals

1/, with X being the domain size of the sensitive attribute, whepeageeds to ba /I, for fulfilling the requirement of-diversity.
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Parameter Value
l 2,5,10, 12, 15, 20
cardinalityn 100k, 200k, 300k, 400k, 500k
number of Ql-attributed 3,4,56,7
query dimensionalityd 1,2, ..d
expected selectivity 0.25%, 0.5%1%, 2%, 4%

Table 10: Parameters and tested values

SELECT COUNT(*) FROMUnknown-Microdata
WHERE pred(A{') AND ... AND pred(A%;) AND pred(A*)

Specifically, a query concerig random Ql-attributesl({i, Agil and the sensitive attributé®, whereqd
is a parameter calleguery dimensionalityFor instance, if the microdata is OCC-3 apdi= 2, then{Aqi,
Agi} is a random 2-sized subset Phge Gendey Educatiory. For any attributed, the predicatered(A)
has the form 4 € [x,y]". Here, [z, y] is an interval randomly generated in the domaimofand its length

y — x equals
|A| - g1/ (qd+1) (25)

where| A| is the number of distinct values in the domainsbf{see Table 9), and a query parameter called

expected query selectivitp higher s leads to longer query ranges, and hence, larger results.

A workloadconsists of 10000 queries (with the sagakands). The effectiveness of a method is measured
as itsaverage relative erroin answering a workload. Specifically, for each query, tHatree error equals
lact — est|/act, whereact is the actual result from the microdata, and the estimate derived from the
underlying anonymization approach. Specifically, for anat, est is calculated by Equation 15. For gener-
alization, est is obtained in the manner exemplified in Section 1.1. For RiRjputation ofest follows the

analysis in [5], whereas for aMP&st is simply the query result on the anonymized dataset.

Table 10 summarizes the parameters of our experimentagwell as their values examined. The values
in bold are the defaults. Unless specifically stated, eacdnpeter is set to its default value in the following
experiments. All the reported results are obtained on a atenpvith a 3.4 GHz Pentium IV CPU and

one-gigabyte memory.
8.2 Tuning the Postprocessing Time oAnatomize*

Remember thaf\natomize*involves a postprocessing step, which iteratively perfotaple swapping to

reduce the anatomy perimeter, until the permitted amoutint has been exhausted. The experiments
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Figure 7: Query accuracy vs. numheof Ql-attributes { = 10,n = 100k, qd = d, s = 1%)

in this section aim at deciding an appropriate time limit.r Bos purpose, given a microtable, we allow
Anatomize*to run continuously. Every 5 minutes after the postprocgsphase has started, we measure
the accuracy of using the current anatomized tables to arswerkload with the default parameter values
(qd = d, s = 1%). Figure 6 plots the query error as a function of the edpisne, for the microtables OCC-5
and SAL-5 with cardinality 100k. In both cases, the errompdrdrastically during the first 10 minutes of
postprocessing, after which the rate of decreasing becoomesderably slower. This observation proves
the effectiveness of theéhoose-QI-Groupprocedure in Section 7.3, i.e., it is able to identify two @bups
whose tuple exchanging leads to large reduction of the ematgerimeter. In the subsequent experiments,

we set the time limit to 10 minutes.
8.3 Effectiveness of Data Analysis

This section compares alternative solutions on their awmyuin count analysis. For anatomy, we evaluate
the performance of botAnatomizeandAnatomize* proposed in Sections 5 and 7, respectively. The first set
of experiments examines the effectsiafFigure 7a (7b) plots the error of all methods as a functiod, ébr
datasets OCW-(SAL-d). Apparently, generalization incurs by far the largesberand its accuracy decays

severely as the dimensionality increases, confirming tladysis of [2]. RR also entails huge error. aMPS
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Figure 8: Query accuracy vs. query dimensionajifiy(l = 10, n = 100k, s = 1%)
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Figure 9: Query accuracy vs. expected query selectiv({ly= 10, n = 100k, gd = d)

works well for smalld, but considerably deteriorates at high dimensionalifiéss is expected because,&s
grows, the total number of marginals escalates exponbntald hence, the quality of marginal preservation
drops significantly. BottAnatomizeand Anatomize*demonstrate excellent performance regardless of the

dimensionality, and outperform the other competitors bym@er of magnitude fo# > 5.

Next, we examine alternative techniques on queries inegldifferent numbegd of Ql-attributes. Figure 8
demonstrate the results for OCGCand SAL®5. Again, the error of anatomy is consistently small, whereas
generalization and RR are again the worst techniques. alf&vas good accuracy only whetiis small,
due to the fact that marginals of low orders are better preseicompared to those of high orders). Figure 9
present the error as a function of query selectigityf he relative superiority of the five approaches remains

the same as before, except that their performance genargilpves as becomes larger.

Figure 10 examines the accuracylasries. As expected, the error of anatomy, generalizato, RR
increases withi, because more data distortion is needed in order to enftnmeger privacy control. The
performance of aMPS is unaffected, since it is totally iretefent froml (recall that aMPS does not guar-
antee the privacy protection required bgliversity). Finally, Figure 11 presents the results urdifferent

dataset cardinalities. The effectiveness of each method remains fairly stabldl aaedinalities, except
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Figure 11: Query accuracy vs. dataset cardinality = 10, d =5, gd =5, s = 1%)

that, in Figure 11b, the error of generalization decreasesdund 200% at the largest

In summary, we have shown that anatomy allows very accugateting analysis, and its error is lower than
the other solutions by a factor up to an order of magnitudethEtmore, its performance is not influenced
by data and query dimensionalities. Generalization and RRn&ffective for counting analysis, because
they incur more than 100% error in most cases. aMPS has atdegerformance, only when the dataset

or query dimensionality is small.
8.4 Computation Cost

Having demonstrated the effectiveness of anatomy for daéysis, we proceed to evaluate its efficiency.
Figure 12a (12b) compares the time of anonymization reduseAnatomize Anatomize?} generalization,

RR and aMPS, on the OCC-5 (SAL-5) microtables with differeatdinalitiesn. For Anatomize* we
include only the cost of its group-creation and residuégassent phases, since its postprocessing time is a
user parameter. RR and aMPS are the most efficient algorithumh¢heir efficiency does not justify the huge
error they entail in query processingnatomize*s the slowest, because it incorporates expensive hagristi

to reduce the anatomy perimeter. Nevertheless, the extra@ad pays off because, as shown in the previous
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Figure 13: Computation cost vs(n = 300k,d = 5)

subsectionAnatomize*permits the most accurate counting. In any case, all algostterminate within 4
minutes, even on the largest dataset. Figure 13 plots thpuation time as a function éf confirming the
relative efficiency of alternative solutions observed igufe 12. In both Figures 12 and 13, the behavior of

AnatomizeandAnatomize*is consistent with the complexity analysis in Sections 5@ A4, respectively.3

9 Conclusions

The existing anonymization techniques are inadequateusediey have at least one of the following de-
fects: they (i) do not provide sufficient privacy protectiagainst linking attacks, or (ii) lose considerable
information in the microdata, and thus, prohibit effectdega analysis. This article develops the anatomy
technique that remedies both defects. Specifically, anatmures strong privacy control as demanded by
[-diversity, and meanwhile, retains a significant amountat&aorrelation. Extensive experiments confirm

that anatomy permits highly accurate statistical studies.

This work also initiates several directions for future istigation. For example, in this article, we focused
on the case where there is a single sensitive attributenéixtg our technigue to multiple sensitive attributes

is an interesting topic. Another direction concerns “wodd-aware anatomy”, where the publisher is given
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a sample workload of queries [20], and the objective is tojmaie anatomized tables that minimize the error
of those queries. Finally, it would be useful to study howtangy can be utilized for discovering complex
patterns in the microdata, perhaps through minimizatiospetialized metrics for quantifying information

loss (e.g., the classification metric [17]).
References

[1] N. R. Adam and J. C. Worthmann. Security-control methfmitsstatistical databases: a comparative
study. ACM Computing Survey21(4):515-556, 1989.

[2] C. C. Aggarwal. On k-anonymity and the curse of dimenaliy In Proc. of Very Large Data Bases
(VLDB), pages 901-909, 2005.

[3] G.Aggarwal, T. Feder, K. Kenthapadi, R. Motwani, R. Rgahy, D. Thomas, and A. Zhu. Anonymiz-
ing tables. InProc. of International Conference on Database Theory (I bages 246258, 2005.

[4] R. Agrawal, T. Imielinski, and A. N. Swami. Mining assation rules between sets of items in large
databases. IRroc. of ACM Management of Data (SIGMQPpges 207-216, 1993.

[5] R. Agrawal, R. Srikant, and D. Thomas. Privacy presagvitap. InProc. of ACM Management of
Data (SIGMOD) pages 251-262, 2005.

[6] G. Arfken and H. WeberMathematical Methods for PhysicistAcademic Press, 4th edition, 1995.

[7] R. J. Bayardo and R. Agrawal. Data privacy through optikranonymization. InProc. of Interna-
tional Conference on Data Engineering (ICDBRges 217-228, 2005.

[8] A. Blum, C. Dwork, F. McSherry, and K. Nissim. Practicaiyacy: the sulq framework. IRroc. of
ACM Symposium on Principles of Database Systems (P(dagégs 128—-138, 2005.

[9] T. Dalenius and S. P. Reiss. Data swapping: A techniqueigzlosure controlJournal of Statistical
Planning and Inferences(1):73—-85, 1982.

[10] N. N. Dalvi and D. Suciu. Management of probabilistidalafoundations and challenges. Rnoc. of
ACM Symposium on Principles of Database Systems (PQiages 1-12, 2007.

[11] I. Dinur and K. Nissim. Revealing information while gerving privacy. IrProc. of ACM Symposium
on Principles of Database Systems (POO&ges 202—-210, 2003.

[12] C. Dwork, F. McSherry, K. Nissim, and A. Smith. Calidray noise to sensitivity in private data
analysis. InTheory of Cryptography Conference (TC@ages 265—-284, 2006.

[13] A. Evfimievski, J. Gehrke, and R. Srikant. Limiting paisy breaches in privacy preserving data mining.
In Proc. of ACM Symposium on Principles of Database SystemBf@ages 211-222, 2003.

[14] S. E. Fienberg and J. Mcintyre. Data swapping: Variaion a theme by dalenius and reidsurnal
of Official Statistics21(2):309-323, 2005.

[15] B. C. M. Fung, K. Wang, and P. S. Yu. Top-down special@afor information and privacy preserva-
tion. In Proc. of International Conference on Data Engineering (EE)Dpages 205-216, 2005.

39



[16] J. M. Gouweleeuw, P. Kooiman, L. C. R. Willenborg, andPPde Wolf. Post randomization for
statistical disclosure control: Theory and implementatidournal of Official Statistics14:463-478,
1998.

[17] V. S. lyengar. Transforming data to satisfy privacy swaints. InProc. of ACM Knowledge Discovery
and Data Mining (SIGKDD)pages 279-288, 2002.

[18] D. Kifer and J. Gehrke. Injecting utility into anonyneid datasets. IRroc. of ACM Management of
Data (SIGMOD) pages 217-228, 2006.

[19] S. Kullback and R. Leibler. On information and sufficign Annals of Mathematical Statistics
22(1):79-86, 1951.

[20] K. LeFevre, D. DeWitt, and R. Ramakrishnan. Workloathee anonymization. IfProc. of ACM
Knowledge Discovery and Data Mining (SIGKD2DO06.

[21] K. LeFevre, D. J. DeWitt, and R. Ramakrishnan. IncogniEfficient full-domaink-anonymity. In
Proc. of ACM Management of Data (SIGMQIpages 49-60, 2005.

[22] K. LeFevre, D. J. DeWitt, and R. Ramakrishnan. Mondmamtidimensionalk-anonymity. InProc.
of International Conference on Data Engineering (ICDE)06.

[23] N. Li, T. Li, and S. Venkatasubramanian. t-closenegsiaRy beyond k-anonymity and I|-diversity. In
Proc. of International Conference on Data Engineering (IE)Ppages 106115, 2007.

[24] C.K. Liew, U. J. Choi, and C. J. Liew. A data distortion jpgobability distribution. ACM Transactions
on Database Systems (TOD$)(3):395-411, 1985.

[25] A. Machanavajjhala, J. Gehrke, D. Kifer, and M. Venkithramaniam./-diversity: Privacy beyond
k-anonymity. InProc. of International Conference on Data Engineering (IE)P2006.

[26] D. J. Matrtin, D. Kifer, A. Machanavajjhala, J. GehrkendaJ. Y. Halpern. Worst-case background
knowledge for privacy-preserving data publishing.Pioc. of International Conference on Data En-
gineering (ICDE) pages 126-135, 2007.

[27] A.Meyerson and R. Williams. On the complexity of optirkeanonymity. InProc. of ACM Symposium
on Principles of Database Systems (POD&iges 223-228, 2004.

[28] T. M. Mitchell. Machine Learning McGraw-Hill, 1st edition, 1997.

[29] R. A. Moore. Controlled data-wapping techniques forskiag public use microdata setStatistical
Research Division Report Serjggmges RR96-04, 1996.

[30] S. U. Nabar, B. Marthi, K. Kenthapadi, N. Mishra, and Rotwani. Towards robustness in query
auditing. InProc. of Very Large Data Bases (VLDRBJages 151-162, 2006.

[31] M. E. Nergiz, M. Atzori, and C. Clifton. Hiding the presee of individuals from shared databases. In
Proc. of ACM Management of Data (SIGMQIpages 665-676, 2007.

[32] H. Park and K. Shim. Approximate algorithms for k-anomty. In Proc. of ACM Management of
Data (SIGMOD) pages 6778, 2007.

[33] C. Ré&, N. N. Dalvi, and D. Suciu. Efficient top-k queryadwation on probabilistic data. IRroc. of
International Conference on Data Engineering (ICDRxges 886—895, 2007.

40



[34] S.P. Reiss. Practical data-swapping: The first st&@ Transactions on Database Systems (TQDS)
9(1):20-37, 1984.

[35] P. Samarati. Protecting respondents’ identities iorodata releasdEEE Transactions on Knowledge
and Data Engineering (TKDE)L3(6):1010-1027, 2001.

[36] L. Sweeney. k-anonymity: a model for protecting prigadnternational Journal on Uncertainty,
Fuzziness, and Knowlege-Based Systdi):557-570, 2002.

[37] K. Wang, P. S. Yu, and S. Chakraborty. Bottom-up getimatibn: A data mining solution to privacy
protection. InProc. of International Conference on Management of DataD(W), pages 249-256,
2004.

[38] S.L.Warner. Randomized response: A survey techniquelfminating evasive answer biakournal
of the American Statistical Associatio®0(309):63—69, 1965.

[39] R. C.-W. Wong, J. Li, A. W.-C. Fu, and K. Wang. (alpha,dgenymity: an enhanced k-anonymity
model for privacy preserving data publishing.Rroc. of ACM Knowledge Discovery and Data Mining
(SIGKDD), pages 754-759, 2006.

[40] X. Xiao and Y. Tao. Anatomy: Simple and effective priygoreservation. IiProc. of Very Large Data
Bases (VLDB)pages 139-150, 2006.

[41] X. Xiao and Y. Tao. Personalized privacy preservatitmProc. of ACM Management of Data (SIG-
MOD), pages 229 — 240, 2006.

[42] J. Xu, W. Wang, J. Pei, X. Wang, B. Shi, and A. W.-C. Fu. ligibased anonymization using local
recoding. InProc. of ACM Knowledge Discovery and Data Mining (SIGKDpages 785-790, 2006.

[43] C. Yao, X. S. Wang, and S. Jajodia. Checking feanonymity violation by views. IrfProc. of Very
Large Data Bases (VLDBpages 910-921, 2005.

Appendix

Proof of Theorem 1. Consider an arbitrary individual in the microtablel’. Let v, be the sensitive value
of o. Without loss of generality, assume thfatuples inT’, denoted a$, ¢, ...,% s, have the same Ql-values
aso. From the adversary’s perspective, each of thetgples had / f probability of belonging t®. Letp;

be the probability that the adversary conjectures the semsialue oft; to bew,, subject to the condition
that s/he takes; as the tuple owned by. Then, the adversary correctly infers the sensitive vafugwith

an overall probability% sz:1 p;. Without loss of generality, assume thatbelongs to a Ql-grou@ . The
adversary may obtain the Group-}Dof QI from the QIT, which, however, does not contain atiydata.
Consequently, the adversary can only conjecture that,+ 1] has equal chance to be any of the multi-set
of sensitive values (summarized in the ST) containe@in Therefore, from the adversary’s perspective,
p1 = c(v,)/|QI| < 1/, wherec(v,) is the number of tuples i@ with a sensitive value,. By symmetry,
we havep, < 1/I for anyi € [1, f]. This leads tojl? sz:ﬂ?i <1/l O

Proof of Lemma 1. Assume that the QIT and ST are produced by a partition witlQI-groupsQ 1,
..., QI,,. For eachj € [1,m], we useq; to denote the averagk; (Formula 9) for all tuplegs € QI;.

41



Then, RCE can be rewritten a®iCE = > ", (|Q1;| - o). The rest of the proof will show that; >
(1 —=1/0)P+ (I —1)(1/)?, for all 5 € [1,m]. As aresult, the above equation leads to

1
T

RCE > <|Q1j| (1 =1/1)P + QL] - ll_—pl> =n-(1-1/1)’ +n- l

j=1
thus completing the proof (notice th@;ﬁ:l |QI;| = n).

Consider anyj € [1,m]. Without loss of generality, assume ti@f; containsi distinct A° valuesvy, ...,
vy, and there exist(vy,) tuples inQ1; with sensitive valuey, (1 < h < X). Consider an arbitrary tuple

t € QI; with A® valuew,, (for someh € [1, \]). The actual pdf; and its approximatio;" are given in
Equations 6 and 8, respectively. Thus, by Equation 9, we have

_ _c(w))p 2 (o)
Et‘<1 o)) Y2 Ton

R =1Ah'#h

Taking into account all tuples iQI;, we obtain

A c(v p A c(v)P
- 2 h=1¢(vn) - ((1 - \ég};o + 2 h=1awh %)

«
@28
Thus, it remains to solve the minimumsubject to the constraints
6 Q1)
> c(vn) = |QI;], ande(vy) < TJ forall i € [1, A].
h=1

(the second constraint is due to Definition 1).

Let us ignore the second constrainf«w,) < |Q1;|/l) temporarily. Then, minimization oft subject to
the first constraint is a standard problem tackled bylthgrange multiplier method6]. Application of
the method results i > (1 — 1/A\)? + (A — 1)(1/A\)?, where the equality holds only wheffv,) =
.. = c(vp) = |QI;]/l. Now, we take into account the second constraint, Whichsletatzzz1 c(vp) <
X - |QI;]/1. The left side of the inequality equal®@;|. Hence, the inequality implies > [. Therefore,
a>(1—=1/AP+\=1)A/NP > (1 —1/1)P 4 (1 — 1)(1/1)P. O

Proof of Property 1. An I-diverse partition exists, if and only T satisfies arligibility conditiorf [25]: at
mostn /I tuples have the samé&® value, where: is the number of tuples i". We will show that Property 1
always holds under this condition.

Assume on the contrary that, after the group-creation pltaselargest buckeB hasz > 2 tuples. Let

y be the total number of iterations. As precisélyples are removed in each iteration, after all iterations,
the number of tuples in the non-empty buckets equalsy - [. There are at mogt— 1 such buckets; thus
n—y-l<z-(l—-1),leading to

r+y=(x-l+y-0)/l>@-(1-1)+y-1)/l >n/l
The rest of the proof will establish a fagt B is among thé most sizable buckets before each iteration. It

implies that a tuple is deleted frof in each iteration, indicating tha® originally hasz + y > n/I tuples.
This violates the eligibility condition, and hence> 2 cannot be true.

8f this condition is violated, neithek-anonymity nor-diversity can prevent an adversary from correctly infegra tuple inl"
with a probability at least /i.
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In fact, Z is not difficult to observe. Since thigh largest bucket after the last iteration includes O tuible
I-th largest bucket before the iteration contains exactlyplet AsB has 2 tuples even after the iteration, it
is definitely one of the largest buckets before the last iteration. In the same wis/easy to prove thab
is also among thélargest, before all iterations. O

Proof of Property 2. Assume, on the contrary, that is empty when processing tupte(at Line 11 in
Figure 2). The number of QI-groups i&/l|. SinceS’ is empty, each QI-group has at least a tuple whose
A?® value equalg|d+ 1]. It follows that the number of tuples ifi with A® valuet[d+1] is at leastl + [n/l],
which is larger tham /[. This contradicts the eligibility condition mentioned hretproof of Property 1.7

Proof of Property 3. After the group-creation step, every Ql-group lidsples with distinctA® values
(these tuples are obtained from different hash bucketghdmesidue-assignment phase, the assignment of
a tuple into a Ql-group ensures that all tuples in the groiliphstve distinctA® values. Hence, Property 3
holds. 0

Proof of Theorem 2. The hashing at Line 2 in Figure 2 takégn) time. In the group-creation phase, we
keep a binary tree on the sizes of théuckets. Using this tree, the sgtat Line 5 can be decided i0(])
time. Lines 6-8 requirg) () cost. After these linesD(llog A\) cost is needed in order to update bucket
counters in the binary tree. Therefore, each while-loomgki4-8) consume®(llog A + ) cost. Since
there are totallyD(n /1) loops, the total complexity of the group-creation ste@{s log A + n).

For each residue tuple the setS’ at Line 11 can be collected by scanning all the existing @ligs once

in O(n) time. Line 12 incursO(1) overhead. Since there are at most 1 residue tuples, the residue-
assignment phase completes(x! - n) time. Finally, populating the QIT and ST in Lines 13-18 can
obviously be accomplished i@d( - n) time, thus establishing Theorem 2. g

Proof of Theorem 3.Letr = n mod . We distinguish two cases.

Case 1r = 0): Anatomizestops immediately after the group-creation phase. Helach, @1-group contains
exactly! tuples with distinctd® values. Combining Equations 6, 8, and 9, we have, for eadb tup T,
E,=(1-1/)’ + (1 —1)(1/1)?. By Equation 10RCE = n(1 — 1/1)? + n(l — 1)(1/1)P.

Case 2(r # 0): Let us examine the moment when the group-creation phais@dim At this pointp — r
(a multiple of!) tuples have been placed in Ql-groups. The sur®,0bf the tuplest already in QIl-groups
equals(n —r)(1 —1/1)P + (n —r)(l — 1)(1/1)P.

Next, each residue tuple is assigned to an existing Ql-gimturn. Suppose, without loss of generality, that
thei-th residue tuplé; is assigned to a Ql-grou@  with j; tuples. Notice that thg; tuples have distinct
A’ values, all of which are different fromA®. Before the assignment of the RCE ofQI (i.e., the sum of
E, for all tuplest € QI) equalsf(3;), where functionf(.) is defined as:

fl)y=2-1-=1/z2)P +x-(x—1)(1/x)P.

After t; is included inQI, the new RCE of)! becomesf(; + 1). As a result, the overall RCE (of the
entire anatomy) increases by3; ), where functiory(.) is formulated as

6(x) = flz +1) = f(a).
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Hence, after assigning all the residue tuples, the final RiL&ls

RCE = (n—r)1 -1/l + (n—r)1 - D)A/DP + > 5(5)

i=1

Let f/(z) and f”(z) be the first and second order derivatives’ ¢f), respectively. Then,

p—1 _
@) =g (@2 =)+ (p-2) al.
Notice that the two integersandz are at least 1 and 2, respectively (in particula 2 is due to the fact
that 3; is at least 2 for a meaningfil > 2). Hence,f”(z) is always non-negative. This means tHatr)
is non-decreasing asincreases. Sinc&(z) = fj“ f'(x)dz, 6(z) is also non-decreasing asbecomes
larger.

Before thei-th residue tuple is assigned, the largest existing Ql{gitwas at most + ¢ — 1 tuples. Hence,
Biisatmost + ¢ — 1, leading tod(3;) < f(l+1i) — f(l+i—1). As aresult, from Equation 26, we obtain

RCE < n-(l—l/l)p—kn-(l—l)/lp—kzr:[f(l+z‘)—f(l+z’—1)]
=1
= n-(1=1/0P+n-(1=1)/1°+ f(l+7r)— f(])
Byr<i—1) < n-(1—-1/0P+n-({1—1)/I"+ f(20 —1) - f(I)

Dividing both sides of the above inequality by the lower bdburil — 1/1)? + n(l — 1)/i? in Lemma 1, the
right hand side can be simplified to+ L;l - ¢, whereg is given in Equation 11. O
Proof of Lemma 2. Consider an arbitrary QIl-grou@/ which contains\ distinct A® valuesvy, ..., vy.
Let ¢ be any tuple inQI, with a sensitive valuey,, for someh € [1, A]. Plugging Equations 6 and 8 into
Equation 12, we obtain

By =log(|Q1]/c(vp))-
Since QI is I-diverse, by Inequality 1¢(v,) < |QI]/l, leading toE; > logl. Therefore, RCE =
> wier Er > nlogl. O

Proof of Theorem 4. Introducingr = n mod [, we examine two cases.

Case 1(r = 0): Anatomizeterminates by returning a partition with/! QI-groups, each of which hds
tuples with distinct sensitive values. By Equations 6, & &8, we haveE; = log! for each tuplet € T,
which leads taRCE = nlogl.

Case Ar # 0): When the group-creation step terminatésatomizehas constructeh» — )/l Ql-groups.
Their total RCE equal$n — r) - logl. Assume that, in the residue-assignment step;-theresidue tuple
t; is assigned to a Ql-grouf I with j3; tuples. Before and after the assignment, the RC& bfs (3; log 5;
and(5; + 1)log(p8; + 1), respectively. Hence, the total RCE of all the QI-groupseases by (3;), where
functiond(.) is formulated as:

O(z) =(x+1) log(zx+1) —x - log z.

The derivative ob(x) equalslog(z + 1) — log z > 0; therefore §(z) monotonically increases with.
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Before thei-th residue tuple is assigned, <! + i — 1. As a result, at the end éfnatomizewe have

RCE = (n—r)-logl+ 25(@')
i=1
Byr<i—1) < n-logl+ (20 —1)-log(2l —1)—1-logl.

The right hand side of the above inequality is greater tharidiver bound log ! in Lemma 2, by a factor

of 1 4+ 2= 1)111(1355 ) 0

Proof of Lemma 3. Consider the partitior? of 1" that produces the QIT and ST. Let; be the number of
QI-groups inP with exactly! tuples. Then, for any of the:; - [ tuplest in those groupsE; = [, while for
any tuple thatisnotty > 1+ 1. If my < (n—r)/l —r,

RCE > my-P4Hn—my-1)-(1+1)>n+r)-1+7

The rest of the proof focuses on the case wharn> (n — )/l —r. Let.S be a set containing. — )/l —r
QIl-groups, which are randomly selected from the Ql-groups with size. The sum ofE; for all the
tuplest € S equals((n —7)/l—7)-1*> = (n—7r) -1 —r -2 In the sequel, we will show that the
sum of E; for the tuplest € T — S is at leastr - (I + 1)2. Hence, the total RCE is lower bounded by
(n—7r)-l—7r-2+7r-(1+1)2=(n+r)-1+r, which completes the proof.

The number of tuples ifif — S equalsh — ((n — )/l — r)-1 = r-(I+1). Suppose that the tuplesTh— S is
contained inny QI- groups whose sizes arg, zo, ..., z,,, respectively. The sum of thi, of all the tuples
teT —Sis ZJ 1 J We employ the Lagrange multiplier method to derive the mumn of Z, | J,

subject toy 7% x; = r- (I + 1), andz; > I forall 1 < j < my. This results i7" _1x] >r-(141)2. O

Proof of Theorem 5. Letr = n mod [. We differentiate two cases.

Case I(r = 0): Anatomizecompletes execution right after the group-creation pheséhat each Ql-group
has! tuples. By Equations 13 and 10, we haR€'FE =n - [.

Case 2(r # 0): The group-creation phase terminates after construgting )/l Ql-groups (each witla
tuples), whose total RCE i&: — r) - [. Recall that, in the residue-assignment step, each of tesidue
tuples is assigned to one of these Ql-groups. Later, we tilvsa factZ: after thei-th residue tuple is
processed, the overall RCE of the QI-groups increases byst (- )% — (I + i — 1)2. Hence, the final
RCE satisfies:

RCE < (n—r)-1+> ((+i)?—(+i-1)?%) =(n+r)-l+r2
=1
Let us divide the two sides of the inequality by the the lowaurd (n + ) - I+ r in Lemma 3, which yields
RCE < 14 r2—r
(n+r)-l4+r — (n+7r)-l+r

The right hand side of the above inequality monotonicaltréases withr (its derivative is always positive,
whenn, [, andr are at least 1). Since < [ — 1, the right hand side takes its maximum- - ljjl;rzl at
r=10-—1.

It remains to establish fact. Without loss of generality, assume that thih residue tuplée; is allocated to
a Ql-groupQI with j3; tuples. By Equation 13, before and after the allocation,REE of QI equalss?
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and(s; + 1), respectively. Therefore, the overall RCE increase§®hy- 1) — 32. Beforet; is processed,
Biisatmost +i— 1. Hence,(3; + 1) — 82 < (I +4)* — (I+i— 1) O

Proof of Lemma 4. Let V' the multi-set of sensitive values @1;. Use M to denote the set of possible
microdata instances defined by the QIT and ST. Recall thdt getance is obtained by independently
permuting the sensitive values of each QIl-groupPin Let us divideM into disjoint subsetssy, ..., Sy,
such that all instances in a subset differ only in jh Ql-group@I;. Note thatS, ..., S,, have the same
cardinality, which equals to the total number of permutagiof the elements iiv.

For anyh € [1,w], let us focus on the seét, (z) of instances irS;, (1 < h < w), where thej-th QI-group
contains precisely: tuples satisfying;. We will show that

1S@) _ (D (520)/ () if @€ max{u; +v; — n;, 0}, min{u, v;}]
| Sl 0 otherwise

(26)

Then, Equation 20 results fro@; (z) = (3, _; [Sh(@)])/ (=1 ISh])-

UseU to denote the set of tuples @/ satisfyingpred?’. Also, letV; be the set of values i fuffilling
pred(A®), andV, = V — Vi (Vi andV; are both multi-sets). Apparentlyi/| = u; and |V;| = v;.
Furthermore, we introduce (c2) to represent the number of permutations of the elemenis (i¥%), i.e.,
c1 = vjlandcy = (n; — v;)!. It follows that

Sp] = ! = (2@) . (27)
J

The rest of the proof will solvéSy, (x)| into a function ofn;, u;, v;, ¢1, andes. The function, together with
Equation 27, will establish Equation 26.

Each instance 5, (x) must have been generated by a “feasible permutatioid) fsatisfying two prop-
erties: (i) exactlyx tuples inU obtain sensitive values ifv; after the permutation; (ii) the remaining
uj — x tuples inU acquire sensitive values ivh. No such permutation exists, namely, (x)| = 0, if

x > min{u;,v;} (in which case property (i) never holds), or< max{u; + v; — n;,0} (in which case
property (ii) is always false). For any € [max{u; + v; — n;j,0}, min{u;,v;}], the number of feasible
permutations, also the value (&f, (), equals(*/) (" ~%7) - ¢ - ca. O

vj—x

Proof of Corollary 1. Let X be set of integers imax{u; + v; — n;,0}, min{u;,v;}]. By Lemma 4,

z- (9)(9) (D)

(est;) = D (¢- Q@) = T ¥ —_ o

reX zeX Vj reX vj vj—1
=1 PO
Uj - Vj Z:cEX[(qucJ—l ) (ij—?vj)]
— T = uj - vj/n;. =
nj (v;—l)
Proof of Corollary 2. The corollary directly follows Lemma 4, and Equations 16, dd 19. O

Proof of Lemma 5. SinceQ)I,, andQ1, belong to arl-diverse partition, we havg)l,| > [ and|QI,| > L.
When either of the two conditions is satisfied, after the swaiiguples inQ 1, (Q1,) will still have distinct

46



sensitive values; therefore, bafly,, andQ1, will remain [-diverse. The fact that RCE is not influenced by
the swap can be easily verified, according to the concretgitiefi of £; (Equation 9, 12, or 13) under each
metric of information loss. O

Proof of Lemma 6. Consider the projection aR, on thei-th dimension { < i < d). Lett, (t.4) be a
tuple in QI, whosei-th coordinate equal®, [i-| (R.[i4]). Similarly, we introduce notationsg, andt,

in the same manner with respect &. After the swapping, each d@f;, t,, t,-, andt, may or may
not appear in a QIl-group different from the one it belongs a@fole the swapping. Hence, there are 16
possibilities; it turns out that all of them satisfy IneqtaR2. Since the discussion of all possibilities is
analogous, next we will prove the lemma for only one possjbit,-, t,, t,~ andt, appear inQ 1., QI,
QI,, andQ1I, respectively. In fact, sinc&/, coverst,. andt,, its projection on the-th dimension must be
atleast R, [iv] — R,[i-]|. Similarly, the projection oft; on thei-th dimension is at leasf?, [i+] — R, [i4]|-
Therefore, Inequality 22 is correct. O
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