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Abstract

Virtual PrivateNetworks(VPN) arebecomingncreasinglypopularnetworkarchi-
tecturesfor corporatenetworks. They enablecorporationdo connectLocal Area
Networks(LAN) in mainandbranchof ces asif they werein the samenetwork.
As VPNsarebuilt onthelnternetinfrastructurethe dataexchangeamongdifferent
local areanetworkwill bepassedhroughthelnternetandthuscanbeeasilyeaves-
dropped,masqueradecktc. Therefore certainsecuritymeasuresnustbe usedto
dealwith theseprivagy issues.

The InternetProtocolSecurity(IPSec)by the InternetEngineeringrask Force
(IETF) addressethe abore mentionedsecurityissues. A projectcalledthe Free
SecuréVNide AreaNetwork(FreeS/VWAN) wasdevelopedo provide anopensource
IPSecbasedVPN solution. This applicationuseTriple-DESasdefaultencryption
modefor IPSec. Resultsshav thatthe bottleneckin FreeS/VMAN comesfrom en-
cryptionanddecryptionof thedata.

As shavnin thisdissertationtheperformancef FreeS/VAN with IPSeads 50%
of thatwithout FreeS/VAN. In orderto improve performanceof encryption, eld
programmabl@atearray(FPGA)basedacceleratorsverebuilt onarecon gurable
computingdevelopmentplatform called Pilchard. An implementatiorof Triple-
DESon Pilchardwashuilt to replacethe currentTriple-DESsoftwarebasedibrary
(LibDES)usedin FreeS/VAN. To compargyerformancef Triple-DESwith thatof
anothercipher a Pilchardbasedacceleratofor the InternationalData Encryption
Algorithm (IDEA) wasdeveloped.

The resultingimplementationsachiezed 120 Mb/secfor Triple-DESin CBC



modeand248 Mb/secfor IDEA in ECB mode. Thesecipherswereusedasa new
cryptographidibrary for FreeS/MAN. Measurementshowv thatthis FPGA-based
FreeS/VAN offersa 30%speedumn Triple-DESCBC modeover theoriginal soft-

warelibrary.
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Chapter 1

Intr oduction

1.1 Motivation

In aprivatenetworkof abusinessinformationandresourceresharedInformation
o w is very importantnovadaysfor example,the operationaktostsof a business
canbe cut down if a bettersupply chain modelis employed. The businesscan
improveits servicedy sharingnformationinternallyandwith its businesgartners.
Also dueto the globalizationof businesservironments,corporationshave of ces
all over theworld. The differentgeographicalocationsmakeconnection@mong
differentprivatenetworksdif cult.

TheVirtual PrivateNetworkis anarchitecturdo realizethe connectionamong
differentprivatenetworksover a public network. For example,the Internetcanbe
usedasa cornvenientandlow costchannelfor a virtual privatenetwork. Internetis
a public channelandis not secure Cryptographialgorithmscanprovide away to
securechannebetweerprivatenetworksover Internet.

Field-Programmabl&ateArrays (FPGASs)arehardwaredeviceswhich arere-
con gurable,i.e. programmingan FPGA canchangats functionally Implementa-
tions of cryptographicdhardwareusing FPGAsoffer higherperformancehansoft-
wareimplementationsSoftwareimplementation®f cryptographicalgorithmsare
sequentialn nature.However, in cryptographichardwarealgorithmscanexecute

in parallel,offeringa moreef cient implementation.Thereareseveral advantages
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to useFPGAsasthe choiceof hardwaredevice for avirtual privatenetworkaccel-

erator:

mostnetworkapplication®ffer variousencryptionstandardasoptions.With
FPGAs, it is possibleto recon gurethe chip for differentencryptionstan-
dards.

FPGAsoffer lower costsfor small volumes,shorterdevelopmenttimesand
fastertime to marketover applicationspeci c integratedcircuit (ASIC) tech-

nology.

the technologyand capacityof FPGAscontinueto improve over previous
years.The performancef FPGA acceleratocanbe improvedoncea faster

deviceis availablewithoutary furtherengineering.

1.2 Aims

The main aim of this work wasto develop an FPGA basedacceleratofor Virtual

PrivateNetworks.Thefollowing featuresveredesired.

developahardwareacceleratowhich is integratedinto arealnetworkappli-

cation.

designvariouscryptographichardwareacceleratorso widen the choice of

algorithm.

devise a hardwareinterfacewhich is fully compatiblewith an existing soft-

warecryptographidibrary for usagan otherapplications.

provide a high performancénardwareacceleratofor Triple DataEncryption
Standardn CipherBlock Chainingmodeandthe InternationaDataEncryp-
tion Algorithm (IDEA) in ElectronicCodeBook (ECB) modeby usinganew

recon gurablehardwaresrvironment- Pilchard.
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1.3 Contributions

Thisthesispresent& FPGAbaseccryptographi@acceleratofor virtual privatenet-
work. Thework presentedh thisthesishasthefollowing featureghatdistinguishes

it over all previousdesigns:

astudyof tradeofs in parallelandserialimplementationsf theInternational
DataEncryptionAlgorithm wasmade[CTLLO1]. In this work, the bit-serial
implementatiorof IDEA wasimplementedy M.P. Leong[LCTLOQ]. In the
bit-parallelimplementatiorof IDEA, the pipelinedIDEA corewasmy work

andthe controlsectionwasimplementedy K.H. Tsoi.

improvementsto the device driver for the the Pilchardrecon gurablehard-
wareenvironmentweremadein orderto improve the bandwidthbetweerthe
PCandtheFPGA.

a high performancecryptographicacceleratowasintegratedin a real VPN
applicationandits performanceneasuredAlthoughhardwarebaseccrypto-
graphicacceleratorésummizedn Section2.6)existin commerciaproducts,
to thebestof my knowledge detailedreportsof their designandperformance

have notbeenpublished.

1.4 ThesisOutline

Backgroundnformationconcerningvirtual privatenetworkarepresentedn Chap-
ter 2. Chapter3 providesa descriptionof previous work on the IDEA andDES
algorithmsaswell astheirimplementationin hardware.Also the toolsandrecon-
gurable hardwarehatwereusedin this researclareintroduced.Chapter5 intro-
ducethearchitecturadetailsof an FPGAbasedVirtual PrivateNetwork. Chapter
6 containsthe resultsandbenchmarkdor this researchln Chapter7, conclusions

andfurtherdirectionsfor work aregiven.



Chapter 2

Virtual Private Network and
FreeS/WAN

2.1 Intr oduction

In this chaptey backgroundknowledgeaboutvirtual private networksanda VPN
solution- FreeS/VAN aregiven. This chapterbegins with a brief introductionto
Virtual Private NetworksusingIPSec. A sectiondiscussinghe InternetProtocol
Securityprotocol(IPSec)s included followedby informationaboutLibDESwhich
is a popularsoftwarecryptographidibrary. Finally, the detailsaboutFreeS/VAN

is given.

2.2 Internet Protocol Security (IPSec)

IP packetsare not secureover the Internet. It is trivial to fake the identity of an
IP addressimodify the contentof packetsreplaypacketsandinterceptpackets.in
addition,we cannotguaranteehat P packetsecevedareeithercomingfrom the
original sourceor thatthe contentis the original content.

Therefore the IPSecprotocol [KA98c] wasintroducedto solwe the following

problems:
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1. Eavesdropping anadwersaryearesdrop®nthelnternet,capturingdatapack-
ets,e.g.creditcardnumberslogin namesandpasswordsgtc. canbeobtained
by eavesdropping UsingthelPSecprotocol,datatraf ¢ is encryptedsothat

it is dif cult to obtainusefulinformationby eavesdropping.

2. Masquerading anadwersaryfakeshis IP addresso masqueradasatrusted
host when address-baseduthentications used. The IPSecprotocol pro-
videsa cryptographi@uthenticatiomethodo protectagainsmasquerading.
With theIPSecAuthenticatiorHeaderProtocol,a recever canmakesurethe

sourceof datais asclaimed.

3. Sessiorhijacking: anadwersarytakesover a connectiorafterthe sourcehas
beenauthenticatedThisscenariavill notoccurwith IPSegprotocolsincethe
adwersaryhave no knowledgeaboutthe sessiorkeys, which is negotiatedin
thelPSeclnternetKey Exchangeprotocol,sothey cannotencryptor decrypt

thedatapackets.

4. Denial-of-service An adwersarysendsa hugesequencef connectionre-
gueststo the targetin orderto makethe target systemover ow the buffer
space.For example,emailbombing,TCP SYN ooding, etc. Althoughthis
kind of attackis still possiblewith the useof IPSecprotocol,the adwersary
will exposehisreal IP addresslueto the factthatall datapacketsshouldbe

properlyauthenticated.
ThelPSerotocolprovidesthreefunctionalitiesusingthreedifferentprotocols:

the AuthenticatiorHeader(AH) protocol

the EncapsulatingecurityPayload(ESP)protocol

thelnternetKey ExchanggIKE) protocol

The AuthenticatiorHeader(AH) protocol[KA98a] canauthenticatéhe source

of datapackets protectthe completenessf the datapacketsand protectagainst
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replayattacks.ESP(EncapsulatiorsecurityPayload)protocol[KA98b] sharesall
propertiesthat AH hasandit canalso protectdatafrom unauthorizeddisclosure
andprovide protectionagainstrafc o w analysis.Thesecurityprovidedby IPSec
needdo usesharedkeysin orderto authenticat@ndencryptthe datastreamsThe
InternetKey ExchanggIKE) protocol[HC98] is usedto dynamicallyauthenticate

partiesnvolvedin IPSec hegotiatetheencryptiormethodused andproduceshared

keys.

2.3 SecureVirtual Private Network

In this work, the term Virtual Private Network (VPN) [DH99] is useto refer to
the architecturahat a private networkconstructedvithin a public networkinfras-
tructure. The connectionof this networkarchitecturecan be either encryptedor
unencrypted.Also it is possibleto implementVirtual Private Networkson other
networks,in this project,the Internetis assumedIPSecis oneof the protocolthat
mayusein VPN architecturghatprovide securityandprivacgy by cryptographial-
gorithmsandhashfunctions.Anotherterm,SecureVirtual PrivateNetwork(SVPN)
refersto a VPN with IPSec.

Thekey concepbf Virtual PrivateNetworkis tunneling.With tunneling,VPNs
provide connectionand protocol transparenc amongdifferentIntranetsof same
organizatioror evendifferentparties.For connectiortranspareng differentparties
are connectedogetherasif they were on the samenetwork. They do not need
to know the mechanisnmandthe detailsof connectionsFor protocoltranspareng
differentpartiesusingdifferentprotocolcanbe connectedogetherasif they were
usingthe sameprotocol. This is achieved by encapsulatioof datapacketsat the
end-pointof atunnelwith a differentprotocol.

Althoughtherearemary advantagesssociateavith usinga VPN over the In-
ternet,the datawould be transmittedin plaintext over aninsecurechannel. The

Intranetof a partyis exposedo attacksrom Internetwhich violatesthe majoraim
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of VPN to bea privatenetwork.

Therearetwo majorin commonprotocolsfor VPNSs.
1. IPSec
2. PPTP

PPTPIs the protocolusedin Microsoft's VPN productandis proprietary Thus,
thiswork will focusonIPSecwhichwill documentedby thelETF in RFCsJiet].

InternetProtocolSecurity(IPSec)is a protocolproposedo solve the concerns
aboutsecurityand privagy. IPSecprovide mechanismdo authenticatedifferent
partiesanddatapacketsareprotectedy encryptions.

To summarizéenerearesomeVPN characteristics:

1. TheVPN useshe Internetasthe underlyingpublic networkinfrastructure.

2. The VPN usesthe IPSecasprotocolto ensureprivagy at the networklayer

This meansencryptionis doneasperevery packet.

3. Privateaddressinggchemesanbe usedin IntranetsandIP addresss only

usedon communicatiorof end-pointof tunnel.

As suggestetly mostvendorsof VPN solutiongvpnd|, therearethreescenarios
that shouldbe dealwith in orderto meetthe requirementf a business. Three
differenttypesof usersshouldbe ableto grantaccesdo the VPN of a corporation.

They areremoteusers pranchof ces andbusinesartners.

1. Remoteaccessnetwork- A remoteuserat homeor on road needsaccess
to his/hercompan’s resources.The VPN shouldenablethe remoteusers
to work asif (s)hewasat a workstationin the of ce. Differentconnections
methodshouldbe provided in orderto achieve the remoteaccessanto the

network,e.g.dialup,ISDN, mobilelP, etc.
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Figure2.1: Virtual PrivateNetwork

2. Branchof ces network- Two or moretrustedintranetswhich representif-
ferentbranchandremoteof ces of acorporationareinterconnectetbgether
by a VPN. Very often, Intranetsare protectedby re walls which canactas
securegatavay connectto the Internet. Client workstationsdo not have to
worry aboutthe securitybetweerintranetssincethisis ensuredy the VPN.

3. Businesgartnersnetwork- Thisis referredto asan Extranetby mary VPN
solutionvendors It shouldbethe mostrecentirendfor VPN usagehowever,
it is the scenariowith leastknowledge. Corporationscan granttheir busi-

nesgartnertemporakndlimited accesso theirIntranet.Electronicbusiness

applicationsamongbusinesgartnersncludeonline quotationsprderful Il-

ment,etc.
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2.4 LIibDES

LibDES is a publicity available softwarelibrary for DES and Triple-DES, written
by Eric Youngl[lib]. It offersalarge variety of highly optimizedDES and Triple-
DESfunctionsin differentmodes For example, DESin ElectronicCodebookvode
(ECB), DESin CipherBlock ChainingMode (CBC), 3ADESin ECB mode,3DES
in CBC mode,etc. LIbDES is acommonstandardibrary whichis usedin various

applicationsuchasopenSSL.

2.5 FreeS/\WAN

In this work, the baselinesoftwareusedfor the implementatiorof the VPN accel-
eratorwas FreeS/VAN. FreeS/VAN [NapO0O0, Fre0Q standfor Free SecureWide
AreaNetwork. FreeS/VAN is currentlythe mostcompleteopensourceVPN solu-
tion availableon Linux. In here,the versionof FreeS/VAN usedin this projectis
1.5. It is currentlybuilt for Linux IPv4 networkstackandwork hascommencedo
integrateinto the IPv6 networkstack.

FreeS/VAN supportsboth remoteaccessetwork and branchof ce network,
however, it doesnot supportbusinesgartnernetworksbecausehe softwaredoes
not have ary mechanisnior temporalandlimited accesso network.

LibDESis usedin FreeS/\MAN asthe DESandTriple-DESlibrary. In LibDES,
DES andtriple-DESin differentmodesareperformedin software. Replacingthe
softwareDESwith ahardwarébasedmplementations themainfocusof thiswork.
Theversionof LibDES usedin FreeS/VAN v1.5is version4.04.

2.6 Commercial VPN solutions

TherearecommerciaVPN solutionsusingeithersoftwareor hardwaramplemen-

tationsfor differentcryptographicalgorithms. Although differentsolutionsmay
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have differentbuild-in cryptographialgorithmoptions,Triple-DESis availablefor

all VPN solutions.Performancef VPN solutionsusingTriple-DESfrom different

vendordss comparedn Table2.1andTable2.2.

Cisco Systemdnc. hasa wide rangeof VPN solutionswith differentspeci -

cations. Cisco 3015 usessoftwareencryptionmethodand hencea relatively low

throughputof 4 Mb/secis obtained.In Cisco5000seriesVPN solutions different

numbersof encryptionprocessorganbe used. For the highestthroughputVPN

solutionin thisseries,760Mb/secis achiezedby usingeightencryptionprocessors.

Intel providestwo VPN solutionsusing softwareencryptionwith throughputsof

8 Mb/secand20 Mb/sec. They alsohave a VPN solutionusinga PCI encryption

processowith athroughpubf 85 Mb/sec.

Vendor| VPN Solution Maximumthroughputs, Reference
(Mb/sec)

Cisco | Cisco3015 4 [vpng

Intel Intel 3110VPN gatevay 8 [vpneg

Intel Intel 3105VPN gatevay 20 [vpnd]

Table2.1: Comparisorof VPN solutionsusingsoftwareencryption

Vendor| VPN Solution Maximumthroughputs Scalability | Reference
(Mb/sec)

Cisco | CiscoVPN 5001 45 1 [vpnb]
CiscoVPN 5002 190 2 [vpnb]
CiscoVPN 5008 760 8 [vpnh]

Intel Intel 3125VPN gatevay 85 1 [vpnf]

Table2.2: Comparisorof VPN solutionsusinghardwareencryption
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2.7 Summary

In this chapteyvirtual privatenetworksandthe detailsaboutFreeS/VMAN weredis-
cussed. The Virtual Private Network is an architectureto connecttwo separate
LANSs overapublicnetwork.Thelnternetis themostpopularchoiceasthechannel
dueto its accessibilityandcost. Sincethe Internetis insecure)PSeds usedto deal
with privagy issues.FreeS/VAN is an opensourceVPN solutionusingIPSecon

Linux.



Chapter 3

Cryptography and
Field-Programmable Gate Arrays
(FPGAS)

3.1 Intr oduction

Thischapteintroduceshebasicconcept®f cryptographyndField-Programmable
GateArrays. Firstly, DES, Triple-DESandIDEA algorithmsand previousimple-
mentationsareintroduced.Thisis followedby descriptiorof differentblock cipher
modesof operation.Thearchitecturef FPGAsis discussedn particularinforma-
tion on the architectureof Xilinx Virtex-E FPGAsaregiven. The detailsconcern-
ing therecon gurablecomputingervironment,Pilchard,is thenpresentedFinally,

ElectronicDesignAutomationToolsandthe FPGAsdesign o w is detailed.

3.2 The Data Encryption Standard Algorithm (DES)

The DataEncryptionStandard DES) [Nat94, Uni77] algorithmhasbeena popu-
lar secretkey encryptionalgorithmandis usedin mary commercialand nancial

applications.Also, it wasthe rst commercialcryptographicalgorithmwith fully

12
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speci ed implementatiordetails. It is de ned by ANSI FIPS46-2. Althoughin-
troducedin 1976, it hasproved resistanto all forms of cryptanalysis.However,
its 56-bit key is not large enoughby today's standardsA DESkey searchengine
called’DeepCrack”couldsearctB8billion keys persecondandthis machinesolve
RSA laboratorieDES-III challengdRSA99] on Januaryl999in 22 hours.

DESis ablock cipherasshawn in Figure 3.1 which processe$4-bit plaintext
blocksand produces4-bit ciphertext blocks. The effective portion of the secret
key is 56-bit out of 64-bit sincealthoughthekey is 64-bit, 8-bitsareusedasparity
bits.

Encryptionof DESproceedsn 16 identicalrounds.Fromtheinputkey, sixteen
48-bitsubkg  aregeneratedynefor eachround.Within eachround,8 x ed6 to
4-bit substitutiormappingknown asS-Boxesareused.

The plaintext have aninitial bit permutation(IP) asshavn in Table3.1andare
thendividedinto left  andright halves , each32-bit. Eachroundtakes32-bit
inputs and from previousroundsandproduces32-bitoutputs and

for , asfollows:

E isa x edexpansionpermutatiormapping from 32-bitto 48-bit. Pis an-
other x edpermutatioron 32-bits. Theequatiorshavs theright half of eachround
go throughan expansionpermutatiorfrom 32-bitsto 48-bitsandis thenexclusive-
oredwith the subke of thatround. The temporaryresultis passedhroughthe
S-Box andforms the nen 32-bit productof the right half. For eachround, right
half andleft half areexchanged Finally both halvesarecombinediogetherin the
16th roundand permutatedy the inverseof the initial bit permutationshavn in
Table3.2to form theciphertext. Decryptionuseshe samekey andalgorithm,how-
ever, the subkess in internalroundsare appliedin reverseorder For encryption,

thekey scheduleorderis . For decryption the decryptionkey
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schedulas

Table3.1: Initial bit permutatiorn(IP)

Table3.2: Inverseof initial bit permutation )

3.2.1 The Triple-DES Algorithm (3DES)

Triple-DESalgorithm[Nat99 wasintroducedto increasehethe key sizeof DES
and maintainingcompatibility with legag/ DES softwareand hardwaresystems.
For encryptiontheplaintext is processetdy threecascade®ES coresasshavn in
Figure3.2,the rst andthelastDES coresarein encryptionmodeandthe middle
oneis in decryptionmode. If the samekey is usedfor , Triple-DESis
thesameasDESwith key . For decryptionof Triple-DES,the modesof three

cascadedES coresare invertedso that the rst andthe last DES coresarein
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Plaintext Data Encryption
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Figure3.1: DataEncryptionStandardalgorithm
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Figure3.2: Triple-DESalgorithm

decryptionmodeandthe middle oneis in encryptionmode. Triple-DESalgorithm
increasahekey sizethreetimescomparedo DES,whichis from 56-bitto 168-bit.

However, the processindime of Triple-DESincreasdhreetimesaswell.

3.2.2 Previouswork on DESand Triple-DES

A software@mplementatiorof DESandTriple-DESby Bihamin 1997in ECBmode
achieved 46 Mb/second22 Mb/secrespectrely on an300 MHz Alpha, whichis a
64-bit processor The mostcommonDES softwareLibDES [lib] achieves121.5
Mb/secfor DES ECB modeon an Intel Pentiumlll 866 MHz machine. LibDES
alsoachieres42.9Mb/secfor Triple-DESCBC modeon thesamemachine.
Hardwareimplementation®ffer muchhigherperformancehanDES software
implementation.In 1999, Free-DEJfre], a 3656 Mb/secimplementatiorof DES
algorithmon Xilinx Virtex XCV400-6 with 60 MHz clock rate wasreported. A
1280Mb/secdmplementatiorof IDEA wasreportedn 1999[WPR 99] by Wilcox et.al.
TheSandiaNationalLaboratorieslevelopedanASIC implementatiorof DES[WPR 99]
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which achiezes 6700 Mb/sec. The fastesthardwareDES hardwareimplementa-
tion [PatOq is proposedy Pattersorwhich achieres10752Mb/sec. This imple-
mentationfully unrolls and pipelinethe DES roundsand operatesat a 168 MHz
clock rate. It employsdynamiccircuit specializationin an FPGA to achiese high
performance.

Previoushigh performancemplementatiorof DESin hardwardully maximize
their throughputby unrolling and pipelining the designin ElectronicCodeBook
mode(seeSection3.6). Dueto thedatadependenciegipelinedDESimplementa-

tionscannothave the sameperformance.

Year Implementation Throughput{Mb/sec)| Reference
1997 software 121.5 [fre]
1999 Xilinx Virtex XCV400-6 3656 [fre]
1999, 4 AlteralOK100 1280 [WPR 99]
1999, ASIC0.6 CMOS 9280 [WPR 99]
2000 | Xilinx Virtex XCV150-6 10752 [PatOq

Table3.3: Comparisorof DESimplementations

3.3 TheIDEA Algorithm

IDEA takes64-bit plaintext inputsandproduces4-bit ciphertext outputsusinga
128-bitkey.

The designphilosophybehindIDEA is mixing operationgrom differentalge-
braic groupsincluding XOR, additionmodulo , andmultiplication modulothe
Fermatprime . All theseoperationavork on 16-bitsub-blocks.

The IDEA block cipher[Sch96](depictedin Figure3.3) consistsof a cascade
of eightidenticalblocksknown asrounds followedby a half-roundor outputtrans-
formation.In eachround,XOR, additionandmodularmultiplicationoperationsre

applied.IDEA is believedto possesstrongcryptographicstrengthbecause



Chapter3 CryptoglaphyandField-ProgrammableGateArrays(FPGAS) 18

X% X3 X
Y Y
z,0—(+) EE|<_ 22(1; § z® _,EH (De—2z®
one round N L
<

M«
J‘
A
N
y ©~
NE
N

gy NI
" UV
I ¢><¢ \:,
rounds i ’ ’ ’
output
transformation
Y Y
z,© 4.? Z,© z,© %)47 Z,©
Y, Y, Y, Y,

&P bitwise XOR of 16-bit sub-blocks
HH addition modulo % of 16-bit integers

@ multiplication modulo 2+1 of 16-bit integers with the
zero sub-block corresponding tt 2

Figure3.3: Block diagramof theIDEA algorithm.
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its primitive operationsreof threedistinctalgebraiggroupsof  elements

multiplicationmodulo providesdesirablestatisticaindependencbe-

tweenplaintext andciphertext

its propertyof having iteratve roundsmadedifferentialattacksdif cult.

The encryptionprocesss asfollows. The 64-bit plaintext is divided into four
16-bit plaintext sub-blocks, to . Thealgorithmconvertsthe plaintext blocks
into ciphertet blocksof the samebit-length,similarly dividedinto four 16-bitsub-
blocks, to .5216-bitsubkes, , Where and arethesubke numberand
roundnumberrespectrely, arecomputedrom the 128-bitsecretkey. Eachround
usessix subkes andthe remainingfour subkes are usedin the outputtransfor
mation. The decryptionprocesss essentiallythe sameasthe encryptionprocess
exceptthatthe subkes arederivedusinga differentalgorithm[Sch94.

The algorithmfor computingthe encryptionsubkes (calledthe key-schedule)
involvesonly logical rotations.Orderthe 52 subkes as : : .

. . : . . The procedurebggins by partitioningthe
128-key secretkey  into eight 16-bit blocks and assigningthemdirectly to the
rst eightsubkes. s thenrotatedleft by 25 bit, partitionedinto eight 16-bit
blocksandagainassignedo the next eightsubkes. The processontinuesuntil all
52 subkes areassigned.The decryptionsubke's canbe computedrom the
encryptionsubke/s with referenceo Table3.4.

In Electronic Codebook(ECB) mode [Sch94, the datadependenciesf the
IDEA algorithm have no feedbackpaths. Additionally, in practice,latenciesof
orderof microsecondareacceptableThesdeaturesnakedeeplypipelinedimple-

mentationgossible.
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N/A
N/A

Table 3.4: IDEA decryptionsubke's derived from encryptionsubkes
and denoteadditveinversemodulo  andmultiplicative inverse
of  respectrely.

3.3.1 Multiplication Modulo

Of thebasicoperationsisedin theIDEA algorithm,multiplicationmodulo
is themostcomplicatedandoccupiesnostof thehardware Curigeret.al. [CBK91]
describedindcomparedereral VLSI architecture$or multiplicationmodulo
andfoundthatanarchitecturgproposedyy Meier andZimmermanMZ91], using
modulo adderswith bit-pairrecodingoffersthebestperformance.

TheC codefor themultiplicationmodulo operatiorbymodulo  adders

usingbit-pairrecodingis asfollows.

1 uintl6 mulmod(uintlé  x, uintlé )

2 {

3 uintl6 xd, vyd, th, tl;

uint32  t;

xd = (x - 1) & OxFFFF;

yd = (y - 1) & OxFFFF;

t = (uint32) xd * yd + xd + yd + 1;
t & OXFFFF;

th =t >> 16;

tl

© 00 N o o1 b
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10 return (tI - th) + (I <= th);
11 }

Thisalgorithmrequiresatotal of six additionsandsubtractionspne16-bitmul-
tiplication andonecomparison However, in IDEA oneof the operand®f a mod-
ular multiplication operationis alwaysa subke, sothe secondsubtractioncanbe

eliminatedif theassociatedubke's arepre-decremented.

3.3.2 Previouswork on IDEA

Theholderof the patentonthe IDEA algorithm,AscomimplementedhelDEA ci-
pherin softwarewhichachieves encryptionpersecondspr anequialent
encryptionrateof 23.53Mb/secon anintel Pentiumll 450MHz machine Another
softwareimplementations proposedy Helger [Lip98] involve Intel MMX multi-
mediainstructionsset. Thisimplementatioroffer encryptionperseconds
oranequwalentencryptiorrate32.9Mb/seconanintel Pentiun233MHz machine.
In 2000,Helgerdevelopedhis softwaremplementationn parallelarchitectureHis
4-way|DEA implementatiorachieves440Mb/seconanintel Pentiumill 800MHz
machine.Theterm4-waymeanghatthereare4 independentDEA encryptionsor
decryptiondonein parallel. Our optimizedsoftwareimplementatiorrunningon a
SunEnterpriseE4500machinewith twelve 400 MHz Ultra-1li processqrmerforms
encryptiongersecondr aequialentencryptionrateof 147.13Mb/sec.
Hardware@mplementationsffer signi cant speedmprovementsover software
implementation®y exploiting parallelismamongoperators.In addition,they are
likely to be cheaperhaving lower power consumptiorand smallerfootprint than
a high speedsoftwareimplementation. The rst VLSI implementatiorof IDEA
wasdevelopedandveri ed by Bonnenbgg et. al. in 1992usinga 1.5 CMOS
technology{BCF 91]. Thisimplementatiorhadan encryptionrate of 44 Mb/sec.
In 1994, VINCI, a 177 Mb/secVLSI implementatiorof the IDEA algorithmin
1.2 CMOStechnologywasreportedoy Curigeret.al. [CBZ 93,ZCB 94]. A
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355 Mb/secimplementationn 0.8 technologyof IDEA wasreportedin 1995
by Wolteret. al. [WMSL95], followedby a424Mb/secsinglechipimplementation
of 0.7 technologyby Salomacet. al. [SAF98 wasreported. A paperdesign
of anIDEA processowhich achieres528 Mb/secon four XC4020XL deviceswas
proposedy Menceret.al.[MMF98]. In 2000,Leonget.al. proposed 500Mb/sec
bit-serialimplementatiorof IDEA onanXilinx Virtex XCV300-6 FPGAwhichis

scalableon larger devices[LCTLOOQ]. Later, Goldsteinet. al reportedan imple-

mentationon the PipeRenchFPGA which achieves 1013 Mb/sec[GSB 00]. A

commercialimplementatiorof IDEA calledthe IDEACrypt Kerneldevelopedby

Ascomachieves720Mb/sec[Asc99b]in 0.25  technology Anotherimplemen-
tationderivedfrom the IDEACryptKernel,calledthe IDEACrypt Coprocessohas
athroughpubf 300Mb/sec[Asc99a].

Year Implementation ThroughputMb/sec) Reference
1998 software 23.53 [Lip9g]
2000 software 440 [Hel]
1992 ASIC15 CMOS 44 [BCF 91]
1994, ASIC1.2 CMOS 177 [CBZ 93,ZCB 94]
1995, ASIC0.8 CMOS 355 [WMSL95]
1998| ASIC0.7 CMOS 424 [SAF9g
1998 4 XC4020XL 528 [MMF98]
1999| ASIC0.25 CMOS 720 [Asc99b]
2000 | Xilinx Virtex XCV300-6 424 [LCTLOO]
2000| ASIC0.25 CMOS 1013 [GSB 00]

Table3.5: Comparisorof IDEA implementations

Mostof the previoushardwareareknown to usea precomputedtey scheduleor
only theencryptiornprocessvasimplementeddueto thefactthatif is moredif cult
to implementdecryptionfor IDEA. For encryption,the whole key schedulg
16bits) canbederivedfromthe rst six subkes (16bitseach)y shifting, while the
decryptionkey schedulas derivedfrom thewhole encryptionkey schedule.Also

thedecryptionsubkey is themultiplicative inversemod )of ,where
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is the corresponding@ncryptionsubkey. It canbesimpli ed to be
. The corversionof decryptionsubke requirean iterative processasedon the
encryptionsubke andis moredif cult to implementin hardwareand hardware
implementationsangetaroundhis dif culty by computingall subkegsin software

andmakingthemaninputto the hardwargWMSL95].

3.4 Block Cipher Modesof operation

A block cipheris a mathematicafunctionwhich mapsn-bit plaintext blocksto n-
bit ciphertext blocks,wheren is the blocklength. In orderto performdecryption
uniquely the encryptionfunctionis one-to-onanappingwhich is invertible. The
inversemappingis de ned asthe decryptionfunction. In mostblock ciphers,the
encryptionanddecryptionprocesss similarsothatthesamehardwarecanbeused.
A block cipherencryptsplainext in x ed-sizen-bit blocks. However, if mes-
sagesxceeda-bit, therearedifferentmodesof operationcanbe usednamely:

Therearefour commonmodes,

1. ElectronicCodeBook (ECB) mode
2. Cipherblock Chaining(CBC) mode
3. Cipherfeedback CFB) mode

4. Outputfeedbac OFB) mode

Thesemodeswill beexplainedin thefollowing sections.

3.4.1 Electronic CodeBook (ECB) mode

ElectronicCodeBook mode(Figure 3.4) is the simplestapproachfor employing
block ciphers. For messagesxceedingn-bits, the messages partitionedinto n-

bit blocks and eachof theseblocks are encryptedindependently In ECB mode,



Chapter3 CryptoglaphyandField-ProgrammableGateArrays(FPGAS) 24

decryption

=

encryption

Figure3.4: ElectronicCodebooknode

encryptionis independenof the sequencef blocks,e.g. thelastblock canbe en-
crypted rst andfollowedby rst blockandthiswill notaffecttheciphertet. Also,
identicalplaintext blockswith the samekey alwaysresultin identicalciphertext.
The ECB modeof operationis ratherweakin security For 8-bit blocks,once
we know that'e' is encryptedo 'z', we know wheneerthe ciphertet is 'z' if the
plaintext was'e'. ThusECB modeallows simplefrequeng analysiso beapplied.

Thealgorithmof the ECB modeof operationcanbe describeds:

whereK is ak-bit Key, , , aretheplaintext blocksand , , are
ciphertext blocks. and denotesencryptionanddecryptionprocesswith key

K respectrely.
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3.4.2 Cipher-block Chaining (CBC) mode

In the CBC modeof operation(Figure3.5), every plaintext block is exclusive-ored
with the previous ciphertext block beforebeingencrypted.For example,the rst
plaintext block is encipheredo produce beforeit is encryptedto produce

. The next plaintext block is exclusve-oredwith ciphertext block . The
procedureds repeatedintil the endof messageln CBC mode, It is obvious that
every ciphertet block depend®n previousciphertet blocks.

For the rst encryptionthereis no previousciphertet. An initialization vector
(IV) isintroducedor initializationof thefeedbacksalue. ThelV neednotbesecret.

For CBC mode,identical ciphertext blocks are obtainedif the sameplaintext
is encipherediusingthe samekey andlIV. If eitherlV, key, or rst plaintext block
is changeda differentciphertext is obtained.Sinceciphertext is dependon
andall precedingplaintext blocks,the decryptionorderof ciphertet blocksneeds
to be maintained Correctdecryptionrequiresall precedingciphertext blocksto be
correctlydecrypted.

Sincethereare datadependenciesf all plaintext and ciphertext blocks, if a
plaintext block is modi ed duringencryption,it affectsall following ciphertext
blocks. Thusit is not possibleto encryptmultiple blocksin parallel(like in ECB
mode).

Thealgorithmof the CBC modeof operations describeds:

k-bit Key K, n-bit IV, n-bit plaintext blocks , , areinputsand ,
is n-bit ciphertext blocksasoutput.  and denoteencryptionanddecryption

proceswith key K respectrely.
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3.5 Field-ProgrammableGate Arrays

FPGAsare hardwaredevicesthat canchangetheir functionality by programming
thechipsafterfabrication.Theprogrammingorocesof FPGAsusuallyis lessthan
a minuteandcanbedonein the eld, thereforethey arevery suitablefor useasa
recon gurableplatform. FPGAsconsistsof anarrayof con gurablelogic blocks
(CLBs) surroundedy input/outputblocks (I0Bs) which provide aninterlacebe-
tweencon gurablelogic blockandpackageins,andanetworkof routingresources
calledthe generaroutingmatrix (GRM) whichinterconnecthe con gurablelogic
blocks.

In mostcommerciabevices,suchastheXilinx Virtex andVirtex-E family, con-
gurable logic blocksareimplementeds4-inputlookuptablesogethemwith anop-
tional outputregisteror latch. Thearrayof CLBsin FPGAarearrangedn columns
androws. BetweenCLBs, thereareroutingchannelslignedhorizontallyandverti-
cally. CLBsareinterconnectedly routingchannelsandgeneraloutingmatrix. The
GRM consistf anarrayof routingswitchedocatedatthe conjunctionof horizon-
tal andverticalroutingchannelsSinceevery CLB hasaLookuptableandregisters
, they maintaina high ratio of storageelementg¢o computationaklements.Also,
sincethesecomputationahndstorageslementsrecoupledogetheiin CLBs,these

architecturesrevery suitablefor theimplementatiorof deeplypipelineddesigns.

3.5.1 Xilinx Virtex-E™ FPGA

The Triple-DESacceleratoarebuilt on the Xilinx Virtex-E™ FPGA. It is manu-
facturedin a 6-layermetal0.18 CMOS process.The maximumsynchronous
clockratesfor Virtex-E™ FPGAIis 240MHz.

TheLogic cell (LC) is the basicbuilding block for Virtex-E CLB. A logic cell
consistf a4-inputfunctiongeneratagrcarrylogic, anda storageelement.In fact,
every Virtex-E CLB consistf four logic cells,which areorganizedn two similar

slicesasshawvn in Figure3.7. Functiongeneratorsn Virtex-E areimplementedas
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Figure3.7: Virtex-E CLB (2-Slice)

4-inputlook-uptables(LUTSs). BesidedunctiongenerationeachLUT cansere as
al6 1-bit synchronoufRAM. Combiningtwo LUTSs thatwithin aslice,a 16
2-bitor32 1-bitsynchronou®AM, oral6 1-bitdual-portsynchronouRAM
canbecreatedBesidesynchronoufRAM, 16-bitshiftregistercanbeimplemented
from LUTSs but limited to aspeci c LC in everyslices.

Also, Virtex-E FPGAsprovide large block SelectRAM memories EachBlock
SelectRAM components asynchronouslual-portedt096-bitRAM with indepen-
dentcontrol signalsfor eachport asshavn in Figure 3.8. Block SelectRAMis
fully customizedainddata-widthsof thetwo portscanbecon guredindependently
The selectionof data-widthof a Block SelectRAM rangefrom 1 to 16 bits with
depth4096to 256 correspondingly TheseRAM provide a relatively large buffer
for storingplaintext andciphertet in Triple-DESandIDEA cipher Also its fully

customizedeatureenablethe I/O interfaceoperatein differentclock rate asthe
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clockratefor cipher

3.6 Pilchard

Pilchardis arecon gurablecomputingdevelopmenernvironment,whichemploysa
eld programmablgatearray It wasdesignednainly to reducethe bottleneckof
businterfacetransferdbetweerrPGAandpersonatomputetby usingthememory
interfaceinsteadof the PCI bus interface. NowadaysFPGA systemscan operate
at clock frequenciesover 100MHz with microprocessorsperateat 1GHz. The
speedof coprocessosystemsare often limited by the bus interface,for example,

theauthors496Mb/secimplementatiorof IDEA cipherachiezesonly 39.2Mb/sec
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throughacardhlusinterface[LLC 01].

ThePilchardboardwasdesignedo becompatiblewith the 168pin 3.3Volt, 133
MHz, 72-bit, registeredsynchronouDRAM in-line memory modules(SDRAM
DIMMs) PC133standardAs SDRAM DIMMs PC66/10Gtandargharedhesame
pinoutsasSDRAM DIMMs PC133standardthereforePilchardboardcanbeoper
atedunderPC66/100Gstandardcaswell. The Pilchardboardcanpopulatedwith ary
Virtex or Virtex-E device in a PQ240or HQ240package.

The systeminterfaceof Pilchardboardis developedusingLinux. In orderto
accessegistersof Pilchardboard,UNIX mmap()systencall is usedio mapvirtual
addresses userspaceto physicaladdresf the Pilchardboard. Datatransfer
betweenPC and Pilchardusethe 64-bit MMX instruction“movq” embeddedn
inline assembly

In benchmarkof Pilchardboard,write operationwasreportedto be 1063.04
Mb/secusinguncacheablenode[LLC 01]. Uncacheablenodeguaranteethatall
readsandwrites appearon the systembus asthe sameorderin program.For read
operationsPilchardboardachieres422.40Mb/sec.In aread/writebenchmarkthe
transferrateis 595.92Mb/sec. Comparedo the measuredransferrateof the PCI

interface whichis 96.08Mb/sec,Pilchardwas4 timesfaster

3.6.1 Memory CacheControl Mode

Central processingunit (CPU) cachingof readsand writes to Pilchardregisters
couldleadto incorrectresults. The Intel PentiumPro, Pentiumll andPentiumill
hasaMemoryType RangeReagister(MTRR), accessiblérom Linux, which allows
differentmemoryregionsto beof differenttypes[pen0qQ.

The “Uncacheable’memorytype guaranteethatall readsandwrites will ap-
pearon the systembusin the sameorderasthe program. Furthermoreno specu-

lative memoryaccessegage-tabldalksor prefetche®f speculatedbranchtargets
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will occur[pen00]. Althoughthe mostconsenrative, it alsoleadsto the lowestper

formance.

3.7 Electronic DesignAutomation Tools

The VPN acceleratowasdevelopedusingthe Very High SpeedntegratedCircuit
HardwareDescriptionLanguagéVHDL). Hardwarearchitecturesanbedescribed
usingVHDL. Besidesasa descriptve languagdor hardwarejt represena design
methodology

ThetamgethardwareplatformwereField Programmabl&ateArrays (FPGAS).
FPGAscanberecon gurableby dowvnloadinga softwarebitstream.The software
bitstreamis createdrom theVHDL descriptionusingthe synthesisandimplemen-
tationtools. ThesynthesisndimplementatiotioolsusedvasSynopsys-PGAExpress
3.4andXilinx Xilinx FoundationM 3.2i respectiely.

UsingFPGAsandVHDL offersashortturnaroundimeasshavnin Figure3.10.
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SinceVHDL designoffer ahigherlevel of abstractiorover sayschematicapture,
the designanddelug time associateavith this methodologyis reduced.Oncethe
VHDL descriptiorhasbeenveri ed via simulation,a synthesigool is usedto gen-
eratea netlist. Theimplementatiortool takesthe netlistand mapsthe component
to the target FPGA device. Thenthe placeandroutetools placethe components
androutethe interconnectiongn the FPGA. In the implementatiorstage,timing
constraintcanbe givenandthe tools will try to meetthe constraint. Finally, the
bitstream le of the circuit designis generatedy the implementatiortools for a
speci ¢ FPGA. Downloadingthe speci ¢ bitstreamto corresponding=PGA will
makeit work asperthedescriptionn VHDL.

In the developmentcycle, the targetFPGA device is givenafterthe simulation
stage.Thereforethe sameVHDL descriptioncanbe usedto synthesisaetlistsfor
differentdevices. This featuresoffer portability in that differentFPGA vendors,
familiesandapplicationspeci c integratedcircuits (ASICs) canbe targettedfrom

thesameVHDL description.

3.8 Summary

In this chapter backgrouncdbn cryptographyandsomeof cryptographiclgorithm
weregiven. Also FPGAsandthe Pilchardenvironmentwerepresented.

Most of the previousimplementatiorof DES, Triple-DESandIDEA achieres
high performancéy usingpipeliningin ECB mode.However, mostof applications
recentlysuggesCBC modewhichis moresecure.

Thedecryptionprocessn IDEA involve iterative calculationof subkes, there-
fore,mostIDEA hardwardWMSL95] useprecomputetteysor requiredhewhole
key schedulé832bits)to beaninput. Thiscreates large overheadn datatransfer
of key materialin IDEA cipher

FPGAsare hardwaredevicesvery suitablefor rapid prototypingasits nature

to changats functionality afterfabrication.Pilchardis arecon gurablecomputing
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developmentrnvironmentthatemployFPGAswith aDIMM slotinterfacein order
to improve transferratebetweenPCandFPGA systemsThis ervironmentis used

in this projectasit offer areasonabl@erformancendeasyto useinterface.
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Implementation

4.1 Intr oduction

In this chaptey the implementatiordetailsfor the VPN acceleratoare presented.
Firstly, the hardwareplatform usedfor the implementations introduced followed
by theimplementatiordetailsof DES, Triple-DESandIDEA cipherin differentop-
erationmodes.Thentheencapsulatioof VPN acceleratoin LibDESandFreeS/VAN

is discussed.

4.1.1 Hardware Platform

4.1.2 Recon gurable Hardware Computing Environment

A recon gurablehardwarecomputingervironment,called Pilchard,was usedto
implementheTriple-DESacceleratorPilchardis aDIMM RAM based~PGAsys-
tem. The Pilchardboardusedfor Triple-DESandIDEA acceleratowaspopulated
with a Virtex-E XCV1000Edevice in a HQ240packagewith speedyrade6. The
XCV1000Edevice contains12288slicesalignedin a64 96 CLB array which
equivalentto 1.5 million systemgates.In addition,thereare96 4096-bitBlock
SelectRAMs for storingdataandeightdelay-lockedoopsfor clock multiplication

anddivision.

36
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4.1.3 Pilchard Software

Therearetwo majorcomponentsn the Pilchardsoftwarenamelythe device driver
andapplicationprogrammingnterface(API). The device driver enablesPilchard
to be accessiblevia a DIMM slot and speci es the physicalmemory rangefor
Pilchard. The API perform memory mappingbetweenvirtual and physicalad-
dressedgor Pilcharduponinitialization. A seriesof readandwrite function calls

in the API enableglatatransfeetweerthe PCandPilchardasshovn below.

write32(d,a) A 32-bit word referencedoy pointerd is written to physical
memoryaddressa. This function call fails if ais notin the memoryrange

speci edin Pilcharddriver.

read32(da) A 32-bitwordis readfrom physicalmemoryaddressandtrans-
ferredto memoryreferencedy pointerd. This functioncall fails if ais not

in thememoryrangespeci edin Pilcharddriver.

Theoriginal Pilchardsoftwaredevelopedby M.P. Leong[LLC 01] alreadyhas
a fully functionaldevice driver and 32-bit readand write function calls, namely
write32(d,a)andread32(d,a)Theoriginal versionof PilchardVPN acceleratohad
limitations which its applicationto cipherssuchasDES, Triple-DES and IDEA
employa block lengthof 64-bit. Thereforetwo write32()/ read32(functioncalls
are neededn orderto transferevery plaintect or ciphertext betweenthe PC and
Pilchard.

As aresult,two new API function,write64(d,a)andread64(d,ajeredeveloped
basedon the original read32andwrite32 function calls. In orderto perform64-
bit datatransfer “movqg” [mmx] (move quadword) assemblyMMX instruction
wasused.Both 64-bit API function callsarewrittenin inline assemblywhich can

embeddedhto ary C code.

write64(d,a) A 64-bitdoublewordreferencedy pointerd is writtento phys-

icalmemoryaddress. Thisfunctioncall failsif ais notin thememoryrange
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speci edin Pilcharddriver.

read64(da) A 64-bit doubleword is readfrom physicalmemoryaddressa
andtransferredo memoryreferencedy pointerd. Thisfunctioncall fails if

ais notin thememoryrangespeci edin Pilcharddriver.

For 64-bitwrite functioncalls,a“movl” (move long word) instructionis issued
to copythe 32-bit destinatioraddresgo a 32-bit generalpurposeregister Thena
“movq” (move quadword) instructionis issuedo transferthe 64-bitdatato MMX
register Finally, anothemovq instructioncopiedthe 64-bitdatafrom MMX regis-
ter to the memoryaddresshatreferencedy 32-bitgeneralpurposeregister Also
anemmasinstructionwasissuedo clearthe MMX register otherwise,oating point
calculationswill resultin Not A Number(NAN) in somecases.For 64-bit read
functioncalls,a“movl” instructionis rst issuedto copythe sourceaddressThen
“movq” instructionsare usedto copy datafrom Pilchardto an MMX registerand

nally totheuserprogrammemory

4.2 DESIn ECB mode

4.2.1 Hardware

TheDESalgorithmis acascadef sixteendenticalroundsof operationsn between
aninitial permutatiorand nal permutation. A modulefor oneroundof computa-
tion is formedusingROM32 [Xil00a] andXOR primitives.

The DES coreusedin hereis derived from the VHDL codewritten by Chris
Eilbeck. Sincethereare no datadependenciesy ECB mode. The DES coreis
pipelinedinto 16 stage<orrespondingo 16 roundsin DESshawn in Figure4.2.

The maximumclock rate achieve by the proposedDES core was 60.7 MHz.
Sincethe clock rate of interfaceis limited to 100 MHz, a clock divider wasused

to divide the systemclock by 2. Therefore the DES coreworks at 50 MHz and
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Figure4.2: Systemarchitectureof DESacceleratom ECB mode

themaximumencryptiorrateof the DESimplementatioron Pilchardis around248
Mb/sec.

4.2.2 Software Interface

mempis the baseaddresgointerto Pilchardmappedmemoryrange. The key
materialis transferredo Pilchardat the beginning andthenthe controlregisteris
reseto zeroin orderto resethe DES core. Then32 plaintext blocksaretransferred
to DES core. Whenthe rst plaintext block is transferredo Pilchard,the control
registeris setto 1 in orderto triggerthe startof DES core. Finally, 32 ciphertext
blocksarerecevedfrom Pilchard.

The following is the pseudocodéor a block for 32 DES encryptionsn ECB



Chapter4 Implementation

mode:

1 des_ecb_encryption(key,data,mem p)
2 {
3 [* copy key into key register */

write64(control,control_req) ;

4 write64(key,key req);

5

6 [* initialize control register to reset */
7 control=0;

8

9

10 [* write 32 * 64 bit plaintext */
11 for(i=0;i<32;i++){

12 write64(data[i],memp+i*8);

13 [* early trigger DES core */

14 if(i==0){

15 [* set control register to 1

16 to trigger starting of DES encryption */
17 control=1;

18 write64(control,control_reg);

19 }

20 }

21

22 [* read 32 * 64 bit ciphertext */
23 for(i=0;i<32;i++)

24 read64(&data[i],memp+i*8);

25 }
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Sincethe Pilchardinterfacedoesnot offer interrupts,for the software(PC)to
know aboutthestatusn hardwargPilchard),polling is theonly option. In orderto
achieve highestperformancen DESECB mode theassumptiothatDEScorecan
outputthe rst ciphertet in the periodthatthe 32 blocksof plaintext arewritten to
Pilchardwasmade.Correctnessf operationvasextensvely testedoy comparison

with software.

4.3 DESin CBC mode

4.3.1 Hardware

The DES corewasmodi ed to betotally combinational.Sincein CBC mode,the
currentencryptiondepend®n previousciphertet, only oneencryptions processed

atatime sopipeliningis not effective.

4.3.2 Software Interface

Thefollowing is thepseudocodéor ablockfor 32 DESencryptionsn CBC mode:

1 des_cbc_encryption(key,data,mem p)
2 {
3 [* copy key into key register */

write64(control,control_req) ;

4 write64(key,key_reg);

5

6 [* initialize control register to reset */
7 control=0;

8

9

10 [* write 32 * 64 bit plaintext */
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11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28 }

for(i=0;i<32;i++){

write64(data[i],memp+i*8);

[* set control  register to 1
to trigger starting of DES encryption
control=1;

write64(control,control_reg) ;

[* poll control register for
the end of encryption */
dof

read64(&control,control_reg);

Jwhile(control==0);

I* read 32 * 64 bit ciphertext */
for(i=0;i<32;i++)
read64(&datali],memp+i*8);

*/

43

Theinterfacefor DES CBC mode(Figure4.3) rst requiresresetof the nite

statemachine.Then248different64-bit plaintext aretransferredo Pilchardfrom

PCvia DIMM RAM databus. This is followed by settingthe control registerto

1 in orderto triggerthe nite statemachineand DES core. No interruptroutine

is providedin DIMM RAM interface therefore polling hasto be doneon control

registerto detectcompletionof all encryptionsFinally, all ciphertext arereadback

from Pilchard. The buffer size was chosento be 248 becausdhereis an 8-bit

effective addressspacefor Pilchard,but 8 addressvere resened for control and

key registers.



Chapter4 Implementation

DIMM RAM Interface

I Clk Data Bus
| A A
CE— | ea——— ﬁ
Input Output
Block Block
RAM RAM
A

v
SP v
Key Register

v

{ DEsTcore Ji

a L1

External Control
FSM Register

Pilchard
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4.4 Triple-DES in CBC mode

4.4.1 Hardware

TheTriple-DEScore(Figure4.4)is formedby cascadinghreecombinationaDES
CBC cores.The Triple-DEScoreis combinationalput anexternal nite statema-
chinewasusedo determinghereadinessf inputandoutput. Theproposedriple-
DES coreoperatesat 2.135MHz. The external nite statemachineworks at 50
MHz which s the systemclock (100 MHz) dividedby two. A 64-bit ciphertet is
obtainedevery 32 cycles. Thereforethe performanceof coreis 50  64-bit/ 32 =
100Mb/sec.Thistheoreticalresultagreesvith thereal performancef Triple-DES
hardwardunctionsbenchmarlembeddeadh LibDES.

In our Triple-DEScore,a throughputof 96 Mb/secwasachieved. Triple-DES
consistof threecascadedES coreandthus, it requiremoreprocessindime than
DES.

4.4.2 Software Interface

Thefollowingis the pseudocod®r ablock of 248Triple-DESencryptionsn CBC

mode:

1 3des_cbc_encryption(keyl,key2,k ey3,data, memp)
2 {

3 [* copy key into key register */
write64(keyl,key regl);

write64(key2,key_reg2);

write64(key3,key_reg?3);

[* initialize control register to reset */

© 00 N o o1 b

control=0;
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10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30 }

write64(control,control_req) ;

[* write 248 * 64 bit plaintext */
for(i=0;i<248;i++){

write64(data[i],memp+i*8);

[* set control  register to 1
to trigger starting of DES encryption
control=1;

write64(control,control_req) ;

[*  poll  control register for
the end of encryption */
dof

read64(&control,control_reg);

Jwhile(control==0);

[* read 248 * 64 bit ciphertext */
for(i=0;i<248;i++)
read64(&datali],memp+i*8);

*/

47

The Triple-DES CBC modeinterfaceis similar to DES CBC mode, the only

differencebeingthe key size. Also the throughputof Triple-DES CBC modeis

lowerthanDESCBC modesincethe datapattior Triple-DESis threetimeslonger
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4.5 IDEA in ECB mode

4.5.1 Multiplication Modulo

Modulo multiplicationis the bottleneckin the IDEA algorithm. In a singleround
of the algorithmthere are four modularmultiplicationsso a well-designedmul-
tiplication modulo operatoris crucial sinceit directly affectsthe system
performancéothin termsof areaandthroughput.

Themodulamultiplicationalgorithmdescribedn Section3.3.1wasusedn our
designputinsteadof taking and asinputs,theoperatotakes and asinputs.
As oneof theoperandss asubke whichis regardedasaconstantthemodi cation
eliminatesone subtractionoperatorby taking the advantageof pre-decremented
subkes (Section3.3.1,pseudocodéne 6).

In orderto implementa well-designednultiplicationmodulo operator
thethroughpubf theoperatoiis maximizedoy introducingmorepipelinestagesin
ourdesign,16-bitmultiplier usedn Section3.3.1(pseudocodkne 7) is constructed
by Xilinx CORE Generato{XilOOb] which hasa lateny of 4 cycles. And the

multiplicationmodulo operatomipelinehasalatengy of 7 cycles.

4.5.2 Hardware

The IDEA algorithmis a cascadef eightidenticalroundsof operationsfollowed
by a outputtransformation. By instantiatingbuilding blocks, that is, additions,
XORsandmodulamultiplicationsandinsertingappropriatestagdatchedor time-
alignment,a modulefor oneroundof computations formed. For the bestarea-
ef ciency, stagdatchesareconstructedby Virtex SRL16Eprimitives[Xil99, GA99.

Dueto limited hardwaregesourcessachroundof thealgorithmsharegshesame
physicalresourcebut with differentkey-schedulesTheoutputtransformatioralso

reuseshe resources.In our implementatiorthe key-schedulesare storedinside
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ROM primitives. The architectureof the bit-parallelIDEA coreis shovn in Fig-
ure4.s.

As mentioneckarliet for ECB modeoperationsgatadependenciesf theIDEA
algorithmhave no feedbackpaths.This propertyenabledhe roundarchitecturego
takeinputvaluesuntil the pipelinedis lled, andoutputvaluesareredirectedo the
inputof thepipelinesubsequentlyin anIDEA round,thedatapasseshroughthree
multiplicationmodulo operatorseachof which hasa lateng of 7 cycles.

Thusthefull roundpipelinehasalateny of 21 cyclesFor anoutputtransformation,



Chapter4 Implementation 50

the datamustpassthrougha single multiplication modulo operatorwith

pipelinelateny of 7 cycles. Thereforeghecorehasatotallateng of

cycles. The coretakes21 64-bit plaintexts per cycles,equvalently

performingencryptionat Mb/secwith a systemclock rateof
MHz. For instanceat a 82 MHz clock rate,the coredeliversan encryptionrate

of 583Mb/secwith alateny of 2.134

4.5.3 Software Interface

Thefollowingisthepseudocodéor ablockof 1751DEA encryptionsn ECBmode:

1 idea_ecb_encryption(data,memp)

2 {

3

4 [* initialize control register to reset */
5 control=0;

6 write64(control,control_req) ;

7

8 [* write 248 * 64 bit plaintext */

9 for(i=0;i<175;i++){

10 write64(data[i],memp+i*8);

11

12 [* set control register to 1

13 to trigger starting of DES encryption *
14 control=1,;

15 write64(control,control_req) ;

16

17 [* poll control register for

18 the end of encryption */

19 dof
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20 read64(&control,control_reg);
21 twhile(control==0);
22

23 [* read 175 * 64 bit ciphertext */
24 for(i=0;i<175;i++)

25 read64(&data[i],memp+i*8);

26 }

The IDEA ECB modeinterfaceis similar to DES CBC modeandTriple-DES
CBC modeinterfaces.However, in the IDEA ECB mode,the key-schedulas pre-

computedandstoredin FPGA.Thedatatransferof key-schedulas elimated.

4.6 Triple-DES acceleratorin LIbDES

In the above sectionsthe Triple-DEScipherinterfacefor Pilchardwasintroduced.
AnotherTriple-DESfunctionswasimplementedn LibDES which usesPilchardas
hardwareaccelerator Both kernelmodeversionandusermodeversionhasbeen
developed. Most of the cryptographicsoftwaresoperatesn usermode, however,
becausd-reeS/VAN manipulatedPSecpacketin kernelmode,a kernelversion
wasalsorequired.The usermodeandkernelmodefunctionsdiffer from therepre-
sentatiorof memoryaddressnappingfor Pilchard.In usermode,avirtual address
is usedin interfacefor Pilchard,however, a directaccesdo a physicaladdresss
usedin kernelmode.

As LibDES is a widely usedencryptionlibrary for openSSLand otherappli-
cations,the encapsulatiorof the Pilchardbasedacceleratointerfacein LIbDES

enablestherapplicationto easilyutilize the Pilchardboardaccelerator
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4.7 Triple-DES acceleratorin FreeS/\WAN

In our implementatiorof a Triple-DESacceleratoon Pilchard,a simplesoftware
interfacewas built in orderto performveri cation benchmarkand performance.
Modi cations were neededo integratethe Triple-DES hardwareacceleratoand
FreeS/VAN.

The architectureof VPN and IPSEC protocolswas unchangedtherefore,no
majormodi cation on FreeS/VAN wasrequired.Modi cations weremadeon Lib-
DES,andthe softwarebasedESfunctionswerereplacedy callsto thehardware
acceleratoon Pilchard.

In FreeS/VAN, thereis a datastructurethat storesthe encryptionkey in the
form of a key-schedule.In Triple-DES acceleratoon Pilchard,the key provided
shouldbe araw-key. Therearetwo solutionsto this problem.

Theinterfaceof Triple-DESacceleratoon Pilchardcouldbemodi ed to accept
a key scheduleasinput. However, this modi cation will have greatimpacton the
performancef the Triple-DESacceleratorFor Triple-DESencryption,a raw-key
of 3 64-bit= 192-bitis neededbut if key schedulevereused3 16 48-bit=
2304-bitareneededo storethekey scheduleThis methodrequiresl2 timesmore
storageandtransferthereforethis methodwasnotused.

Onthe otherhand,LibDES canbe modi ed suchthatit canacceptaraw key.
However, problemswith FreeS/VAN compatibilityareencounteredn FreeS/VAN,
thereis adata-structurédb (tunneldescriptoiblock) storinginformationaboutVPN
connections.This includesthe sessiorkey for the connection.Unfortunately tdb
only hasentry for the key schedule. To minimize modi cations on FreeS/VAAN
codesa seriesof functionswererewritten so thattdb datastructuredoesnot need
to bechanged.

Beforethe connections readyandtdb datastructures lled, araw-key would
beusedduringtheprocessThedessetke() functionis calledto transfornthisraw-

key into a key schedule.Thenthe key schedulas lled into thetdb tdbkey e
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entry of the structure.For Triple-DES,tdb  tdb_key eis anarrayof 3 16
64-bit for storing3 differentencryptionkeys with 16 rounds. For dataalignment,
each48-bit subke is storedin a 64-bit arrayelement. Thereare 3 differentkeys
usedin Triple-DESsodessetkg () is called3 times.

First of all, modi cation were madeto the dessetke/() function. The 64-bit
raw key is passedo the rst arrayelemenwithoutmodi cation. Thereforecalling
dessetke 3 timeswill resultin raw key 1 beingstoredin tdb  tdb_key_e[0] and
raw key 2 storedin tdb  tdb_key e[15]. Finally, thelastraw key is storedin tdb

tdb_key_e[31]. Otherarrayelementsaareemptysinceareno longerusedfor key
manipulation.

Thentheinterfacefor Triple-DESacceleratowasembeddeth desede3cbc encrypt().
Dueto thefactthatthey have differentdatastructuresconversionof datastructure

betweernnputsandoutputsis necessary

4.8 IDEA acceleratorin FreeS/\WWAN

In FreeS/VAN, the availableoptionsfor encryptionareDES andTriple-DES.The
IDEA acceleratowasmadein orderto demonstratéhe possibilityfor addingother
encryptionalgorithmsandasa high speedacceleratofor FreeS/VAN. The IDEA
ECBmodecipherthatwasdiscusseth Sectiord.5wasimplementecchieving 248
Mb/secon Pilchardboard,doublethe performancef the Triple-DESCBC core.
The IDEA acceleratomterfaceis similar to Triple-DES CBC interfacewith a
differencein key managementln IDEA, the determinatiorof the decryptionkey-
schedulewvasdonein software. For an IDEA encryption, -bit is
needed.The overheador input of key-schedulas hugeandasaresult,the IDEA

corehasa hard-wiredkey-scheduldor achiezing high performance.
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4.9 Summary

In this chapteretailsof theimplementatiorfor differentcryptographialgorithms
in differentmodesof operationwerediscussed.

A Triple-DESacceleratoandanIDEA acceleratowereimplementeanPilchard
whichemploysVirtex-E™ XCV1000EFPGAS.

BetweerthePilchardinterfaceof theTriple-DESacceleratoandLibDES, a dif-
ferentkey representatiowasused.Sincein hardwaredatatransferanddatastorage
shouldbe minimized,araw-key ratherthanakey schedulevasused.LibDES was
modi ed accordingly

In the IDEA acceleratqrthe calculationof decryptionkey-scheduleequireit-
erationswhich s dif cult to realizein hardware.The 832-bitkey-schedulecreate
large overheadon datatransfer As a result, key-schedulevashard-wiredin the

IDEA accelerator
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Results

5.1 Intr oduction

In this chapterresultsobtainedrom the PilchardsystemarepresentedFirstly, the
benchmarkingandtestingenvironmentis introduced. This is followed by perfor
mancaneasurements theIDEA andTriple-DESacceleratorFinally, benchmarks

usingFreeS/VAN arepresented.

5.2 Benchmarking environment

In thiswork, two computersetupwith identicalcon gurationwereusedor bench-
markingandobtainingall results.Thesetwo computersonnecto a 100Mbit net-
work via ahubrunningFreeS/VAN versionl.5with Linux Kernel2.2.16asshavn

in Figure 5.1.

CPU P-IIl 866

RAM 128MB

Motherboard | AsusCUSL?2

(Intel 815EPchipset)

Networkcard | 3COM590(100Mbit networkcard)
(O Mandrakev7.2with kernel2.2.16

Table5.1: Con gurationof machinefor benchmark.

55



Chapter5 Results 56

5.3 Performance of Triple-DES and IDEA accelera-
tor

TheTriple-DESandIDEA processorsn Pilchardwereveri ed usingthe Synopsys
VHDL Simulator andwassynthesizedisingSynopsy$PGAExpress3.5andXil-
inx FoundationSeries3.3i, with Xilinx Virtex-E XCV1000E-6asthetargetdevice.

Both processorsvere successfullymplementedn Pilchardboard. All imple-
mentationswvere testedusing Pilchardcard with a memoryslot interfacewith an
Xilinx Virtex-E XCV1000E-6FPGAasProcessindelement(PE).

5.3.1 Performanceof Triple-DES core

Triple-DES coreis madeof threeDES coresandtherefore the throughputof the
Triple-DEScoreis directly proportionako throughpubf DEScore. A studyof area
andspeedradeofs for a DES corewith differentnumberof roundswasconducted
in orderto choosean ef cient Triple-DES core with high throughput. Table 5.2

shav the performancef differentDEScoresin ECB mode.

Numberof Area | Clockrate | Throughput
combinationaltounds| (slices) (Mb/sec)
1 47 58.42 233.68

2 765 51.3 4104

4 877 23.38 374.08

8 1121 12.32 394.24
16 1666 5.94 380.16

Table5.2: AreaandSpeedlradeof amongDES corewith differentrounds

FromTable5.2,the performances similaramongthe DES cores.Thereforea
corewith 16 roundswaschosersinceit hasa simplercontrolandhostinterface.
TheTriple-DESCBC coreusegshreecombinationaDES coreswith 16 combi-

nationalrounds.It requiresc368Virtex slices,whichis 43.68%of thetotal 12288
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Figure5.1: Architectureof the DES corewith differentnumberof combinational
rounds

slicesin aXilinx Virtex-E XCV100Edevice,andoperatesit2.135MHz, achie’zing
throughpuof 2.135MHz  64-bit= 136.64Mb/sec.

The Triple-DESacceleratowastestedon the machinedescribedn Table 5.1.
Performancavastakenasthe time to processdatausing Triple-DES encryption.
The Linux kernelfunctiondo_gettimeofday(Wwasusedfor timing. Includingsoft-
wareoverheadpur Triple-DESacceleratoachiezesa measuredhroughpuof 120
Mb/sec.Accordingto gure 5.2,theperformancef the Triple-DESacceleratofor
smallamountf datais muchlower thansoftware.As datasizeincreasesheper
formancencreasesjuickly andachievesa higherperformancehansoftware.This
gure doesnotreachto the 136.64Mb/secperformanceabove dueto handshaking

overheads.
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Figure5.2: Performancef Triple-DESacceleratowith differentencryptionsize

5.3.2 Performanceof IDEA core

The IDEA core s a fully-pipelined ECB implementation(8 roundswith output
transformations)yvhichrequire9568Virtex slicesandoccupies 7.86%of a Xilinx
Virtex-E XCV100E device. It achieves clock rate of 60.14MHz. The expected

throughpubf thelDEA coreis cycles 60MHz 64bits=1920Mb/sec.

The IDEA acceleratowastestedon the samemachineand samesetupasthe
Triple-DESacceleratorThe IDEA acceleratoachieves248 Mb/secwith all over-
headsincluded. Comparedo the expectedperformanceof the IDEA core, it is
relatvely low. However, Pilchardboardcanonly achieze around248 Mb/secfor

I/O accessn uncachablenode.
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5.4 Benchmark of FreeS/WAN

5.4.1 Triple-DES

In the seriesof testsfor FreeS/\MAN, the encryptionstandardwas chosento be
Triple-DESandauthenticatioralgorithmMD5-96, which s referredas 3des-md5-
96 in FreeS/VAN. 3des-md5-96s the defaultencryptionandauthenticatioomode
suggestetby FreeS/VAN.

ttcp [ttcb, ttca] wasusedto measurehe throughputof the benchmarkandthe
benchmarkvasconductedor both TCP andUDP protocols.Differentparameters
for ttcp wereselectedandtested.However, thettcp parameterslid not have major
effect on the benchmark. As a result, the following ttcp benchmarksvere done
usingthe defaultsettingsof 8192 (sourcebuffer) and2048(networkbuffer) bytes
respectrely.

Anotherutility iperf wasusedto measurehethroughputandsimilar testresults

wereobtainedasttcp.

Protocol| Side Throughput | Throughput| Performance
no FreeS/VAN | FreeS/VAN | degradation
(in Mb/sec) | (in Mb/sec) (%)
TCP sender 67.024 35.448 47.72
TCP recever 66.968 35.360 47.19
UDP sender 93.848 45.560 51.45
UDP recever 93.536 45.536 51.32

Table5.3: Benchmarlof ttcp with/without FreeS/VAN

For every packetsentoutin singleway connectionanacknavledgmenipacket
is receved. Theacknavledgmenpackets smallin sizeandwhichnotfavor theuse
of Triple-DESacceleratorin thiswork, the encryptionof acknavledgmentpacket
is handledby LibDES which hasbetterperformancevhenthe encryptionsizeis
small. However, this factorlimits thespeedup of theuseof Triple-DESaccelerator
in FreeS/VAN.
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Protocol| Side | Throughput| Performance
Mb/sec | Improvement(%)

TCP sender| 45.788 29.1

TCP recever 45.660 29.1

UDP sender| 53.021 16.4

UDP recever 52.882 16.1

Table5.4: Benchmarlof ttcp with FreeS/WAN usingPilchardbasedaccelerator

As shawvn in Table 5.3, throughputusing IPSecis around50 % of throughput
withoutIPSEC.The performancef FreeS/VMAN withoutIPSECmayrepresenthe
bandwidthof a 100 Mbit networkwith overhead.In theory a 100 Mbit network
offers100Mb/sec.Thisis slightly higherthanthe 93 Mb/secperformanceavithout
FreeS/VAN. Thusit canbeseerthattheperformancef VPN usinglPSeds limited
by the speedf the softwarecryptographidibrary.

In Table5.4, FreeS/VAN with the Triple-DESacceleratooffersa 30 % speed

up over theoriginal softwarecryptographidibrary.

5.4.2 IDEA

SinceFreeS/VAN doesnot have IDEA library, no softwareperformancecan be
provided. However, asshavn in Table 5.3, the performanceof FreeS/VAN with
softwarecryptographidunctionsis limited by theperformancef LibDES. Accord-
ing to theIDEA library providedin openSSlwritten by Eric Young,the estimated
performancef FreeS/VAN usingIDEA is 116.32Mb/sec. FreeS/\MAN canoffer
sameperformanceisingthis library asa 100Mbit network.

TheIDEA acceleratowasveri ed by usingping andtcpdumpcommand.The
recever sideusetcpdumpto monitorthe incomingpacketpattern,andthe sender

useping commando sendout ping packetwith specialpattern.
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5.5 Summary

In this chaptey the performanceof Triple-DES and IDEA acceleratomwere pre-
sented.Also benchmark®f FreeS/VMAN usingthe Triple-DESaccelerators dis-
cussed.

FreeS/VAN in IPSECwith LibDES achiezesonly 50%of performanceswith-
out IPSEC,this shaws thatthe currentsoftwarecryptographidibrary is not capa-
ble usingin networkapplications.FreeS/VAN usingour Triple-DES accelerator
achieves55%- 70% of the performancevithout FreeS/VAN, whichis a 30%im-

provementover software.
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Conclusion

Theobjectie of thisthesiswasto developa FPGA-basedcceleratofor virtual pri-
vatenetwork. A studyof FreeS/VMAN andLibDES wasconductedwhich shaved
thatthe performanceof FreeS/VAN is limited by the speedof the Triple-DESci-
pher ThereforeanTriple-DESFPGA-base@cceleratowasproposedo increase
theperformancef FreeS/VAN.

Area and performancdradeofs amongdifferentDES coreswere studied. It
wasshavn that DES corewith a differentnumbersof combinationaroundsgive
similar performance However, the areaof a DES coreincreasedinearly with the
numberof combinationafounds.To simplify theimplementationa DES corewith
16 combinationatoundswasimplementedBesideDEScore,variousof hardware
implementation®f differentcipherswerecompared.Theresultsconcerninghese

candidatesindthe acceleratoareasfollows:

hardwareamplementatiorof IDEA in ECB mode,DES in ECB mode,DES
in CBC modeandTriple-DESin CBC modewereimplementedn Pilchard,
which populatedwith Xilinx Virtex-E XCV1000E device. The estimated
throughputof the coreswere3848 Mb/sec,1942.4Mb/sec,360 Mb/secand
136.8Mb/secrespectrely.

the coresweretestedon the Pilchardplatformin uncachablenodeandthe
performancef IDEA in ECB mode,DESin ECB mode,DESin CBC mode
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andTriple-DESin CBC modewere 248 Mb/sec,248 Mb/sec,248 Mb/sec,
120Mb/secrespectiely.

avirtual privatenetwork(FreeS/WWAN) wasintegratedwith the FPGA-based
acceleratoandtested. Benchmarkshawved that virtual privatenetworkof-
fer 30%improvementusingthe hardwareacceleratoover a softwarelibrary.

Notethatimprovementof 89%is achievablefor in nitely fastaccelerator

the FPGA-basedTlriple-DES acceleratoffor VPNs offers an adwantageof
high computionalpower only for large datasizes. Accordingto Figure5.2,
the hardware@mplementations slower thansoftwarefor smalldatasizedue
to datatransferoverheads.However, if the datasizeis large, the hardware
implementatiorprovides a threetimes speedupver software. Due to this
issue theoverall speedumf the VPN acceleratoapplicationwaslower than

expected.

Thebottleneckfor VPN solutionswasveri ed to bethe encryptionthroughput.
TheTriple-DESandIDEA acceleratowereimplementedo increase¢heencryption
throughputandhencethe performancef VPN solutions.VPN solutionscanattain
the samespeedas a 100 Mbit networkif a fasterTriple-DES and IDEA cipher
wereimplemented.This work demonstratethe effect of employingcryptographic

hardwarean networkapplications.

6.1 Futuredevelopment

Rijndaelis announcedo be AdvancedEncryptionStandard/AES), the new en-
cryptionstandardasareplacementor DESandTriple-DES,by NIST in FIPS-197.
Rijndael offers a fasterhardwaremplementatiorcomparedwith DES aswell as
alongerkeysize. Therefore,t is feasibleto implementa Rijndaelacceleratofor

virtual privatenetwork.
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As the numberof systemgatesof available in an FPGA increaseaccording
to Moore's Law, it is feasibleto implementseveral cryptographicalgorithmsin a
single chip. Differentcryptographicalgorithmscan be usedfor a virtual private
networkwith differentencryptionoptionswithoutrecon guringthe hardware.

In this work, the throughputof Triple-DESandIDEA acceleratorsiregreatly
belon the maximumthroughputhatPilchardcardcanattainbecaus®f handshak-
ing overhead If anetworkcardinterfaceandthe corresponding CP/IPandIPSec
packethandlingmodulesareall implementedn theFPGA, mary transferdetween

Pilchardcardandthehostcanbeeliminated greatlyimproving performance.
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