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Abstract

Virtual PrivateNetworks(VPN) arebecomingincreasinglypopularnetworkarchi-

tecturesfor corporatenetworks.They enablecorporationsto connectLocal Area

Networks(LAN) in mainandbranchof�ces asif they werein the samenetwork.

As VPNsarebuilt on theInternetinfrastructure,thedataexchangeamongdifferent

localareanetworkwill bepassedthroughtheInternetandthuscanbeeasilyeaves-

dropped,masqueraded,etc. Therefore,certainsecuritymeasuresmustbe usedto

dealwith theseprivacy issues.

The InternetProtocolSecurity(IPSec)by the InternetEngineeringTaskForce

(IETF) addressesthe above mentionedsecurityissues.A projectcalledthe Free

SecureWideAreaNetwork(FreeS/WAN) wasdevelopedto provideanopensource

IPSecbasedVPN solution. This applicationuseTriple-DESasdefaultencryption

modefor IPSec.Resultsshow that thebottleneckin FreeS/WAN comesfrom en-

cryptionanddecryptionof thedata.

Asshown in thisdissertation,theperformanceof FreeS/WAN with IPSecis50%

of that without FreeS/WAN. In orderto improve performanceof encryption,�eld

programmablegatearray(FPGA)basedacceleratorswerebuilt onarecon�gurable

computingdevelopmentplatform called Pilchard. An implementationof Triple-

DESonPilchardwasbuilt to replacethecurrentTriple-DESsoftwarebasedlibrary

(LibDES)usedin FreeS/WAN. To compareperformanceof Triple-DESwith thatof

anothercipher, a Pilchardbasedacceleratorfor the InternationalDataEncryption

Algorithm (IDEA) wasdeveloped.

The resultingimplementationsachieved 120 Mb/secfor Triple-DES in CBC
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modeand248Mb/secfor IDEA in ECB mode.Thesecipherswereusedasa new

cryptographiclibrary for FreeS/WAN. Measurementsshow that this FPGA-based

FreeS/WAN offersa30%speeduponTriple-DESCBCmodeover theoriginalsoft-

warelibrary.
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Chapter 1

Intr oduction

1.1 Moti vation

In aprivatenetworkof abusiness,informationandresourceareshared.Information

�o w is very importantnowadays,for example,the operationalcostsof a business

can be cut down if a bettersupplychain model is employed. The businesscan

improveits servicesby sharinginformationinternallyandwith itsbusinesspartners.

Also dueto the globalizationof businessenvironments,corporationshave of�ces

all over theworld. Thedifferentgeographicallocationsmakeconnectionsamong

differentprivatenetworksdif�cult.

TheVirtual PrivateNetworkis anarchitectureto realizetheconnectionsamong

differentprivatenetworksover a public network.For example,theInternetcanbe

usedasa convenientandlow costchannelfor a virtual privatenetwork.Internetis

a public channelandis not secure.Cryptographicalgorithmscanprovide a way to

securechannelbetweenprivatenetworksover Internet.

Field-ProgrammableGateArrays(FPGAs)arehardwaredeviceswhich arere-

con�gurable,i.e. programminganFPGAcanchangeits functionally. Implementa-

tionsof cryptographichardwareusingFPGAsoffer higherperformancethansoft-

wareimplementations.Softwareimplementationsof cryptographicalgorithmsare

sequentialin nature.However, in cryptographichardware,algorithmscanexecute

in parallel,offeringa moreef�cient implementation.Thereareseveraladvantages

1



Chapter1 Introduction 2

to useFPGAsasthechoiceof hardwaredevice for a virtual privatenetworkaccel-

erator:

 mostnetworkapplicationsoffervariousencryptionstandardsasoptions.With

FPGAs,it is possibleto recon�gure the chip for differentencryptionstan-

dards.

 FPGAsoffer lower costsfor small volumes,shorterdevelopmenttimesand

fastertime to marketoverapplicationspeci�c integratedcircuit (ASIC) tech-

nology.

 the technologyand capacityof FPGAscontinueto improve over previous

years.Theperformanceof FPGAacceleratorcanbe improvedoncea faster

device is availablewithoutany furtherengineering.

1.2 Aims

Themainaim of this work wasto developan FPGAbasedacceleratorfor Virtual

PrivateNetworks.Thefollowing featuresweredesired.

 developa hardwareacceleratorwhich is integratedinto a realnetworkappli-

cation.

 designvariouscryptographichardwareacceleratorsto widen the choiceof

algorithm.

 devisea hardwareinterfacewhich is fully compatiblewith an existing soft-

warecryptographiclibrary for usagein otherapplications.

 provide a high performancehardwareacceleratorfor Triple DataEncryption

Standardin Cipher-Block ChainingmodeandtheInternationalDataEncryp-

tion Algorithm (IDEA) in ElectronicCodeBook(ECB)modeby usinganew

recon�gurablehardwareenvironment- Pilchard.
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1.3 Contrib utions

ThisthesispresentsaFPGAbasedcryptographicacceleratorfor virtual privatenet-

work. Thework presentedin thisthesishasthefollowing featuresthatdistinguishes

it over all previousdesigns:

 astudyof tradeoffs in parallelandserialimplementationsof theInternational

DataEncryptionAlgorithm wasmade[CTLL01]. In this work, thebit-serial

implementationof IDEA wasimplementedby M.P. Leong[LCTL00]. In the

bit-parallelimplementationof IDEA, thepipelinedIDEA corewasmy work

andthecontrolsectionwasimplementedby K.H. Tsoi.

 improvementsto the device driver for the the Pilchardrecon�gurablehard-

wareenvironmentweremadein orderto improve thebandwidthbetweenthe

PCandtheFPGA.

 a high performancecryptographicacceleratorwasintegratedin a real VPN

applicationandits performancemeasured.Althoughhardwarebasedcrypto-

graphicaccelerators(summizedin Section2.6)exist in commercialproducts,

to thebestof my knowledge,detailedreportsof theirdesignandperformance

have notbeenpublished.

1.4 ThesisOutline

Backgroundinformationconcerningvirtual privatenetworkarepresentedin Chap-

ter 2. Chapter3 providesa descriptionof previous work on the IDEA andDES

algorithmsaswell astheir implementationin hardware.Also the toolsandrecon-

�gurable hardwarethatwereusedin this researchareintroduced.Chapter5 intro-

ducethearchitecturaldetailsof anFPGAbasedVirtual PrivateNetwork. Chapter

6 containstheresultsandbenchmarksfor this research.In Chapter7, conclusions

andfurtherdirectionsfor work aregiven.



Chapter 2

Virtual PrivateNetwork and

FreeS/WAN

2.1 Intr oduction

In this chapter, backgroundknowledgeaboutvirtual privatenetworksanda VPN

solution- FreeS/WAN aregiven. This chapterbegins with a brief introductionto

Virtual PrivateNetworksusingIPSec. A sectiondiscussingthe InternetProtocol

Securityprotocol(IPSec)is included,followedby informationaboutLibDESwhich

is a popularsoftwarecryptographiclibrary. Finally, thedetailsaboutFreeS/WAN

is given.

2.2 Inter net ProtocolSecurity (IPSec)

IP packetsarenot secureover the Internet. It is trivial to fake the identity of an

IP address,modify thecontentof packets,replaypacketsandinterceptpackets.In

addition,we cannotguaranteethat IP packetsreceivedareeithercomingfrom the

original sourceor thatthecontentis theoriginalcontent.

Therefore,the IPSecprotocol[KA98c] wasintroducedto solve the following

problems:

4



Chapter2 Virtual PrivateNetworkandFreeS/WAN 5

1. Eavesdropping: anadversaryeavesdropsontheInternet,capturingdatapack-

ets,e.g.creditcardnumbers,loginnamesandpasswords,etc.canbeobtained

by eavesdropping.UsingtheIPSecprotocol,datatraf�c is encryptedsothat

it is dif�cult to obtainusefulinformationby eavesdropping.

2. Masquerading: anadversaryfakeshis IP addressto masqueradeasa trusted

host when address-basedauthenticationis used. The IPSecprotocol pro-

videsacryptographicauthenticationmethodto protectagainstmasquerading.

With theIPSecAuthenticationHeaderProtocol,a receivercanmakesurethe

sourceof datais asclaimed.

3. Sessionhijacking: anadversarytakesover a connectionafterthesourcehas

beenauthenticated.Thisscenariowill notoccurwith IPSecprotocolsincethe

adversaryhave no knowledgeaboutthesessionkeys, which is negotiatedin

theIPSecInternetKey Exchangeprotocol,sothey cannotencryptor decrypt

thedatapackets.

4. Denial-of-service: An adversarysendsa hugesequenceof connectionre-

queststo the target in order to makethe target systemover�ow the buffer

space.For example,emailbombing,TCPSYN �ooding, etc. Althoughthis

kind of attackis still possiblewith the useof IPSecprotocol,the adversary

will exposehis realIP addressdueto thefact thatall datapacketsshouldbe

properlyauthenticated.

TheIPSecprotocolprovidesthreefunctionalitiesusingthreedifferentprotocols:

 theAuthenticationHeader(AH) protocol

 theEncapsulatingSecurityPayload(ESP)protocol

 theInternetKey Exchange(IKE) protocol

TheAuthenticationHeader(AH) protocol[KA98a] canauthenticatethesource

of datapackets,protectthe completenessof the datapacketsandprotectagainst
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replayattacks.ESP(EncapsulationSecurityPayload)protocol[KA98b] sharesall

propertiesthat AH hasand it canalsoprotectdatafrom unauthorizeddisclosure

andprovideprotectionagainsttraf�c �o w analysis.Thesecurityprovidedby IPSec

needsto usesharedkeys in orderto authenticateandencryptthedatastreams.The

InternetKey Exchange(IKE) protocol[HC98] is usedto dynamicallyauthenticate

partiesinvolvedin IPSec,negotiatetheencryptionmethodused,andproduceshared

keys.

2.3 SecureVirtual PrivateNetwork

In this work, the term Virtual PrivateNetwork (VPN) [DH99] is useto refer to

thearchitecturethata privatenetworkconstructedwithin a public networkinfras-

tructure. The connectionof this networkarchitecturecanbe eitherencryptedor

unencrypted.Also it is possibleto implementVirtual PrivateNetworkson other

networks,in this project,theInternetis assumed.IPSecis oneof theprotocolthat

mayusein VPN architecturethatprovidesecurityandprivacy by cryptographical-

gorithmsandhashfunctions.Anotherterm,SecureVirtualPrivateNetwork(SVPN)

refersto a VPN with IPSec.

Thekey conceptof Virtual PrivateNetworkis tunneling.With tunneling,VPNs

provide connectionand protocol transparency amongdifferent Intranetsof same

organizationor evendifferentparties.For connectiontransparency, differentparties

are connectedtogetheras if they wereon the samenetwork. They do not need

to know themechanismandthedetailsof connections.For protocoltransparency,

differentpartiesusingdifferentprotocolcanbeconnectedtogetherasif they were

usingthesameprotocol. This is achieved by encapsulationof datapacketsat the

end-pointsof a tunnelwith a differentprotocol.

Althoughtherearemany advantagesassociatedwith usinga VPN over the In-

ternet,the datawould be transmittedin plaintext over an insecurechannel. The

Intranetof a partyis exposedto attacksfrom Internetwhichviolatesthemajoraim
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of VPN to beaprivatenetwork.

Therearetwo majorin commonprotocolsfor VPNs.

1. IPSec

2. PPTP

PPTPis theprotocolusedin Microsoft'sVPN productandis proprietary. Thus,

this work will focuson IPSecwhichwill documentedby theIETF in RFCs[iet].

InternetProtocolSecurity(IPSec)is a protocolproposedto solve theconcerns

aboutsecurityand privacy. IPSecprovide mechanismsto authenticatedifferent

partiesanddatapacketsareprotectedby encryptions.

To summarizeherearesomeVPN characteristics:

1. TheVPN usestheInternetastheunderlyingpublicnetworkinfrastructure.

2. TheVPN usesthe IPSecasprotocolto ensureprivacy at thenetworklayer.

Thismeansencryptionis doneaspereverypacket.

3. Privateaddressingschemescanbe usedin IntranetsandIP addressis only

usedoncommunicationof end-pointsof tunnel.

Assuggestedby mostvendorsof VPNsolutions[vpnc], therearethreescenarios

that shouldbe dealwith in order to meetthe requirementsof a business.Three

differenttypesof usersshouldbeableto grantaccessto theVPN of a corporation.

They areremoteusers,branchof�ces andbusinesspartners.

1. Remoteaccessnetwork - A remoteuserat homeor on roadneedsaccess

to his/hercompany's resources.The VPN shouldenablethe remoteusers

to work asif (s)hewasat a workstationin theof�ce. Dif ferentconnections

methodshouldbe provided in order to achieve the remoteaccessinto the

network,e.g.dialup,ISDN, mobileIP, etc.
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Internet / FR / ATM
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Figure2.1: Virtual PrivateNetwork

2. Branchof�ces network- Two or moretrustedIntranets,which representdif-

ferentbranchandremoteof�ces of acorporation,areinterconnectedtogether

by a VPN. Very often, Intranetsareprotectedby �re walls which canact as

securegateway connectto the Internet. Client workstationsdo not have to

worry aboutthesecuritybetweenIntranetssincethis is ensuredby theVPN.

3. Businesspartnersnetwork- This is referredto asanExtranetby many VPN

solutionvendors.It shouldbethemostrecenttrendfor VPN usage;however,

it is the scenariowith leastknowledge. Corporationscangrant their busi-

nesspartnertemporalandlimited accessto theirIntranet.Electronicbusiness

applicationsamongbusinesspartnersincludeonlinequotations,orderful�ll-

ment,etc.
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2.4 LibDES

LibDES is a publicity availablesoftwarelibrary for DESandTriple-DES,written

by Eric Young[lib]. It offersa largevarietyof highly optimizedDESandTriple-

DESfunctionsin differentmodes.Forexample,DESin ElectronicCodebookMode

(ECB), DESin CipherBlock ChainingMode(CBC), 3DESin ECB mode,3DES

in CBC mode,etc. LibDES is a commonstandardlibrary which is usedin various

applicationsuchasopenSSL.

2.5 FreeS/WAN

In this work, thebaselinesoftwareusedfor theimplementationof theVPN accel-

eratorwasFreeS/WAN. FreeS/WAN [Nap00,Fre00] standfor FreeSecureWide

AreaNetwork.FreeS/WAN is currentlythemostcompleteopensourceVPN solu-

tion availableon Linux. In here,theversionof FreeS/WAN usedin this projectis

1.5. It is currentlybuilt for Linux IPv4networkstackandwork hascommencedto

integrateinto theIPv6networkstack.

FreeS/WAN supportsboth remoteaccessnetworkandbranchof�ce network,

however, it doesnot supportbusinesspartnernetworksbecausethesoftwaredoes

nothave any mechanismfor temporalandlimited accessto network.

LibDESis usedin FreeS/WAN astheDESandTriple-DESlibrary. In LibDES,

DES andtriple-DESin differentmodesareperformedin software.Replacingthe

softwareDESwith ahardwarebasedimplementationis themainfocusof thiswork.

Theversionof LibDESusedin FreeS/WAN v1.5is version4.04.

2.6 Commercial VPN solutions

TherearecommercialVPN solutionsusingeithersoftwareor hardwareimplemen-

tationsfor differentcryptographicalgorithms. Although differentsolutionsmay
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havedifferentbuild-in cryptographicalgorithmoptions,Triple-DESis availablefor

all VPN solutions.Performanceof VPN solutionsusingTriple-DESfrom different

vendorsis comparedin Table2.1andTable2.2.

CiscoSystemsInc. hasa wide rangeof VPN solutionswith differentspeci�-

cations. Cisco3015usessoftwareencryptionmethodandhencea relatively low

throughputof 4 Mb/secis obtained.In Cisco5000seriesVPN solutions,different

numbersof encryptionprocessorscanbe used. For the highestthroughputVPN

solutionin thisseries,760Mb/secis achievedby usingeightencryptionprocessors.

Intel provides two VPN solutionsusingsoftwareencryptionwith throughputsof

8 Mb/secand20 Mb/sec. They alsohave a VPN solutionusinga PCI encryption

processorwith a throughputof 85Mb/sec.

Vendor VPN Solution Maximumthroughputs Reference
(Mb/sec)

Cisco Cisco3015 4 [vpna]
Intel Intel 3110VPN gateway 8 [vpne]
Intel Intel 3105VPN gateway 20 [vpnd]

Table2.1: Comparisonof VPN solutionsusingsoftwareencryption

Vendor VPN Solution Maximumthroughputs Scalability Reference
(Mb/sec)

Cisco CiscoVPN 5001 45 1 [vpnb]
CiscoVPN 5002 190 2 [vpnb]
CiscoVPN 5008 760 8 [vpnb]

Intel Intel 3125VPN gateway 85 1 [vpnf]

Table2.2: Comparisonof VPN solutionsusinghardwareencryption
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2.7 Summary

In thischapter, virtual privatenetworksandthedetailsaboutFreeS/WAN weredis-

cussed. The Virtual Private Network is an architectureto connecttwo separate

LANs overapublicnetwork.TheInternetis themostpopularchoiceasthechannel

dueto its accessibilityandcost.SincetheInternetis insecure,IPSecis usedto deal

with privacy issues.FreeS/WAN is an opensourceVPN solutionusingIPSecon

Linux.



Chapter 3

Cryptography and

Field-ProgrammableGateArrays

(FPGAs)

3.1 Intr oduction

Thischapterintroducesthebasicconceptsof cryptographyandField-Programmable

GateArrays. Firstly, DES,Triple-DESandIDEA algorithmsandprevious imple-

mentationsareintroduced.This is followedby descriptionof differentblockcipher

modesof operation.Thearchitectureof FPGAsis discussed,in particular, informa-

tion on thearchitectureof Xilinx Virtex-E FPGAsaregiven. Thedetailsconcern-

ing therecon�gurablecomputingenvironment,Pilchard,is thenpresented.Finally,

ElectronicDesignAutomationToolsandtheFPGAsdesign�o w is detailed.

3.2 The Data Encryption Standard Algorithm (DES)

TheDataEncryptionStandard(DES) [Nat94,Uni77] algorithmhasbeena popu-

lar secretkey encryptionalgorithmandis usedin many commercialand�nancial

applications.Also, it wasthe �rst commercialcryptographicalgorithmwith fully

12
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speci�ed implementationdetails. It is de�ned by ANSI FIPS46-2. Although in-

troducedin 1976,it hasproved resistantto all forms of cryptanalysis.However,

its 56-bit key is not largeenoughby today's standards.A DESkey searchengine

called”DeepCrack”couldsearch88billion keyspersecondandthismachinesolve

RSAlaboratoriesDES-III challenge[RSA99]onJanuary1999in 22hours.

DESis a block cipherasshown in Figure3.1 which processes64-bit plaintext

blocksandproduces64-bit ciphertext blocks. The effective portion of the secret

key is 56-bit out of 64-bit sincealthoughthekey is 64-bit,8-bitsareusedasparity

bits.

Encryptionof DESproceedsin 16 identicalrounds.Fromtheinputkey, sixteen

48-bitsubkey !

�

aregenerated,onefor eachround.Within eachround,8 �x ed6 to

4-bit substitutionmappingsknown asS-Boxesareused.

Theplaintext have aninitial bit permutation(IP) asshown in Table3.1andare

thendividedinto left "$# andright halves %&# , each32-bit. Eachroundtakes32-bit

inputs "

�

�	�

and %

�

���

from previousroundsandproduces32-bit outputs"

�

and %

�

for ��'
()'*�,+ , asfollows:

"

�.-

%

�

���

"

�
-

"

�

���0/

132

%

�

���54

!

�

6

487�9;:5<�:

102

%

�

�	�=4

!

�

6

-

�

2?>@2?AB2

%

�

�	�

6

/

!

�

6C6

E is a �x edexpansionpermutationmapping%

�

���

from 32-bit to 48-bit. P is an-

other�x edpermutationon32-bits.Theequationshowstheright half of eachround

go throughanexpansionpermutationfrom 32-bitsto 48-bitsandis thenexclusive-

oredwith the subkey of that round. The temporaryresult is passedthroughthe

S-Box andforms the new 32-bit productof the right half. For eachround, right

half andleft half areexchanged.Finally bothhalvesarecombinedtogetherin the

16th roundandpermutatedby the inverseof the initial bit permutationshown in

Table3.2to form theciphertext. Decryptionusesthesamekey andalgorithm,how-

ever, the subkeys in internalroundsareappliedin reverseorder. For encryption,

thekey scheduleorderis !

�
4

!BD

4

!FE

4,G,G,G54

!

��


. For decryption,thedecryptionkey
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scheduleis !

��
 4

!

�IH 4

!

��J 4,G,G,G=4

!

�

.

KML KMN O

� P

O

�Q+ �

L

�

N

�

+

N K

�

OMO

PQ+ �

L

�

N

�,�

O

+M�

KRO O

+ P

L

P

N

�Q� �

O

+

+

O K

+

O�L OSN

PQ� �

O

�,+

L

KST O�U O

� PQP �

K

�

T U

�

KMU K

�

O

P P

K

�

T

�

U

�Q� P

+��

K

P

O�K

P

T

�

U

�V� �,P

K

+MP

KMK O�T

P

U

PV� �QP �

K T

Table3.1: Initial bit permutation(IP)

O�N L OSL

�,+

K

+ �

O

+

O

PQ�

P

U T OVT

�

K KQK

�MP +MP PV�

P

L

+

O

+ �

O KWO

�M� +M� P

N

P

T K OSK

�,P

K

P ��� +�� �

U

PM+

O OQO

�,�

K

� �

N

+

N

�

L

P

K

P

O

P �Q�

K

� �

U KMU

�

T

P

O

�

O

� �

N KQN

�

L KML

�Q+

PMP �

O

�

U OSU

�

T

�

KXT

�

K

Table3.2: Inverseof initial bit permutation( ���Y�	� )

3.2.1 The Triple-DES Algorithm (3DES)

Triple-DESalgorithm[Nat99] wasintroducedto increasethethekey sizeof DES

and maintainingcompatibility with legacy DES softwareand hardwaresystems.

For encryption,theplaintext is processedby threecascadedDEScoresasshown in

Figure3.2, the�rst andthelastDEScoresarein encryptionmodeandthemiddle

oneis in decryptionmode. If thesamekey is usedfor !

�@Z�[;\

!BD , Triple-DESis

thesameasDESwith key !BE . For decryptionof Triple-DES,themodesof three

cascadedDES coresare invertedso that the �rst and the last DES coresare in
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Figure3.2: Triple-DESalgorithm

decryptionmodeandthemiddleoneis in encryptionmode.Triple-DESalgorithm

increasethekey sizethreetimescomparedto DES,which is from 56-bit to 168-bit.

However, theprocessingtimeof Triple-DESincreasethreetimesaswell.

3.2.2 Previouswork on DESand Triple-DES

A softwareimplementationof DESandTriple-DESby Bihamin 1997in ECBmode

achieved46 Mb/second22 Mb/secrespectively on an300MHz Alpha, which is a

64-bit processor. ThemostcommonDES softwareLibDES [lib] achieves121.5

Mb/secfor DES ECB modeon an Intel PentiumIII 866 MHz machine.LibDES

alsoachieves42.9Mb/secfor Triple-DESCBCmodeon thesamemachine.

Hardwareimplementationsoffer muchhigherperformancethanDESsoftware

implementation.In 1999,Free-DES[fre], a 3656Mb/secimplementationof DES

algorithmon Xilinx Virtex XCV400-6 with 60 MHz clock ratewasreported. A

1280Mb/secimplementationof IDEA wasreportedin 1999[WPR] 99]byWilcox et.al.

TheSandiaNationalLaboratoriesdevelopedanASIC implementationof DES[WPR] 99]
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which achieves 6700Mb/sec. The fastesthardwareDES hardwareimplementa-

tion [Pat00] is proposedby Pattersonwhich achieves10752Mb/sec. This imple-

mentationfully unrolls andpipelinethe DES roundsandoperatesat a 168 MHz

clock rate. It employsdynamiccircuit specializationin an FPGAto achieve high

performance.

Previoushighperformanceimplementationof DESin hardwarefully maximize

their throughputby unrolling andpipelining the designin ElectronicCodeBook

mode(seeSection3.6).Dueto thedatadependencies,pipelinedDESimplementa-

tionscannothave thesameperformance.

Year Implementation Throughput(Mb/sec) Reference
1997 software 121.5 [fre]
1999 Xilinx Virtex XCV400-6 3656 [fre]
1999 4 ^ Altera10K100 1280 [WPR] 99]
1999 ASIC 0.6 _a` CMOS 9280 [WPR] 99]
2000 Xilinx Virtex XCV150-6 10752 [Pat00]

Table3.3: Comparisonof DESimplementations

3.3 The IDEA Algorithm

IDEA takes64-bit plaintext inputsandproduces64-bit ciphertext outputsusinga

128-bitkey.

ThedesignphilosophybehindIDEA is mixing operationsfrom differentalge-

braicgroupsincludingXOR, additionmodulo �	��
 , andmultiplicationmodulothe

Fermatprime ����
���� . All theseoperationswork on16-bitsub-blocks.

The IDEA block cipher[Sch96](depictedin Figure3.3) consistsof a cascade

of eightidenticalblocksknown asrounds,followedby ahalf-roundor outputtrans-

formation.In eachround,XOR,additionandmodularmultiplicationoperationsare

applied.IDEA is believedto possessstrongcryptographicstrengthbecause
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 its primitiveoperationsareof threedistinctalgebraicgroupsof �b��
 elements

 multiplicationmodulo �

��


�c� providesdesirablestatisticalindependencebe-

tweenplaintext andciphertext

 its propertyof having iterativeroundsmadedifferentialattacksdif�cult.

Theencryptionprocessis asfollows. The64-bit plaintext is divided into four

16-bit plaintext sub-blocks,d
�

to d

J

. Thealgorithmconvertstheplaintext blocks

into ciphertext blocksof thesamebit-length,similarly dividedinto four 16-bitsub-

blocks, e

�

to e

J

. 5216-bit subkeys, �

�

�

�

�

, where ( and
<

arethesubkey numberand

roundnumberrespectively, arecomputedfrom the128-bitsecretkey. Eachround

usessix subkeys andthe remainingfour subkeys areusedin the outputtransfor-

mation. The decryptionprocessis essentiallythe sameasthe encryptionprocess

exceptthatthesubkeysarederivedusingadifferentalgorithm[Sch96].

Thealgorithmfor computingtheencryptionsubkeys (calledthekey-schedule)

involvesonly logical rotations.Orderthe52 subkeys as �

�

�

�

�

,
G,G,G�4

�

�

�

�




, �

�

D

�

�

,
G,G,G

,

�

�

D

�




,
G,G,G

, �

�gfC�

�

,
G5G,G

, �

�gfC�




, �

��hi�

�

,
G,G5G

, �

��hC�

J

. Theprocedurebeginsby partitioningthe

128-key secretkey � into eight 16-bit blocksandassigningthemdirectly to the

�rst eight subkeys. � is then rotatedleft by 25 bit, partitionedinto eight 16-bit

blocksandagainassignedto thenext eightsubkeys. Theprocesscontinuesuntil all

52 subkeys areassigned.Thedecryptionsubkeys �j�

�

�

�

�

canbecomputedfrom the

encryptionsubkeyswith referenceto Table3.4.

In ElectronicCodebook(ECB) mode[Sch96], the datadependenciesof the

IDEA algorithm have no feedbackpaths. Additionally, in practice,latenciesof

orderof microsecondsareacceptable.Thesefeaturesmakedeeplypipelinedimple-

mentationspossible.
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Table3.4: IDEA decryptionsubkeys �m�������

� derived from encryptionsubkeys �

�g���

� .
���

�

and �

���

�

denoteadditiveinversemodulo �	��
 andmultiplicativeinverse�V��
3�n�

of �

�

respectively.

3.3.1 Multiplication Modulo oqpsrut

Of thebasicoperationsusedin theIDEA algorithm,multiplicationmodulo �q��
����

is themostcomplicatedandoccupiesmostof thehardware.Curigeret.al. [CBK91]

describedandcomparedseveralVLSI architecturesfor multiplicationmodulo�����Y�

andfoundthatanarchitectureproposedby Meier andZimmerman[MZ91], using

modulo �W� adderswith bit-pair recodingoffersthebestperformance.

TheCcodefor themultiplicationmodulo�	��
R�Y� operationbymodulo�V��
 adders

usingbit-pair recodingis asfollows.

1 uint16 mulmod(uint16 x, uint16 y)

2 {

3 uint16 xd, yd, th, tl;

4 uint32 t;

5 xd = (x - 1) & 0xFFFF;

6 yd = (y - 1) & 0xFFFF;

7 t = (uint32) xd * yd + xd + yd + 1;

8 tl = t & 0xFFFF;

9 th = t >> 16;
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10 return (tl - th) + (tl <= th);

11 }

Thisalgorithmrequiresatotalof six additionsandsubtractions,one16-bitmul-

tiplication andonecomparison.However, in IDEA oneof theoperandsof a mod-

ular multiplicationoperationis alwaysa subkey, so the secondsubtractioncanbe

eliminatedif theassociatedsubkeysarepre-decremented.

3.3.2 Previouswork on IDEA

Theholderof thepatentontheIDEA algorithm,AscomimplementedtheIDEA ci-

pherin softwarewhichachieves
N

G

P

T

^B�

N


 encryptionperseconds,or anequivalent

encryptionrateof 23.53Mb/seconanIntel PentiumII 450MHz machine.Another

softwareimplementationis proposedby Helger [Lip98] involve Intel MMX multi-

mediainstructionsset.Thisimplementationoffer
N

G

K

�v^F�

N


 encryptionperseconds

oranequivalentencryptionrate32.9Mb/seconanIntelPentium233MHz machine.

In 2000,Helgerdevelopedhissoftwareimplementationin parallelarchitecture.His

4-wayIDEA implementationachieves440Mb/seconanIntel PentiumIII 800MHz

machine.Theterm4-waymeansthatthereare4 independentIDEA encryptionsor

decryptionsdonein parallel.Our optimizedsoftwareimplementationrunningon a

SunEnterpriseE4500machinewith twelve400MHz Ultra-IIi processor, performs

�

G

P

N

^B�

N


 encryptionspersecondor aequivalentencryptionrateof 147.13Mb/sec.

Hardwareimplementationsoffer signi�cant speedimprovementsover software

implementationsby exploiting parallelismamongoperators.In addition,they are

likely to be cheaper, having lower power consumptionandsmallerfootprint than

a high speedsoftwareimplementation.The �rst VLSI implementationof IDEA

wasdevelopedandveri�ed by Bonnenberg et. al. in 1992usinga 1.5 _a` CMOS

technology[BCF] 91]. This implementationhadanencryptionrateof 44 Mb/sec.

In 1994,VINCI, a 177 Mb/secVLSI implementationof the IDEA algorithm in

1.2 _a` CMOStechnology, wasreportedby Curigeret.al. [CBZ ] 93,ZCB] 94]. A
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355Mb/secimplementationin 0.8 _w` technologyof IDEA wasreportedin 1995

by Wolteret.al. [WMSL95], followedby a424Mb/secsinglechip implementation

of 0.7 _a` technologyby Salomaoet. al. [SAF98] wasreported.A paperdesign

of anIDEA processorwhichachieves528Mb/secon four XC4020XLdeviceswas

proposedby Menceret.al. [MMF98]. In 2000,Leonget.al. proposeda500Mb/sec

bit-serialimplementationof IDEA on anXilinx Virtex XCV300-6FPGAwhich is

scalableon larger devices [LCTL00]. Later, Goldsteinet. al reportedan imple-

mentationon the PipeRenchFPGA which achieves 1013Mb/sec[GSB] 00]. A

commercialimplementationof IDEA calledthe IDEACrypt Kerneldevelopedby

Ascomachieves720Mb/sec[Asc99b]in 0.25 _w` technology. Anotherimplemen-

tationderivedfrom theIDEACryptKernel,calledtheIDEACryptCoprocessor, has

a throughputof 300Mb/sec[Asc99a].

Year Implementation Throughput(Mb/sec) Reference
1998 software 23.53 [Lip98]
2000 software 440 [Hel]
1992 ASIC 1.5 _a` CMOS 44 [BCF] 91]
1994 ASIC 1.2 _a` CMOS 177 [CBZ ] 93,ZCB] 94]
1995 ASIC 0.8 _a` CMOS 355 [WMSL95]
1998 ASIC 0.7 _a` CMOS 424 [SAF98]
1998 4 ^ XC4020XL 528 [MMF98]
1999 ASIC 0.25 _w` CMOS 720 [Asc99b]
2000 Xilinx Virtex XCV300-6 424 [LCTL00]
2000 ASIC 0.25 _w` CMOS 1013 [GSB] 00]

Table3.5: Comparisonof IDEA implementations

Mostof theprevioushardwareareknown to useaprecomputedkey scheduleor

only theencryptionprocesswasimplemented,dueto thefactthatif is moredif�cult

to implementdecryptionfor IDEA. For encryption,the wholekey schedule(
K

�w^

16bits)canbederivedfrom the�rst six subkeys(16bitseach)by shifting,while the

decryptionkey scheduleis derivedfrom thewholeencryptionkey schedule.Also

thedecryptionsubkey !

���

�

is themultiplicative inversemod �	��
��x� ) of !

�

, where
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!

�

is thecorrespondingencryptionsubkey. It canbesimpli�ed to be !

�	�

�

/

!

��-

� . The conversionof decryptionsubkey requirean iterative processbasedon the

encryptionsubkey and is moredif�cult to implementin hardwareand hardware

implementationscangetaroundthisdif�culty by computingall subkeysin software

andmakingthemaninput to thehardware[WMSL95].

3.4 Block Cipher Modesof operation

A block cipheris a mathematicalfunctionwhich mapsn-bit plaintext blocksto n-

bit ciphertext blocks,wheren is the blocklength. In orderto performdecryption

uniquely, the encryptionfunction is one-to-onemappingwhich is invertible. The

inversemappingis de�ned asthe decryptionfunction. In mostblock ciphers,the

encryptionanddecryptionprocessis similarsothatthesamehardwarecanbeused.

A block cipherencryptsplainext in �x ed-sizen-bit blocks. However, if mes-

sagesexceedsn-bit, therearedifferentmodesof operationcanbeused,namely:

Therearefour commonmodes:

1. ElectronicCodeBook(ECB)mode

2. Cipher-blockChaining(CBC) mode

3. Cipherfeedback(CFB)mode

4. Outputfeedback(OFB)mode

Thesemodeswill beexplainedin thefollowing sections.

3.4.1 Electronic CodeBook (ECB) mode

ElectronicCodeBook mode(Figure3.4) is the simplestapproachfor employing

block ciphers. For messagesexceedingn-bits, the messageis partitionedinto n-

bit blocksandeachof theseblocksareencryptedindependently. In ECB mode,
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Figure3.4: ElectronicCodebookmode

encryptionis independentof thesequenceof blocks,e.g. thelastblock canbeen-

crypted�rst andfollowedby �rst blockandthiswill notaffect theciphertext. Also,

identicalplaintext blockswith thesamekey alwaysresultin identicalciphertext.

TheECB modeof operationis ratherweakin security. For 8-bit blocks,once

we know that 'e' is encryptedto 'z', we know whenever theciphertext is 'z' if the

plaintext was'e'. ThusECBmodeallowssimplefrequency analysisto beapplied.

Thealgorithmof theECBmodeof operationcanbedescribedas:
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whereK is a k-bit Key,
{

�

,
G5G,G

,
{V‹

arethe plaintext blocksand
yW�

,
G,G,G

,
y

‹

are

ciphertext blocks.
A&Œ

and
A

���

Œ denotesencryptionanddecryptionprocesswith key

K respectively.
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3.4.2 Cipher-block Chaining (CBC) mode

In theCBCmodeof operation(Figure3.5),every plaintext block is exclusive-ored

with the previous ciphertext block beforebeingencrypted.For example,the �rst

plaintext block
{ �

is encipheredto produce
yR�

beforeit is encryptedto produce

y

D . The next plaintext block
{

D is exclusive-oredwith ciphertext block
yM�

. The

procedureis repeateduntil the endof message.In CBC mode,It is obvious that

everyciphertext blockdependsonpreviousciphertext blocks.

For the�rst encryption,thereis no previousciphertext. An initializationvector

(IV) is introducedfor initializationof thefeedbackvalue.TheIV neednotbesecret.

For CBC mode,identicalciphertext blocksareobtainedif the sameplaintext

is encipheredusingthe samekey andIV. If eitherIV, key, or �rst plaintext block

is changed,a differentciphertext is obtained.Sinceciphertext
y

…

is dependson
{

…

andall precedingplaintext blocks,thedecryptionorderof ciphertext blocksneeds

to bemaintained.Correctdecryptionrequiresall precedingciphertext blocksto be

correctlydecrypted.

Sincethereare datadependenciesof all plaintext and ciphertext blocks, if a

plaintext block
{

…

is modi�ed duringencryption,it affectsall following ciphertext

blocks. Thusit is not possibleto encryptmultiple blocksin parallel(like in ECB

mode).

Thealgorithmof theCBCmodeof operationis describedas:
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k-bit Key K, n-bit IV, n-bit plaintext blocks
{

�

,
G,G5G

,
{�‹

areinputsand
yR�

,
G,G5G

,
y

‹

is n-bit ciphertext blocksasoutput.
A�Œ

and
A

���

Œ denotesencryptionanddecryption

processwith key K respectively.
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3.5 Field-ProgrammableGateArrays

FPGAsarehardwaredevicesthat canchangetheir functionalityby programming

thechipsafterfabrication.Theprogrammingprocessof FPGAsusuallyis lessthan

a minuteandcanbedonein the �eld, thereforethey arevery suitablefor useasa

recon�gurableplatform. FPGAsconsistsof anarrayof con�gurablelogic blocks

(CLBs) surroundedby input/outputblocks(IOBs) which provide an interlacebe-

tweencon�gurablelogicblockandpackagepins,andanetworkof routingresources

calledthegeneralroutingmatrix (GRM) which interconnectthecon�gurablelogic

blocks.

In mostcommercialdevices,suchastheXilinx Virtex andVirtex-E family, con-

�gurable logicblocksareimplementedas4-inputlookuptablestogetherwith anop-

tionaloutputregisteror latch.Thearrayof CLBsin FPGAarearrangedin columns

androws.BetweenCLBs,thereareroutingchannelsalignedhorizontallyandverti-

cally. CLBsareinterconnectedby routingchannelsandgeneralroutingmatrix.The

GRM consistsof anarrayof routingswitcheslocatedat theconjunctionof horizon-

tal andverticalroutingchannels.SinceeveryCLB hasaLookuptableandregisters

, they maintaina high ratio of storageelementsto computationalelements.Also,

sincethesecomputationalandstorageelementsarecoupledtogetherin CLBs,these

architecturesarevery suitablefor theimplementationof deeplypipelineddesigns.

3.5.1 Xilinx Virtex-ETM FPGA

TheTriple-DESacceleratorarebuilt on theXilinx Virtex-ETM FPGA.It is manu-

facturedin a 6-layer-metal0.18 _a` CMOSprocess.Themaximumsynchronous

clockratesfor Virtex-ETM FPGAis 240MHz.

TheLogic cell (LC) is thebasicbuilding block for Virtex-E CLB. A logic cell

consistsof a 4-inputfunctiongenerator, carrylogic, anda storageelement.In fact,

everyVirtex-E CLB consistsof four logic cells,whichareorganizedin two similar

slicesasshown in Figure3.7. Functiongeneratorsin Virtex-E areimplementedas
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Figure3.6: Architectureof FPGAs
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4-inputlook-uptables(LUTs). Besidesfunctiongeneration,eachLUT canserveas

a 16 ^ 1-bit synchronousRAM. Combiningtwo LUTs thatwithin a slice,a 16 ^

2-bit or 32 ^ 1-bit synchronousRAM, or a16 ^ 1-bit dual-portsynchronousRAM

canbecreated.BesidessynchronousRAM, 16-bitshift registercanbeimplemented

from LUTs but limited to a speci�c LC in everyslices.

Also, Virtex-E FPGAsprovide largeblockSelectRAM memories.EachBlock

SelectRAM componentis asynchronousdual-ported4096-bitRAM with indepen-

dent control signalsfor eachport as shown in Figure3.8. Block SelectRAMis

fully customizedanddata-widthsof thetwo portscanbecon�guredindependently.

The selectionof data-widthof a Block SelectRAM rangefrom 1 to 16 bits with

depth4096to 256 correspondingly. TheseRAM provide a relatively large buffer

for storingplaintext andciphertext in Triple-DESandIDEA cipher. Also its fully

customizedfeatureenablethe I/O interfaceoperatein differentclock rateas the
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clockratefor cipher.

3.6 Pilchard

Pilchardis arecon�gurablecomputingdevelopmentenvironment,whichemploysa

�eld programmablegatearray. It wasdesignedmainly to reducethebottleneckof

businterfacetransfersbetweenFPGAandpersonalcomputerby usingthememory

interfaceinsteadof the PCI bus interface. NowadaysFPGA systemscanoperate

at clock frequenciesover 100MHz with microprocessorsoperateat 1GHz. The

speedof coprocessorsystemsareoften limited by the bus interface,for example,

theauthor's496Mb/secimplementationof IDEA cipherachievesonly 39.2Mb/sec
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throughacardbusinterface[LLC ] 01].

ThePilchardboardwasdesignedto becompatiblewith the168pin 3.3Volt, 133

MHz, 72-bit, registeredsynchronousDRAM in-line memorymodules(SDRAM

DIMMs) PC133standard.AsSDRAMDIMMs PC66/100standardsharedthesame

pinoutsasSDRAM DIMMs PC133standard,therefore,Pilchardboardcanbeoper-

atedunderPC66/100standardaswell. ThePilchardboardcanpopulatedwith any

Virtex or Virtex-E device in a PQ240or HQ240package.

The systeminterfaceof Pilchardboardis developedusingLinux. In orderto

accessregistersof Pilchardboard,UNIX mmap()systemcall is usedto mapvirtual

addressesin userspaceto physicaladdressof the Pilchardboard. Data transfer

betweenPC and Pilchardusethe 64-bit MMX instruction“movq” embeddedin

inline assembly.

In benchmarkof Pilchardboard,write operationwasreportedto be 1063.04

Mb/secusinguncacheablemode[LLC ] 01]. Uncacheablemodeguaranteesthatall

readsandwritesappearon thesystembusasthesameorderin program.For read

operations,Pilchardboardachieves422.40Mb/sec.In a read/writebenchmark,the

transferrateis 595.92Mb/sec.Comparedto themeasuredtransferrateof thePCI

interface,which is 96.08Mb/sec,Pilchardwas4 timesfaster.

3.6.1 Memory CacheControl Mode

Centralprocessingunit (CPU) cachingof readsand writes to Pilchardregisters

could leadto incorrectresults.TheIntel PentiumPro,PentiumII andPentiumIII

hasaMemoryTypeRangeRegister(MTRR), accessiblefrom Linux, whichallows

differentmemoryregionsto beof differenttypes[pen00].

The “Uncacheable”memorytype guaranteesthat all readsandwrites will ap-

pearon thesystembus in thesameorderastheprogram.Furthermore,no specu-

lative memoryaccesses,page-tabletalksor prefetchesof speculatedbranchtargets
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Figure3.9: Pictureof Pilchard

will occur[pen00].Althoughthemostconservative, it alsoleadsto thelowestper-

formance.

3.7 Electronic DesignAutomation Tools

TheVPN acceleratorwasdevelopedusingtheVery High SpeedIntegratedCircuit

HardwareDescriptionLanguage(VHDL). Hardwarearchitecturescanbedescribed

usingVHDL. Besidesasa descriptive languagefor hardware,it representa design

methodology.

ThetargethardwareplatformwereField ProgrammableGateArrays(FPGAs).

FPGAscanberecon�gurableby downloadinga softwarebitstream.Thesoftware

bitstreamis createdfrom theVHDL descriptionusingthesynthesisandimplemen-

tationtools.ThesynthesisandimplementationtoolsusedwasSynopsysFPGAExpressTM

3.4andXilinx Xilinx FoundationTM 3.2i respectively.

UsingFPGAsandVHDL offersashortturnaroundtimeasshownin Figure3.10.
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SinceVHDL designsoffer ahigherlevel of abstractionoversayschematiccapture,

thedesignanddebug time associatedwith this methodologyis reduced.Oncethe

VHDL descriptionhasbeenveri�ed via simulation,a synthesistool is usedto gen-

eratea netlist. The implementationtool takesthenetlistandmapsthecomponent

to the target FPGA device. Thenthe placeandroutetools placethe components

androute the interconnectionsin the FPGA. In the implementationstage,timing

constraintscanbe givenandthe tools will try to meetthe constraint.Finally, the

bitstream�le of the circuit designis generatedby the implementationtools for a

speci�c FPGA. Downloadingthe speci�c bitstreamto correspondingFPGA will

makeit work asperthedescriptionin VHDL.

In thedevelopmentcycle, the targetFPGAdevice is givenafterthesimulation

stage.Therefore,thesameVHDL descriptioncanbeusedto synthesisenetlistsfor

differentdevices. This featuresoffer portability in that differentFPGA vendors,

familiesandapplicationspeci�c integratedcircuits (ASICs)canbe targettedfrom

thesameVHDL description.

3.8 Summary

In this chapter, backgroundon cryptographyandsomeof cryptographicalgorithm

weregiven.Also FPGAsandthePilchardenvironmentwerepresented.

Most of theprevious implementationof DES,Triple-DESandIDEA achieves

highperformanceby usingpipeliningin ECBmode.However, mostof applications

recentlysuggestCBCmodewhich is moresecure.

Thedecryptionprocessin IDEA involve iterativecalculationof subkeys,there-

fore,mostIDEA hardware[WMSL95] usesprecomputedkeysor requiredthewhole

key schedule(832bits) to beaninput. Thiscreatesalargeoverheadondatatransfer

of key materialin IDEA cipher.

FPGAsarehardwaredevicesvery suitablefor rapid prototypingas its nature

to changeits functionalityafterfabrication.Pilchardis a recon�gurablecomputing
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developmentenvironmentthatemployFPGAswith aDIMM slot interfacein order

to improve transferratebetweenPCandFPGAsystems.This environmentis used

in this projectasit offer a reasonableperformanceandeasyto useinterface.



Chapter 4

Implementation

4.1 Intr oduction

In this chapter, the implementationdetailsfor the VPN acceleratorarepresented.

Firstly, thehardwareplatformusedfor theimplementationis introduced,followed

by theimplementationdetailsof DES,Triple-DESandIDEA cipherin differentop-

erationmodes.Thentheencapsulationof VPNacceleratorin LibDESandFreeS/WAN

is discussed.

4.1.1 HardwarePlatform

4.1.2 Recon�gurable HardwareComputing Envir onment

A recon�gurablehardwarecomputingenvironment,calledPilchard,wasusedto

implementtheTriple-DESaccelerator. Pilchardis aDIMM RAM basedFPGAsys-

tem.ThePilchardboardusedfor Triple-DESandIDEA acceleratorwaspopulated

with a Virtex-E XCV1000Edevice in a HQ240packagewith speedgrade6. The

XCV1000Edevice contains12288slicesalignedin a 64 ^ 96 CLB array, which

equivalentto 1.5 million systemgates.In addition,thereare96 ^ 4096-bitBlock

SelectRAMs for storingdataandeightdelay-lockedloopsfor clockmultiplication

anddivision.

36
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4.1.3 Pilchard Software

Therearetwo majorcomponentsin thePilchardsoftwarenamelythedevicedriver

andapplicationprogramminginterface(API). The device driver enablesPilchard

to be accessiblevia a DIMM slot and speci�es the physicalmemory rangefor

Pilchard. The API perform memorymappingbetweenvirtual and physicalad-

dressesfor Pilcharduponinitialization. A seriesof readandwrite functioncalls

in theAPI enablesdatatransferbetweenthePCandPilchardasshown below.

 write32(d,a) A 32-bit word referencedby pointerd is written to physical

memoryaddressa. This function call fails if a is not in the memoryrange

speci�edin Pilcharddriver.

 read32(d,a)A 32-bitwordis readfromphysicalmemoryaddressaandtrans-

ferredto memoryreferencedby pointerd. This functioncall fails if a is not

in thememoryrangespeci�edin Pilcharddriver.

TheoriginalPilchardsoftwaredevelopedby M.P. Leong[LLC ] 01] alreadyhas

a fully functionaldevice driver and32-bit readandwrite function calls, namely

write32(d,a)andread32(d,a).Theoriginalversionof PilchardVPN acceleratorhad

limitations which its applicationto cipherssuchas DES, Triple-DESand IDEA

employa block lengthof 64-bit. Therefore,two write32()/ read32()functioncalls

areneededin order to transferevery plaintext or ciphertext betweenthe PC and

Pilchard.

Asaresult,twonew API function,write64(d,a)andread64(d,a),weredeveloped

basedon the original read32andwrite32 function calls. In orderto perform64-

bit datatransfer, “movq” [mmx] (move quadword) assemblyMMX instruction

wasused.Both 64-bit API functioncallsarewritten in inline assemblywhich can

embeddedinto any C code.

 write64(d,a)A 64-bitdoublewordreferencedby pointerd is writtento phys-

ical memoryaddressa. Thisfunctioncall fails if a is not in thememoryrange
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speci�edin Pilcharddriver.

 read64(d,a) A 64-bit doubleword is readfrom physicalmemoryaddressa

andtransferredto memoryreferencedby pointerd. This functioncall fails if

a is not in thememoryrangespeci�edin Pilcharddriver.

For 64-bitwrite functioncalls,a “movl” (move longword) instructionis issued

to copythe32-bit destinationaddressto a 32-bit generalpurposeregister. Thena

“movq” (move quadword) instructionis issuedto transferthe64-bit datato MMX

register. Finally, anothermovq instructioncopiedthe64-bitdatafrom MMX regis-

ter to thememoryaddressthatreferencedby 32-bit generalpurposeregister. Also

anemmsinstructionwasissuedto cleartheMMX register, otherwise,�oating point

calculationswill result in Not A Number(NAN) in somecases.For 64-bit read

functioncalls,a “movl” instructionis �rst issuedto copythesourceaddress.Then

“movq” instructionsareusedto copydatafrom Pilchardto an MMX registerand

�nally to theuserprogrammemory.

4.2 DESin ECB mode

4.2.1 Hardware

TheDESalgorithmis acascadeof sixteenidenticalroundsof operationsin between

aninitial permutationand�nal permutation.A modulefor oneroundof computa-

tion is formedusingROM32 [Xil00a] andXOR primitives.

The DES coreusedin hereis derived from the VHDL codewritten by Chris

Eilbeck. Sincethereareno datadependenciesin ECB mode. The DES core is

pipelinedinto 16stagescorrespondingto 16roundsin DESshown in Figure4.2.

The maximumclock rateachieve by the proposedDES corewas60.7 MHz.

Sincethe clock rateof interfaceis limited to 100 MHz, a clock divider wasused

to divide the systemclock by 2. Therefore,the DES coreworks at 50 MHz and
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Figure4.2: Systemarchitectureof DESacceleratorin ECBmode

themaximumencryptionrateof theDESimplementationonPilchardis around248

Mb/sec.

4.2.2 Software Interface

mempis the baseaddresspointer to Pilchardmappedmemoryrange. The key

materialis transferredto Pilchardat thebeginningandthenthecontrol registeris

resetto zeroin orderto resettheDEScore.Then32plaintext blocksaretransferred

to DES core. Whenthe �rst plaintext block is transferredto Pilchard,the control

registeris setto 1 in orderto trigger thestartof DEScore. Finally, 32 ciphertext

blocksarereceivedfrom Pilchard.

The following is the pseudocodefor a block for 32 DES encryptionsin ECB
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mode:

1 des_ecb_encryption(key,data,mem p)

2 {

3 /* copy key into key register */

4 write64(key,key_reg);

5

6 /* initialize control register to reset */

7 control=0;

8 write64(control,control_reg) ;

9

10 /* write 32 * 64 bit plaintext */

11 for(i=0;i<32;i++){

12 write64(data[i],memp+i*8);

13 /* early trigger DES core */

14 if(i==0){

15 /* set control register to 1

16 to trigger starting of DES encryption */

17 control=1;

18 write64(control,control_reg);

19 }

20 }

21

22 /* read 32 * 64 bit ciphertext */

23 for(i=0;i<32;i++)

24 read64(&data[i],memp+i*8);

25 }
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Sincethe Pilchardinterfacedoesnot offer interrupts,for the software(PC) to

know aboutthestatusin hardware(Pilchard),polling is theonly option.In orderto

achievehighestperformancein DESECBmode,theassumptionthatDEScorecan

outputthe�rst ciphertext in theperiodthatthe32 blocksof plaintext arewritten to

Pilchardwasmade.Correctnessof operationwasextensively testedby comparison

with software.

4.3 DESin CBC mode

4.3.1 Hardware

TheDEScorewasmodi�ed to be totally combinational.Sincein CBC mode,the

currentencryptiondependsonpreviousciphertext, only oneencryptionisprocessed

at a timesopipeliningis noteffective.

4.3.2 Software Interface

Thefollowing is thepseudocodefor ablockfor 32DESencryptionsin CBCmode:

1 des_cbc_encryption(key,data,mem p)

2 {

3 /* copy key into key register */

4 write64(key,key_reg);

5

6 /* initialize control register to reset */

7 control=0;

8 write64(control,control_reg) ;

9

10 /* write 32 * 64 bit plaintext */
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11 for(i=0;i<32;i++){

12 write64(data[i],memp+i*8);

13

14 /* set control register to 1

15 to trigger starting of DES encryption */

16 control=1;

17 write64(control,control_reg) ;

18

19 /* poll control register for

20 the end of encryption */

21 do{

22 read64(&control,control_reg);

23 }while(control==0);

24

25 /* read 32 * 64 bit ciphertext */

26 for(i=0;i<32;i++)

27 read64(&data[i],memp+i*8);

28 }

The interfacefor DES CBC mode(Figure4.3) �rst requiresresetof the �nite

statemachine.Then248different64-bit plaintext aretransferredto Pilchardfrom

PC via DIMM RAM databus. This is followed by settingthe control registerto

1 in orderto trigger the �nite statemachineandDES core. No interruptroutine

is providedin DIMM RAM interface,therefore,polling hasto bedoneon control

registerto detectcompletionof all encryptions.Finally, all ciphertext arereadback

from Pilchard. The buffer size was chosento be 248 becausethere is an 8-bit

effective addressspacefor Pilchard,but 8 addresswere reserved for control and

key registers.
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4.4 Triple-DES in CBC mode

4.4.1 Hardware

TheTriple-DEScore(Figure4.4)is formedby cascadingthreecombinationalDES

CBC cores.TheTriple-DEScoreis combinational,but anexternal�nite statema-

chinewasusedto determinethereadinessof inputandoutput.TheproposedTriple-

DES coreoperatesat 2.135MHz. The external �nite statemachineworks at 50

MHz which is thesystemclock (100MHz) dividedby two. A 64-bit ciphertext is

obtainedevery 32 cycles.Thereforetheperformanceof coreis 50 ^ 64-bit / 32 =

100Mb/sec.This theoreticalresultagreeswith therealperformanceof Triple-DES

hardwarefunctionsbenchmarkembeddedin LibDES.

In our Triple-DEScore,a throughputof 96 Mb/secwasachieved. Triple-DES

consistsof threecascadedDEScoreandthus,it requiremoreprocessingtime than

DES.

4.4.2 Software Interface

Thefollowing is thepseudocodefor ablockof 248Triple-DESencryptionsin CBC

mode:

1 3des_cbc_encryption(key1,key2,k ey3,data, memp)

2 {

3 /* copy key into key register */

4 write64(key1,key_reg1);

5 write64(key2,key_reg2);

6 write64(key3,key_reg3);

7

8 /* initialize control register to reset */

9 control=0;
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10 write64(control,control_reg) ;

11

12 /* write 248 * 64 bit plaintext */

13 for(i=0;i<248;i++){

14 write64(data[i],memp+i*8);

15

16 /* set control register to 1

17 to trigger starting of DES encryption */

18 control=1;

19 write64(control,control_reg) ;

20

21 /* poll control register for

22 the end of encryption */

23 do{

24 read64(&control,control_reg);

25 }while(control==0);

26

27 /* read 248 * 64 bit ciphertext */

28 for(i=0;i<248;i++)

29 read64(&data[i],memp+i*8);

30 }

The Triple-DESCBC modeinterfaceis similar to DES CBC mode,the only

differencebeing the key size. Also the throughputof Triple-DESCBC modeis

lowerthanDESCBCmodesincethedatapathfor Triple-DESis threetimeslonger.
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4.5 IDEA in ECB mode

4.5.1 Multiplication Modulo ow‘i’‰r“t

Modulo multiplication is thebottleneckin the IDEA algorithm. In a singleround

of the algorithmthereare four modularmultiplicationsso a well-designedmul-

tiplication modulo �V��
‰�”� operatoris crucial sinceit directly affectsthe system

performancebothin termsof areaandthroughput.

Themodularmultiplicationalgorithmdescribedin Section3.3.1wasusedin our

design,but insteadof taking • and
|

asinputs,theoperatortakes• and
|V–

asinputs.

As oneof theoperandsis asubkey whichis regardedasaconstant,themodi�cation

eliminatesone subtractionoperatorby taking the advantageof pre-decremented

subkeys (Section3.3.1,pseudocodeline 6).

In orderto implementa well-designedmultiplicationmodulo �b��
—�x� operator,

thethroughputof theoperatoris maximizedby introducingmorepipelinestages.In

ourdesign,16-bitmultiplierusedin Section3.3.1(pseudocodeline 7) is constructed

by Xilinx CORE Generator[Xil00b] which hasa latency of 4 cycles. And the

multiplicationmodulo �
��


��� operatorpipelinehasa latency of 7 cycles.

4.5.2 Hardware

TheIDEA algorithmis a cascadeof eightidenticalroundsof operations,followed

by a output transformation. By instantiatingbuilding blocks, that is, additions,

XORsandmodularmultiplications,andinsertingappropriatestagelatchesfor time-

alignment,a modulefor oneroundof computationis formed. For the bestarea-

ef�ciency, stagelatchesareconstructedbyVirtex SRL16Eprimitives[Xil99, GA99].

Dueto limited hardwareresources,eachroundof thealgorithmsharesthesame

physicalresource,but with differentkey-schedules.Theoutputtransformationalso

reusesthe resources.In our implementationthe key-schedulesare storedinside
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ROM primitives. The architectureof the bit-parallelIDEA coreis shown in Fig-

ure4.5.

As mentionedearlier, for ECBmodeoperations,datadependenciesof theIDEA

algorithmhave no feedbackpaths.This propertyenabledtheroundarchitectureto

takeinputvaluesuntil thepipelinedis �lled, andoutputvaluesareredirectedto the

inputof thepipelinesubsequently. In anIDEA round,thedatapassesthroughthree

multiplicationmodulo �
��


�˜� operators,eachof which hasa latency of 7 cycles.

Thusthefull roundpipelinehasalatency of 21cyclesFor anoutputtransformation,
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the datamustpassthrougha singlemultiplication modulo ����
m�”� operatorwith

pipelinelatency of 7cycles.Thereforethecorehasatotallatency of �V�q^

L

�

T

-

�

T™K

cycles. Thecoretakes21 64-bit plaintexts per ���„^

U

-

�

LMU

cycles,equivalently

performingencryptionat
2

�V�›š˜�

LQU

6

^•+

O

^

1

Mb/secwith a systemclock rateof
1

MHz. For instance,at a 82 MHz clock rate,thecoredeliversanencryptionrate

of 583Mb/secwith a latency of 2.134 _wœ .

4.5.3 Software Interface

Thefollowingis thepseudocodefor ablockof 175IDEA encryptionsin ECBmode:

1 idea_ecb_encryption(data,memp)

2 {

3

4 /* initialize control register to reset */

5 control=0;

6 write64(control,control_reg) ;

7

8 /* write 248 * 64 bit plaintext */

9 for(i=0;i<175;i++){

10 write64(data[i],memp+i*8);

11

12 /* set control register to 1

13 to trigger starting of DES encryption */

14 control=1;

15 write64(control,control_reg) ;

16

17 /* poll control register for

18 the end of encryption */

19 do{
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20 read64(&control,control_reg);

21 }while(control==0);

22

23 /* read 175 * 64 bit ciphertext */

24 for(i=0;i<175;i++)

25 read64(&data[i],memp+i*8);

26 }

The IDEA ECB modeinterfaceis similar to DESCBC modeandTriple-DES

CBC modeinterfaces.However, in theIDEA ECB mode,thekey-scheduleis pre-

computedandstoredin FPGA.Thedatatransferof key-scheduleis elimated.

4.6 Triple-DES acceleratorin LibDES

In theabove sections,theTriple-DEScipherinterfacefor Pilchardwasintroduced.

AnotherTriple-DESfunctionswasimplementedin LibDESwhichusesPilchardas

hardwareaccelerator. Both kernelmodeversionandusermodeversionhasbeen

developed. Most of the cryptographicsoftwaresoperatesin usermode,however,

becauseFreeS/WAN manipulatesIPSecpacketin kernelmode,a kernel version

wasalsorequired.Theusermodeandkernelmodefunctionsdiffer from therepre-

sentationof memoryaddressmappingfor Pilchard.In usermode,avirtual address

is usedin interfacefor Pilchard,however, a direct accessto a physicaladdressis

usedin kernelmode.

As LibDES is a widely usedencryptionlibrary for openSSLandotherappli-

cations,the encapsulationof the Pilchardbasedacceleratorinterfacein LibDES

enablesotherapplicationto easilyutilize thePilchardboardaccelerator.
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4.7 Triple-DES acceleratorin FreeS/WAN

In our implementationof a Triple-DESacceleratoron Pilchard,a simplesoftware

interfacewas built in order to performveri�cation benchmarkandperformance.

Modi�cations wereneededto integratethe Triple-DEShardwareacceleratorand

FreeS/WAN.

The architectureof VPN and IPSECprotocolswas unchanged,therefore,no

majormodi�cation onFreeS/WAN wasrequired.Modi�cations weremadeonLib-

DES,andthesoftwarebasedDESfunctionswerereplacedby callsto thehardware

acceleratoronPilchard.

In FreeS/WAN, thereis a datastructurethat storesthe encryptionkey in the

form of a key-schedule.In Triple-DESacceleratoron Pilchard,the key provided

shouldbearaw-key. Therearetwo solutionsto this problem.

Theinterfaceof Triple-DESacceleratoronPilchardcouldbemodi�ed to accept

a key scheduleasinput. However, this modi�cation will have greatimpacton the

performanceof theTriple-DESaccelerator. For Triple-DESencryption,a raw-key

of 3 ^ 64-bit= 192-bitis needed,but if key schedulewereused,3 ^ 16 ^ 48-bit=

2304-bitareneededto storethekey schedule.Thismethodrequires12 timesmore

storageandtransfer, therefore,thismethodwasnotused.

On theotherhand,LibDES canbemodi�ed suchthat it canaccepta raw key.

However, problemswith FreeS/WAN compatibilityareencountered.In FreeS/WAN,

thereisadata-structuretdb(tunneldescriptorblock)storinginformationaboutVPN

connections.This includesthesessionkey for theconnection.Unfortunately, tdb

only hasentry for the key schedule.To minimize modi�cations on FreeS/WAN

codes,a seriesof functionswererewrittenso that tdb datastructuredoesnot need

to bechanged.

Beforetheconnectionis readyandtdb datastructureis �lled, a raw-key would

beusedduringtheprocess.Thedessetkey() functioniscalledto transformthisraw-

key into a key schedule.Thenthekey scheduleis �lled into the tdb • tdb key e
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entry of the structure.For Triple-DES,tdb • tdb key e is an arrayof 3 ^ 16 ^

64-bit for storing3 differentencryptionkeys with 16 rounds.For dataalignment,

each48-bit subkey is storedin a 64-bit arrayelement.Thereare3 differentkeys

usedin Triple-DESsodessetkey () is called3 times.

First of all, modi�cation weremadeto the dessetkey() function. The 64-bit

raw key is passedto the�rst arrayelementwithoutmodi�cation. Thereforecalling

dessetkey 3 timeswill resultin raw key 1 beingstoredin tdb • tdb key e[0] and

raw key 2 storedin tdb • tdb key e[15]. Finally, thelast raw key is storedin tdb

• tdb key e[31]. Otherarrayelementsareemptysinceareno longerusedfor key

manipulation.

Thentheinterfacefor Triple-DESacceleratorwasembeddedin desede3cbc encrypt().

Dueto thefact thatthey have differentdatastructures,conversionof datastructure

betweeninputsandoutputsis necessary.

4.8 IDEA acceleratorin FreeS/WAN

In FreeS/WAN, theavailableoptionsfor encryptionareDESandTriple-DES.The

IDEA acceleratorwasmadein orderto demonstratethepossibilityfor addingother

encryptionalgorithmsandasa high speedacceleratorfor FreeS/WAN. TheIDEA

ECBmodecipherthatwasdiscussedin Section4.5wasimplementedachieving 248

Mb/seconPilchardboard,doubletheperformanceof theTriple-DESCBCcore.

The IDEA acceleratorinterfaceis similar to Triple-DESCBC interfacewith a

differencein key management.In IDEA, thedeterminationof thedecryptionkey-

schedulewasdonein software. For an IDEA encryption, �,+ž^

K

�

-

L

PM� -bit is

needed.Theoverheadfor input of key-scheduleis hugeandasa result,the IDEA

corehasa hard-wiredkey-schedulefor achieving highperformance.
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4.9 Summary

In this chapterdetailsof theimplementationfor differentcryptographicalgorithms

in differentmodesof operationwerediscussed.

A Triple-DESacceleratorandanIDEA acceleratorwereimplementedonPilchard

whichemploysVirtex-ETM XCV1000EFPGAs.

BetweenthePilchardinterfaceof theTriple-DESacceleratorandLibDES,adif-

ferentkey representationwasused.Sincein hardware,datatransferanddatastorage

shouldbeminimized,a raw-key ratherthana key schedulewasused.LibDES was

modi�ed accordingly.

In theIDEA accelerator, thecalculationof decryptionkey-schedulerequireit-

erationswhich is dif�cult to realizein hardware.The832-bitkey-schedulecreate

large overheadon datatransfer. As a result,key-schedulewashard-wiredin the

IDEA accelerator.



Chapter 5

Results

5.1 Intr oduction

In this chapter, resultsobtainedfrom thePilchardsystemarepresented.Firstly, the

benchmarkingandtestingenvironmentis introduced.This is followedby perfor-

mancemeasurementsof theIDEA andTriple-DESaccelerator. Finally, benchmarks

usingFreeS/WAN arepresented.

5.2 Benchmarking envir onment

In thiswork, twocomputerssetupwith identicalcon�gurationwereusedfor bench-

markingandobtainingall results.Thesetwo computersconnectto a 100Mbit net-

work via ahubrunningFreeS/WAN version1.5with Linux Kernel2.2.16asshown

in Figure 5.1.

CPU P-III 866
RAM 128MB
Motherboard AsusCUSL2

(Intel 815EPchipset)
Networkcard 3COM590(100Mbit networkcard)
OS Mandrakev7.2with kernel2.2.16

Table5.1: Con�gurationof machinefor benchmark.
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5.3 Performanceof Triple-DES and IDEA accelera-

tor

TheTriple-DESandIDEA processorsonPilchardwereveri�ed usingtheSynopsys

VHDL Simulator, andwassynthesizedusingSynopsysFPGAExpress3.5andXil-

inx FoundationSeries3.3i,with Xilinx Virtex-E XCV1000E-6asthetargetdevice.

Both processorsweresuccessfullyimplementedon Pilchardboard.All imple-

mentationsweretestedusingPilchardcardwith a memoryslot interfacewith an

Xilinx Virtex-E XCV1000E-6FPGAasProcessingElement(PE).

5.3.1 Performanceof Triple-DES core

Triple-DEScoreis madeof threeDES coresandtherefore,the throughputof the

Triple-DEScoreis directlyproportionalto throughputof DEScore.A studyof area

andspeedtradeoffs for a DEScorewith differentnumberof roundswasconducted

in order to choosean ef�cient Triple-DEScorewith high throughput. Table5.2

show theperformanceof differentDEScoresin ECBmode.

Numberof Area Clockrate Throughput
combinationalrounds (slices) (Mb/sec)
1 747 58.42 233.68
2 765 51.3 410.4
4 877 23.38 374.08
8 1121 12.32 394.24
16 1666 5.94 380.16

Table5.2: AreaandSpeedTradeoff amongDEScorewith differentrounds

FromTable5.2, theperformanceis similar amongtheDEScores.Therefore,a

corewith 16 roundswaschosensinceit hasasimplercontrolandhostinterface.

TheTriple-DESCBC coreusesthreecombinationalDEScoreswith 16 combi-

nationalrounds.It requires5368Virtex slices,which is 43.68%of thetotal 12288
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Figure5.1: Architectureof theDES corewith differentnumberof combinational
rounds

slicesin aXilinx Virtex-E XCV100Edevice,andoperatesat2.135MHz, achieving

throughputof 2.135MHz ^ 64-bit= 136.64Mb/sec.

TheTriple-DESacceleratorwastestedon themachinedescribedin Table 5.1.

Performancewastakenas the time to processdatausingTriple-DESencryption.

TheLinux kernelfunctiondo gettimeofday()wasusedfor timing. Includingsoft-

wareoverhead,our Triple-DESacceleratorachievesa measuredthroughputof 120

Mb/sec.Accordingto �gure 5.2,theperformanceof theTriple-DESacceleratorfor

smallamountsof datais muchlower thansoftware.As datasizeincreases,theper-

formanceincreasesquickly andachievesa higherperformancethansoftware.This

�gure doesnot reachto the136.64Mb/secperformanceabove dueto handshaking

overheads.
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Figure5.2: Performanceof Triple-DESacceleratorwith differentencryptionsize

5.3.2 Performanceof IDEA core

The IDEA core is a fully-pipelined ECB implementation(8 roundswith output

transformations),whichrequires9568Virtex slicesandoccupies77.86%of aXilinx

Virtex-E XCV100E device. It achieves clock rateof 60.14MHz. The expected

throughputof theIDEA coreis �IŸ H

�IŸ H ]¡�IŸ?H

cycles ^ 60MHz ^ 64bits = 1920Mb/sec.

The IDEA acceleratorwastestedon the samemachineandsamesetupasthe

Triple-DESaccelerator. TheIDEA acceleratorachieves248Mb/secwith all over-

headsincluded. Comparedto the expectedperformanceof the IDEA core, it is

relatively low. However, Pilchardboardcanonly achieve around248 Mb/secfor

I/O accessin uncachablemode.
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5.4 Benchmark of FreeS/WAN

5.4.1 Triple-DES

In the seriesof testsfor FreeS/WAN, the encryptionstandardwas chosento be

Triple-DESandauthenticationalgorithmMD5-96,which is referredas3des-md5-

96 in FreeS/WAN. 3des-md5-96is thedefaultencryptionandauthenticationmode

suggestedby FreeS/WAN.

ttcp [ttcb, ttca] wasusedto measurethe throughputof the benchmarkandthe

benchmarkwasconductedfor bothTCPandUDP protocols.Dif ferentparameters

for ttcp wereselectedandtested.However, thettcp parametersdid not have major

effect on the benchmark.As a result, the following ttcp benchmarksweredone

usingthedefaultsettingsof 8192(sourcebuffer) and2048(networkbuffer) bytes

respectively.

Anotherutility iperf wasusedto measurethethroughputandsimilar testresults

wereobtainedasttcp.

Protocol Side Throughput Throughput Performance
noFreeS/WAN FreeS/WAN degradation

(in Mb/sec) (in Mb/sec) (%)
TCP sender 67.024 35.448 47.72
TCP receiver 66.968 35.360 47.19
UDP sender 93.848 45.560 51.45
UDP receiver 93.536 45.536 51.32

Table5.3: Benchmarkof ttcpwith/withoutFreeS/WAN

For everypacketsentout in singleway connection,anacknowledgmentpacket

is received.Theacknowledgmentpacketis smallin sizeandwhichnotfavor theuse

of Triple-DESaccelerator. In this work, theencryptionof acknowledgmentpacket

is handledby LibDES which hasbetterperformancewhenthe encryptionsizeis

small.However, this factorlimits thespeedupof theuseof Triple-DESaccelerator

in FreeS/WAN.
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Protocol Side Throughput Performance
Mb/sec Improvement(%)

TCP sender 45.788 29.1
TCP receiver 45.660 29.1
UDP sender 53.021 16.4
UDP receiver 52.882 16.1

Table5.4: Benchmarkof ttcpwith FreeS/WAN usingPilchardbasedaccelerator

As shown in Table5.3, throughputusingIPSecis around50 % of throughput

without IPSEC.Theperformanceof FreeS/WAN without IPSECmayrepresentthe

bandwidthof a 100 Mbit networkwith overhead.In theory, a 100 Mbit network

offers100Mb/sec.This is slightly higherthanthe93 Mb/secperformancewithout

FreeS/WAN. Thusit canbeseenthattheperformanceof VPNusingIPSecis limited

by thespeedof thesoftwarecryptographiclibrary.

In Table5.4,FreeS/WAN with theTriple-DESacceleratoroffersa 30 % speed

upover theoriginal softwarecryptographiclibrary.

5.4.2 IDEA

SinceFreeS/WAN doesnot have IDEA library, no softwareperformancecan be

provided. However, asshown in Table5.3, the performanceof FreeS/WAN with

softwarecryptographicfunctionsis limitedby theperformanceof LibDES.Accord-

ing to theIDEA library providedin openSSLwrittenby Eric Young,theestimated

performanceof FreeS/WAN usingIDEA is 116.32Mb/sec.FreeS/WAN canoffer

sameperformanceusingthis library asa 100Mbitnetwork.

TheIDEA acceleratorwasveri�ed by usingping andtcpdumpcommand.The

receiver sideusetcpdumpto monitor the incomingpacketpattern,andthe sender

usepingcommandto sendoutpingpacketwith specialpattern.
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5.5 Summary

In this chapter, the performanceof Triple-DES and IDEA acceleratorwerepre-

sented.Also benchmarksof FreeS/WAN usingthe Triple-DESacceleratoris dis-

cussed.

FreeS/WAN in IPSECwith LibDESachievesonly 50%of performanceaswith-

out IPSEC,this shows that thecurrentsoftwarecryptographiclibrary is not capa-

ble usingin networkapplications.FreeS/WAN usingour Triple-DESaccelerator

achieves55%- 70%of theperformancewithout FreeS/WAN, which is a 30%im-

provementover software.
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Conclusion

Theobjectiveof thisthesiswasto developaFPGA-basedacceleratorfor virtual pri-

vatenetwork. A studyof FreeS/WAN andLibDES wasconducted,which showed

that theperformanceof FreeS/WAN is limited by thespeedof theTriple-DESci-

pher. Therefore,anTriple-DESFPGA-basedacceleratorwasproposedto increase

theperformanceof FreeS/WAN.

Area andperformancetradeoffs amongdifferentDES coreswerestudied. It

wasshown that DES corewith a differentnumbersof combinationalroundsgive

similar performance.However, theareaof a DEScoreincreaseslinearly with the

numberof combinationalrounds.To simplify theimplementation,aDEScorewith

16combinationalroundswasimplemented.BesidesDEScore,variousof hardware

implementationsof differentcipherswerecompared.Theresultsconcerningthese

candidatesandtheacceleratorareasfollows:

 hardwareimplementationof IDEA in ECB mode,DES in ECB mode,DES

in CBC modeandTriple-DESin CBC modewereimplementedon Pilchard,

which populatedwith Xilinx Virtex-E XCV1000E device. The estimated

throughputof thecoreswere3848Mb/sec,1942.4Mb/sec,360Mb/secand

136.8Mb/secrespectively.

 the coresweretestedon the Pilchardplatform in uncachablemodeandthe

performanceof IDEA in ECBmode,DESin ECB mode,DESin CBCmode
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andTriple-DESin CBC modewere248 Mb/sec,248 Mb/sec,248 Mb/sec,

120Mb/secrespectively.

 a virtual privatenetwork(FreeS/WAN) wasintegratedwith theFPGA-based

acceleratorandtested.Benchmarksshowedthat virtual privatenetworkof-

fer 30%improvementusingthehardwareacceleratorovera softwarelibrary.

Notethatimprovementof 89%is achievablefor in�nitely fastaccelerator.

 the FPGA-basedTriple-DES acceleratorfor VPNs offers an advantageof

high computionalpower only for largedatasizes.Accordingto Figure5.2,

thehardwareimplementationis slower thansoftwarefor smalldatasizedue

to datatransferoverheads.However, if the datasizeis large, the hardware

implementationprovidesa threetimesspeedupover software. Due to this

issue,theoverall speedupof theVPN acceleratorapplicationwaslower than

expected.

Thebottleneckfor VPN solutionswasveri�ed to betheencryptionthroughput.

TheTriple-DESandIDEA acceleratorwereimplementedto increasetheencryption

throughputandhencetheperformanceof VPN solutions.VPN solutionscanattain

the samespeedas a 100 Mbit network if a fasterTriple-DES and IDEA cipher

wereimplemented.This work demonstratestheeffect of employingcryptographic

hardwarein networkapplications.

6.1 Futur edevelopment

Rijndael is announcedto be AdvancedEncryptionStandard(AES), the new en-

cryptionstandardasareplacementfor DESandTriple-DES,by NIST in FIPS-197.

Rijndaeloffers a fasterhardwareimplementationcomparedwith DES aswell as

a longerkeysize. Therefore,it is feasibleto implementa Rijndaelacceleratorfor

virtual privatenetwork.
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As the numberof systemgatesof available in an FPGA increaseaccording

to Moore's Law, it is feasibleto implementseveral cryptographicalgorithmsin a

singlechip. Dif ferentcryptographicalgorithmscanbe usedfor a virtual private

networkwith differentencryptionoptionswithoutrecon�guringthehardware.

In this work, the throughputof Triple-DESandIDEA acceleratorsaregreatly

below themaximumthroughputthatPilchardcardcanattainbecauseof handshak-

ing overhead.If a networkcardinterfaceandthecorrespondingTCP/IPandIPSec

packethandlingmodulesareall implementedin theFPGA,many transfersbetween

Pilchardcardandthehostcanbeeliminated,greatlyimproving performance.



Bibliography

[Asc99a] Ascom. IDEACrypt Coprocessor Data Sheet, 1999.

http://www.ascom.ch/infosec/downloads/IDEACrypt Coprocessor.pdf.

[Asc99b] Ascom. IDEACrypt Kernel Data Sheet, 1999.

http://www.ascom.ch/infosec/downloads/IDEACrypt Kernel.pdf.

[BCF] 91] H. Bonnenberg, A. Curiger, N. Felber, H. Kaeslin,andX. Lai. VLSI

implementationof a new block cipher. In Proceedingsof the IEEE

InternationalConferenceonComputerDesign:VLSIin Computerand

Processors, pages501–513,1991.

[CBK91] A. V. Curiger, H. Bonnenberg, andH. Kaeslin. Regular VLSI archi-

tecturesfor multiplicationmodulo ���m�n� . IEEEJournalof Solid-State

Circuits, 26(7):990–994,July1991.

[CBZ ] 93] A. Curiger, H. Bonnenberg, R.Zimmerman,N. Felber, H. Kaeslin,and

W. Fichtner. VINCI: VLSI implementationof thenew secret-key block

cipherIDEA. In Proceedingsof theIEEE CustomIntegratedCircuits

Conference, pages15.5.1–15.5.4,1993.

[CTLL01] O.Y.H. Cheung,K.H. Tsoi, P.H.W. Leong,and M.P. Leong. Trade-

offs in parallel and serial implementationsof the internationaldata

encryptionalgorithm IDEA. In Proceedingsof the Cryptographic

Hardware andEmbeddedSystemsWorkshop(CHES), pages333–347.

LNCS2162,Springer, 2001.

65



[DH99] NaganandDoraswamyand Dan Harkins. IPSec: TheNew Security

Standard for theInternet,Intranets,andVirtual PrivateNetworks. PT

R Prentice-Hall,EnglewoodClif fs, NJ07632,USA, 1999.

[fre] http://www.free-ip.com/des/index.html.

[Fre00] FreeS/WAN org. Linux FreeS/WAN 1.5 HTML Online Document,

2000.

[GA99] M. GeorgeandP. Alfke. LinearFeedback ShiftRegistersin Virtex De-

vices. Xilinx, Inc.,August1999.ApplicationNoteXAPP210,Version

1.0.

[GSB] 00] S. C. Goldstein,H. Schmit, M. Budiu, M. Moe, and R. R. Taylor.

Piperench: A recon�gurablearchitectureand compiler. Computer,

33(4):70–77,April 2000.

[HC98] D. HarkinandD. Carrel.TheInternetKeyExchange(IKE) (RFC2409),

1998.

[Hel] http://home.cyber.ee/helger/implementations/fastidea/.

[iet] http://www.ietf.org/rfc.html.

[KA98a] S.KentandR.Atkinson. IP AuthenticationHeader(RFC2402), 1998.

[KA98b] S. Kent andR. Atkinson. IP EncapsulatingSecurityPayload(ESP)

(RFC2406), 1998.

[KA98c] S.KentandR.Atkinson.SecurityArchitecture for theInternetProtocol

(RFC2401), 1998.

66



[LCTL00] M. P. Leong, O. Y. H. Cheung,K. H. Tsoi, and P. H. W. Leong.

A bit-serial implementationof the internationaldata encryptional-

gorithm (IDEA). In Proceedingsof the IEEE Symposiumon Field-

ProgrammableCustomComputingMachines, pages122–131,April

2000.

[lib] ftp://ftp.psy.uq.oz.au:/pub/crypto/des/libdes-x.xx.tar.gz.

[Lip98] HelgerLipmaa. Idea: A cipherfor multimediaarchitectures?In Se-

lectedAreasin Cryptography'98, pages253–268,August1998.

[LLC ] 01] P.H.W. Leong,M.P. Leong,O.Y.H. Cheung,T. Tung,C.M. Kwok, M.Y.

Wong,andK.H. Lee. Pilchard- a recon�gurablecomputingplatform

with memoryslot interface.In Proceedingsof theIEEESymposiumon

Field-ProgrammableCustomComputingMachines, page(to appear),

April 2001.

[MMF98] O. Mencer, M. Morf, andM. J. Flynn. Hardwaresoftwaretri-design

of encryptionfor mobilecommunicationunits. In Proceedingsof the

IEEE InternationalConferenceon Acoustics,Speech and SignalPro-

cessing, volume5, pages3045–3048,May 1998.

[mmx] http://developer.intel.com/design/archives/processors/mmx/index.htm.

[MZ91] C. MeierandR. Zimmerman.A multiplier modulo( ���‰��� ). Diploma

thesis, Institut für Integrierte Systeme,ETH, Zürich, Switzerland,
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