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Abstract

Thereareincreasingdemanddgor cryptographicsystemslueto the rapid adoption
of electroniccommerceand personalprivacy concerns. Hardware basedcrypto-
graphic systemsoffer improved speed,lower power consumption,smallerfoot-
print and perhapshigher securityover purely software basedsystems.Field Pro-
grammableGateArray (FPGA)technologyoffersagoodcompromisebetweerthe
speedof VLSI basedmplementationsndthe shortdevelopmentiimesandadapt-
ability of softwaresystems.

This study illustratesthat FPGAs are suitablefor cryptographicsystemsby
implementingseveral cryptographicprimitives. In particular high performance
FPGA-basedmplementationof secretkey, public key, key searchand random
numbergeneratiorsystemsveredeveloped. The studyalsoevaluatedifferentar
chitectureandsystemparametersvhich will affectthe performancef thedesigns.

Thesecretkey algorithmimplementedvasthe IDEA block cipheranda deeply
pipelinedarchitecturevasemployedto achieve a throughputof 592Mbps. A vari-
ableradix systolicMontgomerymultiplier was developedto speedup implemen-
tationsof the RSA public key algorithm, offering an ef cient way to estimatethe
performanceand areatradeofs of a long integer multiplier by varying the radix.
In orderto demonstrate¢he ability of FPGAsfor cryptanalysisanRC4 key search
enginewasdevelopedwhich cansearcha40-bitkey within 2 daysandachieresper
formancewhichis 58 timesfasterthana 1.5GHzIntel Pentium4 machine.Finally,
anareaoptimizedrandomnumbergeneratousingthe Blum Blum Shubalgorithm

wasimplementedThis 1024-bitBBS RNG cangeneratea secureandomsequence



usinglessthan3% of a XCV1000EFPGA chip.
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Chapter 1

Intr oduction

1.1 Motivation

Cryptosystemsare important.

Theaim of cryptographyis to securanformationsothatonly theintendedpar
ties canreadthe data. Cryptosystem$iad beendevelopedfor centuries. The ad-
vanceof computertechnologiesand popularity of personalcomputersprovidesa
large baseon which cryptographiapplicationsareinstalled. Therecentpopularity
of thelnternetande-commercdave madestrongdemand®n cryptographyCryp-
tosystemdoday are all aroundour livesincluding bankingsystemsusing 3DES,
identi cation systemausingPKI (PublicKey Infrastructure)entertainmensystems
usingencryptedstoragesandevensystemsn electroniccarlocks. Developmentsn

cryptographyhave beengrowing fasterthenever beforedueto increasedesearch.
Hardware cryptographic platforms are helpful.

Many cryptographicalgorithmsare basedon specializedarithmeticcomputa-
tions suchas nite eld arithmetic. For clientsthat only perform cryptographic
computation®ccasionallythe centralprocessingunit (CPU)in a PCis sufcient.
Howeverthework loadonasenerthatwill handlethousandef requestpersecond
mary be unacceptablyarge. In addition, clientswhich have very limited comput-

ing resourcessuchassmartcardsmobile phonesandhandheldcomputersnay not

1



Chapterl Introduction 2

have sufcient computingpower. Specialhardwarecryptosystemsanoffer higher
performancehancorventional CPUSs. In addition, cryptosystemsmplementedn

softwaremay have lower securitythantamperproof hardwaredevices[And01].
FPGAs are suitable for building hardware cryptosystems.

Thetraditionway of building cryptographichardwareis usingapplicationspe-
ci ¢ integratedcircuit (ASIC) technology This methodologyhasmary disadwan-
tagesincluding high small volume cost, long designto producttime, dif culties
in deluggingand not ableto adaptnen changesfter the systemis built. A new
way to solve theseproblemis to build the designon FPGA platforms.FPGA chips
provide sufcient logic andstorageelementon which complex algorithmscanbe
built. Therecon gurablecharacteristianakesit easierto adaptnew cryptographic
protocolseven afterthe hardwareis installed. Oneaim of this researctwork is to
demonstratéhatFPGAplatformsaresuitablefor hardwarecryptosystemslt is also

shavn thatFPGA systemsaregoodfor cryptanalysisapplications.
Ar chitecture differ encesaffect performance.

For the samealgorithm,differentarchitecturesanbe appliedto achieve differ-
entdesignobjectives. One of the mostimportantissuesare the cost-performance
tradeofs. Costin hardware designcanbe interpretedin differentwaysincluding
logic area,memorystorage power consumptiongetc. Anothercommonlyencoun-
teredproblemis the paralleland serialtradeof. Onecanbuild a deeplypipeline
systemwhich usemary cyclesundera fastclock or a massvely parallel system
that can procesamultiple datain onecycle. Even for the samedesign,different
parametersuchastheradix usedcandramaticallychangehesystemperformance.

In thiswork, differentwaysto implementcryptographiclgorithmsusing e xi-

ble architecturesvill be explored.
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1.2 Objectives

The mainobjectve of this researctwork wasto develop primitive building blocks

for FPGAbasedhardwarecryptosystemsThedetailsresearchaim are:

Implementifferentcryptographialgorithmsncludingpublickey, blockand
streamciphersand comparetheir performancewith hardware and software
basedsystems. This is usedto supportthe agumentthat building a cryp-

tosystencompletelyonan FPGA platformis possible.

Explore different systemarchitecturesand evaluatethe impact on perfor

mance.

Provide experimentaresultssothata designecanchoosesystenparameters
(e.g. radix, area,throughput)which are mostsuitablefor the givenapplica-

tion.

1.3 Contributions

In thiswork, asetof primitive componentsor building cryptosystemsn hardware
platformswereimplementedandevaluated.The primitivesincludean IDEA block
cipher;alongintegermultiplier corefor theef cient implementatiorof RSA public
key cryptographicalgorithms;an RC4 streamcipherand also a randomnumber
generatarln theimplementationgjifferentarchitecturesvereexploredandvarious
optimizationmethodswvereused.

Themaincontributionsof this dissertatiorareasfollows:

A deeplypipelinedIDEA block cipherwasdesignedMvOV01]. ThelDEA
core offers 592Mbpsthroughputunder50MHz clock rate. The numberof
roundsinstantiatedcan be variedto meetdifferentareaconstraintswithout

violating the 8.5 roundsminimum requiremenin the algorithm. The upper
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boundof the speedis also examized. This was developedin collaboration
with Mr. O.Y.H. Cheungandmy duty wasto designthe pipeline statesand
control. This implementationof IDEA was, at the time of publication,the

fastestreportedmplementatiorto datein FPGAtechnology

A variableradix systolicMontgomerymodulamultiplier wasdevelopedMon85).
Theperformanceradeof for differentradixescouldthusbe easilyexamined.
Resultsfor differentradixes were measuredand provide a fastway for de-

signergo selecta designgiventherequiredresourcesindperformance.

An RC4key searchenginewasdevelopedor cryptanalysipurpose$RSAO0Q].
Its architecturevasoneof the rst to exploit the massve memorybandwidth
in an FPGA for cryptanalysisapplications.The RC4 key searchenginede-
velopedin thiswork is thefastesteportedmplementationn ary technology

and58timesfasterthana 1.5GHzIntel Pentium4 CPU.

A compactandsecuraeandomnumbergeneratousingthe BBS (Blum Blum
Shub)algorithm[LMM86 ] wasdevelopedor cryptographi@pplications For
a 1024-bit modulo, this designconsumedessthan 3% of an XCV1000E
chip. The resultspassedvariousRNG testsincluding the NIST RNG test
suite[A. 01] andthe Diehardtest[Mar02].

1.4 ThesisOrganization

In Chapter2, an introductionto cryptographicalgorithmsandthe FPGA design
o w arepresented.Also, a review of relatedwork on cryptographichardware is
given. Chapter3 presentamplementationf the IDEA block cipherwhich use
deeppipelining technigueand Chapter4 presentsanimplementatiorof a variable
radix systolicMontgomerymultiplier which canbeusedin RSA cryptosystemsA
designof a massvely parallel RC4 engineis describedn Chapter5. Chapter6

shavs animplementatiorof randomnumbergeneratomusinga free oscillatorand
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the BBS algorithm. Theresultsof theabove designsarepresenteéndevaluatedn
Chapter7. Finally, the conclusionanddirectionsfor future researclare presented
in Chapter8.



Chapter 2
Background and Review

2.1 Intr oduction

To constructprimitive building blocks for a hardware cryptosystemthe crypto-
graphicalgorithmsmustbe studied.Also, we needto befamiliarwith thehardware
platform,i.e. FPGAsystemsn our researchto achieve the bestperformancdrom
them. To facilitate our studiesand evaluateour results,relatedwork on crypto-
graphicalgorithmsandhardwarecryptosystemsrereviewedin this chapter

This chapteris organizedasfollows. Section2.2 presentedhe architectureof
commoncyrptosystemsThe typesof cryptographicalgorithmsarealsoexplained
in this section.In section2.3, the applicationsof cryptographyarepresentedThe
structureand characteristicof FPGA platformsare explainedin section2.4. The

lastsectionpresentedhereviewedrelatedwork.

2.2 Cryptographic Algorithms

Themajorconcernof cryptographyis to securanformationfrom beingintelligible
to whomit is notintended.A generalview of a cryptosystenfor communications

is shavnin Figure2.1. Somecommontermsusedin cryptographyare:

Encryption transformationof datainto a form thatis unreadablevithout some

appropriateknowledge.
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secure region —<=——— unsecure region——————=<— Secure region

Decryption Encryption
Key Key

plaintext Decryptior| communication channel Encryptio plaintext
Receiver e B rrT——— Transmitter
Process | ciphertext ciphertext Process

Figure2.1: Encryptinganddecryptionprocesses.

Decryption reverseof encryption;transformatiorof encrypteddatato theoriginal

datawith the assistancef someappropriate&knowledge.

Cipher processegitherin form of a software programor hardware circuit to per

form encryption.
Plaintext datato beencrypted.
Ciphertext dataafterbeingencrypted.

Key secreinformationusedduringencryptionanddecryption.

Variousalgorithmshave beenproposedor cryptographisystemsandthesecan
bedividedinto two majorclassespublic key algorithmsandsecet key algorithms.
In secretkey algorithms all keys arekeptsecretandsharedy the partiesinvolved.
In public key algorithms the aretwo keysinvolved. Oneis the public key whichis
madepublic. The otheris the private key which is known only by the personthat
candecryptthemessage.

Secreet Key Algorithms

Secrekey algorithmsarealsoreferredto assymmetrickey algorithms.In these
algorithms,the decryptionkey can be generatediirectly from, or is exactly the
encryptionkey, sobothkeys shouldbe keptsecret.

Secrekey algorithmscanbefurtherclassi edinto two subclassedlodk ciphers

andstreamciphers. Theblock ciphersaccepta datablock of x edsizeasinputin
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eachiterationandproduceanoutputblock of thesamesize. It is abijectivefunction
(one-to-onanapping)from theinput plaintext block to the outputciphertet block.
Streamciphersconsiderthe input asa streamof bytesand producean outputbyte
streamby combiningtheinputwith thegeneratedey stream In streanciphersthe
outputof a x edinputdepend®ntheinputvalue,thekey valueaswell asthetime
theinputentershecipher Thatmeangwo identicalandadjaceninputblockswill
be encryptedo differentoutputblocksby a streamcipher

Commonblock cipher algorithmsinclude: DES (Data Encryption Standard)
[MvOVO01], AES (AdvancedEncryptionStandard)RC2(RivestsCipher2) [RSA0Q,
RC5 (Rivests Cipher5) [MvOVO01], IDEA (InternationalData EncryptionAlgo-
rithm) [MvOVO01], SecureAnd FastEncryptionRouting(SAFER)[MvOV01], Blow-
sh [Sch93 and CAST-128 (Carlisle Adamsand Staford Tavares)[AT93]. Ex-
amplesof streamciphersinclude: RC4 (Rivests Cipher4) [RSA0(Q, Software-
optimized EncryptionAlgorithm (SEAL) [MvOV01] andVRA (VenkatesanRa-
jagopalarandAiello) [ARV95]. In fact,therearemary otherstreanciphersbased
onthelLinearFeedbaclshift Registers(LFSR)algorithm[MvOVO01]. Theprocess-
ing speedf a streamcipheris usuallyfasterthanthatof ablock cipher

Thereareseveralmodesunderwhich block cipherscanoperate Themostcom-
monly usedmodesarethe ElectronicCodebook ECB) modeandthe CipherBlock
Chaining(CBC) mode[Sch96]. In ECB mode,the block ciphersareuseddirectly
andthe one-to-onanappingfrom plaintext block to ciphertext blockis maintained.
In CBC mode,the outputciphertet block is fed backto theinput portandXORed
with thenext plaintext blockto beencrypted By doingso,theencryptionof ablock
is dependentiponthe previous block andthe one-to-onemappingcharacteristigs
eliminated,improving security

A disadwantageof secrekey algorithmgs thatthepartiesperformingencryption
anddecryptionmustsomehav exchangekeys. Thatmeansa securechannelmust
be availablefor the key exchangeto take placebeforethe securechannelfor data

canbeestablished.
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secure region —<=——— unsecure region——————=<— Secure region

Receiver's Receiver's
Private Key Public Key

plaintext Decryptior| communication channel Encryptio plaintext
Receiver e B rrT——— Transmitter
Process | ciphertext ciphertext Process

Figure2.2: Publickey cryptography

Public Key Algorithms

Publickey algorithmwas rst introducedby Whit eld Dif e andMartin Hell-
man[DH76]in 1976.Figure2.2illustratestheideabehindpublickey cryptography
Thedifferencewith Figure2.1is thatthepublickey, whichis usedastheencryption
key here,is publicly available. The messagencryptedusinga public key canonly
be decryptedby the correspondingrivatekey. So anyone cansendan encrypted
messagdut only the personwith privatekey candecryptit. This propertycanbe
usedto solve thekey exchangegproblemassociateavith secretkey algorithms.The
securityof public key systemdependson the dif culty of derving the privatekey
from thepublic key.

Exampleof publickey algorithmincludeDif e-Hellman[DH76], RSA[RSA78],
ElGamal[EIG85], andMerkle-HellmanknapsacKMH78].

In public key systemsthe public key of a recever is sharedbetweensender
andrecever. Sincethis informationis available to everyone,it is not necessary
to have sometrustedmeansof key distribution beforesecuredatacommunication
providedthatthe public keys areassociatedavith their ownersin atrustedmanner
Thedisadwantageof public key algorithmsis thatthey requiremorecomputatiorto

achieve similar securitycomparedvith secretkey algorithms.
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2.3 Cryptographic Applications

Cryptographicalgorithmsare usedin a wild rangeof applications;including the
SSL (SecureSocletsLayer)[Net0Z developedby NetscapgCommunication€o.,
SSH (SecureShell) [TTTMO02], IPSec(IP SecurityProtocol)[Req02c],Kerberos
[Req024 and PGP (Pretty Good Privacy) [Req02b]. Besidesnetworking appli-
cations,cryptographicalgorithmsare also appliedto datastorage. UNIX system
provide systemtools to encrypt les [Ope02],word processorsuchasMicrosoft
Word [Mic02] and Adobe Acrobat [Ado02] integrate the encryption/decryption
functionsinternally Also, mary datacompressingools suchasZip [BK02] and
RAR [RARO02] provide encryption.On staticstoragesuchasDVDs, cryptographic
algorithmsareusedto protectcopyright by preventingillegal copying.

Thefollowing exampleillustratesthetypical usageof cryptographialgorithms
on networking ervironment. Client C wantsto downloada le from sener S
throughaninsecurenetwork. The client shouldobtainthe sener's public key in
adwance.Beforethe le canbeaccessedheclientsendghe senerits requestind
public key encryptedusingthe sener's public key. Sinceonly the sener hasthe
privatekey to decryptthis requestthis will authenticatéhe sener'sidentity. Then
the sener will senda sessiorkey to the client, encryptedby client's public key.
After theclientgetsthe sessiorkey, a securecommunicatiorchannels established
for clientauthenticatiorand le transferringusingeitherablock or streanciphet

Notethatpublic key cryptographywhich is computationallyexpensve, is used
for the key exchangeandinvolvesa smallamountof data. A secretkey algorithm
is usedfor the potentiallylarge amountof datainvolvedin the le transfer This
schemeaeducedghe amountof computatiorrequiredby the sener, thusimproving
its overall ef ciency without sacri cing security

In this research4 cryptographicprimitives were developed. By integrating
theseprimitivesin a single design,the tasksin the above examplecanbe imple-

mentedn asinglechip hardwarecryptosystemTheMontgomerymultiplier canbe
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cﬁ.s N CT.B A
PRM PRM CLB P%
CLB| |A CLB;FA/, SLUTE FF
PRM PRM
CLB| |A CLB||A

Figure2.3: FPGAstructure.

usedto performthe RSA public key authenticatiorwhile the BBS randomnumber
generatoccanbe usedto generatehe sessiorkey for the RC4 or IDEA secretkey
ciphers.Actually, thedesignsanbe usedin mary scenariosangingfrom high-end

sener sidecryptographiacceleratorso low power consumptiorhandheldlevices.

2.4 Modern Recon gurable Platforms

The experimentsin this researchwereimplementedon Field Programmablé&ate
Arrays (FPGA). FPGA is VLSI chip with somespecialfeatures. The structure
of an FPGA s a 2-D array of Con gurable Logic Blocks (CLB) surroundecdby

connectionwires. There are someprimitives such as lookup tables(LUT) and

ip- ops (FF)insidethe CLB. The functionsof theseprimitivesand connections
betweerthemcanbe con guredfor differentdesigns.Programmableouting ma-

trices(PRM), implementedn staticRAMs, areusedto connecthel/O portsof the

CLBs. A generaktructureoutline of FPGAsis shovn in Figure?2.3.

Theadwantage®f FPGAdesignsovertraditional VLSI designsare:
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Fastdesignto producttime andchipscanbereusedor differentdesigns.

Easysimulationand delugging. Software simulatorand deluggerprovide

ef cient methodf nding bugsandestimatingof performance.

It is possibleto usethe sameFPGA hardware platform for mary different

cryptographigrotocols.This make thedesign e xible andextensible.
Low costprototypingfor early designswvhich aresubjectedo be changed.
Designcanbe upgradedafterdeploymentwithout hardwarereplacement.

Today'sadwanced=PGA chipsalsooffer alot specialcomponentsuchaslarge
memoryblocks (BlockRAM) andfastcarry chainsbetweenadjacentogic blocks
[Xil02a]. Dedicatedmultipliers and clock distribution lines canalsobe foundin
somedesignsDueto theoverheadsssociateavith providing programmabléogic,
FPGAdesignausuallyhave lower clock rateandlowerlogic densitythantraditional
VLSI designausingthe sametechnology

The FPGAdesign o w is shavn in Figure2.4. The designentry canbe either
schematiccaptureor synthesisvia a Hardware DescriptionLanguaggHDL). The
schematico w is moreintuitive for smalldesignsvhile the HDL o w providesan
ef cient way to implementandmanagdarge andcomplec designs.

In the synthesisapproacha netlistis generatedlescribingthe logic functions
andtheirinterconnectionsThefunctionsarethenmappedo thelogic primitivesof
thetargetFPGAplatform. The placemenbf logic primitivesandroutingof connec-
tionsarealteredto nd anoptimizedsolutionwhichwill meettheconstraintstated
by thedesignerTheimplementatiorprocesgieneratea bitstreanrepresentinghe
con gurationof the FPGA,which canbe downloadto thechip.

Therearemary cryptographigrotocolsthatimplementingall of themin asin-
gle FPGAchipis notfeasible.Oncethe applicationsagreeon someprotocols they
seldomchange.The dynamicrecon gurationcapabilityof the FPGAsaresuitable

for suchscenariosAn exampleis securenetwork communicationsDesignersan
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Design Entry

[ Schematic Captur% [HDL Language%

Design %{ Design Verification}
] (Simulation)

Implementation

{ Floorplanning}
Reports =—— ‘
[ e [Place & Routé% B

{ Design Downloa@

Figure2.4: FPGAdesign o w.
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FPGA | Microprocessor
Unit Price high | medium
Paver Consumption low high
OperationFrequenyg low high
MemoryBandwidth high | low
HardwareParallelism high | low
Customizedor Application | yes no
DesignTime high | low
Commondityltem no yes

Table2.1: Cost/performanceradeofs betweerFPGAandmicroprocessor

implementall kinds of cryptographicprotocolsin differentdesignstamgeting the
samehardware (the FPGA chip). After the software determineswhich protocol
will beused the bit streamof the correspondinglesignwill be downloadecto the
FPGA.By doingso,alimited hardwareresourcecansene awide rangeof require-
ments.

Table 2.1 summarizeghe cost/performancéradeofs of FPGA comparingto
microprocessodesignslt shavsthat,attheexpenseof lower clockrateandhigher
price,FPGAdesignsanachieve higherperformanceéhanthemicroprocessacoun-

terpartshroughhigherdegreesof parallelismandcustomization.

2.5 Review of RelatedWork

2.5.1 Montgomery Multiplier

The Montgomerymethod[Mon85] is usedin all high performanceéhardware and
softwaremodulamultipliers. Montgomerymultiplier implementationgrereviewed.
In 1993, PeterKornerup[Kor93 proposedan algorithmfor computing
usingashigh-radixredundanhumbersystem.Thealgorithmrequired ——
cyclespermultiplicationin radix . This algorithmwasadaptedn our design.In

thesameyear M. ShandandJ. Vuillemin [SV93] form Paris Research.aboratory
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(PRL) presenteda fast FPGA basedimplementationof RSA systemwith 1Mbps
throughputfor 521-bitkeys. This designwasimplementecon the PAM (Program-
ableActive Memory) systemwith a matrix of 16 FPGAandthe modulususedwas
hardwiredin thedesign.

A VLSI implementatiorwith lookuptablequotientestimationby Che-HanWu
etal. [WSW 99| shaved that higherradix implementationsould achieve speed
improvementat the expenseof hardwareoverhead. — cyclesare
requiredfor theradix- algorithmwheren is the sizeof modulusandk is thesize
of partitionedmultiplier. The highestradix evaluatedin that work was radix-16
which used10% morelogic thanradix-2 systembasedon COMPASS cell library.
In 1997,Colin D. Walter[Wal97] shovedthatthe product shouldbe
independendf thechoiceof radixfor thebestimplementationsf repeatecddition.

Therehasbeena lot of researclon systolicMontgomerymultipliers. Colin D.
Walter [Wal93] proposeda radix-2 systemwith cycleslateng for ann-bit
multiplication. This designuseda two dimensionalarray of systoliccells. For a
500-bit RSA design,this systemwas estimatedo useabout gates. Peter
Korneruppresentednotherdinear systolicMontgomerymultiplier [Kor94 which
hada similarlateng. Ourimplementatiorof variableradix Montgomerymultiplier
was basedon this structure. The estimatethroughputof this designis 100kbps
undera 100MHz clock. In 2000,Wei-ChangTsaietal. [TSWO0(Q introducedtwo
new systolicarchitecturegor modularmultiplication. Simulationusing0.35
CMOStechnologyshaownsthatthese3-D systolicarrayshadfastercomputingspeed.
Thedouble-layesystenconsuming240ktransistorachierzed244kbpdor 1024-bit
RSA andthe non-interlacedsystemconsuming209k transistorsachiezed 241kbps
throughput.

Besidesthe one presentedby Shand,other implementationof Montgomery

multiplier basedon FPGA platformswerereviewed. T. Blum andC. Paar[BP99
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implementeca Montgomeryexponentiatiorunitin systolicarrayarchitectureRadix-
4, 8, 16 wereimplementedand Chineseremaindertheoremwas usedfor decryp-
tion. An 1024-bitRSA decryption,on a Xilinx XC4000series requires10.18ms,
12.41msand12.52mgespectiely for radix-4,8, 16. A. TiountchikandE. Trichina
[TTOO] designedh 132-bitradix-2linearsystolicMontgomerymultiplier onanXil-
inx XC6000FPGA chip. For this design,at least4 XC6000FPGAsarerequired
for a512-bitkey with estimatedit rate800Kbps.M. K. Hanietal. [HTSHOO] pre-
sentedcacompleteRSAsystermusingWalter's systolicstructureon Altera FLEX10KE

FPGAsystem.The coreperformancef this designwasnot reported.

2.5.2 IDEA Cipher

The block cipherwe considerin this work is the IDEA cipher Although IDEA
involvesonly simple 16-bit operationssoftwareimplementation®f this algorithm
still cannotoffer the encryptionraterequiredfor on-line encryptionin high-speed
networks. Ascom'simplementatiorof IDEA (Ascomarethe holdersof the patent
ontheIDEA algorithm)achieves encryptiongoersecondspr anequv-
alentencryptionrateof 23.53Mbpspon anIntel Pentiumll 450MHz machine.Im-
plementatiorof IDEA usingtheIntel MMX multimediainstructionswasproposed
by Helger[Lip98] andachiares encryptionpersecond®r a equivalent
encryptionrate32.9Mbpspn anintel Pentiumll 233MHzmachine Our optimized
softwareimplementatiorrunningon a SunEnterpriseE4500machinewith twelve
400MHz Ultra-lli processarperforms encryptionsper secondor an
equialentencryptionrate of 147.13Mbpsstill cannotbe appliedto applications
suchasencryptionfor 155MbpsAsynchronoudransferMode (ATM) networksor
GigabitEthernet.

Hardwareimplementation®ffer signi cant speedmprovementsover software
implementation$y exploiting parallelismamongoperators.In addition,they are

likely to be cheaperhaving lower power consumptiorand smallerfootprint than
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a high speedsoftware implementation. A designof an IDEA processomwhich

achieves 528 Mb/secon four XC4020XL deviceswasproposedby Menceret. al.

[MMF98]. The rst VLSI implementatiorof IDEA wasdevelopedandveri ed by
Bonnenbey et. al. in 1992usinga 1.5 CMOS technology[BCF 91]. This
implementatiorhad an encryptionrate of 44Mbps. In 1994, VINCI, a 177Mbps
VLSI implementationof the IDEA algorithmin 1.2 CMOS technology was
reportedby Curigeret. al. [CBZ 93,ZCB 94]. A 355Mbpsimplementationn

0.8 technologyof IDEA wasreportedin 1995by Wolter et. al. [WMSL95],

followed by a 424Mbpssingle chip implementatiorof 0.7 technologyby Sa-
lomaoet. al. [SAF9§ wasreported.In 2000,Leonget. al. proposeda 500Mbps
bit-serialimplementatiorof IDEA onanXilinx Virtex XCV300-6 FPGAwhichis

scalableonlargerdevices[LCTLOOQ]. Later, Goldsteinet. al reportedanimplemen-
tationon the PipeRenciPGAwhich achiezes1013MbpgGSB 00]. A commer
cial implementationof IDEA calledthe IDEACrypt Kerneldevelopedby Ascom
achieres 720Mbps[Asc99b] at 0.25 technology The implementatiorderived
from the IDEACrypt Kernel,calledthe IDEACrypt Coprocessghasa throughput
of 300Mbpg[Asc99a].

2.5.3 RC4KeySearch

Therehave beentwo previously reportedFPGA basedRC4 key searchmachines.
In 1996, Goldbeg and Wagnerproposedan RC4 searchengineusing an Altera
RIPP10boardwhich had8 FLEX8000chipsandfour staticRAM chips[GW96].
Their designcould perform4 parallelsearchesindeachunit required1286cycles
perkey. Kundarevich et al. proposeda key searchengineusinga single Altera
EPF10K20complex programmabléogic device (CPLD). In theirimplementation,
eachsearchunitrequired1304cyclesperkey and5 parallelsearchesouldbemade
at 10MHz [KWH99].
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2.5.4 Secur Random Number Generator

Many VLSI basedRNGs (RandomNumberGeneratorhave beendevelopedand
evaluated. The randomnes®f the generatorsmay be basedon electronicnoise
[PCOQ, thermalnoise[ZHO1], oscillatornoise[RRK98] or radioactve decayfhot02].
Mostof thesemplementationincludeanampli ed noisesourceanddigital scram-
bling logic.

Real randomnumbergeneratordhasedon chaotic systems,provided a very
compactstructureon standardCMOS designs. In 2001, Toni Stojanarski et al.
[sPKO1]implementeda chaos-base®NG in a 0.8 standardCOMS chip uti-
lizing switchedcurrenttechniques.The estimateoutputbit rate of this designis
1 Mbps. Also on 0.8 CMOS processAndreaGerosaet al. [GBPO1]imple-
menteda RNG basedon a chaoticsystem. Their designwith a pipelined ADC
(analog-to-digitatorverter)occupied siliconarea.

Therearemary methodgo generatgpseudaandomsequencesn 1986, Wol-
fram[Wol86] proposedmethodto generategandomnumberdy connecteaellular
automatagCA). In the method,outputof a CA is a functionof the currentoutputs
of nearbyCAs. This methodis very suitablefor hardware implementatiorwhere
concurrentoperationsare easyto achieved. PD. Hortensiusetal. [HMC89] pro-
poseda VLSI implementatiorof 1-D cellular automatan parallel structure. The
30-bithybrid CA designwasabout2.1timeslargerthana 30-bitLFSR (linearfeed-
backshift register)RNG while offering betterrandomnesandfasterclock ratedue
to the nearesneighborwiring. While selectinga suitableconnectionschemeand
automatdunctionis nottrivial in higherdimensiondesigngor morerandomness.

As mary cryptographiacceleratindnardwareareFPGAbasedit is moredesir
ableto have FPGA PRNG (PseuddRandomNumberGeneratormodulesinstead.
Barry Shackleordet al. presentedRNGs basedon neighborhood-of-foucellular
automatgSTCS0]. The designmadeuseof the 4-input LUTs in Xilinx FPGA

to fully utilize the hardwareandcangeneraté4-bit randomnumbersat frequeng
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ashigh as230MHz. AnotherFPGA implementatiorof PRNGwasintroducedby
RobertK. Watkinsetal. in 2001[WIF01]. Their designuseda GeneticAlgorithm
(GA) to generatea setof PRNGs. FIPS-140was usedas tness functionin the
evolution. This design,implementecon XESSXSV800 Virtex prototypingboard,
reliedontherecon gurationability atruntime. The nal productof the evolution
isaPRNG.

It is not possibleto prove a sequenceas random. Somebasictestswere in-
troducedby Knuth [Knu81]. A compactand preliminary test suite was de ned
in FIPS-140by the NationalInstitute of Standardsnd Technology(NIST). NIST
proposeda morecomprehensie randomandpseudaandomnumbergeneratotest
suitefor cryptographiapplicationsn 2001[A. 01]. Anotherwell knovn RNG test
suiteis theDiehardtestdevelopedby MarsagligfMar02]. Thisis widely considered
themoststringentRNG test.

2.6 Summary

In this chapter the algorithmsandarchitecturecommonlyusedin cryptosystems
hasbeenintroduced. The applicationsof cryptographyin various elds werepre-
sented.Also, the characteristiceanddesign o w of modernFPGA platformswere
explained.Relatedvork on Montgomerymultipliers,IDEA block ciphers RC4key

searchingenginesandsecuraandomnumbergeneratorsverereviewed.
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The IDEA Cipher

3.1 Intr oduction

The proposedEncryptionStandard PES)is a block cipherintroducedby Lai and
Massay[LM90] in 1990. It wasthenimproved by the Lai, Massayand Murphy
[LMM91] in 1991. This version,with strongersecurityagainstdifferentialanal-
ysis and truncateddifferentials[HL94, Knu95 Bor97], was called the Improved
PES(IPES).IPESwasrenamedo bethe InternationaDataEncryptionAlgorithm
(IDEA) in 1992.Claimshave beenmadethatthealgorithmis themostsecureblock
encryptionalgorithmin the public domain[Sch9§. Exceptfor weakkey attacks,
the currentbestattackis by bruteforce onthe 128-bitkey spacgdSch96].

In this chapter an IDEA cipherimplementationon an FPGA platformis de-
scribed. With a singlecore,this designcanachiere a throughputof 592Mbpsen-
cryptionrateusinga 50MHz operatingfrequeng. The designis heavily pipelined
to maximizethethroughput A methodfor pre-computingeysis usedn thisdesign
to save logic resourceslt canbe usedasa hardwareacceleratoin a cryptosystem
suchasfor SecureShell(ssh)datatransferandVirtual PrivateNetworks (VPN).

This chaptetis organizedasfollows. In Section3.2the IDEA algorithmaswell
asalgorithmsfor multiplicationmodulo aredescribedTheimplementation
of IDEA cipherandinterfaceare presentedn Section3.3. A summaryis given

Section3.4.

20
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3.2 ThelIDEA Algorithm

IDEA is a secret-ky block cipher The keys for both encryptionand decryption
mustbe keptsecretfrom unauthorizegersons Sincethetwo keys aresymmetric,
onecandivide the decryptionkey from the encryptiononeor vice versa.The size
of thekey is x edto be 128bits andthesizeof thedatablock which canbehandled
in oneencryption/decryptioprocesds x edto 64 bits. All dataoperationsn the
IDEA cipherarein 16-bit unsignedntegers. Whenprocessinglatawhich is nota
integermultiple of 64-bit block, paddingis required.

The securityof IDEA algorithmis basedon the mixing of threedifferentkinds
of algebraicoperations:XOR, additionand modularmultiplication. This section
will explainthetop structureof thecipherfollowedby thekey schedulingalgorithm
andthe S-box( ) algorithm.

3.2.1 Cipher Data Path

ThelDEA blockciphershavnin Figure3.1is basedn aFeistelstructureNyb9g.

Thereare 8 identical roundsand an output transformationblock in the original
IDEA datapath. The outputtransformationas shovn in Figure 3.1, is actually
theupperhalf of aroundwith someinputsinterchangedWe will referencehis as
half roundin therestof thetext. Thesdterative roundsareusedio make differential
attacksmoredif cult.

The 64-bit input plaintext, X, is dividedinto four 16-bit sub-blocks, to
After encryption,the four sub-blocks, to  areconcatenatetb the 64-bit ci-
phertext. For everyfull round,six 16-bitsubleys, to areused.Thehalfround
block only use4 subleys. A key block is usedto storethe 128-bitinput key. The
subscriptin the sub-ley is the orderwhich it is extractedfrom the key block. The
superscripbf thesub-lkey is theroundnumberin whichit is used.For example,
is the fth sub-key usedin round1. The decryptionprocessshareghe samedata

pathwith differentsubleys.
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For theIDEA algorithmin ElectronicCodebookmode(ECB) [Sch96],thereis
noloop in the datadependencgraphwhich impliesthata deeppipelinetechnique

canbeapplied.

3.2.2 S-Box: Multiplication Modulo

ThelDEA algorithmuses multiplicationasthe mainmixing operation.
It mapsfrom the domain to . In the mapping, is mappedto
. By doingso,thecardinalityof is still 16, makingit thesameas

the othertwo operations.The original algorithmrequiresa domaintransformation
beforeandafterthe  operation. Sincethis operationis the mostcomputational
intensive onein the IDEA algorithm,oneof the designconsiderationsvasto opti-
mizeit. Many methodshasbeendevelopedto speedup this calculation[CBK91].
In this designwe adaptedhe methodproposedy MeierandZimmermanMZ91]
whichusesamodulo adderswith bit-pair recoding.This algorithmis explained

in thefollowing pseudacode.

uintl6  mulmod(uintl6  x, uintlé y) {
uintlé6 xd, vyd, th, tl
uint32  t;
xd = (x - 1) & OxFFFF;

yd = (y - 1) & OxFFFF;

t = (uint32) xd * yd + xd + yd + 1;
tt =t & OXFFFF;

th =t >> 16;

return  (tI - th) + (tl <= th);

This algorithm requiresa total of ve additionsand subtractionspne 16-bit

multiplication and one comparison.However, in IDEA one of the operand=f a
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modularmultiplication operationis alwaysa subley, sothe secondsubtractiorncan

beeliminatedif theassociatedubleys arepre-decremented.

3.2.3 KeySchedule

In thekey schedule52 subleysaregeneratedrom a128-bitinputkey. Thesubleys
areformedby rotatingtheinput key. Thekey schedulingorocesss:

Orderthe 52 subleys as , , v v v ,

Partition the 128-bitinput key into eight 16-bit blocks. Assignthemto the
rst 8 subleys, to , directly.

Rotatethe input key left by 25 bits to form a newv key block. Another8

subleys canthenbe generated.

Repeatherotationprocessvheneer the subleys in the currentkey block is

usedup.

The decryptionsubleys can be computedfrom the encryptionsubleys

with referencdo Table3.1.

3.3 FPGA-basedIDEA Implementation

3.3.1 Multiplication Modulo

Modular multiplication operationsdominatethe computationtime in IDEA algo-
rithm. A carefulandoptimizeddesignin this partcanimprove thecompletedesign
signi cantly. Figure 3.2 shaws the structureof modulo multiplication operations
usingthealgorithmdecryptedn Section3.2.2.

Theadderdn level 2 andthe subtractersn level 4 arebothimplementedas16-

bit adderswith carryinput. If we subtractl from every subley in the pre-compute
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N/A
N/A

Table3.1: IDEA decryptionsubleys derived from encryptionsubleys
and denoteadditveinversemodulo  andmultiplicativeinverse
of  respectiely.

Subkey Data

Figure3.2: Block diagramof the multiplicationmodulo

25



Chapter3 ThelDEA Cipher 26

processthe subtracteiin the dashedoox canbe eliminated. This will saze some
logic resourcesut cannotspeedup the designsincethereis still a subtracteiin
the samelevel. The operationson the samehorizontallevel canbe carriedout in
parallel. An exceptionis in thelastlevel wherethecarryinput of theadderdepends
ontheresultof thecomparatar

As shavn in Figure3.2,thecritical pathis indicatedwith athick line. To getthe
bestperformancen this module,the 16-bit multiplier is constructedy the Xilinx
CORE GeneratofXil0Ob] to maximizethe throughput. The generatednultiplier,
with outputregisters,hasa lateng of 4 clock cycles. To matchthe throughputof
the multiplier, every level is pipelinedsuchthatthereare 7 cycleslateng in the

modulo component.

3.3.2 DeeplyPipelined IDEA Core

Thearchitectureof the IDEA corehasbeenshown in Figure3.1. The  operators
are replacedby the componentdescribedn Section3.3.1. Thereare 3 modular
multiplicationin the critical pathin a full round. Delaysand outputregistersare
usedto balancethe critical path. To sare area,delaysare implementedwith the
Xilinx Virtex SRL16Eshift registerprimitives[Xil99, GA99].

The architectureof the IDEA coreafterinsertingthe delaysis shavn in Figure
3.3. Thenumbersgn the circlesrepresenthe numberof delaycyclesaddedto the
path. Thereare 22 cyclesof lateng introducedin a full roundand7 cyclesin a
half round. Therefor, a completelDEA cipherhastotally 183 cyclesdelay Since
every singlelogic pathhascombinationaldelay shorterthanthatin the multiplier
from CoreGenthethroughputof the designis boundby the speedf the generated
multiplier. Thus,afastermultiplier implementatiorcanimprove thedesign.

In ECB mode,the designis fully pipelinedanda 64-bit plaintext block canbe
processea@very cycle sincethereareno feedbackpaths. Whenencryptinga large

amountof data,thelateng is notimportant.
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3.3.3 AreaSaving Modi cation

The designcan be modi ed to t into a chip which is not large enoughfor the
completeeightanda half rounds.To useminimumIlogic resourcespnly oneround
is usedto performthe cipherfunction. To enablethis con guration, a feedback
controlmustbe addedto the datainput portin the full rounddesign.As shavn in
Figure 3.3, The theretwo possibleinputsto the core: the plaintext block andthe

outputof the previousround. The operations asfollows:

Initially, thefeedbaclcontrollogic selectgheplaintext block, X, astheinput.
22 plaintext blocksareacceptedo Il thepipeline.

Feedbackogic thenselectsthe outputsof the roundasinput. By doing so,

thedatapasseshroughtheroundlogic again.

After 183 cycles, the half-roundoutputis sampledto obtainthe ciphertext

blocks. At thesametime, thefeedbackcontrolacceptgplaintext input again.

Figure 3.4 illustratesthe above procedure.The numberof roundsinstantiated
canbevariedin the design.Tradeoff betweerareaconsumptiorandperformance
thus can be easily evaluated. For example,if only oneroundis instantiatedthe

schemesavesupto afactorof 8.5in area.

3.3.4 KeyBlock in Memory

The key block storingthe 128-bitinput key needsto be shiftedright 25 bits after
the currentsubleys areusedup. The numberof subleys generatedy the 128-bit
key block, 8, is not a multiple of the sublkeys requiredin a round. Thesemean
the roundcomputatiormuststall waiting for anothersetof subleys after shifting.
This eithermakesthecontrolunnecessarilgomplex or introducesairregularround
design. The key block mustbe restoredto the initial stateafter a datablock is

processedThe 25-bit shift prohibitsthe restoringprocedurgo beimplementedyy
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regular shifting. Also, the utilization rate of the key schedulingogic is very low.
Sincedesignhascomputedall therequired52 subleys afterthe rst datablock, it
is unwiseto repeathe computatiorfor everyfollowing blocks.
To avoid all theseproblems the 52 subleys arepre-computedn softwareand
storedin memory(SRL16ESs)in the design. The bus width of the key memoryis
bitswhichwill providethekeysfor acompleteound.Justbeforeenteringthe
next round,thekey memoryis rotatedio preparghenext 6 subleys. Theadwantages

of this designare:

No stall stagesarerequiredinsidea round,thussimplifying control.

The round designis regular by assumingthe requiredsubleys are always

ready
Thesubleys arecomputedonly once,in software.
Thelogic for key schedulings minimizedto only severalmemories.

To eliminatethe operationof subley in multiplication , some
subleys shouldhave 1 subtractedrom themin the pre-computestage.The
schedulingprocescombinesghis in software. By doing so, 4 16-bit adders,

i.e. about32 SLICEs,areeliminatedin eachround.

The above designis suitablefor an areaoptimizedIDEA core with lessthan
eight and a half rounds. For the designwith all requiredrounds,no rotationin
memoryis requiredandthe subleys canembeddedn the operatordor furtherop-
timization. Thedravbackof the pre-computedkey designis thatchangingkey in a

designrequiresruntimecon guration.

3.3.5 PipelinedKeyBlock

For the deeplypipelinedIDEA core,the valuesof subleys arealsopipelined. To

save storagearea shifting is usedinsteadof pipelining. At the start,only the rst 4
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subleys, to areshifted. After 7 clockcycles, is shifted. After another
7 clockcycles, is shifted. This schemeensureghatthe correspondingubleys
are changedat the sametime that the datablocksfor the currentroundreachthe

positionin the pipelinewherethe subleys areused.

3.3.6 Interface

Theinterfaceto thehostsystems simple. Thehostsystemwritesa 64 bits plaintext
to the FPGA. The hardware setsa ag bit afterit recevesthe data. This ag is
passedlongthe samepipelineasthe datasothatwhenthe ag reacheshe endof
the pipeline,theciphertext is readyat the outputport, andthe hostsystemcanread

theencryptednessageThis ag alsosenesasabusy ag for theinput.

3.3.7 Pipelined Designin CBC Mode

In CBC mode,theinput block mustbe XORedwith the ciphertet of the previous
block and the designcan only acceptone plaintext block after the previous one
reacheghe endof the pipe. This reduceghe throughputby a factorof 183andso
thedeeppipelinetechniquedoesnot have ary advantagesn thismode.
Sincetheblock cipheris usuallyusedn network communicatiorsoftware,such
asSSH,on the sener side,theremay be multiple connectionsisingthe sameen-
cryptionprotocol. The sener caninput plaintext blocksbelongingto differentcon-
nectiongandhencedifferentencryptions)n the pipelineddesign.Thereis no data
dependengin theseblocksevenin CBC mode. By doing so, the utilization rate
of the hardwareis increasedndthe overall performances improved. This method
requiresthe softwareto selectthe correctkey schedulingcomponentgor different
connectionsAssumingtherearelarge numberof concurrentonnectionsuchthat

thepipelinecanbe lled, thisschemeaanachievea22timesspeedupn CBC mode.
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3.4 Summary

A high-performancemplementationof the IDEA block cipherwas presentedn
this chapter The deeplypipelinedimplementatiorachiezed an encryptionrate of
592Mbpsusinga50MHz clock. An areasaving designwhichiteratesoveranumber

of roundsandcanbeusedin smallerchipswasalsoimplemented.
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Variable Radix Montgomery

Multiplier

4.1 Intr oduction

Modularmultiplication (mul-mod is an operationcommonlyusedin securityre-
latedapplications Suchapplicationgncludethe RSA publickey systemandsecure
randomnumbergenerationThis classof computationsisuallyinvolvesvary large
numbersvhich rangefrom 512to 2048bits in size. This chaptemwill addressome
methodgo improve the computatiorspeedn a hardwareimplementation.
Variousalgorithmshave beendevelopedto improve the speedf mul-modcom-
putations. For example,the Montgomerymethod[Mon85] speedsip the calcula-
tion by corvertingtheinputsto a -residuesystem.In the Montgomerymethod,
simpletruncationandbit masksare usedinsteadof trial division, to computethe
remainder A systolicarrayimplementatiorcanachiese high performanceby di-
viding a complex algorithminto smallandregular parts. Thesesmall systoliccells
will work togethetto producethe nal resultsof relatively higherspeed Combining
thesetwo techniqueganresultin signi cantly improvementsn the performancef

amul-modimplementation.

33
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The con guration parameterf the systolic structurewill affect the perfor
manceof the design. One of the mostimportantparameterss the radix usedin-
sidethesystoliccell. Differentradixeswill resultin differentsizeandspeedin this
chapterwe exploretherelationshigbetweertheradix parameteandthesize/speed.

This chaptemwasorganizedasfollowing. Section4.2 introducedthe algorithms
of RSA cryptography Section4.3 and 4.4 explainedthe Montgomeryalgorithm
and systolic array structure. The structureradix- Montgomerymultiplier core
waspresentedh section4.6. Theimplementatiordetailswasshown in sectiord.7.

Finally, the systolicarchitectureandbrief resultsaresummarized.

4.2 RSA Algorithm

RSA[RSA7§ isasecurgublickey cryptographystandardisedwidely in mary ap-
plications.It was rst inventedin 1977by RonaldRivest,Adi Shamir andLeonard
Adleman.TheRSA algorithmcanbeappliedin bothencryptionandauthentication
systems.

The basicideaof RSA s quite simple. Therearetwo large prime numbers:p
andqg. Thesetwo primesarekeptsecretlyfrom unauthorizegarties.The modulus

N is the productof thep andq:

By selectinga public exponentg, suchthat:

therecever cancomputethe privateexponentfrom theseparameters:

However, if p andq arenot known, N mustbe factorizedto obtainthe private
exponentandsuchafactorizations intractableusingcurrenttechnologyfor larger
N.
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To speeduptheencryptionprocessthepublicexponentg, is choserto besmall
in practicalapplications. The ITU-T (InternationalTelecommunicationgJnion,
ITU-T) suggestvaluesof e suchas and

Theencryption/decryptioprocessesanberepresentetly the following equa-

tions(whereC is theciphertext andM is themessage):

The sizeof the RSA key is given by the numberof bits of the modulusN. For
reasonablesecurity commonpracticeis to useRSA keys greatethan1024bits in

length.

4.3 Montgomery Algorithm —

The securityof RSA is basedon the dif culty in factoringintegerswhich arethe
productof two large primes. Modular multiplication of large integersalso pose
dif culties usinggeneralhardware. Oneof the mostef cient waysto computethe
modularmultiplication, , iIs the Montgomeryalgorithm[Mon85].
The Montgomeryalgorithmconvertsthe input numbersinto a specialresidual
system By doingthis, the computatiorof is transformedo be :
wheren is the bit width of N suchthat . The algorithmactually
computes bit data.Let ., theinverseof R moduloN, is computed

by . Assumethe R' andN' are computedin adwvancesuchthat

Transformtheinputsin thefollowing way:
and

Thenthe modularmultiplication
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canbecomputedy:

t = A" * B}

m:= (t * N) modR;
u:=(t + m* NJ/R;
if u >= n then

return u-n

return u,

The above procedureinvolvesonly the division and mod of R, whereR is a
power of 2, greatly simplifying the computationsincethey becomeshifts and bit
masksrespectiely. The nal resultcan be obtainedby cornverting u backto a
normalnumbersystem.

The implementationof Montgomeryalgorithm can be divided into two dif-
ferent stratgies: redundantrepresentatiorand systolicarray The latter will be

discussedhn detailin latersections.

4.4 SystolicArray Structure

Hardware implementationsf large integer computationscan be done ef ciently
usinga systolicarray This designstyleis characterizedby high clock ratesandis
implementedisingsimpleprocessinglements.

Eachsystoliccell hasthe samestructureandis responsibldgor a small portion
of the number Theradix of the cell canvary in differentdesigns.Higher radixes
will considemore bits at a time with reducednumberof clock cycles. This is at
the expenseof increasedogic countandreducedclock frequeng. Oneextremeis
thefully paralleldesignwhich considersall bits at a time. Anotherextremeis the

radix-2designwhich considersonly 1 bit percell.
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It isachallengego nd theoptimalradixtoful Il designobjectves.Redesigning
the systoliccell to checkthe performanceor every radix is not ef cient. In this
work, agenerakradix systolicmultiplier cell is proposedlt usesa 2's complement
numbersystemand the radix can be changedby settinga few parameters.The
designwas developedin VHDL soit canbe synthesizedn different hardware.
Developerscanoptimizethecritical partof themodelfor specialttargetplatform. It

is afastandreliablewayto nd outtheoptimalare/performancaadeof.

4.5 Radix- Core

In this section the original methodof systolicMontgomerydesignfrom PeterKo-
rnerup[Kor94] is describedor completenessThe methodto extendthe designto

variableradix is thendescribed.

4.5.1 The Original Kornerup Method (Bit-Serial)

for i = 0 to n

step_1: g := S mod 2;

step_2: S = (S +gN) div 2 + aB;
end for;

The proof of the correctnes®f this algorithmis givenin [Kor93. This algo-
rithm is only suitablefor computingwith an odd modulusN which presentsno
problemsn practice.To make thealgorithmsuitablefor a systolicimplementation,

step2 canbemodi ed asfollows:

e — (4.1)
Since , then is alwayseveni.e. — hasnoremainderSince
is an odd number then is alwayseveni.e. — hasnoremainder The

rst termin (4.1)is generatedby right shifting the previousresult. Theseconderm
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is generatedby pre-computing—. Thelasttermis the productof B andthe LSB
from A. A is shiftedin every iterationandananew ais generatedhen. Theactual
computatiorin hardwareis to sumup 3 numberdall n bits in width) within aclock
cycle. Eachsystoliccell sumspartsof the numbersandstoresthe carriesfor next

clockcycle.

45.2 TheRadix- Method

for i = 0 to n/k

step_1: g := (S*N') mod (2°k);

step_2: S = (S +gN) div (2k) + aB;
end for;

In this method the step2 canbemodi ed as:

EE— (4.2)

Thelastterm(referenceds'f' in therestof this paper)will bewithin therange
of [0, ]. This suggestshatthe computationis still asumof 3 inputsexcept
thek LSBs.

The structureof a n-bit (actually n+2-bit in hardware) radix- Montgomery
multiplier is shavn in Figure4.1. The extra bits in hardware areto eliminatethe
needfor nal reductionafterMontgomerymultiplication.

The inputsandoutputsof the top level entity in Figure4.1 areshowvn in table
4.1. F-cellin the gure computedhelasttermin Equation4.2. Let . In

every clock cycle, onesystoliccell outputg bits of Sin thecorrespondindpcation.

4.5.3 Time-SpaceRelationship of SystolicCells

The gure 4.2 shavs thetime-spaceelationshipof the systoliccells. It shavs that
by insertingregistersbetweencells, one cancontrol the computationof iterations

in which a cell performsaccordingto the cell's locationin thearray
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NN RN
QQ{A/ {A/ N/k % % {A/ % ; N%nod k

Figure4.1: Top level overview of multiplier. All signalsin this gure arek-bit in
width.

name | direction| generawidth |

in n+2
in n (bit-length)
in
out
Note: A is shifted LSBsto ther-cell every clock cycle.

Table4.1: InputsandOutputsof Top Level Entity.

space (Kh cell) 0

time (t)

Figure4.2: Spaceandtime relationshipof thesystolicarray



Chapter4 Variable RadixMontgomeryMultiplier 40

((hn1)(n 1))

e

2k

((n1)(n 1))

Figure4.3: Generalizedlatapathof radix- cell.

4.5.4 DesignCorrectness

The correctnes®of the designdependson handling carriesand matchingthe bit
widths of eachof the terms. Figure4.3 shows the bit width of eachcomponenbf
anr-cell. Thenumbersn the parenthesearethe maximumvaluespassedhough
the pathsand . It canbe seenfrom in the gure thatno over ow will occur

onary signal.

4.6 Implementation Details

A setof VHDL les wasdevelopedto describethe behaiors of the components
in the model. The width of I/O andinternalsignalswere controlledby genericat-
tributesof the entities. So thereare no hard codedbit widthsin the system.The
radix and bit width of the designare controlledby two constantsn the top level
entity. Thesetwo parameterpropagatehroughout the designin atop down fash-

ion. By changinghevalueof thetwo constantsn thetop level entity, the complete
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designcanbetransformedo ary radix baseasneededSincethe genericattributes
areresohedduringthe synthesistage this will notintroduceary overheacnthe
targethardware. The bottleneckof the designis the multiplier usedto compute
and . Tomakethedesignas e xible aspossiblethedefault VHDL operatoy™*',
wasused. Designersarefree to replacethe multiplier used,provided thatthe I/0
andtiming requirementgrematched For example,the fast18-bit unsignedmulti-
pliersin the Xilinx VirtexIl chip canbeusedto replacetheordinary ™' operatotin
VHDL.

4.7 Summary

In this chaptera methodto constructa variableradix systolicMontgomerymulti-
plier hardware was presented.The width of the datapathof thesedesignscanbe
changedvia genericparametersBy doing so, the radixesin the multiplier canbe
adjustedby designerThiswill helpto measurg¢heperformancef differentdesigns

efciently .



Chapter 5

Parallel RC4 Engine

5.1 Intr oduction

In thischapteranimplementatiorof theallegedRC4cipherwhich achievessigni -
cantperformanceémprovementoveramicroprocessoimplementations presented.
RCA4is usedfor encryptionin productssuchasthesecuresocletslayer(SSL)proto-
col, thesecureshell (SSH)protocol,the wired equivalentprivacy (WEP) algorithm
(part of the IEEE 802.11bwirelessLAN securitystandard)Lotus Notes, Oracle
SecureSQL, Microsoft Of ce andAdobeAcrobat(Acrobat4.x or older). Further
more,thekey sizeis oftenlimited to 40 bits dueto US export restrictions.

A bruteforce key searchcanbe usedto determinethe key usedto encrypta
messagéy trying every possiblekey to decryptthe messageSucha key searchis
trivially parallelizableandsuccessfukey searchesisinglooselycoupledmicropro-
cessorsn a distributedcomputingapproachave successfullybeenappliedto the
56-bit DES algorithmandthe 56-bit RC5algorithm.

Applicationspeci c integratedcircuits(ASICs)have alsobeenusedoy theElec-
tronic Frontier Foundation(EFF) to implementa DES key searchengine,called
“Deep Crack”, which could search88 billion keys per second[Ele9§. The ma-
chinesolvedthe “Blaze Challenge”’andthe RSA LaboratorieDES-III challenge,
thelatteron Januaryl999in 22 hours[RSA99. Onelimitation of an ASIC based

implementations thatthey arehardwiredfor speci c problems.

42
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There have beentwo previously reportedFPGA basedRC4 key searchma-
chines. In 1996, Goldbeg and Wagnerproposedan RC4 searchengineusingan
Altera RIPP10boardwhich had 8 FLEX8000 chips and four static RAM chips
[GW96]. Their designcould perform 4 parallel searchesand eachunit required
1286 cyclesper key. Kundarevich et. al. proposeda key searchengineusinga
singleAltera EPF10K20complex programmabléogic device (CPLD). In theirim-
plementationeachsearchunit required1304cyclesperkey and5 parallelsearches
couldbe madeat 10MHz [KWH99].

TheRC4implementatiordescribedn thechaptelintegrateshekey searckcon-
troller and96 parallelRC4decryptionenginenasingleXilinx Virtex XCV1000E
FPGA(muchlargerFPGAdevicesarealreadyavailable). Althoughthe RC4imple-
mentationoperatest a clock frequeng whichis anorderof magnituddower than
thatof thelatestmicroprocessorghe FPGAimplementatiorachievesa signi cant

speeduplueto thefollowing features:

Parallelismin the implementatiorof the RC4 coreallows severaloperations

to becompletedn asinglecycle.

On-chipresourcesvere usedto achiere a very low lateng, high bandwidth

memoryinterface

Thememoryusedwasdual-portedallowing for highermemaorytransferef -

ciengy.
Floorplanningwasusedto minimize interconnectlelays
A large numberof the encryptioncoreswereusedin parallel.

In this implementationgachsearchunit requiresapproximately800 cyclesperkey
and96 suchunitsareintegratedon asingleFPGA.
Therestof the chaptelis organizedasfollows: in Section5.2,the RC4andkey

searchalgorithmsaredescribed.Section5.3 describeghe architectureof the RC4
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implementationlmplementatiordetailsarepresentedn Section5.4. Finally, there

is asummaryon thiswork in Section5.5.

5.2 Algorithms

5.2.1 RCA4

RC4is a streamcipherdesignedoy Ron Rivestandwas originally proprietaryto
RSA DataSecurity[Sch96]. Thealgorithmwasleakedanorymouslyto the Cypher
punksmailing list in 1994. The RC4algorithmgenerates key dependenpseudo-
randomnumbersequencef arbitrarylength.

In the descriptionbelow, two 256 byte arraysare used,namelythe K-blodk, K
andthe S-blok, S. Note that the K-blodk doesnot changeduring the encryption
process.

TheRC4algorithmcanbedividedinto 2 phasesakey schedulingphaseandthe
pseudorandomumbergenerato(PRNG) phase.Both phasesnustbe performed
for every new key.

In the key schedulingphase,a scramblingprocessis usedto producea key
dependenpermutationof in the Sarray In theinitialization stage the
Sarrayis setto theidentity permutatiorusingtheformula
andtheK arrayis setto thekey, repeatingasnecessaryo Il thearray TheSarray
is scrambledyy selectingtwo indices and andthenswapping and . In

pseudocodéorm, thekey schedulas computedasfollows:

keyschedule()
{

/* initialization */
for i = 0 to 255

slii =1
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[*  scrambling  */

0 to 255

_,,

o

=
I

j = + K + S[i;
swap S[i] and S[j];

The PRNG phaseis similar to the key schedule.Indices and areselected
and and swapped. The outputof the PRNG s the value of the S array
indexedby (i.e. ). Encryptionor decryptionis achiezedby
performinganexclusive-ORof the pseudorandomumberoutputwith the plaintext
or ciphertext respectrely. The pseudocodbelon shovsthe procesgor encryption

of the plaintext in the pt array theresultbeingwritten to the ciphertext arrayct:

prng()
{
i = 0;
1 =0
while not end of stream
{
i = (G + 1) mod 256;
i =G + S[i] mod 256;
swap S[i] and S[j];
t = S[i] + SI;
ct[i] = pt[i] xor SIt];
}
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5.2.2 KeySearch

The designdescribedn this chapterperformsa known plaintext attackvia a key
searclSch96].In aknown plaintext attack,it is assumedhattheciphertet aswell
asthe correspondinglaintext is availableand onewishesto deducethe key used
for encryption.The samearchitecturewith additional ltering logic (e.g.to detect
if themessagés 7-bit ascii) couldbeusedfor aciphertet only attack.

If the plaintext andciphertext areknown and  bytesin length, checkingthat
theciphertext, , whendecryptedusingakey isthesameastheplaintext |, is
equvalentto checkingf the rst  bytesof the PRNGproduceghesequencet xor
ct.

If RC4key searchunitsareavailable, is anindex usedto identify eachRC4
key searchunit, and checksto seeif the PRNG producedwith key

gives ,thekey searchprocedurecanbedescribedn psuedocodérm as:

keysearch()
{
k = 0;
CXp = pt xor ct;
forever
{
for i =0 to N-1 (in parallel)
{
found = rc4(cxp, k + 1)
if  (found(i))
return  k + i
}
k = k + N;
}



Chapter5 Parallel RC4Engine 47

K-Block

key

40 j_pre

S-Block

addrA t

8
doutA + t_pre ]
=1 dinA 8 8

RAMB4_S8_S!

g addrB — cxp

8
ﬁ\
8 L doutB A j A
dinB
Efj] 8
8
iD% found
found

Figure5.1: Datapathof the RC4 cell.

5.3 SystemAr chitecture

5.3.1 RC4Cell Design

The datapattof a singleRC4 cell is shovn in Figure5.1. The corecomponenbf
the RC4 cell is the S-blockfor the Sarray which is implementedusinga 4096-bit
on-chipBlock RAM [Xil0Oa], con guredasan8-bit wide dualportmemory Since
theRC4algorithmrequiresonly bits of memoryfor the Sarray the
Block RAM is dividedinto two halvesvia the mostsigni cant bit of the address.
As the key scramblingphasefor a new key is beingcomputedin one half of the
RAM, initialization for the next key is donein the otherhalf. This schemesares
256 cyclesandhereafterthis combinedinitialization and scramblingstepwill be
referredto asthekey scheduleghase.

Eachiteration of the key schedulephaserequires3 clock cyclesas shavn in

Figure5.2. In the rst clock cycle,i is passednto port A of the Block RAM asan
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clock

addrA i i+1
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Figure5.2: Timing diagramof the block RAM duringthekey schedulghase.

addressandtheinitialization of Sfor the next key is doneatthe sametime via port
B. In theseconctlock cycle, thevalueof S[i] becomesvailableandj is computed.
In thelastclock cycle, S[j] is availableandthe contentf S[i] andS[j] areswapped
andwritten backto S Thetotal clock cyclesrequiredfor thekey schedulgahseare
768( ).

The PRNG phase(seeFigure 5.3) also requires3 clock cycles per iteration,
hencea total of cyclesarerequiredto testeachkey (for an bytelong
ciphertext). Operationsn this phasearesimilar to thoseof the key schedulgphase
exceptthat doesnotrequireinitialization. Thet valueis ready(asthet_pre signal)
in the rst clock cycle of the next iteration. The output,s[t], is readandcompared
with the cxpvaluein following cycle.

A possiblememorycontentionproblemexistsin the last clock cycle of each
iterationin the key scheduleandPRNG phasessinceit is possiblethat both ports
attemptto write the samedatato the sameaddressproducingunpredictableesults
[XilOOa]. To avoid thiscon ict, acomparators addedo theRC4cell (notshovnin
theschematicyothatif i andj areequal thewrite enableo thememoryis disabled.
The operationperformedin this clock cycle is to swap S[i] andS[j]. If the array

indexesarethe sametherewill beno swapandno datalosses.
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Figure5.3: Timing Diagramof Block RAM in PRNGPhase

Finally, alatch calledfoundin the RC4 cell is usedto indicatewhetherthe key
beingtestedmatcheshe plaintext. This latchis clearedif the byte producedby
a decryptiondoesnot match (asdescribedn Section5.2.2). Shouldthe latch
remainhigh afterall bytesof the plaintext have beentestedthekey beingtesteds

thedesiredkey.

5.3.2 KeySearch

Thetop level block diagramof thedesignis shavnin gure 5.4. All RC4cellsare
identical. Eachcell acceptsa key input andsetsa ag if theinputis a valid key.
Thereis oneglobal key registerwhich is initialized by the hostand routedto all
RCA4cells. A local key is computedn eachcell by summingthe global key with a
cell offset,whichis auniquevaluerangingfrom 0 to 95. By usingthis schemethe
RCA4cell arraycanproces®96 differentkeys in parallel,afterwhich, 96 is addedto
theglobalkey.

All RC4cellsshareacommoncontrolunit, implementedasa simple nite state

maching(FSM). This unit controlsthe stateof all theRC4cells,updategheglobal
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Figure5.4: Block diagramof parallelRC4key searchmachine.

key andalsoprovidestheinterfaceto a hostcomputer(discussedn Section5.3.3).

5.3.3 Interface

In the host/key searchengineinterfaceprotocol, the hostmustdownloadthe ex-
pectedPRNG sequencexp andthenthe startkey valuefor the key search.After
the searchenginerecevesthe startkey, it worksindependenthof the host,testing
new keys until it detectsthatthe found ag of an RC4 cell hasbeenassertedin
which casethe FSM halts). The hostthencanreadthe globalkey andoffsetwhich
producescxp. The hostandkey searchenginecommunicatevia a setof 3 64-bit
readand2 64-bit write registers.

Theinterfaceprotocolis detailedin Table5.1. Write registersareusedby the
hostto sendthe startkey (w0) andexpectedPRNG sequencegxp (wl) to the key
searchengine.After thekey hasbeenfound,the hostcanreadbackthe globalkey
value(r0), andthe offsetof the RC4cell which assertedhefound ag (r1, r2).

5.4 Implementation

The designis modularizedand oorplanning was doneto reduceimplementation

time aswell asimprove the maximumfrequeng of the design. In this section,
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Step| Action Reyister | State

1 | HostwritesexpectedPRNGsequencécxp) | wl idle

2 | Hostwritesstartkey w0 start

3 | Hostpolls ag registers rl,r2 searching
4 | Searchenginewrites 96-bit offset rl,r2 halt

5 | Hostreadsglobalkey ro idle

6 | Hostreadsoffset rl,r2 idle

Table5.1: Host/key searchenginehandshakingrotocol.

detailsof theimplementatiorarepresented.

5.4.1 RC4cell

Thereare8 majorcomponentinsidean RC4cell, thedualport RAMs andthe 40-
bit local key registersbeingexcludedfrom the RC4 cell for reasongdescribedn
Section5.4.2. The namesof the componentandtheir functionsarelistedin Table
5.2.

The RC4 cell wasdesignedo t into a Virtex-E con g-
urablelogic block (CLB) array All componentsare structuralHDL descriptions
containingonly primitivesprovided by the Xilinx library. The physicalplacement
of componentsvere x edusingrelative location(RLOC) attributes. The complete
cellis aRPM (RelationallyPlacedViacro)which canbeinstantiatednultiple times
in thetop level design. The block diagramin Figure5.5 shows the layoutof com-
ponentswithin the RC4 cell. In the gure, the smallrectangulaboxesrepresent
slice (two logic cells,whereeachlogic cell containsa 4 inputlookuptable)andtwo
adjacenslicesform aVirtex-E CLB. Thisschemesnsuresow local routingdelays.

The multiplexer for the K_unit, which is usedto selecta byte from a 40-bit
key, is implementedusingtristatebuffers (TBUFs) anddo not useCLB resources.
This schemeaeplaceghelarge multiplexerin Figure5.1andreducesothlogic and

routingresources.
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name

function

D_unit

8-bit 2-to-1MUX
selectportB datainput

A_unit

8-bit 3-to-1MUX
selectportB addressnput

F_unit

8-bit compareandregisters
generatéoundsignal

W _unit

8-bit compare
detectBlock RAM addres<on ict

| _unit

combinationalogic to
controlMSB of portB address

J_unit

two 8-bit adderswith registersoutputs
computethej value

T_unit

8-bit adderwith registeredoutputs
computethet value

K_unit

5-t0-18-bit mux (usingtristatebuffers)
selectbyte from K-block

Table5.2: ComponentinsideanRC4 cell.

52

Figure5.5: Block diagramshaving componenplacementvithin anRC4 cell.
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5.4.2 Floorplan

On the XCV1000EFPGA, the 96 Block RAMs are groupedinto 6 columns. Ad-
jacentBlock RAMs areseparatedby 4 rows of CLBs. The RC4 cell describedn
Section5.4.1wasdesignedo have the samepitch asthe Block RAM andhence,
eachof the 96 RC4 cellsis placedadjacento a Block RAM which is usedfor the
S-blodk.

The 40-bit local key is anothermoduleusedin the design. This moduleis a
40-bit adderwith registeredoutputsandis usedto latchthe sumof the global key
andtheoffsetof theRC4cell. To avoid breakingthefastcarrychain,this moduleis
implementedasa columnwhichis 20 slices(or 5 RC4cells) high (seeFigure5.6).
Five local keys aregroupedtogetherandplacedperpendiculato their correspond-
ing RC4 cellsasshown in Figure5.6. Sincethelocal key moduleshave no direct
connectiongo the Block RAMSs, placingthemaway from the Block RAM column
doesnot increasetheroutingdelay Sincethe TBUFsandCLBs areindependent,
the RC4 cell overlapswith the local key modulein a sectionwherethe RC4 cell
only usesTBUFsandthelocal key moduleonly usesthe CLBs.

Figure5.7 shavs the oorplan of the completeddesign.It canbe seenthatthe
RC4 cellsandlocal key modulesareplacedcloseto the Block RAM columns.The

controlunitis locatedin thecenteiwherethedistancedo all RC4cellsis minimized.

5.5 Summary

In this chaptera highly parallelizedRC4key searchenginebasedon FPGAdevice
was presented.Both high level designusingVHDL andlow level optimizations

using oorplanning toolsareimplementedn thedesign.
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Figure5.6: Block RAM, RC4 Cell andlocal key moduleplacement.

Figure5.7: Floorplanof the completeddesign.
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Blum Blum Shub Random Number

Generator

6.1 Intr oduction

RandomnumbergeneratordRNG) areimportantin mary securityrelatedapplica-
tionssuchaskey generatiorin cryptographyfRam89]andchallengegeneratiorin
authenticatiomprotocolgd TTTMO02]. Mostcryptographicsystemsely ontheunpre-
dictability andirreproducibility of generatedandomsequencetherapplications
usingrandomnumberextensvely arecircuit testing,computerbasedyaming,mod-
eling of geneticsystemsandsimulation. The main purposeof this work is to study
a highly randomhardwareRNG basedn a bit serialimplementation.
Therearetwo classe®f randomnumbergeneratorsreal randomnumbergen-
erators (RRNG)andpseudaandomumbergeneators (PRNG) BothRRNGsand
PRNGscanproducea randombit streamfor externaluse. The RRNG makesuse
of a non-deterministicsourcewhich may be the electronicnoise,thermalnoiseor
evenradioactve decaylhot0Z. PRNGsgeneratpseudaandomnumberdasedn
a deterministicalgorithm. PRNGsrequirea startingstatevalue calleda seed A
commonpracticeis to seedthe PRNG usinga RRNG andthenusethe PRNGto

generateandomnumberdor the application.

55
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Therearetwo major performancecriteriafor RNGs: randomnesandgenera-
tion rate. A goodRNG for cryptographicapplicationanustbe ableto generatean
unpredictabldat leastto the externalworld) randomsequenceOn the otherhand,
the RNG mustgeneratgandomnumberdastenoughfor variousapplicationssuch
asSSHsenersandPKI basede-commercesystems.

This chapterintroducesanimplementatiorof a cryptographicallysecurehard-
warerandomnumbergeneratorwhich cangenerateandomnumbersat anaverage
rate of 211bps. The designincludesone RRNG andone PRNG. The randomse-
guences actuallya BBS (Blum Blum Shub)[LMM86] sequencendtakesa ran-
domnumbergeneratedby the RRNG asa seed.lt is desirableo have asmall, e x-
ible andmodularRNG, sincecost,footprintandeaseof interfacingareimproved.

The chapteris organizedasfollows. The realrandomnumbergeneratorlgo-
rithm was rst introducedn Section6.2. Thenthe BBS algorithmwasdescribedn
Section6.3. Thetop architectureof the RNG andthe designdetailswerepresented

in Section6.4andSection6.5. Thelastsectiongave a summaryof thedesign.

6.2 RRNG Algorithm

Thephysicalrandomnumbersourceuseds the phase-noisef afree-runningoscil-
lator. We chosethis sourcesinceit hasthe leastexternalcomponentg$or an FPGA
andthe circuit canbe powereddirectly by the FPGA chip. Therearetwo clocksin
the design:a slow andunstableexternalclock, andafastandaccuratenternal
clock, . Thisis achierzedby usinganedge-triggered-type ip-op with as
clockinputandfeedingthe tothedatainput. By doingso,thetwo squarevaves
aremixedtogetherto produceaoutput . Figure6.1showsthis structure.

The outputrate of this methoddependson the slow clock, , whichis delib-
eratelydesignedo have high phasenoise. Sincethis clock is not stableandthe

frequeng varieswith time, thethroughpubf thedeviceis not x ed.
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Figure6.1: OscillatorsamplingusingD-type ip- op.

Thereareseveralfactorswhich affectthe quality of therandomnessf thealgo-
rithm. The rst situationis thatthe duty cycle of clock maynotbe50%. In this
situation,  will have unequalprobabilityof being 0" or "1'. A parity Iter which
will eventhenumberof "0' and’1' in abit streamwasappliedto . It canbeshownn
[RRK98] thattheprobabilityof a 1" generatedby the lter is
wherep is the probability of "1' in raw randomstream andn is the numberof
ip- ops in theparity Iter. As nincreaseshevalueof theexpressiortendsto 0.5.
Thesecondactoris theselectiorof clockfrequeng. If thevariationof theperiodin

is notlargeenoughtherewill becorrelationbetweerbits andsothevalueof the
outputcanbe predictedto someextentfrom the previousvalues.Previousresearch
[RRK98] hasshavn thatthe standarddeviation of the periodof  shouldat least
be 0.75timesthe periodof . A third factoraffecting the quality of the RNG is
therandomsourcetself. As thereareboth periodicandaperiodicelectro-magnetic
noiseinside a computersystem,theremay be a pattenin the outputsequences
theresultof couplingof periodicnoise. The sourceof periodicnoiseincludesthe
mainsAC power supply the masterclocks on variousbus systemsnearbywire-
lesscommunicationdevices, etc. Thereis no way to eliminatethis factor since
the developingernvironmentandthe targeternvironmentaredifferentandsubjectto
change.The only way to testthe quality of the RRNG is to testthe resultsbefore

installationandrejectif it failsto passhetestsuit.
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6.3 PRNG Algorithm

The BBS algorithm [LMM86] was usedin this designdue to its high security
Somebelieve that the BBS algorithmis the mostsecurePRNG methodavailable
[VMD98]. The securityof BBS is basedon its long period andthe dif culty in
predictingthesequencevenif all previously generatedits areknown. Despitethe
strongsecurityof thealgorithm,the BBS sequencgenerators simpleandeasyto
understand.The following equationgenerateshe BBS sequence where is a

positive integer.

The M usedhereis a productof two large prime numbergp andq, which both
have aremaindernf 3 whendivided by 4. is a seedwhich is co-primewith M.
As proofedin [LMM86], adeterministicalgorithmto computethe uniquequadratic
residue suchthat requiresheknowledgeof the
primefactorsof . So needsotto bekeptsecretaslongas and arekept
secret.

This algorithmis appropriatdor usein cryptographicapplications.Sincelarge
integerarithmeticis involved, it is slow comparingwith otherPRNGs.However, it
hasa strongsecurityproof [LMM86 ], which relatesthe quality of the generatoto
the dif culty of integer factorization. The outputof the generatoiis formedfrom
the leastsigni cant bitsof . Theoriginal algorithmonly outputsl
(leastsigni cant) bit periteration. But VaziraniandVazirani[VV84] shavedthat
we cansafelyuseatleast bits andthe predictionof this sequencés as
hardasfactoringM. Thetypical bit width of M is 512 or 1024. Usinga largersize
will increasethe numberof availablebits in eachiteration, however, this is at the

expenseof larger storageareaandcomputingpower requirements.
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Figure6.2: Overview of the RNG andPRNG.
6.4 Architectural Overview

A completeRNG wasdesignedn a single FPGA chip with few externalcompo-
nents.Sincethetargetis to be usedfor cryptographichardware,the circuit size of
thegeneratoshouldbeassmallaspossible)eaving morelogic resourcegor other
functions. The generatediatacanbe storedin a buffer for otherlogic on the same
chip or readby the hostsystemasadirectrandomsourcefor softwareapplications.
Thedesigncanbe separatethto two parts:the RRNG partandthe PRNGpart.
Fig 6.2shavstherelationbetweerthetwo parts. TheRRNG rst lIs its buffer with
randombits. This buffer will thenbeusedasa seedn the PRNGpartif constraints
aremet. Theoutputof PRNGis alsostoredin a buffer which canbereadby a host

computeror othermoduleson the samechip. Thesetwo partswork independently

6.5 Implementation

In this section theimplementatiordetailsarepresente@ndthe considerationde-
hind theimplementatiorare explained. The implementeddesignincludesa 1024-
bit BBS PRNG.Thesizeof the BBS algorithmcanbeeasilychangedy appending
more registersandincreasingcountersize. The modulusM in BBS algorithmis

hardwiredin thedesign.
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Figure6.3: RRNGcircuit.

6.5.1 Hardware RRNG

The RRNG circuit inside FPGA is shavn in Figure6.3. Two clocksare usedin
the design. is a 100MHz high frequeng clock generatedoy the PC DIMM
interface. This clock is alsothe masterclock for otherpartsin thedesign. isa
low frequeng clockgeneratedhy anRC circuit whichrangedrom 225Hzto 1MHz.
This RC circuit is constructedutsidethe FPGA chip andis sensitve to electronic
andthermalnoise.A variableresistorwasusedfor testingthecircuit usingdifferent
clock rate. Thedigital mixing of and wasimplementedasshowvn in Figure
6.1. We call the outputof this circuit, , theraw randombit stream A parity Iter
with 4 stagesvasappliedto theraw randombit streanto accomplisttheduty cycle
bias. Thisis necessarginceexperimentresultsshaov thattheduty cycleof  was
approximatelys4%.

The dual port BlockRAM actsasboth a buffer storageandinterface. The ran-
dom bit streamis written to the memorythroughone port under . The PRNG
circuit readsthis streamthroughanotherport under . The RRNG circuit also
containsa counter(not shavn in Fig 6.3) whoseoutputis usedasthe addresdor
the BlockRAM.

The RRNG circuit startsgeneratinga real randombit streamafter power up.
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Figure6.4: Circuit of ExternalClock.

When the buffer is full, the write enableis dis-assertednd the contentsof the
buffer remainunchangedilt will thenasserafull signalto otherpartsof thecircuit
indicatingthattherearenew randomdatain the buffer. Whenthe PRNGrequires
a new streamof randombits, the circuit is resetandthe processestarts. This is
necessargincethe storedrandomdatamay not passthe BBS seedvalidation. In
this casethe BBS PRNGdiscardghe currentdataandrequestsiew data.

Fig 6.4 shaows the designof the low frequeng oscillator The invertersused
in the circuit arefrom a TTL 74LS74chip. The chage on the capacitorandthe
resistancef theresistomwill beaffectedby thebackgrounaioise.Thisisthesource

of randomness thedesign.

6.5.2 BBSPRNG

Fig 6.5 shaws the datapathof BBS PRNG. Note that all datapathsreonebit in
width.
Thecomputatiorpartof the PRNGis a bit serialALU. Thesignalop selectdts

operatiormodes:

if op=0andsub=0
if op=0andsub=1

otherwise
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Figure6.5: Circuit of BBS PRNG.

Thereare4 1024-bitshift registersin the design: M, X, Y andZ. RegisterM
storesthevalueof M whichwill notbechangedRejisterX storeshevalueof
This valueis initialized to a randomseedfrom the RRNG andrefreshedaftereach
iteration. RegisterY andZ canbe combinedto form a 2048-bitregister register
YZ, to storethetemporaryresultsof ALU operationsAll registersareconstructed
by cascadingSRL16Ecomponentso reduceareaconsumption.The SRL16Eis a
singleLUT con guredasa 16-bit shift registerwith enable.

Therearetwo internal ag registers:0_ag and1_ag. Whentheoutputof ALU
is 0,theO_ag is set. Elseif the ALU resultis 1, the1_ag is set. Thesetwo ags
are examinedby the control FSM ( nite statemachine). The FSM alsorequires
3 counters(not shawn in the circuit). Two of themare 10-bit counterswhich are
usedfor arithmeticoperationsThe otheroneis usedfor storingrandomdatato the
buffer andshouldbe 4 bits (i.e. ) in size.

The BBS PRNG performsthreefunctions: seedvalidation, multiplication and
modulooperations.

SeedValidation

Onerequirementor the BBS algorithmis thattheseed, = mustbe co-prime
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Ragister | Valuebeforevalidation | Valueaftervalidation

M M M

X M don't care
Y Oorl

Z

Table6.1: Contentf registersin validationprocess.

with the modulo M. Euclid's method[Knu81] of nding was per

formed. Thefollowing pseudacodeshavs the algorithmused:

seed_validation() {
get_seed:
x = read(RRNG);

M = modulus;

gcd_sub:
M= M- x;
if (M == 1) return(seed = X);

if (M == 0) goto get seed,;
if M <0 M=M+ x
swap X, M,
goto gcd_sub;

}

Table6.1shavstheconteniof everyregistersbeforeandaftervalidationprocess
starts.

The additionand subtractionin the processare performedin a serialmanner
The LSB of registerX andY arepassedo ALU asoperandandthe registersare
shiftedto right after eachclock cycle. A single+/- operationwill consumel024
clock cyclesthen. To testif is smallerthanzero,the carry bit is checled.
Sincewe assumaill operandg§  andM) arepositive, the carrybit shouldbe zero

aftersubtractiorif theresultis alsopositive.
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Ragister | ValuebeforeMul | ValueafterMul
M M

0

N<XZ

Table6.2: Contentsf registersin multiplicationprocess.

Multiplication
Table 6.2 shaws the valuesof all registersbeforeand after the multiplication
process.The following pseudocodeshaows the procedure®f performinga multi-

plication. Note that 1024 cyclesarerequiredto performanaddin theline labeled

L1.

multiplication() {
repeat 1024 times ({
LSB(Z) = 1 then
L1: Y=Y+ X
else Y =Y,;
shift_right_one_bit(YZ2);

Modulo
Theresultin registerYZ isnow . The designthensubtractghe contentsof

registerY by that of registerM. Y is recoreredif a negative resultis generated.
ReagisterYZ is thenshiftedleft by 1 bit andthe processepeated.After 1024 it-
erationsthe valuestoredin registerY is theresultof . Thefollowing

pseudacodeperformsthe Mod operation.

mod(M, YZ) {
repeat 1024 times ({
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Ragister | ValuebeforeMod | ValueafterMod
M M M

X

Y

Z don't care

Table6.3: Contentf registersin Mod process.

Y=Y- M
if (Y <0 Y=Y+ M
L1: YZ = shift_left_1bit(YZ2);

Table6.3 shavsthevaluesof registersbeforeandafterthe Mod process.

Thealgorithmis simpledivision usingthe paperand-pencimethodexceptthat
thequotientis notstored.Therearefastermethodgor nding theremaindebutthe
designdescribedcanbe implementedn a mannerwhich utilizes very little circuit
area.

Oneimplementatiordetail shouldbe noted. In the pseudocode,registerYZ is
shiftedleft by onebit. In actualhardwarethisis not possiblesincethe shift register
is implementedoy SRL16Ecomponentsvhich canonly shift in onedirection. In
mostotheroperationsncluding the validation, multiplicationandbackup,the reg-
istersshift in the right direction. Theline labeledL1 is the only exceptionin the
design.Our decisionherewasto make the hardwaresimpleanduniform. This shift
left operationis transformedo a shift right of 204 7bits throughthe ALU. We may
implementtheY andZ registersin D-type ip- ops with selectednputsandleave
the X andM registersunchangedThiswill simplify the controlunit but the sizeof
thedesignwill grow. As aSRL16Ecanreplacel6 shift registersthesizeof register
Y andZ will grow by afactorof 16. Consideringhatwe have only 4 registersin

the completedesign,this will make the designabout4.5 timeslarger Thusthis
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approactwasnot used.
Restoring RegisterX

After the Mod operation,the result, , Is thenstoredin registerY.
We needto restorethe registers' value to preparefor the next iteration. This is
doneby copying Y to X andZ. At the sametime, zerois shiftedin Y. The ag
registersandcarryregistershouldalsobe cleared After therestoring the valuesin
theregistersarethesameaslist in thesecondcolumnin Table6.2. At thebeginning
of restoring,10 LSBsin registerY arealsoshiftedto the buffer in PRNG.This is

the pseudaandombit streamgeneratedh thisiteration.

6.5.3 Interface

The PRNG buffer is alsoimplementedn a dual port BlockRAM. As the pseudo
randombit streamis shiftingin oneport, thehostor othercircuitin thesameFPGA
canreadthe randomdatathroughanotherport with 8-bit bus. The PRNG will
asserta full signalwhentheBlockRAM is lled up. After detectingthefull signal,
the externaldesignor hostcanstartreadingthe data. Thereis alsoa resetsignal
whichis usedto clearthefull signal.
Sincerandomnumbersarerequired overwriting the datain the buffer whenthe
bufferis full will notaffecttherandomnessf theresult. Thusnootherhandshaking
circuit is needed.To reada continuoussequencérom the designfor evaluation,a
doublebuffer methodis used.As the hostreadsonebuffer, the PRNGis writing to

theother

6.6 Summary

In this chaptertwo serial RNGswereintroduced. The RRNG senseshe external
noiseand producesa raw randombit stream. This raw randomdatais usedasa

seedin the PRNGwhich usesthe BBS algorithm. The outputpseudarandombit
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streamis storedin buffersandcanbeusedby eitherhostor othercircuitin thesame
chip. Theentiregeneratiorprocessioesnotinvolve any CPUoperation®r useary
memorystoragen the hostsystem.Thussecurityof the designis enhancedince
theRNG statecanbekeptinternalto the FPGAdevice. A serialarchitecturewhich

reducegircuit size,admittedlyat the expenseof speedwasused.



Chapter 7

Experimental Results

7.1 DesignPlatform

Theresultspresentedh this chapterarebasedn thefollowing ervironmentunless
otherwisespeci ed:

DesignEntry VHDL

Target FPGA Platform Xilinx VirtexE family (XCV1000E-6)

Target Prototype Platform Pilchard

Simulation Tools Synopsys/SS2000.12

SynthesisTools Synopsy$PGACompilerll

Implementation Tools Xilinx ISE4.1i

Host Platform Linux on Pentiumlll 800

Software Drivers Language ANSI C

TheprototypesarebasednthePilchardplatform(Figure7.1)[PMO 01]which

usegheSDRAM businsteadf thePClbususedn conventionalFPGAboards We

usedthis platformfor thefollowing reasons:

Simple Interface For mostdesignstheinterfacingsignalsrequiredareminimized.
Besidesclocks, only datal/O andreadwrite signalsare used. This simple

designalsoprovide morelogic resourcesor the algorithm.

68
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Figure7.1: Photograptof the Pilchardboard.

High Throughput ThePilchardplatforminterfacego thehostPCthroughthesys-
tem memorybus. Sincethis busis more highly coupledwith the CPU than

thetraditionallyusedPCl bus,lateng is reducedandbandwidthis increased.

Suitable FPGA Chip Onboard The Xilinx Virtex chip onboardprovides useful
componenticludingDLLs (DelayLock Loop),BlockRAMs, tristatebuffers,

etc. FPGAsof differentsizescanbe mountedon theboard.

7.2 |IDEA Cipher

In the experiment,two kind of IDEA coreswasimplemented.Oneis the at (un-
pipelined)versionwithout ary intermediateregistersand the otheris the deeply

pipelinedversion.Theresultsof thesetwo versionsarecomparedn this section.
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SLICEs | Logic Utilization
at core 848 6%
at design(8 rounds+ 1 half round) 7919 64%
pipelinedcore 1269 10%
pipelineddesign(1 roundareaoptimized) 1363 11%

Table7.1: Sizeof IDEA design.

at design pipelineddesign
Numberof cores 1 1
Clockrate(MHz) 14.5 83.7
Encryptionpersecond ) 1.6 9.3
Encryptionrate(Mb/sec) 102 592
Lateng (clockcycles) 9| 1407=( )

Table7.2: Speedf IDEA Design.

7.2.1 Sizeof IDEA Cipher

Thesizesof asingleIDEA corein bothversionsaswell asthesizesof thecomplete
designare showvn in Table7.1. In the completedesign,the interfaceto the host
systemareincluded.The at versioncoreis smallerdueto the absencef pipeline
registers.

In the bothdesignsthereis a shift-registercomponentor storingthe subkeys.
Sincetheseregisterswereimplementedn SRL16Eprimitives,it takesonly 96 half

slices(48slices).

7.2.2 Performanceof IDEA Cipher

Table 7.2 shaws the speedof differentIDEA implementations.Both designsuse
only oneroundof IDEA coreandthekey is storedin subkey memories.For both
designs,increasingthe numberof round coresin a cipherwill not affect the la-
teng/ but allow the designto processnoredataat the sametime. Thustheaverage

throughputbf thedesigngs increased.



Chapter7 ExperimentaResults 71

Datafrom the hostarewritten directly to thecoreusinga burstmodetransferof
17564-bit plaintext blocks. This is the lateng of the pipelinedcore. By doing so,
thepipelineis lled upandthe performancas optimized.After thelateng period
of thedesign the ciphertet is written to a buffer implementedn BlockRAM. The
resultsarereadby thehostfrom theIDEA processoby doingaburstmodetransfer
of the contentsof the BlockRAM. The decryptionprocessis similar exceptthe
ciphertext is written to the IDEA coreandthe plaintext appearsn the BlockRAM.
Thekey components alsorecon guredfor thedecryptionprocess.

Furtherimprovementcould be achieved by oorplanning. It is also possible
to increasethe encryptionrate by scaling,i.e. to placemultiple IDEA ciphersin
parallelon a singlechip. Whenusinga platformwith larger (  64-bit) databus,

this scaleup methodcanincreasdhethroughputinearly.

7.3 Variable Radix SystolicArray

For an n-bit Montgomerymultiplication using a radix 4 system,we mustusean
-bit multiplier to ensurdhat , eliminatingtheneedfor reduction
aftereachmultiplication. Sucha multiplier requires — systoliccells. Thedata
shouldbe pacled with leading s beforepassedo the multiplier. After —
clock cycles,the resultis computedandstoredin the multiplier. Another—
clock cyclesareneededo shift out the remainingdigits of theresult. In total, n+4
clock cyclesareneededor a completemultiplication. Onesystoliccell (eitherr4c
or r4r) hasfour 2-bit outputmultipliers, two 4-bit adderspne 3-bit adderandone
2-bit adder The critical pathis from the 2-bit outputmultiplier to the 4-bit adder
andthento the 3-bit adder
Totestthecorrectnessf thedesign atestbenchwasdeveloped.Thetestbench
containsonly the 3 maincomponentsistedin thetop level entity of Chapted. The
interfaceis implementedsuchthattheinput parametersanbe changecdeasily The

driverwill testthehardwarefor all thepossiblecasedy checkingagainstheresults
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radix | max. freq. size
(MHz). (SLICESs)

2 143205 10

4 77.797 35

8 61.132 76

16 49.801 81

32 41.599 115

64 41.064 141
128 35.120 180
256 37.448 209
512 34.400 265
1024 30.487 312
2048 29.444 364
4096 29.727 419
8192 30.723 485
16384 29.702 542
32768 29.847 632
65536 30.234 677

Table7.3: Measuremenof differentradixes(onesystoliccell).

generatedby software. Thetestshovedthatthe implementationsvascorrect.
Theperformancesf differentradixeshave beenevaluatedn thissection.Table
7.3show the gures reportedby implementatiortools.
The performancef thedesignis evaluatedby how fastit cancomputea multi-
. The

numberof clock cyclesneededor aradix- is — .Therelationbetween

plication. Thetimerequiredto nish amodularmultiplicationis

performanceandradix is representedh Fig. 7.2. The areaof systoliccell also
changeswith radix. Fig. 7.3shavstherelationbetweerthem.

The resultsshawv that the higherthe radix, the betterthe performance.When
theradix changedrom to , the bit width of the multipliers usedinsidethe
systolic cell changedrom to . This will introducemore logic levels on
the critical path of the design. And so the maximumfrequeng decreasesvith
increasingadix. At the sametime, the numberof clock cyclesneededo compute

theproductis reduced.Theratio of clock cyclesof radix-k andradix-[k+1] is about
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radix | cellsfor a1024-bit cellswhichcant onan
multiplication | XCV300 | XCV600 | XCV1000
2 513 307 691 1228
4 257 87 197 351
8 171 40 90 161
16 128 37 85 151
32 103 26 60 106
64 85 21 49 87
128 74 17 38 68
256 64 14 33 58
512 57 11 26 46
1024 52 9 22 39
2048 47 8 18 33
4096 43 7 16 29
8192 40 6 14 25
16384 37 5 12 22
32768 35 4 10 19
65636 33 4 10 18

74

Note: The secondcolumnis the numberof cellsrequiredfor a 1024-bitmultiplica-

tion.

Table7.4: Numberof systoliccellsfor differentVirtex FPGA chips.

—. When isnottoolarge,thisratiois moresigni cant thantheincreasen logic

levels.When becomewarylarge,e.g.

128,thelogic levelsaremoresigni cant

thanclock count. The performancewill be decreasingn this range. The second

rangewas not obsered sincethe arearequirementavere alreadyunrealistically

large beforeit wasreached.

Theareais animportantlimiting factor If thedesigncannott in asinglechip,

the timing performancas greatlyreducedby the inter chip communication.In a

n-bit radix- systemthereare — systoliccells. For example,the XCV1000E

chip canonly supportup to 351 radix-4 systolic cells and 58 radix-256 systolic

cells. Table7.4shavsthepossiblenumberof cellswhich canbe placedon different

Virtex FPGA chips. The numbermay be differentif specialhardware,e.g.thefast

multipliersin VirtexIl [Xil02b], areused.
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DLLs 1 outof 4 25%
BLOCKRAMSs 96 outof 96 100%
SLICEs 5178 outof 12288| 42%
TBUFs 4608 outof 12544 36%

Table7.5: Device utilization summary
7.4 Parallel RC4 Engine

An implementatiorof theRC4key searchenginewassynthesize@ndimplemented.
The designwas successfullytestedon the Pilchard platform by performing key
searchesn randomlygeneratedlO-bit keys. The performancevascomparedvith
anoptimizedsoftwareimplementatioron variousgenerapurposemicroprocessors.

The RC4enginecontaining96 RC4 cellswasdesignedor 50MHz operationas
reportedoy the Xilinx timing analyzer The systemRAM businterfaceoperatest
100MHz. Resourcauitilization asreportedoy theimplementatiortoolsarelistedin
Table7.5. SinceeachRC4corerequires cyclestotestakey and was
usedasingleRC4key istestedn 792cycles( ). Hencetheaverageencryption
time whenall 96 cellsoperatean parallelis 165ns.

An optimizedsoftwareimplementatiorof the RC4 algorithmwasusedto com-
parethe speedf the RC4key searchenginewith thatof acontemporarynicropro-
cessorThekey is generateédndstoredin memoryandthe sizeof expectedoseudo
randombit streamwas 8 bytes. The speedmeasurementfor 1000 encryptions)
only considerthe computatiortime andinvolve no I/O operationsThe GNU GCC
compilerv2.9wasusedto compiletheprogramsourceusingthe -O3' optimization

ag. Thespeedf the microprocessobasedmplementatioris comparedwith that
of the FPGAimplementationn Table7.6. The 50MHz FPGA implementations
approximately0timesfasterthanthe 1.5GHzPentium4 implementation.

Table 7.7 showns the time requiredto searcha complete40-bit and56-bit RC4

key space.SinceFPGA chipswith morelogic resourcesandfasterclock rateare
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Platform Frequeng | Time | Normalized

MHz us Time
SunUltra lli 400 | 49456 299
SGIR12000A 400| 11318 68.6
Intel P4 1500| 9618 58.3
This work 50 165 1

Table7.6: RC4EncryptionSpeedon DifferentPlatforms.

Platform 40-bitkey | 56-bitkey

hours years
SunUltra lli 15084 113007
SGIR12000A 3451 25861
Intel Pentium4 1361 10269
This work 50 377

Table7.7: Timerequiredfor anRC4key search.

alreadyavailable, the performanceof the FPGA RC4 key searchenginecan be
furtherimproved. A Xilinx XCV3200E hasdoublethe numberof block RAMs,
andthe XC2Vv8000cancontain672RC4engines.

7.5 BBSRandom Number Generator

7.5.1 Size

Thesizeof thedesignis quite smallthatit usedessthan3% of thelogic resources
in theFPGACchip. Table7.8is thereporton hardwaresourcesisedby thecomplete

1024-bitdesignincludinginterfaceto host.

7.5.2 Speed

The TRACEtool reportsminimumclock periodto be 9.648ns.To simplify thede-

sign,100MHzclock is usedfor thisimplementationThe frequeng of the external
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Nameof resource count| Utilization
ExternalGCLKIOBs 2 50%
BLOCKRAMSs 2 2%
SLICEs 347 3%

Table7.8: Device utilization summary

clockis variableandindependenof the designthroughput.

For a n-bit design, clock cycles are usedfor a single multiplication. The
productwill be  bits. Subtractingrom the MSB to compute requires
n iterations. Assuminghalf of the iterationsrequireonly subtractionand shifting
while the other half of them require an extra addition (recover process),a mod
operationrequires clock cycles. After the modoperation the registersmust
bereinitializedsoanothem clock cyclesareneeded.

To generatavaluein therandomsequence, clockcyclesarerequired,
wheren is the size of the modulesin term of bit. For a 256-bitdesign,4719616
clock cyclesarerequired. Thatmeansa 1024-bitrandomvalueis generatedvery
47.2ms.Sinceonly the last 10 bits are usedasrandomdata,the throughputof the

designis 211bps.

7.5.3 External Clock

Therandomnessf the RNG dependsn the frequeng uctuation of the external
clock [RRK98]. Themeanfrequeng of the externalclock doesnot affect the ran-
domnessvhenthereis a large gap betweenfrequenciesf the two clocks (2 to 3
degreeof ordersin this design). The peak-to-peakoltageof the externalclock is

V. The duty cycle of the clock variousfrom 51%to 54% for high and
low frequenciegespectly Thereis no trival frequeng drift in time domain. The
mostimportantcharacteristiof the externalclock is the frequeng variation. The

frequeng variationrangesn
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7.5.4 Random Performance

The experimentalresultsaretestedusingthe NIST testsuite (version1.4)[A. 0]]
andthe DiehardRandomTest[Mar02]. The hardwareRRNGandthe BBS PRNG
weretestedndependently

FortheNIST testsuit, thetestsequencewerelM bitsin size. Thissizeis larger
thanthe usual20000bits sincesomeof the tests(e.g. RandomExcursionsetc.)
requiremorethen  bits datafor a singlepass.The samplesize,i.e. the number
of bit sequence$o passthe testsis 50. The hardware RNG performanceunder
differentexternalclock frequenciesare presentedn Table 7.9. Table 7.10 shavs
thetestsappliedto the RNG outputsandtheinput parametersised.Thesigni cant
level waschoserto be0.01.If thecalculatedP-valueis largerthan0.01,thetest
is passed.All theseparametersvere setaccordingto the recommendatioim the
NIST documentgA. 01].

Thisresultindicateghattherandomsequenceom boththeRRNGandPRNG
canpassall thetestsapplied.In bothcasestherearefailedresultsfor somepatterns
in Aperiodic-Templatetest. But thiswill only affectthe passrateof thetest.

In the Diehardtestsuit, all randomsequencegeneratedy the BBS PRNG
canpassall the tests. For the hardware RRNG, only the sequencegeneratedor
external clock frequenciedower than 3kHz can passthe test. Using an external
clock with frequeng higherthanthis valuewill resultin failurein all tests. The
reasonis thatthe noisevariationin frequengy decreasewith increasingrequeng

andhencetherandomness affected.

/7.6 Summary

This chaptempresentedheresultsfor theimplementediesignsandcomparedhem
with othersoftwareandhardwareimplementationsTheresultsof thesemplemen-

tationsweresummarizedn Table7.11.In eachcaseghe FPGAimplementatiorwas
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Extclk (Hz) | passall tests
RNG | PRNG
225 YES | YES
500 YES | YES
750 YES | YES
1k YES | YES
2k YES | YES
25k YES | YES
50k YES | YES
75k YES | YES
100k YES | YES
250k YES | YES
500k YES | YES
750k YES | YES
1M YES | YES

Table7.9: RNG testresults(NIST).

Nameof Test Parameters
Frequeng N/A
Block Frequeng blk=10500
Cumulatve Sums N/A
Runs N/A
LongestRunof Ones N/A
Rank N/A
DiscreteFourier Transform N/A
NonperiodicTemplateMatchings| blk=9
OverlappingTemplateMatchings| blk=9
UniversalStatistical blk=7
ini.=1280
ApproximateEntropy blk=5
RandomExcursions N/A
RandomExcursionsvariant N/A
Serial blk=5
Lempel-Zv Compleity N/A
Linear Compleity blk=500

Table7.10: Input parameter$or NIST test.
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Design Measurement Our Performancg Software

IDEA cipher throughput 592Mbps| 5.9Mbps

Montgomery | throughput 256Mbps| 11.4Mbps

Multiplier (1024-bitdesign) (radix- )

RC4key search| Timeto search 50 hours| 377hours
40-bitkey space

RRNG throughput 250kpbs -

PRNG throughput 211bps -
(1024-bitdesign)

Table7.11: Performancesummary The softwareimplementationsreall basedon
anintel P4 1.5GHzPC andcompiledby GCC (v2.95.3)with "-O3' enabled.The
RSA andIDEA speedsarereportedoy OpenSSL(v0.9.6c¢).

signi cantly fasterthana softwareimplementatioron an Intel Pentium4 1.5GHz
PC. Apart from the speedadvantagesFPGAsalsooffer bene tsin termsof foot-
print andpower consumptiorover microprocessorg/hich areimportantin embed-
dedapplications. The parameteraffecting the performancewnere also presented.
The performanceof the designsare measuredvith throughputandareaconsump-

tion. Theresultsof thetestsuitsappliedto the RNG werelisted.
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Conclusion

Throughdesignexamplesthis thesisillustratedthatthe FPGA platformis suitable
for building high performancdardwarecryptographicsystemsTheFPGAdesigns
canadaptvariousalgorithmsin variousarchitecturesSeveral problemshave been
addressed:

Parallel and Serial Trade Off

Theparallelimplementatiorof the IDEA block cipherandthe serialimplemen-
tation of the BBS PRNGaretwo extremeexamplesof parallelandserialarchitec-
tures. The parallelstructurewasimproved by deeppipelining andincreasingthe
utilization of hardware. Thethroughpuif theimproveddesignwas592Mbps.The
serialimplementatiorof BBS wasextremelysmall,usinglessthan3% of anFPGA
chip.

Tradeofs betweerparallelandserialextremesareimportant. Within the given
resourcesjevelopersalwayswantto achieve thehighestperformanceThevariable
radix Montgomerymultiplier implementatioroffersthe e xibility of evaluatingthe
tradeof. By synthesizinglesignaisingdifferentradixes,adevelopercanchoosean
optimalradix for his/herdesignbasedon the areaandtiming constraints Without
thesemeasurementsjesignersan only estimatethe performanceof the systolic
designbasedon experienceor they may implementdifferentdesignsto compare
theresults.Thiswork providesanef cient yetaccuratevay for designerso predict

the performanceof a systolicMontgomerymultiplier on an FPGA platform. The
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resultsshow that the larger the radix, the fasterthe design. However, areaalso
increasesvith radix andthe arearequirementgxceedtheresourceswvailableonan
XCV1000device for radixeslargerthan

High Performance Parallel Structure

Thisresearclalsoevaluateda parallelcomputingstructureon the systemlevel.
The RC4implementatiorpresentedh thisthesishada massvely parallelstructure
in which96 RC4 coresareplacedon asingleFPGA chip. Actually morecorescan
be usedsincethe currentdesignusedessthan50%of thelogic area.This structure
is about58 times fasterthan a software implementationon a Pentium4 1.5GHz
CPU.The parallelarchitectureproposedn this thesisshowvs thatan FPGA design
canhave muchhigherperformancehana generapurposerocessors.

Modernmicroprocessohave a higherclock frequeng thanFPGAs,however,
thereare two large limitations in microprocessommplementations:low memory
bandwidthandlessprocessinginits. Thememoryunitsin FPGA chipsaredivided
in to small piecesand scattedall aroundthe chip. Eachof theseunits hastheir
own I/O channelandcanwork independentlywhile mostmicroprocessosystems
have only onememorychannehich in controlledcentrally Speedmprovement
in microprocessosystemdepend®n the cachingandpre-fetching.If datacannot
t in thecacheandthe procesof the datais sosimplethatthe processindime are
shorterthanthe dataaccessingime, the microprocessowill wastea lot of timein
idle waiting. Ontheotherhand FPGAdesigncanfully utilize theonchipmemories
throughdedicatedataprocessinginits. The superscaleandpipelinedarchitecture
in amicroprocessawhich canachiese parallelismto somedegree.However, thisis
limited by datadependencieandthe numberof ALUs. The numberof processing
unitsin the RC4 FPGAdesignis muchhigherthanthatof a microprocessorSince
all the coreshave their own dataand logic, datadependenciedo not affect the
parallelism.

Impr oved Security and Ef ciency

The increasingneedsof high quality and ef cient randomnumbergenerator
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raisedfrom various elds including businessacademicconsumeproducts.Since
mary cryptographysystemsuse FPGA chips as hardware acceleratqra build in
randomnumbergeneratois de nitely arequirement.In the designpresentedthe
randomseeds generatedhy samplingthefrequeng of anexternalclock. For a suf-
ciently slow externalclock,which haslargeamountsof jitter, theresultingrandom
numbersanpassthestringentDIEHARD test. The BBS PRNGis oneof themost
securepseudarandomnumbergeneratorandis suitablefor cryptographyrelated
applications.The proposederialdesignhasa particularlysmallareautilization.
FPGA designscanoffer sufcient computingpower for today's cryptographic
applicationsThedesignarchitecture&canbevariedto adaptew algorithmor differ-
entdesignconstraints Fromhigh performanceryptanalysisystemdo smallsize
serialRNG, the adaptabilityandusability of FPGAsin cryptographicapplications

have beenshawvn.

8.1 Future Development

Theexamplespresentedh thisthesiscanbeintegratedtogetherto form acomplete
hardware cryptographicsolution. By modifying opensourcesecurityapplications
suchasOpenSSlor integratingto the systemlevel securityprotocolssuchasPAM
(PluggableAuthenticationModules),this cryptographysystemon a chip canoffer
improvementshoth in speedandsecurity Finally, the recon gurability of FPGA
chips makes it possibleto prepareall possiblecryptographyprotocols,but only
thosecurrently usedby the systemneedbe downloadedto the hardware, saving

logic resourcesindhencecost.



Bibliography

[A. 01]

[Ad002]

[And01]

[ARVO5]

[Asc99a]

[Asc99Db]

[ATO3]

A. Rukhin,el. A StatisticalTestSuitFor Randomand Pseudoandom
NumberGeneators for Cryptagraphic Applications NIST Special
Publication800-22,2001.

Adobe System Inc.  Add security to PDF documents 2002.

http://wwwadobe.com/epapéps/arsseare/pdfyaasseaure pdf.

RossAnderson.SecurityEngineering- a Guideto Building Depend-
ableDistributedSystemsJohnWiley & Sons,2001.

W. Aiello, S. RajagopalanandR. Venkatesan.Designof practical
andprovably goodrandomnumbergeneratorsin Proceeding®of the
SixthAnnualACM-SLAMSymposiunon discreteAlgorithm, pagesl—
9,1995.

Ascom. IDEACrypt Coprocessor Data Sheet 1999.
http://wwwascom.ch/infosecddnloads/IDEACrypt Coprocessapdf.

Ascom. IDEACrypt Kernel Data Sheet  1999.
http://wwwascom.ch/infosecddnloads/IDEACrypt Kernel.pdf

C. AdamsandS. Tavares. Designings-boxesfor ciphersresistanto
differential cryptanalysis. In Proceedingsof the 3rd Symposiunon
Stateand Progressof Reseath in Cryptagraphy Rome Italy, pages
181-190,1993.

84



[BCF 91]

[BKO2]

[Bor97]

[BP99]

[CBK91]

[CBZ 93]

[DH76]

[Ele98]

[EIGS5]

H. Bonnenbeg, A. Curiger N. Felber H. Kaeslin,andX. Lai. VLSI
implementationof a new block ciphet In Proceeding=f the IEEE
InternationalConfeenceon ComputeDesign: VLSIin Computerand
Processaos, page01-513,1991.

Eli BihamandPaul C. Kocher KnownPlaintext Attadk onthe PKZIP
Stream Cipher, 2002. ftp://ripem.msu.edu/pubigpt/docgkocher-pkzip-

attack.txt

J. Borst.  Differential-linear cryptanalysis of IDEA. ESAT-
COSICTechnicalReport96-2,Departmentf ElectricalEngineering,
Katholieke UniversiteitLeuven, Februaryl997.

T. Blum andC. Paar Montgomerymodularexponentiatioron recon-
gurable hardware. In Proceedingsf the 14th IEEE Symposiunon
ComputerArithmetic pagesr0—-77,April 1999.

A. V. Curiger H. Bonnenbay, andH. Kaeslin. Regular VLSI archi-
tecturedor multiplicationmodulo . IEEE Journal of Solid-State
Circuits, 26(7):990-994July 1991.

A. Curiger H. Bonnenbeg, R. Zimmerman,N. Felber H. Kaeslin,
andW. Fichtner VINCI: VLSI implementatiorof the new secret-ky
block cipherIDEA. In Proceedingf the IEEE Customintegrated
CircuitsConfeence pagesl5.5.1-15.5.41993.

W. Dif e andM.E. Hellman. New directoinsin cryptography IEEE
Transactionn InformationTheory22, page$44—654,1976.

ElectronicFrontierFoundation.Cracking DES O'Reilly, 1998.

T. EIGamal.A public-key cryptosystenanda signatureschemebased
on discretelogarithms. IEEE Transactionon Information Theory3,
pagest69-4721985.

85



[GA99]

[GBPO1]

[GSB 00]

[GWO6]

[HL94]

[HMC89]

[hot02]

[HTSHOO]

[Knu81]

M. GeogeandP. Alfk e. Linear Feedbak ShiftRegistersin Virtex De-
vices Xilinx, Inc., August1999.ApplicationNote XAPP210,Version
1.0.

A. Gerosa,R. Bernardini,and S. Pietri. A fully integrated8-bit, 20

mhz, truly randomnumbersgeneratgrbasedon a chaoticsystem.In

SSMSD 2001 SouthwesSymposiunon Mixed-SignalDesign pages
87-92,2001.

S. C. Goldstein,H. Schmit, M. Budiu, M. Moe, and R. R. Taylor.
PipeRench:A recon gurablearchitectureand compiler Computey
33(4):70-77 April 2000.

I. Goldbeg and D. Wagner Architectural considerationsor cryp-
tographic hardware. http://wwwcs.berkley.edu/ iang/issac/hardwarel,
1996.

M. Hellmanand S. Langford. Differential-linearcryptanalysis. In
Advancesn Cryptolagy, Proceedingsof Eurocrypt 1994 pages26—
36,1994,

P.D. HortensiusR.D McLeod,andH.C. Card.Parallelrandomnumber
generatiorfor VLSI systemausingcellularautomata.lEEE Transac-
tionson Computes, 38(10):1466—1473)ct. 1989.

HotBits: Genuinerandomnumbes, geneitedby radioactivedecay
2002. http://wwwfourmilabch/hotbits.

M.K. Hani, SiangLin Tan,andN. Shaikh-Husin.FPGAimplementa-
tion of RSA public-key cryptographiccoprocessorin Proceedingof
TENCON200Q volume?2, pages—-11,2000.

D. Knuth. TheArt of ComputerProgramming:\ol. 2, Seminumerical
Algorithms Addison-Wesley, 1981.

86



[Knu95]

[Kor93]

[Kor94]

[KWHO99]

[LCTLOO]

[Lip98]

[LMO9O]

[LMM86]

[LMMO1]

L. R. Knudsen.Truncatedandhigherorderdifferentials.In Proceed-
ings of the Secondnternational\Wborkshopon Fast Softwae Encryp-
tion, pagesl96—211,1995.

P. Kornerup.High-radixmodularmultiplicationfor cryptosystemsln
11thSymposiunon ComputerArithmetic page277-283,Jul 1993.

P. Kornerup.A systolic,lineararraymultiplier for a classof right-shift
algorithms.IEEE Transaction®n computes, 43:892—898Aug 1994.

P.D. Kundarevich, S.J.E.Wilton, andA.J. Hu. A CPLD-basedrC4
crackingsystem.In IEEE Proceeding®fthe CanadianConfeenceon

Electricaland ComputerEngineering pages397-401,1999.

M. P. Leong, O. Y. H. Cheung,K. H. Tsoi, and P. H. W. Leong.
A bit-serial implementationof the internationaldataencryptional-
gorithm (IDEA). In Proceedingf the IEEE Symposiunon Field-
ProgrammableCustomComputingMachines pages122—-131,April
2000.

HelgerLipmaa. IDEA: A cipherfor multimediaarchitecturesin Se-

lectedAreasin Cryptagraphy'98, page253-268 August1998.

X. Lai andJ. Massay A proposalfor a new block encryptionstan-
dard. In Advancesn Cryptolagy, Proceedingsof Eurocrypt 199Q
pages389-404,1990.

L. Blum, M. Blum, and M. Shub. A simple unpredictablgpseudo-

randomnumbergeneratar SIAM Journal on computing 15(2),1986.

X. Lai, J. Massay and S. Murphy. Markov ciphersand differential
cryptanalysis.In Advancesn Cryptolagy, Proceedingf Eurocrypt
1991, pagesl7-38,1991.

87



[Mar02]

[MH78]

[Mic02]

[MMF98]

[Mon85]

[MvOVO01]

[MZ91]

[Net02]

[Nyb96]

[Ope02]

Geoge Marsaglia. DIEHARD: a battery of testsfor randomnumber

genegtors, 2002. http://stat.fsu.edugeo/diehard.html

R.C. Merkle and M.E. Hellman. Hiding informationand signatures
in trapdoorknapsacksIEEE Transactionon InformationTheory24,
pagesH25-530,1978.

Microsoft Co. Ofce XP Document Security 2002.

http:/mwwmicrosoft.com/Ote/techinfo/enempriseone/itcdumn0r7.a%p.

O. Mencer M. Morf, andM. J. Flynn. Hardware softwaretri-design
of encryptionfor mobile communicatiorunits. In Proceeding®of the
IEEE International Confeenceon Acoustics Speeh and SignalPro-
cessingvolumeb5, pages3045-3048May 1998.

P. Montgomery Modular multiplication without trial division. In

Mathematicoof Computationvolume44, pages519-521 Apr 1985.

Alfred J. Menezes,Paul C. van Oorschot,and Scott A. Vanstone.
Handbookof AppliedCryptagraphy. CRC Pressphth edition,2001.

C. MeierandR. Zimmerman.A multiplier modulo( ). Diploma
thesis, Institut fur Integrierte Systeme,ETH, Zirich, Switzerland,

Februaryl991.

Netscape Communications Co. The SSL Protocol 2002.
http://wp.netscape.com/f@issB/draft302.txt.

K Nybeg. Generalizedeistel networks. Advancesn Cryptolagy,
Asiacrypt'96Springer-\Verlag, page<91-104,1996.

The OpenGroup. The Single UNIX Speci cation, Version 2, 2002.
http://wwwopengroup.@/onlinepubg 79087 9/xshcrypt.html.

88



[PCOO]

[PMO 01]

[Ram89]

[RARO2]

[Req02a]

[Req02b]

[Req02c]

[RRKO8]

[RSA78]

Craig S. PatrieandJ. Alvin Connelly A noise-baset randomnum-

ber generatorfor applicationsn cryptography In IEEE Transactions
on CircuitsandSystems |: fundamentallheoryandApplication vol-

ume47,page15-6212000.

PH.W. Leong, M.P. Leong, O.Y.H. Cheung,T. Tung, C.M. Kwok,

M.Y.Wong,andK.H. Lee.Pilchard-arecon gurablecomputingplat-

form with memoryslotinterface. In Proceeding®f the IEEE Sympo-
siumon Field-ProgrammableCustomComputingMachines(FCCM),

2001.

R. Ramasvamy Application of a key generatioranddistribution al-
gorithm for securecommunicationin opensystemsinterconnection
architecture.In SecurityTechnolagy, 1989.Proceedings1989Inter-
national CarnahanConfeenceon, 1989 pagesl75-180,1989.

RAR Lab. RARArchiver, 2002. http://wwwrarlabcom

Requestor CommentsTheKerbeosNetworkAuthenticationService

(V5), 2002. http://www.cis.ohio-state.edcgi-bin/rfc/rfc1510.html.

Request For Comments. OpenPGP Messge Format 2002.

http://www.cis.ohio-state.edcgi-bin/rfc/rfc2440.html.

Requestor Comments.SecurityArchitecture for the InternetProto-
col, 2002. http://www.cis.ohio-state.edegi-bin/rfc/rfc240L.html.

R.C.Fair eld, R.L. MortensonandK.B. Coulthart. An LSl Random
NumberGenerato(PRN). Springer-\erlag, pages203—230,1998.

R.L. Rivest, A. Shamir andL. Adleman. A methodfor obtaining
digital signaturesand public-key cryptosystems.In Communication
ACM, volume?21, pagesl20-126Feb1978.

89



[RSA99]
[RSA00]

[SAF98]

[Scho3]

[Scho6]

[sPKO1]

[STCSO1]

[SV93]

[TSWOO]

RSA Labs.DESIII Challenge http://wwwrsa.com/salabs/de3, 1999.
RSA Labs.FAQ, 2000.http://wwwrsasecuritgom/rsalsfag/index.html

S.L. C.SalomaoV. C. Alves,andE. M. C. Filho. HiPCrypto: A high-
performanceé/LSI cryptographichip. In Proceeding®ftheEleventh
AnnuallEEE ASICConfeence pages/—11,1998.

B. Schneier Descriptionof a new variable-lengthkey, 64-bit block
cipher (blow sh). In Proceedingsof 1stInternal Workshopon Fast

Softwae Encryption,Springer-Verlag, pagesl91-204,1993.

B. Schneider Applied Cryptagraphy. JohnWiley & Sons,second
edition, 1996.

Toni stojanwski, Johnty Pil, andLjupco Kocare. Chaos-basetan-
dom numbergeneratorsPart Il: practicalrealization. IEEE Transac-
tions on Circuits and Systems- |: fundamentalTheoryand Applica-
tion, 48(3):382-385March2001.

Barry ShacklefordMotoo TanakaRichardJ. Carter andGreg Snider
FPGAimplementatiorof neighborhood-of-foucellularautomataan-
domnumbergeneratorsTechnicakeport,HP LabsTechnicaReports,
2001.

M. ShandandJ. Vuillemin. Fastimplementation®f RSA cryptogra-
phy. In Proceedings.11thSymposiunon ComputerArithmetic pages
252-259,1993.

Wei-ChangTsai, C.B. Shung,and Sheng-JyWWang. Two systolicar
chitecturesfor modular multiplication. IEEE Transactionson Very
Large Scalelntegration (VLSI) Systems8(1):103-107,Fehb 2000.

90



[TTOO]

[TTTMO2]

[VMDO98]

[VV84]

[Wal93]

[Wal97]

[WIFO01]

[WMSLO5]

A. TiountchikandE. Trichina.Modularexponentiatioron ne-grained
fpga.In Proceedingsl3th Symposiunon IntegratedCircuitsand Sys-
temsDesign pagesl39-143,2000.

T. Rinne,T. Ylonen,TeroKivinen,andM SaarinerSami.SSHAuthen-
tication Protocol Network Working Group, Interrnet-Draf,Internet
EngineeringraskForce(IETF), 2002.

F. Montoya Vitini, J. Monoz Masque,and A. PeinadoDominguez.
Boundfor linear compleity of BBS sequenceslin Electonics Let-
ters, volume 34, pagesA50-451,1998.

U. VaziraniandV. Vazirani.Ef cient andsecuregseudo-randomum-
ber generation. In Advancesn Cryptology — CRYPTO '84, Lectue
Notesin ComputerScienceNo. 196, Springer-\erlag, pagesl 93-202,
1984.

Colin D. Walter Systolicmodularmultiplication. IEEE Transactions

on Computes, 42(3):376—378March1993.

Colin. D. Walter. Space/timdrade-ofs for higherradix modularmul-
tiplication usingrepeatedddition. IEEE Transactionson Computes,
pagesl39-141Feb1997.

RobertK. Watkins, JasonC. Isaacs,and Simon Y. Foo. Evolvable
randomnumbergeneratorsA schemata-basexpproachln 2001Ge-
netic and Evolutionary ComputationConfeenceLate Breaking Pa-

pers, pagest69-4732001.

S.Wolter, H. Matz, A. SchubertandR. Laur. OntheVLSI implemen-
tation of the internationaldataencryptionalgorithmIDEA. In Pro-
ceedingsof the IEEE International Symposiunon Circuits and Sys-
tems volumel, pages397—400,1995.

91



[Wol86]

S. Wolfram. Randomsequencegeneratiorby cellularautomata.Ad-

vancesn AppliedMathematics7:123—169,1986.

[WSW 99] Che-HanWu, Ming-Der Shieh, Chien-HsingWu, Ming-Hwa Sheu,

[Xil99]

[Xil00a]

[Xil0Ob]

[Xil02a]

[Xil02b]

[ZCB 94]

[ZHO1]

and Jia-Lin Sheu. A VLSI architectureof fast high-radix modular
multiplication for RSA cryptosystem.In ISCAS'99. Proceedingof
the1999IEEE InternationalSymposiunon Circuitsand Systemsvol-
umel, pages00-503,1999.

Xilinx, Inc. Xilinx LibrariesGuide 1999.

Xilinx. Usingthe Virtex Block SelectRAM+~eatures 2000. Applica-
tionsNote XAPP130.

Xilinx, Inc. Xilinx CoregenRefeenceGuideg 2000. Version3.1i.

Xilinx Inc. Virtex-E ExtendedViemory: DetailedFunctionalDescrip-
tion, 2002.

Xilinx Inc. Virtex-1I: DetailedFunctionalDescription 2002.

R. ZimmermannA. Curiger H. Bonnenbeg, H. Kaeslin,N. Felber
andW. Fichtner A 177Mb/secVLSI implementatiorof the interna-
tional dataencryptionalgorithm.IEEE Journal of Solid-StateCircuits,
29(3):303-307March 1994.

HuangZhun and ChenHongyi. A truly randomnumbergenerator
basedon thermalnoise. In Proceedingof 4th International Confer
enceon ASIC pages362—-8642001.

92



Publications

Full Length ConferencePapers

K.H. Tsoi, K.H. LeeandPH.W. Leong: A Massvely Parallel RC4 Encryp-
tion Engine,FCCM 2002;

K.H. Tsoi, O.Y.H. Cheungand PH.W. Leong: A Variable-RadixSystolic
MontgomeryMultiplier, FCCM 2002;

0O.Y.H. CheungK. H. Tsoi, Philip HengWai Leong,M. P. Leong: Tradeofs
in Parallel and Serial Implementation®f the InternationalData Encryption
Algorithm IDEA. CHES2001:pp. 333-3472001

M.P. Leong,0.Y.H. Cheung K.H. Tsoi,andP.H.W. Leong,A Bit-SerialIm-
plementationof the InternationalData EncryptionAlgorithm IDEA”, Pro-
ceedingsf the IEEE Symposiunmon Field-Programmabl€ustomComput-
ing Machineg(FCCM), NapaValley, CaliforniaUSA, pp. 122-131,2000

93



