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Abstract

Thereareincreasingdemandsfor cryptographicsystemsdueto therapidadoption

of electroniccommerceand personalprivacy concerns.Hardware basedcrypto-

graphicsystemsoffer improved speed,lower power consumption,smaller foot-

print andperhapshighersecurityover purely softwarebasedsystems.Field Pro-

grammableGateArray (FPGA)technologyoffersagoodcompromisebetweenthe

speedof VLSI basedimplementationsandtheshortdevelopmenttimesandadapt-

ability of softwaresystems.

This study illustratesthat FPGAsare suitablefor cryptographicsystemsby

implementingseveral cryptographicprimitives. In particular, high performance

FPGA-basedimplementationsof secretkey, public key, key searchand random

numbergenerationsystemsweredeveloped.Thestudyalsoevaluatesdifferentar-

chitectureandsystemparameterswhich will affect theperformanceof thedesigns.

Thesecretkey algorithmimplementedwastheIDEA blockcipherandadeeply

pipelinedarchitecturewasemployedto achieve a throughputof 592Mbps.A vari-

ableradix systolicMontgomerymultiplier wasdevelopedto speedup implemen-

tationsof the RSA public key algorithm,offering an ef�cient way to estimatethe

performanceandareatradeoffs of a long integer multiplier by varying the radix.

In orderto demonstratetheability of FPGAsfor cryptanalysis,anRC4key search

enginewasdevelopedwhichcansearcha40-bitkey within 2 daysandachievesper-

formancewhich is 58 timesfasterthana1.5GHzIntel Pentium4 machine.Finally,

anareaoptimizedrandomnumbergeneratorusingtheBlum Blum Shubalgorithm

wasimplemented.This1024-bitBBSRNGcangenerateasecurerandomsequence
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usinglessthan3% of a XCV1000EFPGAchip.
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Chapter 1

Intr oduction

1.1 Moti vation

Cryptosystemsare important.

Theaim of cryptographyis to secureinformationsothatonly theintendedpar-

ties canreadthe data. Cryptosystemshadbeendevelopedfor centuries.The ad-

vanceof computertechnologiesandpopularityof personalcomputersprovidesa

largebaseon which cryptographicapplicationsareinstalled.Therecentpopularity

of theInternetande-commercehavemadestrongdemandsoncryptography. Cryp-

tosystemstodayareall aroundour lives including bankingsystemsusing3DES,

identi�cation systemsusingPKI (PublicKey Infrastructure),entertainmentsystems

usingencryptedstoragesandevensystemsin electroniccarlocks.Developmentsin

cryptographyhavebeengrowing fastertheneverbeforedueto increasedresearch.

Hardwarecryptographic platforms are helpful.

Many cryptographicalgorithmsarebasedon specializedarithmeticcomputa-

tions suchas �nite �eld arithmetic. For clients that only perform cryptographic

computationsoccasionally, thecentralprocessingunit (CPU) in a PCis suf�cient.

Howeverthework loadonaserverthatwill handlethousandsof requestspersecond

many beunacceptablylarge. In addition,clientswhich have very limited comput-

ing resources,suchassmartcards,mobilephonesandhandheldcomputersmaynot

1



Chapter1 Introduction 2

have suf�cient computingpower. Specialhardwarecryptosystemscanoffer higher

performancethanconventionalCPUs. In addition,cryptosystemsimplementedin

softwaremayhave lowersecuritythantamperproofhardwaredevices[And01].

FPGAsaresuitable for building hardware cryptosystems.

Thetraditionway of building cryptographichardwareis usingapplicationspe-

ci�c integratedcircuit (ASIC) technology. This methodologyhasmany disadvan-

tagesincluding high small volumecost, long designto producttime, dif�culties

in debuggingandnot ableto adaptnew changesafter the systemis built. A new

way to solve theseproblemis to build thedesignon FPGAplatforms.FPGAchips

provide suf�cient logic andstorageelementson which complex algorithmscanbe

built. Therecon�gurablecharacteristicmakesit easierto adaptnew cryptographic

protocolsevenafter thehardwareis installed.Oneaim of this researchwork is to

demonstratethatFPGAplatformsaresuitablefor hardwarecryptosystems.It is also

shown thatFPGAsystemsaregoodfor cryptanalysisapplications.

Ar chitecture differencesaffect performance.

For thesamealgorithm,differentarchitecturescanbeappliedto achievediffer-

ent designobjectives. Oneof the most importantissuesarethe cost-performance

tradeoffs. Cost in hardwaredesigncanbe interpretedin differentwaysincluding

logic area,memorystorage,power consumption,etc. Anothercommonlyencoun-

teredproblemis the parallelandserial tradeoff. Onecanbuild a deeplypipeline

systemwhich usemany cyclesundera fastclock or a massively parallel system

that can processmultiple datain onecycle. Even for the samedesign,different

parameterssuchastheradixusedcandramaticallychangethesystemperformance.

In thiswork, differentwaysto implementcryptographicalgorithmsusing�e xi-

ble architectureswill beexplored.
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1.2 Objectives

Themainobjective of this researchwork wasto developprimitivebuilding blocks

for FPGAbasedhardwarecryptosystems.Thedetailsresearchaimare:

4 Implementdifferentcryptographicalgorithmsincludingpublickey, blockand

streamciphersandcomparetheir performancewith hardwareandsoftware

basedsystems.This is usedto supportthe argumentthat building a cryp-

tosystemcompletelyonanFPGAplatformis possible.

4 Explore different systemarchitecturesand evaluatethe impact on perfor-

mance.

4 Provideexperimentalresultssothatadesignercanchoosesystemparameters

(e.g. radix, area,throughput)which aremostsuitablefor thegivenapplica-

tion.

1.3 Contrib utions

In thiswork, asetof primitivecomponentsfor building cryptosystemsonhardware

platformswereimplementedandevaluated.TheprimitivesincludeanIDEA block

cipher;a longintegermultiplier corefor theef�cient implementationof RSApublic

key cryptographicalgorithms;an RC4 streamcipher and also a randomnumber

generator. In theimplementations,differentarchitectureswereexploredandvarious

optimizationmethodswereused.

Themaincontributionsof thisdissertationareasfollows:

4 A deeplypipelinedIDEA block cipherwasdesigned[MvOV01]. TheIDEA

coreoffers 592Mbpsthroughputunder50MHz clock rate. The numberof

roundsinstantiatedcanbe variedto meetdifferentareaconstraintswithout

violating the 8.5 roundsminimum requirementin the algorithm. The upper
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boundof the speedis alsoexamized. This wasdevelopedin collaboration

with Mr. O.Y.H. Cheungandmy duty wasto designthepipelinestatesand

control. This implementationof IDEA was,at the time of publication,the

fastestreportedimplementationto datein FPGAtechnology.

4 A variableradixsystolicMontgomerymodularmultiplierwasdeveloped[Mon85].

Theperformancetradeoff for differentradixescouldthusbeeasilyexamined.

Resultsfor different radixesweremeasuredandprovide a fastway for de-

signersto selecta designgiventherequiredresourcesandperformance.

4 An RC4key searchenginewasdevelopedfor cryptanalysispurposes[RSA00].

Its architecturewasoneof the�rst to exploit themassivememorybandwidth

in an FPGA for cryptanalysisapplications.The RC4 key searchenginede-

velopedin thiswork is thefastestreportedimplementationin any technology

and58 timesfasterthana1.5GHzIntel Pentium4 CPU.

4 A compactandsecurerandomnumbergeneratorusingtheBBS(Blum Blum

Shub)algorithm[LMM86] wasdevelopedfor cryptographicapplications.For

a 1024-bit modulo, this designconsumedless than 3% of an XCV1000E

chip. The resultspassedvariousRNG testsincluding the NIST RNG test

suite[A. 01] andtheDiehardtest[Mar02].

1.4 ThesisOrganization

In Chapter2, an introductionto cryptographicalgorithmsand the FPGA design

�o w arepresented.Also, a review of relatedwork on cryptographichardware is

given. Chapter3 presentsimplementationsof the IDEA block cipherwhich use

deeppipelining techniqueandChapter4 presentsan implementationof a variable

radixsystolicMontgomerymultiplier which canbeusedin RSA cryptosystems.A

designof a massively parallelRC4 engineis describedin Chapter5. Chapter6

shows an implementationof randomnumbergeneratorusinga free oscillatorand
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theBBSalgorithm.Theresultsof theabovedesignsarepresentedandevaluatedin

Chapter7. Finally, theconclusionanddirectionsfor futureresearcharepresented

in Chapter8.



Chapter 2

Background and Review

2.1 Intr oduction

To constructprimitive building blocks for a hardware cryptosystem,the crypto-

graphicalgorithmsmustbestudied.Also, weneedto befamiliarwith thehardware

platform,i.e. FPGAsystemsin our research,to achieve thebestperformancefrom

them. To facilitate our studiesandevaluateour results,relatedwork on crypto-

graphicalgorithmsandhardwarecryptosystemsarereviewedin this chapter.

This chapteris organizedasfollows. Section2.2 presentedthearchitectureof

commoncyrptosystems.Thetypesof cryptographicalgorithmsarealsoexplained

in this section.In section2.3, theapplicationsof cryptographyarepresented.The

structureandcharacteristicsof FPGAplatformsareexplainedin section2.4. The

lastsectionpresentedthereviewedrelatedwork.

2.2 Cryptographic Algorithms

Themajorconcernof cryptographyis to secureinformationfrom beingintelligible

to whomit is not intended.A generalview of a cryptosystemfor communications

is shown in Figure2.1.Somecommontermsusedin cryptographyare:

Encryption transformationof datainto a form that is unreadablewithout some

appropriateknowledge.

6
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Encryption
Key

Decryption
Key

Decryption
Process

Encryption
Processciphertext ciphertext

communication channel
Receiver

plaintext
Transmitter

plaintext

secure region secure regionunsecure region

Figure2.1: Encryptinganddecryptionprocesses.

Decryption reverseof encryption;transformationof encrypteddatato theoriginal

datawith theassistanceof someappropriateknowledge.

Cipher process,either in form of a softwareprogramor hardwarecircuit to per-

form encryption.

Plaintext datato beencrypted.

Ciphertext dataafterbeingencrypted.

Key secretinformationusedduringencryptionanddecryption.

Variousalgorithmshavebeenproposedfor cryptographicsystemsandthesecan

bedividedinto two majorclasses:publickey algorithmsandsecret key algorithms.

In secretkey algorithms,all keysarekeptsecretandsharedby thepartiesinvolved.

In public key algorithms,thearetwo keys involved.Oneis thepublic key which is

madepublic. Theotheris theprivatekey which is known only by thepersonthat

candecryptthemessage.

Secret KeyAlgorithms

Secretkey algorithmsarealsoreferredto assymmetrickey algorithms.In these

algorithms,the decryptionkey can be generateddirectly from, or is exactly the

encryptionkey, sobothkeysshouldbekeptsecret.

Secretkey algorithmscanbefurtherclassi�edinto twosubclasses:blockciphers

andstreamciphers. Theblock ciphersaccepta datablock of �x edsizeasinput in
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eachiterationandproduceanoutputblockof thesamesize.It is abijectivefunction

(one-to-onemapping)from theinputplaintext block to theoutputciphertext block.

Streamciphersconsiderthe input asa streamof bytesandproduceanoutputbyte

streamby combiningtheinputwith thegeneratedkey stream. In streamciphers,the

outputof a �x edinputdependson theinputvalue,thekey valueaswell asthetime

theinputentersthecipher. Thatmeanstwo identicalandadjacentinputblockswill

beencryptedto differentoutputblocksby astreamcipher.

Commonblock cipher algorithmsinclude: DES (Data EncryptionStandard)

[MvOV01], AES(AdvancedEncryptionStandard),RC2(Rivest'sCipher2) [RSA00],

RC5 (Rivest's Cipher5) [MvOV01], IDEA (InternationalDataEncryptionAlgo-

rithm) [MvOV01], SecureAndFastEncryptionRoutine(SAFER)[MvOV01], Blow-

�sh [Sch93] andCAST-128 (CarlisleAdamsandStafford Tavares)[AT93]. Ex-

amplesof streamciphersinclude: RC4 (Rivest's Cipher 4) [RSA00], Software-

optimizedEncryptionAlgorithm (SEAL) [MvOV01] andVRA (Venkatesan,Ra-

jagopalanandAiello) [ARV95]. In fact,therearemany otherstreamciphersbased

ontheLinearFeedbackShift Registers(LFSR)algorithm[MvOV01]. Theprocess-

ing speedof astreamcipheris usuallyfasterthanthatof ablockcipher.

Thereareseveralmodesunderwhichblockcipherscanoperate.Themostcom-

monlyusedmodesaretheElectronicCodebook(ECB)modeandtheCipherBlock

Chaining(CBC) mode[Sch96]. In ECB mode,theblock ciphersareuseddirectly

andtheone-to-onemappingfrom plaintext block to ciphertext block is maintained.

In CBC mode,theoutputciphertext block is fed backto theinput port andXORed

with thenext plaintext blockto beencrypted.By doingso,theencryptionof ablock

is dependentuponthepreviousblock andtheone-to-onemappingcharacteristicis

eliminated,improving security.

A disadvantageof secretkey algorithmsis thatthepartiesperformingencryption

anddecryptionmustsomehow exchangekeys. Thatmeansa securechannelmust

be availablefor the key exchangeto take placebeforethesecurechannelfor data

canbeestablished.
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Receiver's
Public Key

Receiver's
Private Key

Decryption
Process
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Figure2.2: Publickey cryptography.

Public KeyAlgorithms

Publickey algorithmwas�rst introducedby Whit�eld Dif �e andMartin Hell-

man[DH76] in 1976.Figure2.2illustratestheideabehindpublickey cryptography.

Thedifferencewith Figure2.1is thatthepublickey, whichis usedastheencryption

key here,is publicly available.Themessageencryptedusinga public key canonly

be decryptedby the correspondingprivatekey. So anyonecansendan encrypted

messagebut only thepersonwith privatekey candecryptit. This propertycanbe

usedto solvethekey exchangeproblemassociatedwith secretkey algorithms.The

securityof public key systemdependson thedif�culty of deriving theprivatekey

from thepublickey.

Examplesof publickey algorithmincludeDif �e-Hellman [DH76], RSA[RSA78],

ElGamal[ElG85], andMerkle-Hellmanknapsack[MH78].

In public key systems,the public key of a receiver is sharedbetweensender

and receiver. Sincethis information is available to everyone,it is not necessary

to have sometrustedmeansof key distribution beforesecuredatacommunication

providedthat thepublic keys areassociatedwith their ownersin a trustedmanner.

Thedisadvantageof publickey algorithmsis thatthey requiremorecomputationto

achievesimilar securitycomparedwith secretkey algorithms.



Chapter2 BackgroundandReview 10

2.3 Cryptographic Applications

Cryptographicalgorithmsareusedin a wild rangeof applications;including the

SSL(SecureSocketsLayer)[Net02] developedby NetscapeCommunicationsCo.,

SSH(SecureShell) [TTTM02], IPSec(IP SecurityProtocol)[Req02c],Kerberos

[Req02a] and PGP(Pretty Good Privacy) [Req02b]. Besidesnetworking appli-

cations,cryptographicalgorithmsarealsoappliedto datastorage.UNIX system

provide systemtools to encrypt�les [Ope02],word processorssuchasMicrosoft

Word [Mic02] and Adobe Acrobat [Ado02] integrate the encryption/decryption

functionsinternally. Also, many datacompressingtools suchasZip [BK02] and

RAR [RAR02] provideencryption.OnstaticstoragessuchasDVDs,cryptographic

algorithmsareusedto protectcopyright by preventingillegalcopying.

Thefollowing exampleillustratesthetypicalusageof cryptographicalgorithms

on networking environment. Client C wants to download a �le from server S

throughan insecurenetwork. The client shouldobtain the server's public key in

advance.Beforethe�le canbeaccessed,theclient sendstheserver its requestand

public key encryptedusingthe server's public key. Sinceonly the server hasthe

privatekey to decryptthis request,this will authenticatetheserver's identity. Then

the server will senda sessionkey to the client, encryptedby client's public key.

After theclientgetsthesessionkey, asecurecommunicationchannelis established

for client authenticationand�le transferringusingeitherablock or streamcipher.

Notethatpublic key cryptography, which is computationallyexpensive,is used

for thekey exchangeandinvolvesa smallamountof data.A secretkey algorithm

is usedfor the potentially large amountof datainvolved in the �le transfer. This

schemereducestheamountof computationrequiredby theserver, thusimproving

its overall ef�ciency withoutsacri�cing security.

In this research,4 cryptographicprimitives were developed. By integrating

theseprimitivesin a singledesign,the tasksin the above examplecanbe imple-

mentedin asinglechiphardwarecryptosystem.TheMontgomerymultiplier canbe
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Figure2.3: FPGAstructure.

usedto performtheRSA public key authenticationwhile theBBS randomnumber

generatorcanbeusedto generatethesessionkey for theRC4or IDEA secretkey

ciphers.Actually, thedesignscanbeusedin many scenariosrangingfrom high-end

serversidecryptographicacceleratorsto low powerconsumptionhandhelddevices.

2.4 Modern Recon�gurable Platforms

The experimentsin this researchwereimplementedon Field ProgrammableGate

Arrays (FPGA). FPGA is VLSI chip with somespecialfeatures. The structure

of an FPGA is a 2-D array of Con�gurable Logic Blocks (CLB) surroundedby

connectionwires. Thereare someprimitives suchas lookup tables(LUT) and

�ip-�ops (FF) insidethe CLB. The functionsof theseprimitivesandconnections

betweenthemcanbecon�gured for differentdesigns.Programmableroutingma-

trices(PRM), implementedin staticRAMs, areusedto connecttheI/O portsof the

CLBs. A generalstructureoutlineof FPGAsis shown in Figure2.3.

Theadvantagesof FPGAdesignsover traditionalVLSI designsare:
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4 Fastdesignto producttimeandchipscanbereusedfor differentdesigns.

4 Easysimulationanddebugging. Softwaresimulatoranddebuggerprovide

ef�cient methodsof �nding bugsandestimatingof performance.

4 It is possibleto usethe sameFPGA hardwareplatform for many different

cryptographicprotocols.Thismake thedesign�e xible andextensible.

4 Low costprototypingfor earlydesignswhich aresubjectedto bechanged.

4 Designcanbeupgradedafterdeploymentwithouthardwarereplacement.

Today'sadvancedFPGAchipsalsooffer a lot specialcomponentssuchaslarge

memoryblocks(BlockRAM) andfastcarry chainsbetweenadjacentlogic blocks

[Xil02a]. Dedicatedmultipliers andclock distribution lines canalsobe found in

somedesigns.Dueto theoverheadsassociatedwith providing programmablelogic,

FPGAdesignsusuallyhavelowerclockrateandlowerlogic densitythantraditional

VLSI designsusingthesametechnology.

TheFPGAdesign�o w is shown in Figure2.4. Thedesignentrycanbeeither

schematiccaptureor synthesisvia a HardwareDescriptionLanguage(HDL). The

schematic�o w is moreintuitive for smalldesignswhile theHDL �o w providesan

ef�cient way to implementandmanagelargeandcomplex designs.

In the synthesisapproach,a netlist is generateddescribingthe logic functions

andtheir interconnections.Thefunctionsarethenmappedto thelogic primitivesof

thetargetFPGAplatform.Theplacementof logic primitivesandroutingof connec-

tionsarealteredto �nd anoptimizedsolutionwhichwill meettheconstraintsstated

by thedesigner. Theimplementationprocessgeneratesabitstreamrepresentingthe

con�gurationof theFPGA,which canbedownloadto thechip.

Therearemany cryptographicprotocolsthatimplementingall of themin a sin-

gle FPGAchip is not feasible.Oncetheapplicationsagreeonsomeprotocols,they

seldomchange.Thedynamicrecon�gurationcapabilityof theFPGAsaresuitable

for suchscenarios.An exampleis securenetwork communications.Designerscan
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Chapter2 BackgroundandReview 14

FPGA Microprocessor
Unit Price high medium
PowerConsumption low high
OperationFrequency low high
MemoryBandwidth high low
HardwareParallelism high low
Customizedfor Application yes no
DesignTime high low
CommondityItem no yes

Table2.1: Cost/performancetradeoffs betweenFPGAandmicroprocessor.

implementall kinds of cryptographicprotocolsin differentdesignstargeting the

samehardware (the FPGA chip). After the software determineswhich protocol

will beused,thebit streamof thecorrespondingdesignwill bedownloadedto the

FPGA.By doingso,a limited hardwareresourcecanserveawiderangeof require-

ments.

Table 2.1 summarizesthe cost/performancetradeoffs of FPGA comparingto

microprocessordesigns.It showsthat,at theexpenseof lowerclockrateandhigher

price,FPGAdesignscanachievehigherperformancethanthemicroprocessorcoun-

terpartsthroughhigherdegreesof parallelismandcustomization.

2.5 Review of RelatedWork

2.5.1 Montgomery Multiplier

The Montgomerymethod[Mon85] is usedin all high performancehardwareand

softwaremodularmultipliers.Montgomerymultiplier implementationsarereviewed.

In 1993,PeterKornerup[Kor93] proposedanalgorithmfor computing5768�����9�

usingashigh-radixredundantnumbersystem.Thealgorithmrequired :<;.=?>A@?B
CED

�

F

�G�

cyclespermultiplicationin radix �)� . This algorithmwasadaptedin our design.In

thesameyear, M. ShandandJ.Vuillemin [SV93] form ParisResearchLaboratory
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(PRL) presenteda fastFPGA basedimplementationof RSA systemwith 1Mbps

throughputfor 521-bitkeys. This designwasimplementedon thePAM (Program-

ableActiveMemory)systemwith a matrix of 16 FPGAandthemodulususedwas

hardwiredin thedesign.

A VLSI implementationwith lookuptablequotientestimationby Che-HanWu

et al. [WSW
C

99] showed that higherradix implementationscould achieve speed

improvementat the expenseof hardwareoverhead. ��#IH

"

/

�

��JLK<HM(N���OK cyclesare

requiredfor theradix-�

/

algorithmwheren is thesizeof modulusandk is thesize

of partitionedmultiplier. The highestradix evaluatedin that work was radix-16

which used10%morelogic thanradix-2systembasedon COMPASScell library.

In 1997,Colin D. Walter[Wal97]showedthattheproductP,Q?��R�
S�,T�RVU shouldbe

independentof thechoiceof radixfor thebestimplementationsof repeatedaddition.

Therehasbeena lot of researchon systolicMontgomerymultipliers. Colin D.

Walter [Wal93] proposeda radix-2systemwith ��#W��� cycleslatency for ann-bit

multiplication. This designuseda two dimensionalarrayof systoliccells. For a

500-bit RSA design,this systemwasestimatedto useabout JS
X�VYZ� gates.Peter

KorneruppresentedanotherlinearsystolicMontgomerymultiplier [Kor94] which

hadasimilar latency. Our implementationof variableradixMontgomerymultiplier

was basedon this structure. The estimatethroughputof this designis 100kbps

undera 100MHzclock. In 2000,Wei-ChangTsaiet al. [TSW00] introducedtwo

new systolicarchitecturesfor modularmultiplication. Simulationusing0.35 [\�

CMOStechnologyshowsthatthese3-D systolicarrayshadfastercomputingspeed.

Thedouble-layersystemconsuming240ktransistorsachieved244kbpsfor 1024-bit

RSA andthenon-interlacedsystemconsuming209ktransistorsachieved241kbps

throughput.

Besidesthe one presentedby Shand,other implementationsof Montgomery

multiplier basedon FPGAplatformswerereviewed. T. Blum andC. Paar[BP99]
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implementedaMontgomeryexponentiationunit in systolicarrayarchitecture.Radix-

4, 8, 16 wereimplementedandChineseremaindertheoremwasusedfor decryp-

tion. An 1024-bitRSA decryption,on a Xilinx XC4000series,requires10.18ms,

12.41msand12.52msrespectively for radix-4,8, 16. A. TiountchikandE.Trichina

[TT00] designeda132-bitradix-2linearsystolicMontgomerymultiplier onanXil-

inx XC6000FPGA chip. For this design,at least4 XC6000FPGAsarerequired

for a512-bitkey with estimatedbit rate800Kbps.M. K. Hanietal. [HTSH00]pre-

sentedacompleteRSAsystemusingWalter'ssystolicstructureonAlteraFLEX10KE

FPGAsystem.Thecoreperformanceof thisdesignwasnot reported.

2.5.2 IDEA Cipher

The block cipherwe considerin this work is the IDEA cipher. Although IDEA

involvesonly simple16-bit operations,softwareimplementationsof this algorithm

still cannotoffer theencryptionraterequiredfor on-lineencryptionin high-speed

networks. Ascom's implementationof IDEA (Ascomaretheholdersof thepatent

on theIDEA algorithm)achieves Y^]._L`N
a�VYL� encryptionsperseconds,or anequiv-

alentencryptionrateof 23.53Mbps,on anIntel PentiumII 450MHzmachine.Im-

plementationof IDEA usingtheIntel MMX multimediainstructionswasproposed

by Helger[Lip98] andachieves Y^]cb��d
e�VY)� encryptionpersecondsor a equivalent

encryptionrate32.9Mbps,onanIntel PentiumII 233MHzmachine.Ouroptimized

softwareimplementationrunningon a SunEnterpriseE4500machinewith twelve

400MHz Ultra-IIi processor, performs ��]._)Yf
g�hY
� encryptionsper secondor an

equivalentencryptionrateof 147.13Mbps,still cannotbe appliedto applications

suchasencryptionfor 155MbpsAsynchronousTransferMode(ATM) networksor

GigabitEthernet.

Hardwareimplementationsoffer signi�cant speedimprovementsover software

implementationsby exploiting parallelismamongoperators.In addition,they are

likely to be cheaper, having lower power consumptionandsmallerfootprint than
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a high speedsoftware implementation. A designof an IDEA processorwhich

achieves528Mb/secon four XC4020XL deviceswasproposedby Menceret. al.

[MMF98]. The�rst VLSI implementationof IDEA wasdevelopedandveri�ed by

Bonnenberg et. al. in 1992usinga 1.5 [7� CMOS technology[BCF
C

91]. This

implementationhadan encryptionrateof 44Mbps. In 1994,VINCI, a 177Mbps

VLSI implementationof the IDEA algorithm in 1.2 [7� CMOS technology, was

reportedby Curigeret. al. [CBZ
C

93, ZCB
C

94]. A 355Mbpsimplementationin

0.8 [7� technologyof IDEA wasreportedin 1995by Wolter et. al. [WMSL95],

followedby a 424Mbpssinglechip implementationof 0.7 [7� technologyby Sa-

lomaoet. al. [SAF98] wasreported.In 2000,Leonget. al. proposeda 500Mbps

bit-serialimplementationof IDEA on anXilinx Virtex XCV300-6FPGAwhich is

scalableon largerdevices[LCTL00]. Later, Goldsteinet.al reportedanimplemen-

tationon thePipeRenchFPGAwhich achieves1013Mbps[GSB
C

00]. A commer-

cial implementationof IDEA calledthe IDEACrypt Kerneldevelopedby Ascom

achieves720Mbps[Asc99b] at 0.25 [7� technology. The implementationderived

from theIDEACrypt Kernel,calledtheIDEACrypt Coprocessor, hasa throughput

of 300Mbps[Asc99a].

2.5.3 RC4 KeySearch

Therehave beentwo previously reportedFPGA basedRC4 key searchmachines.

In 1996, Goldberg and Wagnerproposedan RC4 searchengineusing an Altera

RIPP10boardwhich had8 FLEX8000chipsandfour staticRAM chips[GW96].

Their designcouldperform4 parallelsearchesandeachunit required1286cycles

per key. Kundarewich et al. proposeda key searchengineusinga singleAltera

EPF10K20complex programmablelogic device (CPLD). In their implementation,

eachsearchunit required1304cyclesperkey and5 parallelsearchescouldbemade

at10MHz [KWH99].
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2.5.4 Secure RandomNumber Generator

Many VLSI basedRNGs(RandomNumberGenerator)have beendevelopedand

evaluated. The randomnessof the generatorsmay be basedon electronicnoise

[PC00], thermalnoise[ZH01], oscillatornoise[RRK98] or radioactivedecay[hot02].

Mostof theseimplementationsincludeanampli�ed noisesourceanddigital scram-

bling logic.

Real randomnumbergeneratorsbasedon chaotic systems,provided a very

compactstructureon standardCMOS designs. In 2001, Toni Stojanovski et al.

[sPK01] implementeda chaos-basedRNG in a 0.8 [7� standardCOMS chip uti-

lizing switchedcurrenttechniques.The estimateoutputbit rateof this designis

1 Mbps. Also on 0.8 [7� CMOS process,AndreaGerosaet al. [GBP01] imple-

menteda RNG basedon a chaoticsystem. Their designwith a pipelinedADC

(analog-to-digitalconverter)occupied��]c���G�

D

silicon area.

Therearemany methodsto generatepseudorandomsequences.In 1986,Wol-

fram[Wol86] proposedamethodtogeneraterandomnumbersbyconnectedcellular

automatas(CA). In themethod,outputof a CA is a functionof thecurrentoutputs

of nearbyCAs. This methodis very suitablefor hardwareimplementationwhere

concurrentoperationsareeasyto achieved. P.D. Hortensiuset al. [HMC89] pro-

poseda VLSI implementationof 1-D cellular automatain parallelstructure.The

30-bithybridCA designwasabout2.1timeslargerthana30-bitLFSR(linearfeed-

backshift register)RNGwhile offeringbetterrandomnessandfasterclockratedue

to the nearestneighborwiring. While selectinga suitableconnectionschemeand

automatafunctionis not trivial in higherdimensiondesignsfor morerandomness.

As many cryptographicacceleratinghardwareareFPGAbased,it is moredesir-

ableto have FPGAPRNG(PseudoRandomNumberGenerator)modulesinstead.

Barry Shackleordet al. presentedRNGsbasedon neighborhood-of-fourcellular

automata[STCS01]. The designmadeuseof the 4-input LUTs in Xilinx FPGA

to fully utilize thehardwareandcangenerate64-bit randomnumbersat frequency
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ashigh as230MHz. AnotherFPGA implementationof PRNGwasintroducedby

RobertK. Watkinset al. in 2001[WIF01]. Their designuseda GeneticAlgorithm

(GA) to generatea set of PRNGs. FIPS-140wasusedas �tness function in the

evolution. This design,implementedon XESSXSV800Virtex prototypingboard,

reliedon therecon�gurationability at run time. The�nal productof theevolution

is aPRNG.

It is not possibleto prove a sequenceis random. Somebasictestswere in-

troducedby Knuth [Knu81]. A compactand preliminary test suite was de�ned

in FIPS-140by theNationalInstituteof StandardsandTechnology(NIST). NIST

proposedamorecomprehensiverandomandpseudorandomnumbergeneratortest

suitefor cryptographicapplicationsin 2001[A. 01]. Anotherwell known RNGtest

suiteis theDiehardtestdevelopedby Marsaglia[Mar02]. Thisis widely considered

themoststringentRNGtest.

2.6 Summary

In this chapter, thealgorithmsandarchitecturescommonlyusedin cryptosystems

hasbeenintroduced.Theapplicationsof cryptographyin various�elds werepre-

sented.Also, thecharacteristicsanddesign�o w of modernFPGAplatformswere

explained.Relatedwork onMontgomerymultipliers,IDEA blockciphers,RC4key

searchingenginesandsecurerandomnumbergeneratorswerereviewed.
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The IDEA Cipher

3.1 Intr oduction

The proposedEncryptionStandard(PES)is a block cipherintroducedby Lai and

Massay[LM90] in 1990. It wasthen improved by the Lai, MassayandMurphy

[LMM91] in 1991. This version,with strongersecurityagainstdifferentialanal-

ysis and truncateddifferentials[HL94, Knu95, Bor97], wascalled the Improved

PES(IPES).IPESwasrenamedto betheInternationalDataEncryptionAlgorithm

(IDEA) in 1992.Claimshavebeenmadethatthealgorithmis themostsecureblock

encryptionalgorithmin the public domain[Sch96]. Exceptfor weakkey attacks,

thecurrentbestattackis by bruteforceon the128-bitkey space[Sch96].

In this chapter, an IDEA cipher implementationon an FPGA platform is de-

scribed.With a singlecore,this designcanachieve a throughputof 592Mbpsen-

cryptionrateusinga 50MHz operatingfrequency. Thedesignis heavily pipelined

to maximizethethroughput.A methodfor pre-computingkeysis usedin thisdesign

to save logic resources.It canbeusedasa hardwareacceleratorin a cryptosystem

suchasfor SecureShell(ssh)datatransferandVirtual PrivateNetworks(VPN).

Thischapteris organizedasfollows. In Section3.2theIDEA algorithmaswell

asalgorithmsfor multiplicationmodulo �����i�j� aredescribed.Theimplementation

of IDEA cipherand interfaceare presentedin Section3.3. A summaryis given

Section3.4.

20
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3.2 The IDEA Algorithm

IDEA is a secret-key block cipher. The keys for both encryptionanddecryption

mustbekeptsecretfrom unauthorizedpersons.Sincethetwo keys aresymmetric,

onecandivide thedecryptionkey from theencryptiononeor vice versa.Thesize

of thekey is �x edto be128bitsandthesizeof thedatablockwhichcanbehandled

in oneencryption/decryptionprocessis �x ed to 64 bits. All dataoperationsin the

IDEA cipherarein 16-bit unsignedintegers.Whenprocessingdatawhich is not a

integermultipleof 64-bit block,paddingis required.

Thesecurityof IDEA algorithmis basedon themixing of threedifferentkinds

of algebraicoperations:XOR, additionandmodularmultiplication. This section

will explainthetopstructureof thecipherfollowedby thekey schedulingalgorithm

andtheS-box( �����k�l���m��� ) algorithm.

3.2.1 Cipher Data Path

TheIDEA blockciphershown in Figure3.1is basedonaFeistelstructure[Nyb96].

Thereare 8 identical roundsand an output transformationblock in the original

IDEA datapath. The output transformation,as shown in Figure 3.1, is actually

theupperhalf of a roundwith someinputsinterchanged.We will referencethis as

half roundin therestof thetext. Theseiterativeroundsareusedto makedifferential

attacksmoredif�cult.

The64-bit input plaintext, X, is dividedinto four 16-bit sub-blocks,n

�

to npo .

After encryption,the four sub-blocks,q

�

to qro areconcatenatedto the 64-bit ci-

phertext. For everyfull round,six 16-bitsubkeys, *

�

to *

�

areused.Thehalf round

block only use4 subkeys. A key block is usedto storethe128-bit input key. The

subscriptin thesub-key is theorderwhich it is extractedfrom thekey block. The

superscriptof thesub-key is theroundnumberin which it is used.For example,*N�

s

is the �fth sub-key usedin round1. The decryptionprocesssharesthe samedata

pathwith differentsubkeys.



Chapter3 TheIDEA Cipher 22

X
1
 X
2
 X
3
 X
4


Z
2

(1)
Z
1


(1)
 Z
3

(1)
 Z
4


(1)


Z
6

(1)


Z
5

(1)


Z
2

(9)
Z
1


(9)
 Z
3

(9)
 Z
4


(9)


Y
1
 Y
2
 Y
3
 Y
4


one round


output

transformation


seven more

rounds


bitwise XOR of 16-bit sub-blocks


addition modulo 2
16
 of 16-bit integers


multiplication modulo 2
16
+1 of 16-bit integers with the

zero sub-block corresponding to 2
16


Figure3.1: Block diagramof theIDEA algorithm.
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For theIDEA algorithmin ElectronicCodebookmode(ECB) [Sch96],thereis

no loop in thedatadependency graphwhich impliesthata deeppipelinetechnique

canbeapplied.

3.2.2 S-Box: Multiplication Modulo tvuxw0y{z

TheIDEA algorithmuses�����|�l���r�}� multiplicationasthemainmixing operation.

It mapsfrom the domain *

D•~•€

to *2‚

D ~•€ C

�

. In the mapping, Yaƒ„*

D•~•€

is mappedto

�Z���…ƒ†*2‚

D ~•€ C

�

. By doingso,thecardinalityof *�‚

D ~•€ C

�

is still 16,makingit thesameas

theothertwo operations.Theoriginal algorithmrequiresa domaintransformation

beforeandafter the ‡ operation.Sincethis operationis the mostcomputational

intensiveonein theIDEA algorithm,oneof thedesignconsiderationswasto opti-

mize it. Many methodshasbeendevelopedto speedup this calculation[CBK91].

In thisdesign,weadaptedthemethodproposedby MeierandZimmerman[MZ91]

which usesa modulo �

"

adderswith bit-pair recoding.This algorithmis explained

in thefollowing pseudocode.

uint16 mulmod(uint16 x, uint16 y) {

uint16 xd, yd, th, tl;

uint32 t;

xd = (x - 1) & 0xFFFF;

yd = (y - 1) & 0xFFFF;

t = (uint32) xd * yd + xd + yd + 1;

tl = t & 0xFFFF;

th = t >> 16;

return (tl - th) + (tl <= th);

}

This algorithm requiresa total of � ve additionsand subtractions,one 16-bit

multiplication andonecomparison.However, in IDEA oneof the operandsof a
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modularmultiplicationoperationis alwaysa subkey, sothesecondsubtractioncan

beeliminatedif theassociatedsubkeysarepre-decremented.

3.2.3 KeySchedule

In thekey schedule,52subkeysaregeneratedfrom a128-bitinputkey. Thesubkeys

areformedby rotatingtheinput key. Thekey schedulingprocessis:

4 Orderthe 52 subkeys as *d�

�? 

�

, ]h]h]\ˆ‰*0�

�? 

�

, *0�

D

 

�

, ]h]h] , *0�

D

 

�

, ]<]h] , *0�‹Š

 

�

, ]h]h] , *0�cŠ

 

�

,

*0�cŒ

 

�

, ]h]h] , *0�‹Œ

 

o

.

4 Partition the 128-bit input key into eight 16-bit blocks. Assignthemto the

�rst 8 subkeys, *0�

�? 

�

to *0�

D

 

D

, directly.

4 Rotatethe input key left by 25 bits to form a new key block. Another 8

subkeyscanthenbegenerated.

4 Repeattherotationprocesswhenever thesubkeys in thecurrentkey block is

usedup.

The decryptionsubkeys *,+•�

/

 

-

can be computedfrom the encryptionsubkeys

with referenceto Table3.1.

3.3 FPGA-basedIDEA Implementation

3.3.1 Multiplication Modulo tvuxw|yŽz

Modular multiplication operationsdominatethe computationtime in IDEA algo-

rithm. A carefulandoptimizeddesignin thispartcanimprovethecompletedesign

signi�cantly. Figure3.2 shows the structureof modulomultiplication operations

usingthealgorithmdecryptedin Section3.2.2.

Theaddersin level 2 andthesubtractersin level 4 arebothimplementedas16-

bit adderswith carryinput. If we subtract1 from every subkey in thepre-compute
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process,the subtracterin the dashedbox canbe eliminated. This will save some

logic resourcesbut cannotspeedup the designsincethereis still a subtracterin

the samelevel. The operationson the samehorizontallevel canbe carriedout in

parallel.An exceptionis in thelastlevel wherethecarryinputof theadderdepends

on theresultof thecomparator.

As shown in Figure3.2,thecritical pathis indicatedwith athick line. To getthe

bestperformancein this module,the16-bit multiplier is constructedby theXilinx

COREGenerator[Xil00b] to maximizethe throughput.Thegeneratedmultiplier,

with outputregisters,hasa latency of 4 clock cycles. To matchthe throughputof

the multiplier, every level is pipelinedsuchthat thereare7 cycles latency in the

modulo �Z���m��� component.

3.3.2 DeeplyPipelined IDEA Core

Thearchitectureof theIDEA corehasbeenshown in Figure3.1. The ‡ operators

are replacedby the componentdescribedin Section3.3.1. Thereare 3 modular

multiplication in the critical pathin a full round. Delaysandoutputregistersare

usedto balancethe critical path. To save area,delaysare implementedwith the

Xilinx Virtex SRL16Eshift registerprimitives[Xil99, GA99].

Thearchitectureof theIDEA coreafter insertingthedelaysis shown in Figure

3.3. Thenumbersin thecirclesrepresentthenumberof delaycyclesaddedto the

path. Thereare22 cyclesof latency introducedin a full roundand7 cycles in a

half round. Therefor, a completeIDEA cipherhastotally 183cyclesdelay. Since

every singlelogic pathhascombinationaldelayshorterthanthat in themultiplier

from CoreGen,thethroughputof thedesignis boundby thespeedof thegenerated

multiplier. Thus,a fastermultiplier implementationcanimprovethedesign.

In ECB mode,thedesignis fully pipelinedanda 64-bit plaintext block canbe

processedevery cycle sincethereareno feedbackpaths.Whenencryptinga large

amountof data,thelatency is not important.
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3.3.3 Ar eaSaving Modi�cation

The designcan be modi�ed to �t into a chip which is not large enoughfor the

completeeightandahalf rounds.To useminimumlogic resources,only oneround

is usedto perform the cipher function. To enablethis con�guration, a feedback

controlmustbeaddedto thedatainput port in the full rounddesign.As shown in

Figure3.3, The theretwo possibleinputsto the core: the plaintext block andthe

outputof thepreviousround.Theoperationis asfollows:

4 Initially, thefeedbackcontrollogic selectstheplaintext block,X, astheinput.

4 22 plaintext blocksareacceptedto �ll thepipeline.

4 Feedbacklogic thenselectsthe outputsof the roundasinput. By doing so,

thedatapassesthroughtheroundlogic again.

4 After 183 cycles, the half-roundoutput is sampledto obtain the ciphertext

blocks.At thesametime, thefeedbackcontrolacceptsplaintext inputagain.

Figure3.4 illustratesthe above procedure.The numberof roundsinstantiated

canbevariedin thedesign.Tradeoff betweenareaconsumptionandperformance

thuscanbe easilyevaluated. For example,if only oneround is instantiated,the

schemesavesup to a factorof 8.5 in area.

3.3.4 KeyBlock in Memory

The key block storingthe 128-bit input key needsto be shiftedright 25 bits after

thecurrentsubkeys areusedup. Thenumberof subkeys generatedby the128-bit

key block, 8, is not a multiple of the subkeys requiredin a round. Thesemean

the roundcomputationmuststall waiting for anothersetof subkeys aftershifting.

Thiseithermakesthecontrolunnecessarilycomplex or introducesa irregularround

design. The key block must be restoredto the initial stateafter a datablock is

processed.The25-bit shift prohibitstherestoringprocedureto beimplementedby
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regular shifting. Also, theutilization rateof the key schedulinglogic is very low.

Sincedesignhascomputedall therequired52 subkeys after the �rst datablock, it

is unwiseto repeatthecomputationfor every following blocks.

To avoid all theseproblems,the52 subkeys arepre-computedin softwareand

storedin memory(SRL16Es)in the design. The bus width of the key memoryis
š


��

š

bitswhichwill providethekeysfor acompleteround.Justbeforeenteringthe

next round,thekey memoryis rotatedtopreparethenext 6subkeys. Theadvantages

of thisdesignare:

4 No stall stagesarerequiredinsidea round,thussimplifying control.

4 The round designis regular by assumingthe requiredsubkeys are always

ready.

4 Thesubkeysarecomputedonly once,in software.

4 Thelogic for key schedulingis minimizedto only severalmemories.

4 To eliminatethe 1d� operationof subkey in multiplication ����������� , some

subkeys shouldhave 1 subtractedfrom themin thepre-computestage.The

schedulingprocesscombinesthis in software. By doingso,4 16-bit adders,

i.e. about32 SLICEs,areeliminatedin eachround.

The above designis suitablefor an areaoptimizedIDEA corewith lessthan

eight and a half rounds. For the designwith all requiredrounds,no rotation in

memoryis requiredandthesubkeys canembeddedin theoperatorsfor furtherop-

timization.Thedrawbackof thepre-computedkey designis thatchangingkey in a

designrequiresruntimecon�guration.

3.3.5 PipelinedKeyBlock

For the deeplypipelinedIDEA core,thevaluesof subkeys arealsopipelined. To

savestoragearea,shifting is usedinsteadof pipelining.At thestart,only the�rst 4
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subkeys, *0�

"

 

�

to *0�

"

 

o

areshifted.After 7 clockcycles, *d�

"

 

s is shifted.After another

7 clockcycles, *k�

"

 

�

is shifted.Thisschemeensuresthatthecorrespondingsubkeys

arechangedat the sametime that the datablocksfor the currentroundreachthe

positionin thepipelinewherethesubkeysareused.

3.3.6 Interface

Theinterfaceto thehostsystemis simple.Thehostsystemwritesa64bitsplaintext

to the FPGA. The hardwaresetsa �ag bit after it receives the data. This �ag is

passedalongthesamepipelineasthedatasothatwhenthe�ag reachestheendof

thepipeline,theciphertext is readyat theoutputport,andthehostsystemcanread

theencryptedmessage.This �ag alsoservesasabusy�ag for theinput.

3.3.7 PipelinedDesignin CBC Mode

In CBC mode,the input block mustbeXORedwith theciphertext of theprevious

block and the designcan only acceptone plaintext block after the previous one

reachestheendof thepipe. This reducesthethroughputby a factorof 183andso

thedeeppipelinetechniquedoesnothaveany advantagesin thismode.

Sincetheblockcipheris usuallyusedin network communicationsoftware,such

asSSH,on theserver side,theremaybemultiple connectionsusingthesameen-

cryptionprotocol.Theservercaninputplaintext blocksbelongingto differentcon-

nections(andhencedifferentencryptions)in thepipelineddesign.Thereis nodata

dependency in theseblockseven in CBC mode. By doing so, the utilization rate

of thehardwareis increasedandtheoverallperformanceis improved.Thismethod

requiresthesoftwareto selectthecorrectkey schedulingcomponentsfor different

connections.Assumingtherearelargenumberof concurrentconnectionssuchthat

thepipelinecanbe�lled, thisschemecanachievea22timesspeedupin CBCmode.
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3.4 Summary

A high-performanceimplementationof the IDEA block cipher was presentedin

this chapter. The deeplypipelinedimplementationachievedan encryptionrateof

592Mbpsusinga50MHzclock. An areasaving designwhichiteratesoveranumber

of roundsandcanbeusedin smallerchipswasalsoimplemented.



Chapter 4

Variable Radix Montgomery

Multiplier

4.1 Intr oduction

Modular-multiplication (mul-mod) is an operationcommonlyusedin securityre-

latedapplications.SuchapplicationsincludetheRSApublickey systemandsecure

randomnumbergeneration.This classof computationsusuallyinvolvesvary large

numberswhich rangefrom 512to 2048bits in size.Thischapterwill addresssome

methodsto improvethecomputationspeedin ahardwareimplementation.

Variousalgorithmshavebeendevelopedto improvethespeedof mul-modcom-

putations.For example,theMontgomerymethod[Mon85] speedsup thecalcula-

tion by converting the inputsto a �
� -residuesystem.In theMontgomerymethod,

simpletruncationandbit masksareusedinsteadof trial division, to computethe

remainder. A systolicarray implementationcanachieve high performanceby di-

viding a complex algorithminto smallandregularparts.Thesesmallsystoliccells

will work togetherto producethe�nal resultsof relativelyhigherspeed.Combining

thesetwo techniquescanresultin signi�cantly improvementsin theperformanceof

amul-modimplementation.

33
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The con�guration parametersof the systolic structurewill affect the perfor-

manceof the design. Oneof the most importantparametersis the radix usedin-

sidethesystoliccell. Dif ferentradixeswill resultin differentsizeandspeed.In this

chapter, weexploretherelationshipbetweentheradixparameterandthesize/speed.

Thischapterwasorganizedasfollowing. Section4.2introducedthealgorithms

of RSA cryptography. Section4.3 and4.4 explainedthe Montgomeryalgorithm

and systolic arraystructure. The structureradix-�)� Montgomerymultiplier core

waspresentedin section4.6.Theimplementationdetailswasshown in section4.7.

Finally, thesystolicarchitectureandbrief resultsaresummarized.

4.2 RSA Algorithm

RSA[RSA78] is asecurepublickey cryptographystandardusedwidely in many ap-

plications.It was�rst inventedin 1977by RonaldRivest,Adi Shamir, andLeonard

Adleman.TheRSAalgorithmcanbeappliedin bothencryptionandauthentication

systems.

Thebasicideaof RSA is quitesimple. Therearetwo large primenumbers:p

andq. Thesetwo primesarekeptsecretlyfrom unauthorizedparties.Themodulus

N is theproductof thep andq:

�›••œž
žŸ .

By selectingapublicexponent,e, suchthat:

 �¡

�%H�R)ˆOH'œ’1“�VK<H�Ÿ,1“�OK•KI••� ,

thereceivercancomputetheprivateexponentfrom theseparameters:

�¢•�R

3

�£�����pH•H'œp1“�OK¤H�Ÿ,1“�OK•K .

However, if p andq arenot known, N mustbe factorizedto obtainthe private

exponent,andsucha factorizationis intractableusingcurrenttechnologyfor larger

N.
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To speeduptheencryptionprocess,thepublicexponent,e, is chosento besmall

in practicalapplications. The ITU-T (InternationalTelecommunicationsUnion,

ITU-T) suggestsvaluesof esuchas � � ��� and � ��� �	� .

Theencryption/decryptionprocessescanberepresentedby thefollowing equa-

tions(whereC is theciphertext andM is themessage):

¥

•�¦§6m�����0� , ¦ •

¥0¨

�����0�

Thesizeof theRSA key is givenby thenumberof bits of themodulusN. For

reasonablesecurity, commonpracticeis to useRSA keys greaterthan1024bits in

length.

4.3 Montgomery Algorithm – © ª « ¬ ­8®°¯

The securityof RSA is basedon the dif�culty in factoringintegerswhich arethe

productof two large primes. Modular multiplication of large integersalso pose

dif�culties usinggeneralhardware. Oneof themostef�cient waysto computethe

modularmultiplication, H���
��9Kv�����k� , is theMontgomeryalgorithm[Mon85].

TheMontgomeryalgorithmconvertsthe input numbersinto a specialresidual

system.By doingthis, thecomputationof H��������±K is transformedto be H������0�

"

K ,

wheren is the bit width of N suchthat �

"

3

�p‘²� ³´�

"

. The algorithmactually

computes#µ1e� bit data.Let ¶••·�

"

. ¶2+ , theinverseof R moduloN, is computed

by ¶2+'¶¸• �9������# . Assumethe R' andN' arecomputedin advancesuchthat

¶�¶
+

1a�ž�
+

•·� .

Transformtheinputsin thefollowing way:

�,+^•·H��•
±¶0Kv�����0� and �d+E•¹H?�°
�¶0Kv������� .

Thenthemodularmultiplication

��+�•ºH��…+™
��d+™
�¶

3

�xKv�����0�
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canbecomputedby:

t := A' * B';

m := (t * N') mod R;

u := (t + m * N)/R;

if u >= n then

return u - n

else

return u;

The above procedureinvolvesonly the division andmod of R, whereR is a

power of 2, greatlysimplifying the computationsincethey becomeshifts andbit

masksrespectively. The �nal result can be obtainedby converting u back to a

normalnumbersystem.

The implementationsof Montgomeryalgorithm can be divided into two dif-

ferent strategies: redundantrepresentationand systolic array. The latter will be

discussedin detail in latersections.

4.4 SystolicArray Structur e

Hardware implementationsof large integer computationscan be doneef�ciently

usinga systolicarray. This designstyle is characterizedby high clock ratesandis

implementedusingsimpleprocessingelements.

Eachsystoliccell hasthesamestructureandis responsiblefor a smallportion

of thenumber. The radix of thecell canvary in differentdesigns.Higher radixes

will considermorebits at a time with reducednumberof clock cycles. This is at

theexpenseof increasedlogic countandreducedclock frequency. Oneextremeis

the fully paralleldesignwhich considersall bits at a time. Anotherextremeis the

radix-2designwhichconsidersonly 1 bit percell.



Chapter4 VariableRadixMontgomeryMultiplier 37

It is achallengeto �nd theoptimalradixto ful�ll designobjectives.Redesigning

the systoliccell to checkthe performancefor every radix is not ef�cient. In this

work, a generalradix systolicmultiplier cell is proposed.It usesa 2's complement

numbersystemand the radix can be changedby settinga few parameters.The

designwas developedin VHDL so it can be synthesizedon different hardware.

Developerscanoptimizethecritical partof themodelfor specialtargetplatform.It

is a fastandreliableway to �nd out theoptimalare/performancetradeoff.

4.5 Radix- »

( Core

In this section,theoriginal methodof systolicMontgomerydesignfrom PeterKo-

rnerup[Kor94] is describedfor completeness.Themethodto extendthedesignto

variableradix is thendescribed.

4.5.1 The Original Kornerup Method (Bit-Serial)

for i := 0 to n

step_1: q := S mod 2;

step_2: S := (S + qN) div 2 + aB;

end for;

The proof of the correctnessof this algorithmis given in [Kor93]. This algo-

rithm is only suitablefor computingwith an odd modulusN which presentsno

problemsin practice.To makethealgorithmsuitablefor asystolicimplementation,

step2 canbemodi�ed asfollows:

¼e½

•›¾

¼

1¿Ÿ

�

À

�•Ÿv¾

�°�	�

�

À

�ÁUZ� (4.1)

SinceŸk•

¼

�����0� , then
¼

1¿Ÿ is alwayseveni.e. Â

3lÃ

D

hasnoremainder. Since

� is an odd number, then �Ä�•� is alwayseven i.e. Å

C

�

D

hasno remainder. The

�rst termin (4.1)is generatedby right shiftingthepreviousresult.Thesecondterm
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is generatedby pre-computingÅ

C

�

D

. Thelasttermis theproductof B andtheLSB

from A. A is shiftedin every iterationandananew a is generatedthen.Theactual

computationin hardwareis to sumup3 numbers(all n bits in width) within aclock

cycle. Eachsystoliccell sumspartsof thenumbersandstoresthecarriesfor next

clockcycle.

4.5.2 The Radix- t%Æ Method

for i := 0 to n/k

step_1: q := (S*N') mod (2ˆk);

step_2: S := (S + qN) div (2ˆk) + aB;

end for;

In thismethod,thestep2 canbemodi�ed as:

¼Á½

•Ä¾

¼

�

�

À

�eŸ£¾

�

�

�

À

�ÁUZ���Ç¾

H

¼

�����0���VKi�•ŸEH��È�����k���hK

�

�

À

(4.2)

Thelastterm(referencedas' f' in therestof thispaper)will bewithin therange

of [0, ���,1§� ]. This suggeststhat thecomputationis still a sumof 3 inputsexcept

thek LSBs.

The structureof a n-bit (actually n+2-bit in hardware) radix-�

� Montgomery

multiplier is shown in Figure4.1. The extra bits in hardwareareto eliminatethe

needfor �nal reductionafterMontgomerymultiplication.

The inputsandoutputsof the top level entity in Figure4.1 areshown in table

4.1. F-cell in the �gure computesthelast termin Equation4.2. Let ÉW•·Ê•Ë)Ì

D

( . In

everyclockcycle,onesystoliccell outputsj bitsof S in thecorrespondinglocation.

4.5.3 Time-SpaceRelationshipof SystolicCells

The�gure 4.2shows thetime-spacerelationshipof thesystoliccells. It shows that

by insertingregistersbetweencells, onecancontrol the computationof iterations

in whichacell performsaccordingto thecell's locationin thearray.
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s-cell r-cells-cell

N' mod kN/k

N mod k

f-cell

a

f
q

s

0

B

Figure4.1: Top level overview of multiplier. All signalsin this �gure arek-bit in
width.

name direction generalwidth
�ÍˆÎ� in n+2

� in n (bit-length)
��+Ï�����l� in ÐÑ�

 

D

H�T�UZ�LQ?5%K

¼

=xÒ

� out ÐÑ�

 

D

H�T�UZ�LQ?5%K

Note:A is shifted ÐÑ�

 

D

H�T�Ul�LQ�5%K LSBsto ther-cell everyclockcycle.

Table4.1: InputsandOutputsof Top Level Entity.

r4r

r4c

r4c

r4c

r4c

0space (kth cell)

time (t)

Figure4.2: Spaceandtime relationshipof thesystolicarray.
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Figure4.3: Generalizeddatapathof radix-�)� cell.

4.5.4 DesignCorr ectness

The correctnessof the designdependson handlingcarriesand matchingthe bit

widthsof eachof the terms.Figure4.3 shows thebit width of eachcomponentof

an r-cell. Thenumbersin theparenthesesarethemaximumvaluespassedthough

thepathsand #Ó•¹�
� . It canbeseenfrom in the�gure thatno over�ow will occur

on any signal.

4.6 Implementation Details

A setof VHDL �les wasdevelopedto describethe behaviors of the components

in themodel. Thewidth of I/O andinternalsignalswerecontrolledby genericat-

tributesof the entities. So thereareno hardcodedbit widths in the system.The

radix andbit width of the designarecontrolledby two constantsin the top level

entity. Thesetwo parameterspropagatethroughout thedesignin a top down fash-

ion. By changingthevalueof thetwo constantsin thetop level entity, thecomplete
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designcanbetransformedto any radixbaseasneeded.Sincethegenericattributes

areresolvedduringthesynthesisstage,this will not introduceany overheadon the

targethardware.Thebottleneckof thedesignis themultiplier usedto computeUZ�

and Ÿ�� . To makethedesignas�e xible aspossible,thedefaultVHDL operator, `*',

wasused. Designersarefree to replacethe multiplier used,provided that the I/O

andtiming requirementsarematched.For example,thefast18-bit unsignedmulti-

pliersin theXilinx VirtexII chip canbeusedto replacetheordinary`*' operatorin

VHDL.

4.7 Summary

In this chapter, a methodto constructa variableradix systolicMontgomerymulti-

plier hardwarewaspresented.The width of the datapathof thesedesignscanbe

changedvia genericparameters.By doingso, the radixesin themultiplier canbe

adjustedby designer. Thiswill helpto measuretheperformanceof differentdesigns

ef�ciently .



Chapter 5

Parallel RC4 Engine

5.1 Intr oduction

In thischapter, animplementationof theallegedRC4cipherwhichachievessigni�-

cantperformanceimprovementoveramicroprocessorimplementationis presented.

RC4is usedfor encryptionin productssuchasthesecuresocketslayer(SSL)proto-

col, thesecureshell(SSH)protocol,thewiredequivalentprivacy (WEP)algorithm

(part of the IEEE 802.11bwirelessLAN securitystandard),Lotus Notes,Oracle

SecureSQL,Microsoft Of�ce andAdobeAcrobat(Acrobat4.x or older). Further-

more,thekey sizeis oftenlimited to 40 bitsdueto USexport restrictions.

A brute force key searchcanbe usedto determinethe key usedto encrypta

messageby trying every possiblekey to decryptthemessage.Sucha key searchis

trivially parallelizableandsuccessfulkey searchesusinglooselycoupledmicropro-

cessorsin a distributedcomputingapproachhave successfullybeenappliedto the

56-bitDESalgorithmandthe56-bitRC5algorithm.

Applicationspeci�c integratedcircuits(ASICs)havealsobeenusedby theElec-

tronic FrontierFoundation(EFF) to implementa DES key searchengine,called

“Deep Crack”, which could search88 billion keys per second[Ele98]. The ma-

chinesolvedthe“Blaze Challenge”andtheRSA LaboratoriesDES–III challenge,

the latteron January1999in 22 hours[RSA99]. Onelimitation of anASIC based

implementationis thatthey arehardwiredfor speci�c problems.

42
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Therehave beentwo previously reportedFPGA basedRC4 key searchma-

chines. In 1996,Goldberg andWagnerproposedan RC4 searchengineusingan

Altera RIPP10boardwhich had 8 FLEX8000 chips and four static RAM chips

[GW96]. Their designcould perform 4 parallel searchesand eachunit required

1286cyclesper key. Kundarewich et. al. proposeda key searchengineusinga

singleAlteraEPF10K20complex programmablelogic device (CPLD). In their im-

plementation,eachsearchunit required1304cyclesperkey and5 parallelsearches

couldbemadeat10MHz [KWH99].

TheRC4implementationdescribedin thechapterintegratesthekey searchcon-

troller and96parallelRC4decryptionenginesonasingleXilinx Virtex XCV1000E

FPGA(muchlargerFPGAdevicesarealreadyavailable).AlthoughtheRC4imple-

mentationoperatesat a clock frequency which is anorderof magnitudelower than

thatof thelatestmicroprocessors,theFPGAimplementationachievesa signi�cant

speedupdueto thefollowing features:

4 Parallelismin the implementationof theRC4coreallows severaloperations

to becompletedin asinglecycle.

4 On-chipresourceswereusedto achieve a very low latency, high bandwidth

memoryinterface

4 Thememoryusedwasdual-ported,allowing for highermemorytransferef�-

ciency.

4 Floorplanningwasusedto minimizeinterconnectdelays

4 A largenumberof theencryptioncoreswereusedin parallel.

In this implementation,eachsearchunit requiresapproximately800cyclesperkey

and96 suchunitsareintegratedon asingleFPGA.

Therestof thechapteris organizedasfollows: in Section5.2,theRC4andkey

searchalgorithmsaredescribed.Section5.3describesthearchitectureof theRC4
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implementation.Implementationdetailsarepresentedin Section5.4.Finally, there

is asummaryon thiswork in Section5.5.

5.2 Algorithms

5.2.1 RC4

RC4 is a streamcipherdesignedby Ron Rivestandwasoriginally proprietaryto

RSADataSecurity[Sch96].Thealgorithmwasleakedanonymouslyto theCypher-

punksmailing list in 1994.TheRC4algorithmgeneratesa key dependentpseudo-

randomnumbersequenceof arbitrarylength.

In thedescriptionbelow, two 256bytearraysareused,namelytheK-block, K

and the S-block, S. Note that the K-block doesnot changeduring the encryption

process.

TheRC4algorithmcanbedividedinto 2 phases:akey schedulingphaseandthe

pseudorandomnumbergenerator(PRNG)phase.Both phasesmustbeperformed

for everynew key.

In the key schedulingphase,a scramblingprocessis usedto producea key

dependentpermutationof Y^ˆ<�)ˆh]h]h]•�)b)b in theSarray. In theinitialization stage,the

Sarrayis setto theidentitypermutationusingtheformula
¼–Ô

Q�Õ%•�QÎH�Q
•§Y^ˆh�8]h]<]Î�)b�b)K

andtheK arrayis setto thekey, repeatingasnecessaryto �ll thearray. TheSarray

is scrambledby selectingtwo indices Q and É andthenswapping
¼–Ô

Q�Õ and
¼–Ô

É)Õ . In

pseudocodeform, thekey scheduleis computedasfollows:

keyschedule()

{

/* initialization */

for i = 0 to 255

s[i] = i;
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/* scrambling */

j = 0;

for i = 0 to 255

{

j = j + K[i] + S[i];

swap S[i] and S[j];

}

}

The PRNGphaseis similar to the key schedule.Indices Q and É areselected

and
¼–Ô

Q?Õ and
¼–Ô

ÉLÕ swapped. The outputof the PRNGis the valueof the S array

indexedby
¼–Ô

Q�ÕV�

¼–Ô

ÉLÕ (i.e.
¼–Ô.¼–Ô

Q?Õh�

¼–Ô

É)Õ•Õ ). Encryptionor decryptionis achievedby

performinganexclusive-ORof thepseudorandomnumberoutputwith theplaintext

or ciphertext respectively. Thepseudocodebelow shows theprocessfor encryption

of theplaintext in thept array, theresultbeingwritten to theciphertext arrayct:

prng()

{

i = 0;

j = 0;

while not end of stream

{

i = (i + 1) mod 256;

j = (j + S[i]) mod 256;

swap S[i] and S[j];

t = S[i] + S[j];

ct[i] = pt[i] xor S[t];

}

}
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5.2.2 KeySearch

The designdescribedin this chapterperformsa known plaintext attackvia a key

search[Sch96].In aknown plaintext attack,it is assumedthattheciphertext aswell

asthecorrespondingplaintext is availableandonewishesto deducethe key used

for encryption.Thesamearchitecture,with additional�ltering logic (e.g. to detect

if themessageis 7-bit ascii)couldbeusedfor aciphertext only attack.

If the plaintext andciphertext areknown and # bytesin length,checkingthat

theciphertext, ¡

� , whendecryptedusinga key ( is thesameastheplaintext œE� , is

equivalentto checkingif the�rst # bytesof thePRNGproducesthesequencept xor

ct.

If � RC4key searchunitsareavailable, Q is anindex usedto identify eachRC4

key searchunit, and T

¡

JÖH

¡

5Lœiˆ‰(^K checksto seeif the PRNGproducedwith key (

gives ¡

5Lœ , thekey searchprocedurecanbedescribedin psuedocodeform as:

keysearch()

{

k = 0;

cxp = pt xor ct;

forever

{

for i = 0 to N-1 (in parallel)

{

found = rc4(cxp, k + i)

if (found(i))

return k + i;

}

k = k + N;

}

}
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Figure5.1: Datapathof theRC4cell.

5.3 SystemAr chitecture

5.3.1 RC4 Cell Design

Thedatapathof a singleRC4cell is shown in Figure5.1. Thecorecomponentof

theRC4cell is theS-blockfor theSarray, which is implementedusinga 4096-bit

on-chipBlock RAM [Xil00a], con�guredasan8-bit widedualportmemory. Since

theRC4algorithmrequiresonly ”|
×�)b

š

•���Y�JL” bitsof memoryfor theSarray, the

Block RAM is divided into two halvesvia the mostsigni�cant bit of the address.

As the key scramblingphasefor a new key is beingcomputedin onehalf of the

RAM, initialization for the next key is donein the otherhalf. This schemesaves

256 cyclesandhereafter, this combinedinitialization andscramblingstepwill be

referredto asthekey schedulephase.

Eachiterationof the key schedulephaserequires3 clock cyclesasshown in

Figure5.2. In the�rst clock cycle, i is passedinto port A of theBlock RAM asan
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Figure5.2: Timing diagramof theblockRAM duringthekey schedulephase.

address,andtheinitializationof Sfor thenext key is doneat thesametimevia port

B. In thesecondclockcycle, thevalueof S[i] becomesavailableandj is computed.

In thelastclockcycle,S[j] is availableandthecontentsof S[i] andS[j] areswapped

andwrittenbackto S. Thetotalclockcyclesrequiredfor thekey schedulepahseare

768( •§_’
†�)b

š

).

The PRNG phase(seeFigure 5.3) also requires3 clock cycles per iteration,

hencea total of `

š

”0�§_�# cyclesarerequiredto testeachkey (for an # byte long

ciphertext). Operationsin this phasearesimilar to thoseof thekey schedulephase

exceptthat
¼

doesnotrequireinitialization. Thet valueis ready(asthet presignal)

in the�rst clock cycle of thenext iteration.Theoutput,s[t] , is readandcompared

with thecxpvaluein following cycle.

A possiblememorycontentionproblemexists in the last clock cycle of each

iterationin thekey scheduleandPRNGphases,sinceit is possiblethatbothports

attemptto write thesamedatato thesameaddress,producingunpredictableresults

[Xil00a]. To avoid thiscon�ict, acomparatoris addedto theRC4cell (notshown in

theschematic)sothatif i andj areequal,thewrite enableto thememoryis disabled.

The operationperformedin this clock cycle is to swap S[i] andS[j] . If the array

indexesarethesame,therewill beno swapandno datalosses.
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Figure5.3: Timing Diagramof Block RAM in PRNGPhase

Finally, a latchcalledfoundin theRC4cell is usedto indicatewhetherthekey

being testedmatchesthe plaintext. This latch is clearedif the byte producedby

a decryptiondoesnot match ¡

5Lœ (asdescribedin Section5.2.2). Shouldthe latch

remainhigh afterall bytesof theplaintext have beentested,thekey beingtestedis

thedesiredkey.

5.3.2 KeySearch

Thetop level block diagramof thedesignis shown in �gure 5.4. All RC4cellsare

identical. Eachcell acceptsa key input andsetsa �ag if the input is a valid key.

Thereis oneglobal key registerwhich is initialized by the hostandroutedto all

RC4cells. A local key is computedin eachcell by summingtheglobalkey with a

cell offset,which is auniquevaluerangingfrom 0 to 95. By usingthis scheme,the

RC4cell arraycanprocess96 differentkeys in parallel,afterwhich,96 is addedto

theglobalkey.

All RC4cellsshareacommoncontrolunit, implementedasasimple�nite state

machine(FSM).Thisunit controlsthestateof all theRC4cells,updatestheglobal
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Figure5.4: Block diagramof parallelRC4key searchmachine.

key andalsoprovidestheinterfaceto ahostcomputer(discussedin Section5.3.3).

5.3.3 Interface

In the host/key searchengineinterfaceprotocol, the hostmustdownloadthe ex-

pectedPRNGsequencecxpandthenthe startkey valuefor the key search.After

thesearchenginereceivesthestartkey, it works independentlyof thehost,testing

new keys until it detectsthat the found�ag of an RC4 cell hasbeenasserted(in

which casetheFSM halts).Thehostthencanreadtheglobalkey andoffsetwhich

producescxp. The hostandkey searchenginecommunicatevia a setof 3 64-bit

readand2 64-bitwrite registers.

The interfaceprotocolis detailedin Table5.1. Write registersareusedby the

hostto sendthestartkey (w0) andexpectedPRNGsequence,cxp (w1) to thekey

searchengine.After thekey hasbeenfound,thehostcanreadbacktheglobalkey

value(r0), andtheoffsetof theRC4cell which assertedthefound�ag (r1, r2).

5.4 Implementation

The designis modularizedand�oorplanning wasdoneto reduceimplementation

time as well as improve the maximumfrequency of the design. In this section,
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Step Action Register State
1 HostwritesexpectedPRNGsequence(cxp) w1 idle
2 Hostwritesstartkey w0 start
3 Hostpolls �ag registers r1, r2 searching
4 Searchenginewrites96-bit offset r1, r2 halt
5 Hostreadsglobalkey r0 idle
6 Hostreadsoffset r1, r2 idle

Table5.1: Host/key searchenginehandshakingprotocol.

detailsof theimplementationarepresented.

5.4.1 RC4 cell

Thereare8 majorcomponentsinsideanRC4cell, thedualport RAMs andthe40-

bit local key registersbeingexcludedfrom the RC4 cell for reasonsdescribedin

Section5.4.2.Thenamesof thecomponentsandtheir functionsarelistedin Table

5.2.

The RC4 cell wasdesignedto �t into a JGT��OØÈ


š

¡

��Ð

Ò

�G# Virtex-E con�g-

urablelogic block (CLB) array. All componentsarestructuralHDL descriptions

containingonly primitivesprovidedby theXilinx library. Thephysicalplacement

of componentswere�x edusingrelative location(RLOC) attributes.Thecomplete

cell is aRPM(RelationallyPlacedMacro)whichcanbeinstantiatedmultiple times

in thetop level design.Theblock diagramin Figure5.5shows the layoutof com-

ponentswithin theRC4cell. In the �gure, thesmall rectangularboxesrepresenta

slice(two logic cells,whereeachlogic cell containsa4 input lookuptable)andtwo

adjacentslicesform aVirtex-E CLB. Thisschemeensureslow local routingdelays.

The multiplexer for the K unit, which is usedto selecta byte from a 40-bit

key, is implementedusingtristatebuffers(TBUFs)anddo not useCLB resources.

Thisschemereplacesthelargemultiplexerin Figure5.1andreducesbothlogic and

routingresources.



Chapter5 Parallel RC4Engine 52

name function
D unit 8-bit 2-to-1MUX

selectportBdatainput
A unit 8-bit 3-to-1MUX

selectportBaddressinput
F unit 8-bit compareandregisters

generatefoundsignal
W unit 8-bit compare

detectBlock RAM addresscon�ict
I unit combinationallogic to

controlMSB of portBaddress
J unit two 8-bit adderswith registersoutputs

computethej value
T unit 8-bit adderwith registeredoutputs

computethet value
K unit 5-to-18-bit mux (usingtristatebuffers)

selectbytefrom K-block

Table5.2: ComponentsinsideanRC4cell.

T

CLB.S0CLB.S1

D A F W I J

Figure5.5: Block diagramshowing componentplacementwithin anRC4cell.
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5.4.2 Floorplan

On theXCV1000EFPGA,the96 Block RAMs aregroupedinto 6 columns.Ad-

jacentBlock RAMs areseparatedby 4 rows of CLBs. The RC4cell describedin

Section5.4.1wasdesignedto have the samepitch asthe Block RAM andhence,

eachof the96 RC4cells is placedadjacentto a Block RAM which is usedfor the

S-block.

The 40-bit local key is anothermoduleusedin the design. This moduleis a

40-bit adderwith registeredoutputsandis usedto latch thesumof theglobalkey

andtheoffsetof theRC4cell. To avoid breakingthefastcarrychain,thismoduleis

implementedasa columnwhich is 20 slices(or 5 RC4cells)high (seeFigure5.6).

Five local keys aregroupedtogetherandplacedperpendicularto their correspond-

ing RC4cellsasshown in Figure5.6. Sincethe local key moduleshave no direct

connectionsto theBlock RAMs, placingthemaway from theBlock RAM column

doesnot increasethe routingdelay. SincetheTBUFs andCLBs areindependent,

the RC4 cell overlapswith the local key modulein a sectionwherethe RC4 cell

only usesTBUFsandthelocal key moduleonly usestheCLBs.

Figure5.7shows the�oorplan of thecompleteddesign.It canbeseenthat the

RC4cellsandlocalkey modulesareplacedcloseto theBlock RAM columns.The

controlunit is locatedin thecenterwherethedistanceto all RC4cellsis minimized.

5.5 Summary

In thischapter, ahighly parallelizedRC4key searchenginebasedon FPGAdevice

waspresented.Both high level designusingVHDL andlow level optimizations

using�oorplanning toolsareimplementedin thedesign.
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Chapter 6

Blum Blum ShubRandomNumber

Generator

6.1 Intr oduction

Randomnumbergenerators(RNG) areimportantin many securityrelatedapplica-

tionssuchaskey generationin cryptography[Ram89]andchallengegenerationin

authenticationprotocols[TTTM02]. Mostcryptographicsystemsrely ontheunpre-

dictability andirreproducibilityof generatedrandomsequences.Otherapplications

usingrandomnumberextensivelyarecircuit testing,computer-basedgaming,mod-

eling of geneticsystemsandsimulation.Themainpurposeof this work is to study

ahighly randomhardwareRNGbasedonabit serialimplementation.

Therearetwo classesof randomnumbergenerators:real randomnumbergen-

erators(RRNG)andpseudorandomnumbergenerators(PRNG). BothRRNGsand

PRNGscanproducea randombit streamfor externaluse. TheRRNG makesuse

of a non-deterministicsourcewhich maybe theelectronicnoise,thermalnoiseor

evenradioactivedecay[hot02]. PRNGsgeneratepseudorandomnumbersbasedon

a deterministicalgorithm. PRNGsrequirea startingstatevaluecalleda seed. A

commonpracticeis to seedthe PRNGusinga RRNG andthenusethe PRNGto

generaterandomnumbersfor theapplication.

55
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Therearetwo major performancecriteria for RNGs: randomnessandgenera-

tion rate. A goodRNG for cryptographicapplicationsmustbeableto generatean

unpredictable(at leastto theexternalworld) randomsequence.On theotherhand,

theRNG mustgeneraterandomnumbersfastenoughfor variousapplicationssuch

asSSHserversandPKI basede-commercesystems.

This chapterintroducesan implementationof a cryptographicallysecurehard-

warerandomnumbergeneratorwhich cangeneraterandomnumbersat anaverage

rateof 211bps.The designincludesoneRRNG andonePRNG.The randomse-

quenceis actuallya BBS (Blum Blum Shub)[LMM86] sequenceandtakesa ran-

domnumbergeneratedby theRRNGasaseed.It is desirableto haveasmall,�e x-

ible andmodularRNG,sincecost,footprint andeaseof interfacingareimproved.

Thechapteris organizedasfollows. The real randomnumbergeneratoralgo-

rithm was�rst introducedin Section6.2.ThentheBBSalgorithmwasdescribedin

Section6.3.Thetop architectureof theRNGandthedesigndetailswerepresented

in Section6.4andSection6.5. Thelastsectiongaveasummaryof thedesign.

6.2 RRNG Algorithm

Thephysicalrandomnumbersourceusedis thephase-noiseof afree-runningoscil-

lator. We chosethis sourcesinceit hastheleastexternalcomponentsfor anFPGA

andthecircuit canbepowereddirectly by theFPGAchip. Therearetwo clocksin

thedesign:a slow andunstableexternalclock, Ù

;

anda fastandaccurateinternal

clock, Ù

&

. This is achievedby usinganedge-triggeredD-type �ip-�op with Ù

;

as

clock inputandfeedingthe Ù

&

to thedatainput. By doingso,thetwo squarewaves

aremixedtogetherto produceaoutput Ù

/ . Figure6.1showsthisstructure.

The outputrateof this methoddependson the slow clock, Ù

;

, which is delib-

eratelydesignedto have high phasenoise. Sincethis clock is not stableand the

frequency varieswith time, thethroughputof thedevice is not �x ed.
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Figure6.1: OscillatorsamplingusingD-type�ip-�op.

Thereareseveralfactorswhichaffect thequalityof therandomnessof thealgo-

rithm. The�rst situationis thattheduty cycle of clock Ù

;

maynot be50%. In this

situation,Ù

/ will haveunequalprobabilityof being`0' or `1'. A parity �lter which

will eventhenumberof `0' and`1' in abit streamwasappliedto Ù

/ . It canbeshown

[RRK98] thattheprobabilityof a `1' generatedby the�lter is Y^]‹bÚ1f�

"

3

�¤HÏœ¢1ÓY^]cb)K

"

wherep is the probabilityof `1' in raw randomstreamÙ

/ andn is thenumberof

�ip-�ops in theparity �lter . As n increases,thevalueof theexpressiontendsto 0.5.

Thesecondfactoris theselectionof clockfrequency. If thevariationof theperiodin

Ù

;

is not largeenough,therewill becorrelationbetweenbitsandsothevalueof the

outputcanbepredictedto someextentfrom thepreviousvalues.Previousresearch

[RRK98] hasshown that thestandarddeviation of theperiodof Ù

;

shouldat least

be 0.75timesthe periodof Ù

&

. A third factoraffecting the quality of theRNG is

therandomsourceitself. As therearebothperiodicandaperiodicelectro-magnetic

noiseinsidea computersystem,theremay be a pattenin the outputsequenceas

theresultof couplingof periodicnoise.Thesourceof periodicnoiseincludesthe

mainsAC power supply, the masterclockson variousbus systems,nearbywire-

lesscommunicationdevices, etc. Thereis no way to eliminatethis factor since

thedevelopingenvironmentandthetargetenvironmentaredifferentandsubjectto

change.Theonly way to testthequality of theRRNGis to testtheresultsbefore

installationandrejectif it fails to passthetestsuit.
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6.3 PRNG Algorithm

The BBS algorithm [LMM86] was usedin this designdue to its high security.

Somebelieve that the BBS algorithmis the mostsecurePRNGmethodavailable

[VMD98]. The securityof BBS is basedon its long periodand the dif�culty in

predictingthesequenceevenif all previouslygeneratedbitsareknown. Despitethe

strongsecurityof thealgorithm,theBBS sequencegeneratoris simpleandeasyto

understand.The following equationgeneratesthe BBS sequencen

-

where Q is a

positive integer.

n

-

C

�

•“n

D

-

�����d¦

TheM usedhereis a productof two largeprimenumbersp andq, which both

have a remainderof 3 whendividedby 4. n

—

is a seedwhich is co-primewith M.

As proofedin [LMM86], adeterministicalgorithmto computetheuniquequadratic

residuen

3

�

�����0¦ suchthat HÑn

3

�

K

D

�����0¦ •�n

—

requirestheknowledgeof the

prime factorsof ¦ . So ¦ needsnot to bekeptsecretaslong as œ and Ÿ arekept

secret.

This algorithmis appropriatefor usein cryptographicapplications.Sincelarge

integerarithmeticis involved,it is slow comparingwith otherPRNGs.However, it

hasa strongsecurityproof [LMM86], which relatesthequality of thegeneratorto

the dif�culty of integer factorization.The outputof the generatoris formedfrom

the ÐÑ�

 

D

H?ÐÑ�

 

D

¦gK leastsigni�cant bits of n

-

. Theoriginal algorithmonly outputs1

(leastsigni�cant) bit per iteration. But VaziraniandVazirani[VV84] showedthat

wecansafelyuseat leastÐÑ�

 

D

H?ÐÑ�

 

D

¦�K bitsandthepredictionof thissequenceis as

hardasfactoringM. Thetypical bit width of M is 512or 1024.Usinga largersize

will increasethe numberof availablebits in eachiteration,however, this is at the

expenseof largerstorageareaandcomputingpower requirements.
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Figure6.2: Overview of theRNGandPRNG.

6.4 Ar chitectural Overview

A completeRNG wasdesignedon a singleFPGAchip with few externalcompo-

nents.Sincethetarget is to beusedfor cryptographichardware,thecircuit sizeof

thegeneratorshouldbeassmallaspossible,leaving morelogic resourcesfor other

functions.Thegenerateddatacanbestoredin a buffer for otherlogic on thesame

chipor readby thehostsystemasadirectrandomsourcefor softwareapplications.

Thedesigncanbeseparatedinto two parts:theRRNGpartandthePRNGpart.

Fig 6.2showstherelationbetweenthetwo parts.TheRRNG�rst �lls its bufferwith

randombits. Thisbuffer will thenbeusedasaseedin thePRNGpartif constraints

aremet.Theoutputof PRNGis alsostoredin abuffer whichcanbereadby ahost

computeror othermoduleson thesamechip. Thesetwo partswork independently.

6.5 Implementation

In this section,theimplementationdetailsarepresentedandtheconsiderationsbe-

hind the implementationareexplained.The implementeddesignincludesa 1024-

bit BBSPRNG.Thesizeof theBBSalgorithmcanbeeasilychangedby appending

moreregistersand increasingcountersize. The modulusM in BBS algorithmis

hardwiredin thedesign.
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Figure6.3: RRNGcircuit.

6.5.1 HardwareRRNG

The RRNG circuit insideFPGA is shown in Figure6.3. Two clocksareusedin

the design. Ù

&

is a 100MHz high frequency clock generatedby the PC DIMM

interface. This clock is alsothemasterclock for otherpartsin thedesign. Ù

;

is a

low frequency clockgeneratedbyanRCcircuit whichrangesfrom 225Hzto 1MHz.

This RC circuit is constructedoutsidetheFPGAchip andis sensitive to electronic

andthermalnoise.A variableresistorwasusedfor testingthecircuit usingdifferent

clock rate. Thedigital mixing of Ù

&

and Ù

;

wasimplementedasshown in Figure

6.1. Wecall theoutputof this circuit, Ù

/ , theraw randombit stream.A parity �lter

with 4 stageswasappliedto theraw randombit streamto accomplishthedutycycle

bias.This is necessarysinceexperimentresultsshow thattheduty cycle of Ù

&

was

approximately54%.

Thedualport BlockRAM actsasbotha buffer storageandinterface.Theran-

dom bit streamis written to the memorythroughoneport under Ù

;

. The PRNG

circuit readsthis streamthroughanotherport under Ù

&

. The RRNG circuit also

containsa counter(not shown in Fig 6.3) whoseoutputis usedasthe addressfor

theBlockRAM.

The RRNG circuit startsgeneratinga real randombit streamafter power up.
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Fl

Figure6.4: Circuit of ExternalClock.

When the buffer is full, the write enableis dis-assertedand the contentsof the

buffer remainunchanged.It will thenasserta full signalto otherpartsof thecircuit

indicatingthat therearenew randomdatain thebuffer. WhenthePRNGrequires

a new streamof randombits, the circuit is resetandthe processrestarts.This is

necessarysincethestoredrandomdatamaynot passthe BBS seedvalidation. In

this case,theBBSPRNGdiscardsthecurrentdataandrequestsnew data.

Fig 6.4 shows the designof the low frequency oscillator. The invertersused

in the circuit arefrom a TTL 74LS74chip. The charge on the capacitorandthe

resistanceof theresistorwill beaffectedby thebackgroundnoise.Thisis thesource

of randomnessin thedesign.

6.5.2 BBS PRNG

Fig 6.5 shows the datapathof BBS PRNG.Note that all datapathsareonebit in

width.

Thecomputationpartof thePRNGis abit serialALU. Thesignalopselectsits

operationmodes:

�2ÛÝÜ2�

Ò

�Þœ

Ò

�8•

ßà

à

à

á

à

à

àâ

�e�e�§�

¥

-

" if op= 0 andsub= 0

�„1a� if op= 0 andsub= 1

���

¥

-

" otherwise
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Figure6.5: Circuit of BBSPRNG.

Thereare4 1024-bitshift registersin the design:M, X, Y andZ. RegisterM

storesthevalueof M whichwill notbechanged.RegisterX storesthevalueof n

-

.

This valueis initialized to a randomseedfrom theRRNGandrefreshedaftereach

iteration. RegisterY andZ canbe combinedto form a 2048-bitregister, register

YZ, to storethetemporaryresultsof ALU operations.All registersareconstructed

by cascadingSRL16Ecomponentsto reduceareaconsumption.TheSRL16Eis a

singleLUT con�guredasa16-bit shift registerwith enable.

Therearetwo internal�ag registers:0 �ag and1 �ag. Whentheoutputof ALU

is 0, the0 �ag is set. Elseif theALU resultis 1, the1 �ag is set. Thesetwo �ags

areexaminedby the control FSM (�nite statemachine). The FSM alsorequires

3 counters(not shown in the circuit). Two of themare10-bit counterswhich are

usedfor arithmeticoperations.Theotheroneis usedfor storingrandomdatato the

buffer andshouldbe4 bits (i.e. :ÞÐ��

 

D

ÐÑ�

 

D

�VYL��J

F

) in size.

The BBS PRNGperformsthreefunctions: seedvalidation,multiplicationand

modulooperations.

SeedValidation

Onerequirementfor theBBS algorithmis that theseed,n

—

mustbeco-prime
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Register Valuebeforevalidation Valueaftervalidation
M M M
X M don't care
Y n

—

0 or 1
Z n

—

n

—

Table6.1: Contentsof registersin validationprocess.

with the modulo M. Euclid's method[Knu81] of �nding  ^¡

�™HÑn

—

ˆ‰¦gK was per-

formed.Thefollowing pseudocodeshowsthealgorithmused:

seed_validation() {

get_seed:

x = read(RRNG);

M = modulus;

gcd_sub:

M = M - x;

if (M == 1) return(seed = x);

if (M == 0) goto get_seed;

if (M < 0) M = M + x;

swap x, M;

goto gcd_sub;

}

Table6.1showsthecontentof everyregistersbeforeandaftervalidationprocess

starts.

The additionandsubtractionin the processareperformedin a serialmanner.

The LSB of registerX andY arepassedto ALU asoperandandthe registersare

shiftedto right after eachclock cycle. A single+/- operationwill consume1024

clock cyclesthen. To test if ãG1“5 is smallerthanzero, the carry bit is checked.

Sincewe assumeall operands( n

—

andM) arepositive,thecarrybit shouldbezero

aftersubtractionif theresultis alsopositive.
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Register ValuebeforeMul ValueafterMul
M M M
X n

-

n

-Y 0 HÞn

D

-

K‰ä

s

�å�åæ

D

s

�Mç

Z n

-

HÞn

D

-

K ä

D

sås

æ —Mç

Table6.2: Contentsof registersin multiplicationprocess.

Multiplication

Table6.2 shows the valuesof all registersbeforeandafter the multiplication

process.The following pseudocodeshows theproceduresof performinga multi-

plication. Note that1024cyclesarerequiredto performanaddin the line labeled

L1.

multiplication() {

repeat 1024 times {

LSB(Z) = 1 then

L1: Y = Y + X;

else Y = Y;

shift_right_one_bit(YZ);

}

}

Modulo

Theresultin registerYZ is now n

D

-

. Thedesignthensubtractsthecontentsof

registerY by that of registerM. Y is recoveredif a negative result is generated.

RegisterYZ is thenshiftedleft by 1 bit andthe processrepeated.After 1024it-

erations,thevaluestoredin registerY is the resultof n

D

-

�����p¦ . The following

pseudocodeperformstheModoperation.

mod(M, YZ) {

repeat 1024 times {



Chapter6 BlumBlumShubRandomNumberGenerator 65

Register ValuebeforeMod ValueafterMod
M M M
X n

-

n

-Y HÑn

D

-

K‰ä

s

�å�åæ

D

s

�Mç

n

D

-

�����k¦

Z HÑn

D

-

K ä

D

sås

æ —Mç

don't care

Table6.3: Contentsof registersin Mod process.

Y = Y - M;

if (Y < 0) Y = Y + M;

L1: YZ = shift_left_1bit(YZ);

}

}

Table6.3showsthevaluesof registersbeforeandaftertheModprocess.

Thealgorithmis simpledivisionusingthepaper-and-pencilmethodexceptthat

thequotientis notstored.Therearefastermethodsfor �nding theremainderbut the

designdescribedcanbe implementedin a mannerwhich utilizesvery little circuit

area.

Oneimplementationdetailshouldbenoted.In thepseudocode,registerYZ is

shiftedleft by onebit. In actualhardwarethis is notpossiblesincetheshift register

is implementedby SRL16Ecomponentswhich canonly shift in onedirection. In

mostotheroperationsincludingthevalidation,multiplicationandbackup,thereg-

istersshift in the right direction. The line labeledL1 is the only exceptionin the

design.Ourdecisionherewasto makethehardwaresimpleanduniform. Thisshift

left operationis transformedto ashift right of 2047bits throughtheALU. Wemay

implementtheY andZ registersin D-type�ip-�ops with selectedinputsandleave

theX andM registersunchanged.Thiswill simplify thecontrolunit but thesizeof

thedesignwill grow. As aSRL16Ecanreplace16shift registers,thesizeof register

Y andZ will grow by a factorof 16. Consideringthatwe have only 4 registersin

the completedesign,this will make the designabout4.5 times larger. Thus this
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approachwasnotused.

RestoringRegisterX

After the Mod operation,the result, n

D

-

�����S¦ , is thenstoredin registerY.

We needto restorethe registers' value to preparefor the next iteration. This is

doneby copying Y to X andZ. At the sametime, zero is shifted in Y. The �ag

registersandcarryregistershouldalsobecleared.After therestoring,thevaluesin

theregistersarethesameaslist in thesecondcolumnin Table6.2.At thebeginning

of restoring,10 LSBs in registerY arealsoshiftedto thebuffer in PRNG.This is

thepseudorandombit streamgeneratedin this iteration.

6.5.3 Interface

The PRNGbuffer is also implementedin a dual port BlockRAM. As the pseudo

randombit streamis shifting in oneport, thehostor othercircuit in thesameFPGA

can readthe randomdatathroughanotherport with 8-bit bus. The PRNG will

asserta full signalwhentheBlockRAM is �lled up. After detectingthefull signal,

the externaldesignor hostcanstart readingthe data. Thereis alsoa resetsignal

which is usedto clearthefull signal.

Sincerandomnumbersarerequired,overwritingthedatain thebuffer whenthe

buffer is full will notaffecttherandomnessof theresult.Thusnootherhandshaking

circuit is needed.To reada continuoussequencefrom thedesignfor evaluation,a

doublebuffer methodis used.As thehostreadsonebuffer, thePRNGis writing to

theother.

6.6 Summary

In this chapter, two serialRNGswereintroduced.TheRRNGsensestheexternal

noiseandproducesa raw randombit stream. This raw randomdatais usedasa

seedin the PRNGwhich usesthe BBS algorithm. The outputpseudorandombit
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streamis storedin buffersandcanbeusedby eitherhostor othercircuit in thesame

chip. Theentiregenerationprocessdoesnot involveany CPUoperationsor useany

memorystoragein thehostsystem.Thussecurityof thedesignis enhancedsince

theRNGstatecanbekeptinternalto theFPGAdevice. A serialarchitecture,which

reducescircuit size,admittedlyat theexpenseof speed,wasused.



Chapter 7

Experimental Results

7.1 DesignPlatform

Theresultspresentedin thischapterarebasedon thefollowing environmentunless

otherwisespeci�ed:

DesignEntry VHDL

Target FPGA Platform Xilinx VirtexE family (XCV1000E-6)

Target PrototypePlatform Pilchard

Simulation Tools SynopsysVSS2000.12

SynthesisTools SynopsysFPGACompilerII

Implementation Tools Xilinx ISE 4.1i

Host Platform Linux on PentiumIII 800

Software Dri versLanguage ANSI C

TheprototypesarebasedonthePilchardplatform(Figure7.1)[PMO
C

01]which

usestheSDRAM businsteadof thePCIbususedin conventionalFPGAboards.We

usedthisplatformfor thefollowing reasons:

Simple Interface For mostdesigns,theinterfacingsignalsrequiredareminimized.

Besidesclocks,only dataI/O andreadwrite signalsareused. This simple

designalsoprovidemorelogic resourcesfor thealgorithm.

68
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Figure7.1: Photographof thePilchardboard.

High Throughput ThePilchardplatforminterfacesto thehostPCthroughthesys-

temmemorybus. Sincethis bus is morehighly coupledwith the CPUthan

thetraditionallyusedPCIbus,latency is reducedandbandwidthis increased.

SuitableFPGA Chip Onboard The Xilinx Virtex chip onboardprovides useful

componentsincludingDLLs (DelayLockLoop),BlockRAMs,tristatebuffers,

etc.FPGAsof differentsizescanbemountedon theboard.

7.2 IDEA Cipher

In theexperiment,two kind of IDEA coreswasimplemented.Oneis the �at (un-

pipelined)versionwithout any intermediateregistersand the other is the deeply

pipelinedversion.Theresultsof thesetwo versionsarecomparedin this section.
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SLICEs Logic Utilization
�at core 848 6%
�at design(8 rounds+ 1 half round) 7919 64%
pipelinedcore 1269 10%
pipelineddesign(1 roundareaoptimized) 1363 11%

Table7.1: Sizeof IDEA design.

�at design pipelineddesign
Numberof cores 1 1
Clock rate(MHz) 14.5 83.7
Encryptionpersecond( 
–�VY)� ) 1.6 9.3
Encryptionrate(Mb/sec) 102 592
Latency (clockcycles) 9 1407=( �O`)b9
�”…�Á` )

Table7.2: Speedof IDEA Design.

7.2.1 Sizeof IDEA Cipher

Thesizesof asingleIDEA corein bothversionsaswell asthesizesof thecomplete

designare shown in Table7.1. In the completedesign,the interfaceto the host

systemareincluded.The�at versioncoreis smallerdueto theabsenceof pipeline

registers.

In thebothdesigns,thereis a shift-registercomponentfor storingthesubkeys.

Sincetheseregisterswereimplementedin SRL16Eprimitives,it takesonly 96half

slices(48slices).

7.2.2 Performanceof IDEA Cipher

Table7.2 shows the speedof differentIDEA implementations.Both designsuse

only oneroundof IDEA coreandthekey is storedin subkey memories.For both

designs,increasingthe numberof round coresin a cipher will not affect the la-

tency but allow thedesignto processmoredataat thesametime. Thustheaverage

throughputof thedesignsis increased.
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Datafrom thehostarewrittendirectly to thecoreusingaburstmodetransferof

17564-bit plaintext blocks.This is thelatency of thepipelinedcore.By doingso,

thepipelineis �lled up andtheperformanceis optimized.After thelatency period

of thedesign,theciphertext is written to a buffer implementedin BlockRAM. The

resultsarereadby thehostfrom theIDEA processorby doingaburstmodetransfer

of the contentsof the BlockRAM. The decryptionprocessis similar except the

ciphertext is written to theIDEA coreandtheplaintext appearsin theBlockRAM.

Thekey componentis alsorecon�guredfor thedecryptionprocess.

Furtherimprovementcould be achieved by �oorplanning. It is also possible

to increasethe encryptionrateby scaling,i.e. to placemultiple IDEA ciphersin

parallelon a singlechip. Whenusinga platform with larger ( è 64-bit) databus,

this scaleup methodcanincreasethethroughputlinearly.

7.3 Variable Radix SystolicArray

For an n-bit Montgomerymultiplication usinga radix 4 system,we mustusean

H�#é�G�)K -bit multiplier to ensurethat Y’‘

¼

‘���� , eliminatingtheneedfor reduction

aftereachmultiplication. Sucha multiplier requires :

"

CED

o

F

systoliccells. Thedata

shouldbe packed with leading Y s beforepassedto the multiplier. After
"

CED

D

�¹�

clock cycles,theresultis computedandstoredin themultiplier. Another
"

CED

D

�„�

clock cyclesareneededto shift out theremainingdigits of theresult. In total,n+4

clock cyclesareneededfor a completemultiplication. Onesystoliccell (eitherr4c

or r4r) hasfour 2-bit outputmultipliers, two 4-bit adders,one3-bit adderandone

2-bit adder. The critical pathis from the2-bit outputmultiplier to the4-bit adder

andthento the3-bit adder.

To testthecorrectnessof thedesign,a testbenchwasdeveloped.Thetestbench

containsonly the3 maincomponentslistedin thetop level entityof Chapter4. The

interfaceis implementedsuchthattheinputparameterscanbechangedeasily. The

driverwill testthehardwarefor all thepossiblecasesby checkingagainsttheresults
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radix max. freq. size
(MHz). (SLICEs)

2 143.205 10
4 77.797 35
8 61.132 76

16 49.801 81
32 41.599 115
64 41.064 141

128 35.120 180
256 37.448 209
512 34.400 265

1024 30.487 312
2048 29.444 364
4096 29.727 419
8192 30.723 485

16384 29.702 542
32768 29.847 632
65536 30.234 677

Table7.3: Measurementof differentradixes(onesystoliccell).

generatedby software.Thetestshowedthattheimplementationswascorrect.

Theperformancesof differentradixeshavebeenevaluatedin thissection.Table

7.3show the�gures reportedby implementationtools.

Theperformanceof thedesignis evaluatedby how fastit cancomputea multi-

plication.Thetimerequiredto �nish amodularmultiplicationis �I•ëê�;ì=íê

�

êÞîxê�;

6íï

ð

/

6

Ã?ñ

6

"

êÞî

. The

numberof clockcyclesneededfor a radix-�L� is �EHO:

"

CED

�

F

�X�OK .Therelationbetween

performanceandradix # is representedin Fig. 7.2. The areaof systoliccell also

changeswith radix. Fig. 7.3showstherelationbetweenthem.

The resultsshow that the higher the radix, the betterthe performance.When

the radix changesfrom �

� to �

�

C

� , thebit width of themultipliersusedinsidethe

systolic cell changesfrom ( to (G�Ç� . This will introducemore logic levels on

the critical path of the design. And so the maximumfrequency decreaseswith

increasingradix. At thesametime, thenumberof clock cyclesneededto compute

theproductis reduced.Theratioof clockcyclesof radix-kandradix-[k+1] is about
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radix cellsfor a1024-bit cellswhich can�t onan
multiplication XCV300 XCV600 XCV1000

2 513 307 691 1228
4 257 87 197 351
8 171 40 90 161

16 128 37 85 151
32 103 26 60 106
64 85 21 49 87

128 74 17 38 68
256 64 14 33 58
512 57 11 26 46

1024 52 9 22 39
2048 47 8 18 33
4096 43 7 16 29
8192 40 6 14 25

16384 37 5 12 22
32768 35 4 10 19
65636 33 4 10 18

Note:Thesecondcolumnis thenumberof cellsrequiredfor a 1024-bitmultiplica-
tion.

Table7.4: Numberof systoliccellsfor differentVirtex FPGAchips.

�

C

�

�

. When ( is not too large,this ratio is moresigni�cant thantheincreasein logic

levels.When ( becomesvary large,e.g. ò 128,thelogic levelsaremoresigni�cant

thanclock count. The performancewill be decreasingin this range. The second

rangewas not observed sincethe arearequirementswere alreadyunrealistically

largebeforeit wasreached.

Theareais animportantlimiting factor. If thedesigncannot�t in asinglechip,

the timing performanceis greatlyreducedby the inter chip communication.In a

n-bit radix-�

� system,thereare :

"

CED

D

�

F

systoliccells. For example,theXCV1000E

chip can only supportup to 351 radix-4 systolic cells and 58 radix-256systolic

cells.Table7.4showsthepossiblenumberof cellswhichcanbeplacedondifferent

Virtex FPGAchips.Thenumbermaybedifferentif specialhardware,e.g. thefast

multipliersin VirtexII [Xil02b], areused.
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DLLs 1 outof 4 25%
BLOCKRAMs 96 outof 96 100%
SLICEs 5178 outof 12288 42%
TBUFs 4608 outof 12544 36%

Table7.5: Deviceutilizationsummary.

7.4 Parallel RC4 Engine

An implementationof theRC4key searchenginewassynthesizedandimplemented.

The designwas successfullytestedon the Pilchardplatform by performingkey

searcheson randomlygenerated40-bit keys. Theperformancewascomparedwith

anoptimizedsoftwareimplementationonvariousgeneralpurposemicroprocessors.

TheRC4enginecontaining96RC4cellswasdesignedfor 50MHzoperationas

reportedby theXilinx timing analyzer. ThesystemRAM businterfaceoperatesat

100MHz.Resourceutilizationasreportedby theimplementationtoolsarelistedin

Table7.5.SinceeachRC4corerequires̀
š

”7�W_�# cyclesto testakey and #ž•�” was

used,asingleRC4key is testedin 792cycles( �Ob�[

¼

). Hencetheaverageencryption

timewhenall 96 cellsoperatein parallelis 165ns.

An optimizedsoftwareimplementationof theRC4algorithmwasusedto com-

parethespeedof theRC4key searchenginewith thatof acontemporarymicropro-

cessor. Thekey is generatedandstoredin memoryandthesizeof expectedpseudo

randombit streamwas8 bytes. The speedmeasurements(for 1000encryptions)

only considerthecomputationtime andinvolveno I/O operations.TheGNU GCC

compilerv2.9wasusedto compiletheprogramsourceusingthe`-O3' optimization

�ag. Thespeedof themicroprocessorbasedimplementationis comparedwith that

of the FPGA implementationin Table7.6. The 50MHz FPGA implementationis

approximately60 timesfasterthanthe1.5GHzPentium4 implementation.

Table7.7 shows the time requiredto searcha complete40-bit and56-bit RC4

key space.SinceFPGAchipswith morelogic resourcesandfasterclock rateare
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Platform Frequency Time Normalized
MHz us Time

SunUltra IIi 400 49456 299
SGIR12000A 400 11318 68.6
Intel P4 1500 9618 58.3
This work 50 165 1

Table7.6: RC4EncryptionSpeedonDifferentPlatforms.

Platform 40-bit key 56-bit key
hours years

SunUltra IIi 15084 113007
SGIR12000A 3451 25861
Intel Pentium4 1361 10269
This work 50 377

Table7.7: Timerequiredfor anRC4key search.

alreadyavailable, the performanceof the FPGA RC4 key searchenginecan be

further improved. A Xilinx XCV3200Ehasdoublethe numberof block RAMs,

andtheXC2V8000cancontain672RC4engines.

7.5 BBSRandomNumber Generator

7.5.1 Size

Thesizeof thedesignis quitesmall thatit useslessthan3% of thelogic resources

in theFPGAchip. Table7.8is thereportonhardwaresourcesusedby thecomplete

1024-bitdesignincludinginterfaceto host.

7.5.2 Speed

TheTRACEtool reportsminimumclock periodto be9.648ns.To simplify thede-

sign,100MHzclock is usedfor this implementation.Thefrequency of theexternal
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Nameof resource count Utilization
ExternalGCLKIOBs 2 50%
BLOCKRAMs 2 2%
SLICEs 347 3%

Table7.8: Deviceutilizationsummary.

clock is variableandindependentof thedesignthroughput.

For a n-bit design, #

D

clock cyclesare usedfor a singlemultiplication. The

productwill be ��# bits. Subtractingfrom theMSB to computen

D

������¦ requires

n iterations. Assuminghalf of the iterationsrequireonly subtractionandshifting

while the other half of them requirean extra addition (recover process),a mod

operationrequires_�]‹b�#

D

clock cycles. After themodoperation,the registersmust

bereinitializedsoanothern clockcyclesareneeded.

To generateavaluein therandomsequence,JE]cb�#

D

�×# clockcyclesarerequired,

wheren is the sizeof the modulesin term of bit. For a 256-bit design,4719616

clock cyclesarerequired.Thatmeansa 1024-bitrandomvalueis generatedevery

47.2ms.Sinceonly the last10 bits areusedasrandomdata,thethroughputof the

designis 211bps.

7.5.3 External Clock

The randomnessof theRNG dependson the frequency �uctuation of theexternal

clock [RRK98]. Themeanfrequency of theexternalclock doesnot affect theran-

domnesswhenthereis a large gapbetweenfrequenciesof the two clocks(2 to 3

degreeof ordersin this design).Thepeak-to-peakvoltageof theexternalclock is

_^]ìJZb�ó§Y^].YLb V. Theduty cycle of theclock variousfrom 51%to 54%for high and

low frequenciesrespectly. Thereis no trival frequency drift in time domain. The

mostimportantcharacteristicof theexternalclock is the frequency variation. The

frequency variationrangesin óN�Ob�ôžõ .
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7.5.4 RandomPerformance

TheexperimentalresultsaretestedusingtheNIST testsuite(version1.4) [A. 01]

andtheDiehardRandomTest[Mar02]. ThehardwareRRNGandtheBBS PRNG

weretestedindependently.

For theNIST testsuit,thetestsequenceswere1M bits in size.Thissizeis larger

thanthe usual20000bits sincesomeof the tests(e.g. RandomExcursions,etc.)

requiremorethen �hY)� bits datafor a singlepass.Thesamplesize,i.e. thenumber

of bit sequencesto passthe testsis 50. The hardware RNG performanceunder

differentexternalclock frequenciesarepresentedin Table7.9. Table7.10shows

thetestsappliedto theRNGoutputsandtheinputparametersused.Thesigni�cant

level ö waschosento be0.01. If thecalculatedP-valueis largerthan0.01,thetest

is passed.All theseparametersweresetaccordingto the recommendationin the

NIST documents[A. 01].

Thisresultindicatesthattherandomsequencesfrom boththeRRNGandPRNG

canpassall thetestsapplied.In bothcases,therearefailedresultsfor somepatterns

in Aperiodic-Templatetest.But thiswill only affect thepassrateof thetest.

In the Diehardtest suit, all randomsequencesgeneratedby the BBS PRNG

canpassall the tests. For the hardwareRRNG,only the sequencesgeneratedfor

externalclock frequencieslower than 3kHz canpassthe test. Using an external

clock with frequency higher thanthis valuewill result in failure in all tests. The

reasonis that thenoisevariationin frequency decreaseswith increasingfrequency

andhencetherandomnessis affected.

7.6 Summary

This chapterpresentedtheresultsfor theimplementeddesignsandcomparedthem

with othersoftwareandhardwareimplementations.Theresultsof theseimplemen-

tationsweresummarizedin Table7.11.In eachcasetheFPGAimplementationwas
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Ext clk (Hz) passall tests
RNG PRNG

225 YES YES
500 YES YES
750 YES YES
1k YES YES
2k YES YES
25k YES YES
50k YES YES
75k YES YES
100k YES YES
250k YES YES
500k YES YES
750k YES YES
1M YES YES

Table7.9: RNGtestresults(NIST).

Nameof Test Parameters
Frequency N/A
Block Frequency blk=10500
CumulativeSums N/A
Runs N/A
LongestRunof Ones N/A
Rank N/A
DiscreteFourierTransform N/A
NonperiodicTemplateMatchings blk=9
OverlappingTemplateMatchings blk=9
UniversalStatistical blk=7

ini.=1280
ApproximateEntropy blk=5
RandomExcursions N/A
RandomExcursionsVariant N/A
Serial blk=5
Lempel-Ziv Complexity N/A
LinearComplexity blk=500

Table7.10: Inputparametersfor NIST test.
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Design Measurement OurPerformance Software
IDEA cipher throughput 592Mbps 5.9Mbps
Montgomery throughput 256Mbps 11.4Mbps
Multiplier (1024-bitdesign) (radix-����� )
RC4key search Timeto search 50 hours 377hours

40-bit key space
RRNG throughput 250kpbs -
PRNG throughput 211bps -

(1024-bitdesign)

Table7.11: Performancesummary. Thesoftwareimplementationsareall basedon
an Intel P4 1.5GHzPC andcompiledby GCC (v2.95.3)with `-O3' enabled.The
RSA andIDEA speedsarereportedby OpenSSL(v0.9.6c).

signi�cantly fasterthana softwareimplementationon an Intel Pentium4 1.5GHz

PC.Apart from the speedadvantages,FPGAsalsooffer bene�ts in termsof foot-

print andpowerconsumptionovermicroprocessorswhich areimportantin embed-

dedapplications.The parametersaffecting the performancewerealsopresented.

Theperformanceof thedesignsaremeasuredwith throughputandareaconsump-

tion. Theresultsof thetestsuitsappliedto theRNGwerelisted.
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Conclusion

Throughdesignexamples,this thesisillustratedthattheFPGAplatformis suitable

for building highperformancehardwarecryptographicsystems.TheFPGAdesigns

canadaptvariousalgorithmsin variousarchitectures.Severalproblemshave been

addressed:

Parallel and Serial Trade Off

Theparallelimplementationof theIDEA blockcipherandtheserialimplemen-

tationof theBBS PRNGaretwo extremeexamplesof parallelandserialarchitec-

tures. The parallelstructurewasimproved by deeppipelining andincreasingthe

utilizationof hardware.Thethroughputof theimproveddesignwas592Mbps.The

serialimplementationof BBSwasextremelysmall,usinglessthan3%of anFPGA

chip.

Tradeoffs betweenparallelandserialextremesareimportant.Within thegiven

resources,developersalwayswantto achievethehighestperformance.Thevariable

radixMontgomerymultiplier implementationoffersthe�e xibility of evaluatingthe

tradeoff. By synthesizingdesignsusingdifferentradixes,adevelopercanchoosean

optimal radix for his/herdesignbasedon theareaandtiming constraints.Without

thesemeasurements,designerscanonly estimatethe performanceof the systolic

designbasedon experience,or they may implementdifferentdesignsto compare

theresults.Thiswork providesanef�cient yetaccuratewayfor designersto predict

the performanceof a systolicMontgomerymultiplier on an FPGA platform. The

81
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resultsshow that the larger the radix, the fasterthe design. However, areaalso

increaseswith radixandthearearequirementsexceedtheresourcesavailableonan

XCV1000device for radixeslargerthan � ��� .

High PerformanceParallel Structure

This researchalsoevaluateda parallelcomputingstructureon thesystemlevel.

TheRC4implementationpresentedin this thesishada massively parallelstructure

in which96 RC4coresareplacedon asingleFPGAchip. Actually morecorescan

beusedsincethecurrentdesignuseslessthan50%of thelogic area.Thisstructure

is about58 times fasterthan a software implementationon a Pentium4 1.5GHz

CPU.Theparallelarchitectureproposedin this thesisshows thatanFPGAdesign

canhavemuchhigherperformancethana generalpurposeprocessors.

Modernmicroprocessorhave a higherclock frequency thanFPGAs,however,

thereare two large limitations in microprocessorimplementations:low memory

bandwidthandlessprocessingunits.Thememoryunitsin FPGAchipsaredivided

in to small piecesandscattedall aroundthe chip. Eachof theseunits hastheir

own I/O channelandcanwork independently, while mostmicroprocessorsystems

have only onememorychannelwhich in controlledcentrally. Speedimprovement

in microprocessorsystemdependson thecachingandpre-fetching.If datacannot

�t in thecacheandtheprocessof thedatais sosimplethattheprocessingtime are

shorterthanthedataaccessingtime, themicroprocessorwill wastea lot of time in

idle waiting. Ontheotherhand,FPGAdesigncanfully utilize theonchipmemories

throughdedicatedataprocessingunits. Thesuperscalerandpipelinedarchitecture

in amicroprocessorwhichcanachieveparallelismto somedegree.However, this is

limited by datadependenciesandthenumberof ALUs. Thenumberof processing

unitsin theRC4FPGAdesignis muchhigherthanthatof a microprocessor. Since

all the coreshave their own dataand logic, datadependenciesdo not affect the

parallelism.

Impr ovedSecurity and Ef�ciency

The increasingneedsof high quality and ef�cient randomnumbergenerator
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raisedfrom various�elds includingbusiness,academic,consumerproducts.Since

many cryptographysystemsuseFPGA chips as hardware accelerator, a build in

randomnumbergeneratoris de�nitely a requirement.In thedesignpresented,the

randomseedis generatedby samplingthefrequency of anexternalclock. For asuf-

�ciently slow externalclock,whichhaslargeamountsof jitter, theresultingrandom

numberscanpassthestringentDIEHARD test.TheBBSPRNGis oneof themost

securepseudorandomnumbergeneratorsandis suitablefor cryptographyrelated

applications.Theproposedserialdesignhasaparticularlysmallareautilization.

FPGAdesignscanoffer suf�cient computingpower for today's cryptographic

applications.Thedesignarchitecturecanbevariedto adaptnew algorithmor differ-

entdesignconstraints.Fromhigh performancecryptanalysissystemsto smallsize

serialRNG, theadaptabilityandusabilityof FPGAsin cryptographicapplications

havebeenshown.

8.1 Futur eDevelopment

Theexamplespresentedin this thesiscanbeintegratedtogetherto form acomplete

hardwarecryptographicsolution. By modifying opensourcesecurityapplications

suchasOpenSSLor integratingto thesystemlevel securityprotocolssuchasPAM

(PluggableAuthenticationModules),this cryptographysystemon a chip canoffer

improvementsboth in speedandsecurity. Finally, the recon�gurability of FPGA

chips makes it possibleto prepareall possiblecryptographyprotocols,but only

thosecurrentlyusedby the systemneedbe downloadedto the hardware,saving

logic resourcesandhencecost.
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