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Abstract

A �eld programmablegatearray (FPGA)semi-systolic
implementationof a modularexponentiationunit, suitable
for usein implementingtheRSApublic key cryptosystemis
presented.Thedesignis carefullymatchedwith featuresof
theFPGAarchitecture, utilizing embedded18� 18-bit mul-
tipliers on theFPGAandemployinga carry saveaddition
scheme. Usingthis architecture, a 1024-bitmodularexpo-
nentiationcanoperateat 90MHzon a Xilinx XC2V3000-6
deviceand performa 1024-bitRSAdecryptionin 0.66ms
with theChineseRemainderTheorem.

1 Intr oduction

TheRSA algorithmis themostwidely usedpublic key
cryptosystemandmodularexponentiationof long integers
is theprimaryoperationrequiredin its computation.Since
RSA is oftenthebottleneckfor e-Commerceservers,there
hasbeengreatinterestin �nding ef�cient techiquesto per-
form longmodularexponentiation.

Field-ProgrammableGateArrays(FPGAs)arehardware
devices which are recon�gurable, i.e. programmingan
FPGA can changeits functionality. Implementationsof
cryptographichardwareusingFPGAsoffer higherperfor-
mancethansoftwareimplementationssincehigherdegrees
of parallelismcanbeachieved. Comparedwith traditional
implementationsusing applicationspeci�c integratedcir-
cuits(ASICs),FPGAsoffer severaladvantages:

� With FPGAs,it is possibleto recon�gurethechip for
differentencryptionstandardsondemand.Thismeans
thatunusedencryptionschemesneednot resideonthe
FPGA,saving resources.In contrast,all supporteden-
cryptionschemesmustresideonanASIC.

� It is possibleto offer �eld upgradesfor FPGA based
systemsto supportbug �x esandnew standards.

� FPGAsoffer lowercostsfor smallvolumes,shorterde-
velopmenttimesandfastertime to market over ASIC
technology.

� Theperformanceof anFPGAimplementationcanbe
improvedby replacinganexistingdevicewith a faster
oneanddoesnot involveany furtherengineering.

FPGA-basedRSA processorshave beenpreviously re-
ported. In 1993, Shandand Vuillemin built a RSA im-
plementationwhich used16 Xilinx XCV3090devicesand
achieved a decryptionspeedof 165 kb/s for a 1024-bit
key [13]. It useda numberof optimizationtechniquesin-
cluding the ChineseRemainderTheorem,precomputation
of small powers,Hensel's odd division, Karatsubamulti-
plication,squaringoptimization,a carry completionadder
andquotientpipelining. The designwas the fastestRSA
implementationsfor many years. In 2001 [1], Blum and
Paarproposeda systolicarchitectureusinga singleXilinx
XC40250XV-09 device which performed1024-bitdecryp-
tion at330kb/s.

In this work, a modularexponentiationarchitectureis
presentedwhich takes advantageof recentfeaturesincor-
poratedin FPGAdevices.Speci�cally, the18� 18-bit mul-
tipliersembeddedin theXilinx Virtex II seriesdeviceswere
usedto speedupcomputationof partialproductsin aMont-
gomery multiplier, and a semi-systolicpipeline scheme
wereemployedto maximizetheclock rateandparallelism
achieved.Theradixemployedis muchhigherthanprevious
designs,resultingin fewer clock cyclesand hencehigher
performance.Thedesignwasabletoachieveathoughputof
1.51Mb/s on a Xilinx XC2V4000-6device,approximately
four timesfasterthanthepreviouslybestreported�gure [1].

The restof this paperis organizedasfollows. In Sec-
tion2, theRSAalgorithm[12] is introduced.Section3 is an
overview of thedesignphilosophyemployed.Section4 de-
scribesthealgorithmsusedin theimplementationincluding
modularexponentiationandmultiplication.Section5 looks
into thearchitecturalissuesandgivesa hardwarestructural
designof theRSA processor. Resultsarepresentedin Sec-



hai b a mod b
h Exponent(E) sizein bits.
k Modulus(M ) sizein bits.
r Radixsizein bits.
� radix= 2r

s0 Leastsigni�cant digit of S= hSi �

n Modulussizein digits.

Table 1. Notation used in this paper.

tion 6 and conclusionsdrawn in Section7. Table 1 is a
summaryof thenotationusedthroughoutthispaper.

2 The RSA Algorithm

SupposeAlice wishesto senda secretmessageto Bob.
In a secretkey system,Alice and Bob needto know the
samesecretkey andso it mustbecommunicatedvia some
securechannel.In a public key system,Bob broadcastshis
public key andAlice canuseit to encodea message.The
designof thecryptosystemis suchthatonly Bobcandecode
the encryptedmessage,but no exchangeof secretkeys is
necessary.

In the RSA cryptosystem,Alice must �rst �nd Bob's
public key M ; E which arethe modulusandexponentre-
spectively. Shecalculatesthecipher-text (C) from theplain-
text (P) by:

C = PE (mod M ) (1)

To decodethemessage,Bob useshis privatekey (D) to
recovertheplain text by:

P = CD (mod M ) (2)

To generatethekey, two largeprimenumbersP andQ
are�rst generated,andtwo equationsareusedto calculate
D, E andM :

M = PQ
DE � 1 (mod (P � 1)(Q � 1))

(3)

whereE is relatively primeto (P � 1)(Q � 1). In prac-
tice,E is oftenchosento beasmallnumbersuchas216 + 1
which reducestheamountof computationrequiredto per-
form encryption.Thestrengthof RSA dependson thekey
sizek, thenumberof bits in M .

BreakingRSA is believed to be as hard as factorizing
M to P; Q, which is intractablefor k � 1024with current
technology.

Generally, it takesa considerabletime for RSA decryp-
tion due to the very large exponent. ChineseRemainder
Theorem(CRT) can be appliedto speedup decryption4
timeswith minimal hardwareaddition. CRT makesuseof

the secretfactorsP; Q to breaka 1024-bit (for example)
modulusM andexponentE in modularexponentiationinto
two halves,eachroughly512-bitslong, (dependingon size
of P; Q). Theresultof RSAdecryptionP is de�ned by the
following steps[5].

T1 = CD 1 (mod P) , D1 = hDi P � 1

T2 = CD 2 (mod Q) , D2 = hDi Q� 1

P = T1 + h(T2 � T1) � (P � 1 mod Q)i Q � P
(4)

Halving themodulussizemakesthemodularmultiplier
2� fasterand 50% smaller. Thus comparedwith a non-
CRT implementation,it allows for the useof two smaller
unitsin parallel(to calculateT1; T2). Halving theexponent
sizemakesanother2� speedup.In total,a 4� speedupcan
beachievedwith thesamechiparea.

3 DesignConsiderations

Theencryptionanddecryptionprocessin RSAcryptog-
raphy requiresthe computationof a modularexponentia-
tion. This in turn requiresan ef�cient implementationof
modularmultiplication.

The numberA in radix � can be representedas a se-
quenceof digitsai asfollows:

A = [an � 1 : : : a0]� =
n � 1X

i =0

ai � i

In sucha case,a standardserial n-digit multiplication
requiresO(n2) [4] singledigit multiplications. In a serial-
parallelhardwaredesignprocessingn digits in parallel,the
numberof cyclesincreaseslinearly with n. Given a �x ed
operandsize,increasingtheradixsizedecreasesthenumber
of digits. Hence,doublingtheradixsizehalvesthenumber
of cycles.

While it is commonto useradixesgreaterthan2 to re-
ducethenumberof clockcycles,previoushardwareimple-
mentations(FPGA andASIC) useda relatively low radix
becausethe area of the resulting implementationgrows
rapidly with radix size. The numberof logic levels and
hencethemaximumclock frequency is alsoreducedasthe
radixis increased.Shand[13] andOrup[11] usedradicesof
22 and25 respectively, while Blum [1] useda radix of 24,
implementingthe multiplier usinga look-up table(LUT).
In contrast,softwareimplementationsoftenuseradices232

or 264 to take advantageof 32 or 64-bit multipliersrespec-
tively.

Theintroductionof dedicatedmultipliersin FPGAssuch
astheXilinx Virtex II andAlteraStratixdevicesprovidesan
opportunityto usea highradixwithout theareaandperfor-
manceissuesdescribedabove. A Virtex-II FPGAchip can
have up to 16818-bit signedmultipliersevenly distributed
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in theLUT matrix[15], andthespeedandareaof thesemul-
tipliers aremuchbetterthanthat which couldbe expected
from animplementationusingtheFPGA's logic resources.
In thedesigndescribedin thispaper, aradixof � = 217 was
chosensothatunsignedarithmeticcouldbeusedthoughout
thedesign,andsmallerradicescouldbeusedfor testing.

4 Algorithm

In thissection,thealgorithmsusedin thedesignarepre-
sentedin a top-down fashion.

4.1 Modular Exponentiation

Algorithm 1 L-R Binarymethod.

Input: E =
P h� 1

i =0 ei � 2i

(Binaryrepresentationof E = [eh� 1 : : : e0]2)
Output: P = CE

P < = 1
for i = h � 1 : : : 0 do

P < = P � P
if ei = `10 then

P < = P � C
end if

end for

TheL-R binarymethod[4] wasusedfor exponentation.
For every bit in theexponent,P is squared(corresponding
to doublingthe index) andif thecurrentbit of exponentis
'1', a multiplicationwith C is performed(correspondingto
adding1 to the index). Squaringis performedby ordinary
multiplication. The total numberof multiplicationsis 3

2 h
(whereh is de�ned in Table1), assumingtheexponenthas
anequalratioof '1' and'0' bits.

The multiplier outputP is alwayspassedto oneof the
inputsof next step,while theotherinput is eitheroneof P
or C. This leadsto to averysimpledatapath(�gure 7).

In modularexponentation,every intermediateproductis
immediatelyreducedbeforebeingpassedto the next step.
Thesizeof everyoperationstayswithin therange[0; M ).

Shand[13, 4] useda StarChainto performexponenti-
ation with a 1:3� speedup, over the L-R binary method.
However, a starchainhasthe disadvantagethat onemust
calculatetheStarChainfor eachdifferentexponent,which
is anadditionaloverhead.

4.2 Modular Multiplication

Montgomery's method[9] providesan ef�cient way to
perform modularmultiplication without reductionby the
modulusM , if M > 2 andM is odd. It transformsthe

original M -residueto an R-residue,whereR is deliber-
ately chosenassomepower of 2, allowing divisionsto be
replacedby shift operations. An additional input M 0 is
pre-computedas the negative modular inverseof M , i.e.
(� M M 0) mod R = 1.

An implementationof Montgomery's methodfor RSA
typically interleaves multi-precision multiplication steps
with Montgomery's reductionsteps,therebyreducingthe
numberof multiplicationoperations.The interleaved ver-
sionof thealgorithmlistedbelow is takenfrom [6]:
Output: S = AB R � 1 (mod M )

S < = 0
1: for i = 0: : : n do
2: q < = hhSi � � hM 0i � i �

3: S < = (S + qM )=� + ai B
4: end for

Thereare two row-times-digitoperations:ai � B and
q � M . In line 2, the modulooperationextractsthe least
signi�cant digit. In line 3, division by � is implemented
with a right shift by onedigit.

MontgomeryMultiplication producesa result with an
unwantedR� 1 factor. Therefore,pre-processingandapost-
processingstepsareneeded.In thefollowing example,C10

is computedin the left column. The right column oper-
ateswith the R � 1 factor. As can be seen,preprocessing
stepinvolvesa Montgomerymultiplicationwith R2 (exter-
nally precomputed)andthepostprocessingis a multiplica-
tion with 1.

C 2 < = (C )( C )
C 4 < = (C 2 )( C 2 )
C 5 < = (C 4 )( C )

C 10 < = (C 5 )( C 5 )

C R < = (C )( R 2 )R � 1

C 2 R < = (C R)( C R)R � 1

C 4 R < = (C 2 R)( C 2 R)R � 1

C 5 R < = (C 4 R)( C R)R � 1

C 10 R < = (C 5 R)( C 5 R)R � 1

C 10 < = (C 10 R)(1) R � 1

Orup [10] pointsout the possibility of simplifying the
operationsin line 2 by pre-computingthe productM �
(M 0 mod � ) = fM . Thealgorithmis rewrittenas

1: for i = 0: : : n do
2: q < = hSi �

3: S < = (S + qfM )=� + ai B
4: end for

An immediateconsequenceis theincreasein rangeof fM
by onedigit, causingtherangeof outputS to alsoincrease
by onedigit. The following proof shows that theoutputis
in therange[0; 2fM ] [2]:

Proof: GiveninputA; B 2 [0; 2fM ]; R > 4fM
outputS 2 [0; 2fM ]

U = hAB i R ) U 2 [0; R]
S = (U fM + AB )=R

< (U fM + (2 fM )2)=R
= (U + 4fM ) fM =R
< (R + R) fM =R = 2fM
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Figure 1. Diagram sho wing number of logic
levels for two diff erent addition methods.

Line3 of thealgorithmrequiresS to beaddedto qfM before
theadditionwith ai B. As illustratedin theleft handpartof
Figure1, this is anundesirableconstraintasit addsanother
level to the logic in its implementation. Line 3 can be
rewrittenas:

S < = S=� + qfM =� + z + ai B (5)

Where z is the carry out of hSi � + hqfM i � . Mont-
gomery's reductionensuresthat S + qfM is alwaysdivis-
ible by � . Thus hSi � and hqfM i � hasa carry z = 1 iff
qfM is non-zero. As fM is alwaysnon-zero,it is possible
to determinez by simply inspectingq. This allows thead-
dition to be donein the order(S=� + ai B) + qfM =� and
Figure1 illustratesthat fewer levels of logic arerequired.
Kornerup[6] and Orup [10] proposeda differentmethod
whichachievesthesameresultwithoutconditionalbranch-
ing.

Algorithm 2 describesthe�nal MontgomeryMultiplica-
tion algorithmthatwasadopted.

Algorithm 2 MontgomeryMultiplication.

Input: fM = M � (M 0 mod � ); R = 4� n +1

Output: S = AB R � 1 (mod M )
1: S < = 0
2: for i = 0: : : n do
3: q < = hSi �

4: if q = 0 then
5: S < = S=� + qfM =� + ai B
6: else
7: S < = S=� + qfM =� + ai B + 1
8: end if
9: end for

j=3 2 1 0

time

b j , mj

s j +1
q, a

( qm) j

f j - 1, qj - 1

s' j

b j , mj

( qm) j +1

f j , qj

� j = q � m j =�
� j = a � bj =�
(qm) j = hq � m j i � + � j � 1
(ab) j = ha � bj i � + � j � 1
sj = sj +1 + (qm) j +1 + (ab) j

Figure 2. DG graph for n=4.

5 Architecture

5.1 ProcessingElements

In orderto utilize many multipliers in parallel,a serial-
parallelmultiplier wasemployed.Thatis, for thecomputa-
tion of A � B , ai B wascomputedperclockcycle.

A direct implementationof Algorithm 2 is unlikely to
beableto achieve a high operatingfrequency for 1024-bit
numbers. A systolic array [8] architecturewas thus em-
ployed. Rewriting Algorithm 2 into digit-wise operations
of recursive equations,a dependency graph(DG) wasde-
rived.

Figure2 showsasinglecell. As in Algorithm2 it accepts
a;b;q; m asinputs.b;m are�x edfor everycell soall digits
areinput to all cells in parallel,andpassedvertically. q; a
aretheloop variantssothey areinput in a digit serialfash-
ion. Multiplication of two r -bit numbersproducesa 2r -bit
partial product. � and� are the mostsigni�cant digits of
theqmj andabj multiplicationsrespectivelyandarepassed
to the left cell. Line two of Algorithm 2 requiresthecom-
putationof s=� andqm=� . The division of � is doneby
shifting s andqm onedigit to the right. Theoutputof the
right-mostcell, s0, is takenasthequotientdigit in of line 1
in algorithm.Theoutputs appearsat thebottomof theDG.
TheDG wasprojectedvertically to form the chainof PEs
asshown Figure3.
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odd/even
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cellcellcell

n-2 n-1 n 0

q a

mux

Figure 3. A row of PEs sho wing data comm u­
nications.

The existenceof broadcastingin our designmakes it
semi-systolic.Comparedto fully systolicimplementations
by Kornerup[7] or Blum [1], our clock frequency maybe
hinderedby theglobalsignals.Sincewe usea largeradix,
thenumberof digits is fewer andthereforetheeffect is di-
luted,andtheperformanceis acceptable.A 1024-bitdesign
hasa 10%lowerclock frequency thana 512-bitdesign.On
the other hand,the semi-systolicapproachdoesnot need
extraregistersfor thesignalsandenjoysa shorterlatency.

5.2 Carry SaveAddition

As canbeseenfrom theDG, two additionsarerequired
to form S and two for the partial productsqfM and ai B.
Thus eachprocessingelementmust perform 4 additions.
Althoughwepartitionthe1024-bitrow into n PEs(onefor
eachdigit), the carrypropagationpathis not shown in the
DG. If thecarry is propagatedhorizontally, it will resultin
a1024-bitripplecarrypath.

A 1024-bit ripple-carry path, acceleratedby Xilinx' s
carrychain[15], will result in the carrybeingbroken into
four vertical columns. Measurementsshow that suchan
adderhasa delayof 70 ns1 andis a clearbottleneckin the
design.

A solutionis to propagatetheone-bitcarryvertically to
thenext iterationusinga carrysave adder. Sincea division
by the radix is performed,the carry is propagatedbackto
the samePE.Hencea redundantrepresentation,namelya
(one-bit-carry: r-bit-sum)tuple wasused. A ripple-carry
adderis usedfor addingeachdigit, and the carry-outof
eachdigit is savedfor thenext cycle. Thiscanbevalidated
by noticingthats is anaccumulator, andis hencecommu-
tative. At eachiterationonly the digit s0 is usedfor the
computationof thenext iteration.

Theredundantrepresentationis restoredto a uniquepo-
sitional representationat completionof modularmultipli-
cationby usinga carrycompletioncircuit [13], anOR-gate
connectedto thecarryof all digits. Thecircuit keepsadding
thecarriesuntil thereis no furthercarry-outfrom any digit.

1Timing andstructureveri�ed usingXilinx ISE 5.1 andXC2V3000-6
targetdevice.
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Figure 5. Timing diagram of 2­cycle pipelined
design.

In practice,only thevery rarecasein which therearemore
thanr-bitsof consecutivesetbits requiremorethanonecy-
cle to completetheconversion.

5.3 Pipelining and Timing

Figure1 shows thattwo cyclesareneededfor resolving
thedatadependency in thecomputationof S. Theschedule
of stepsfor themultipliersandaddersarelistedin �gure 5.
In the descriptionbelow, odd/even stepsrefer to the two
differenttypesof cyclesin thisschedule.

By observingthesimilaritybetweentheoperationsin the
�rst andsecondcycles,data-pathcomponentswerereused,
in particular, sharingof arithmeticcircuits(adders,multipli-
ers),registersandglobal routingpathswasachieved. This
is servedto minimizeglobalroutingresources,e.g. a mul-
tiplexed I/O wasusedto combineq; a into oneport. The
sameport canbe usedto feedm into the cells during ini-
tializationby usingan extra cycle. Thedatapathdesignis
shown in �gure 6.
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Figure 6. Datapath of Multiplier .

5.4 Datapath

MULT takesoneparallel input `x' andonedigit-serial
input `y'. `x' acceptsinputsb andm, whereb will besub-
stitutedfor someothervaluesin exponentiation.Theseval-
uesare initially storedin a register �le in every cell. `y'
acceptsbroadcast,time-multiplexed input of q anda. As
in �gure 3, a is suppliedby a shift register, andq is passed
from theoutputof cell 0. MULT givesouta34-bitproduct,
split into upperandlower digits. The upperdigit (� , � ) is
passedto thecell on the right. Theupperandlower digits
areregisteredin reg1andreg2.

ADD1 addsthepartialproductsto produceu andv. The
carry-outis registeredandpassedasa carry-infor thenext
iteration (correspondingto passingthe carry vertically in
theDG graph).Becausetwo cyclesareusedfor oneitera-
tion, thecarry is latchedtwice so thatcarryof ut is added
to ut +1 , andcarry of vt is addedto vt +1 . Cell 0 doesan
additionalcheckon q andassertsthecarry-inif q 6= 0 (not
shown in diagram).

R2

Ei

Modular
Multiplier

Host

Modular
Exponentiator

k

h

ba

s

P
CR
C

P

m

address, control

M
k

k k

control

unit

1

Theregister�les at input a, b correspondto thecontentof shift registerin
�gure 3 andregister�le insidePE in �gure 6 respectively. Theoperands
C, P andR canbe referredto algorithm1 andthe exampleof C10 at
section4.2.

Figure 7. Datapath of exponentiation unit.

Operation Input b� Input a Output s
pre-11 C � R2 CR
pre-2 1 � R2 P
square P � P P
multi CR � P P
post 1 � P P

Table 2. Pre and post processing for modular
exponentiation.

ADD2 addsall the numbersto form the next s. In the
�rst cycle (2t+1 in table5), the multiplexer is set to pass
s storedin regS to the next cell. ADD1 givesout u. The
sumw is storedin regW. In thesecondcycle (2t+2), regW
is usedasan input andADD2 givesout v. The sums is
storedin regS.For cell 0, s is alsobroadcastedto all cells
asinputq.

5.5 Exponentiation

The Montgomerymultiplication cells areput to usein
exponentiationsteps(algorithm1)andMontgomerypreand
postprocessing(describedin section4.2). The input and
outputfor futa in thesestepsarede�ned in table2. Input
b is selectedfrom the register�le insidethePE.Input a is
selectedfrom the shift register in �gure 3. After comple-
tion of a modularmultiplication,theresults is placedin a
suitableaddressin theregister�le andtheshift register.

As the multiply and exponentiationunits operatewith
paralleldatainput, the key anddataare input to the chip
andregisteredin theregister�le of thePEsandshift register
of �gure 3 during initialization. Theprocessoruses64-bit
portsfor key anddatainput.

Table4 showscycleusageequationsdeducedfrom sim-
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Key Clock No. of No. of
size Freq. slices multipliers
512 99.26MHz 8235 32
1024 90.11MHz 14334 62

TheXC2V3000device usedhasa totalof 14336slicesand96multipliers

Table 3. Speed and area of 512 and 1024­bit
design repor ted by Xilinx ISE 5.1.

ulationmeasurement.For modularmultiplication,n + 1 it-
erationsarerequired,andeachiterationconsumes2 cycles
in ourpipelineddesign.Thereareafew extracyclesfor reg-
istertransferandcontrol,whichmightbefurtheroptimized.
In total, 2(n + 5) cyclesareused.For exponentiation,the
averagenumberof modularmultiplicationsis 3h

2 + b � h
wherethe(b� h) termis from thenumberof zero`padding'
bits.

6 Results

TheRSAprocessorwasimplementedusingVHDL with
automaticPlace-and-route(PAR). Simulationwasdoneus-
ing Modelsim5.5f andtheresultwasveri�ed to becorrect
by comparisonwith theopensourceOpenSSLlibrary. Syn-
thesis,PAR, bitstreamimplementationandtiming measure-
mentweredoneusingtheXilinx ISE5.1package.Thetar-
getdevice wasXC2V3000with speedgrade-6. Thespeed
andareautilizationasreportedby theXilinx toolsaresum-
marizedin Table3.

Table4 shows thenumberof cyclesrequiredfor differ-
ent operationsmeasuredfrom simulationwaveforms. Ta-
ble 5 shows the averageRSA processingspeedmeasured
from ModelSim for different sized keys. The measured
time includedkey/dataI/O time but excludedexternalpre-
computationof key and external normalizationof result.
The ChineseRemainderTheorem(CRT) resultwasdeter-
minedby assumingtwo half-sizedataareprocessedin par-
allel usingoneRSA processor. Finally, Table6 compares
thespeedof our implementationwith thosereportedin the
literature. For a 1024-bitRSA usingthe CRT, our design
canachieve a decryptiontime of 0.66 ms (corresponding
to 1.51 Mb/s) which is 4 times fasterthan the previously
fastestreportedresult[1].

7 Conclusion

An RSA processorwaspresentedwhich employsmulti-
pliersembeddedin anFPGAto achieve high performance.
The multipliers enablea high radix (217) to be used,re-
ducingbothlatency andthenumberof cyclesfor amodular

Operation Generalized1 512b 1024b
Modular Multiplication

MP � MP 2(n + 5) 74 134
Modular Exponentiation

Montgomery 2(n + 5) � 3 222 402
pre/post-processing
Exponentiation 2(n + 5) � (b� h + 3h

2 ) 59200 209844
Input / Output

Inputof 4 � (b=64) + 1 37 69
R2; M ; A; E
Outputof (b=64) + 1 10 18
AE mod M
Measured total clock cycles 59468 210333

1b– numberof grossbits,544and1054for r=17andh=512,1024respec-
tively

Table 4. A breakdo wn of measured cycle us­
age for diff erent operations.

Key Size Clock RSATime RSARate
512w/o CRT 100MHz 0.59ms 1.68Mb/s
1024w/o CRT 90MHz 2.33ms 429kb/s
1024with CRT1 90MHz 0.66ms 1.51Mb/s

1 Thisdesignis toolargeto �t onXC2V3000devicesoanXC2V4000was
used.

Table 5. Processing speed for one block of
data in the RSA processor .

Year Device / RSADecryption
Technology (1024CRT)

[11] 1991-941 ASIC 0.6u 5.5ms(512b)
[13] 1993 16XC3090 6.06ms
[3] 1999 DSP

TMS320C6201
11.7ms2

[1] 2001 XC40250XV-
09

3.10ms

[14] 2001 ASIC 0.6u 2.2ms(512b)3

Ours 2003 XC2V4000-6 0.66ms
OpenSSL4 Pentium41.7G 6.9ms

1Thedesignis madein 1991andthechip is fabricatedin 1994.
2RSAprivatekey signing,equivalentto decryptionspeed.
3It only givesthebestandworstcasedecryptionrate.Wetake theaverage
here.
4Linux kernel-2.4.18-14i686,OpenSSLversion0.9.6b-29

Table 6. Comparison with other implementa­
tions.
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exponentiation.Throughtheuseof asemi-systolicarchitec-
ture,a high operatingfrequency of 90 MHz wasachieved.
This simple yet ef�cient architectureachieved a through-
put of 1.51Mb/s for 1024-bitRSA decryptionon a Xilinx
Virtex XC2V4000-6device while maintaininga simpleyet
ef�cient design.
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