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Chapter 1

Intr oduction

A �eld programmablegatearray(FPGA)is anarrayof logic gatesin which theconnectionscanbecon�g-
uredby downloadinga bitstreaminto its memory. Traditionalapplicationspeci�c integratedcircuit (ASIC)
designrequiresmonthsfor the fabricationprocess,whereasan FPGA canbe con�gured in seconds.An
additionaladvantageof FPGA technologyis that the samedevicescanbe recon�guredto performdiffer-
ent functions. FPGA technologyis relatively new, the �rst commercialdevicesappearingin 1986. With
improvementsin very largescaleintegration(VLSI) technology, asof January2002,FPGAsnow haveden-
sitiesof around10 million equivalentgatesandaremanufacturedin 0:15 �m eight-layermetaltechnology.
Continuingadvancesenablesthe implementationof systemson a singleFPGAof a systemthatpreviously
requireda largecustomVLSI chipor severalFPGAs.

In general,full customVLSI designshavebetterdensityandhigherspeedthanFPGAs.However, FPGA
technologyoffersthefollowing advantagesoverVLSI:

� WhereasaVLSI designis usuallytailoredfor asingleapplication,therecon�gurabilityandreuseabil-
ity of anFPGAenablesthesamesystemto beusedfor many applications.

� Designscanbeoptimisedfor eachspeci�c instanceof a problem,whereasapplicationspeci�c inte-
gratedcircuits(ASICs)needto bemoregeneralpurpose.

� Thedesigntime is considerablelower thanthatfor anASIC which enablesproductsto bebroughtto
marketfasterandatlesscost.Furthermore,aworkingprototypeis availableearlierin thedesigncycle,
allowing developmentof softwareto proceedconcurrentlywith hardwareveri�cation andre�nement.

� Thenonrecurrentengineering(NRE) costof ASICscontinuesto grow with decreasingVLSI feature
size.In 2003,theNREandmaskscostsfor anASIC in a90nm processis overUS$1million. FPGAs
have virtually zeroNRE, andasmaskcostscontinueto rise, the volumeat which ASICs aremore
costeffective thanFPGAsincreases.A singleFPGA designcanbe usedby many differentparties,
allowing economiesof scaleandtheVLSI fabricationcostto beamortizedoveralargernumberusers.

1.1 Harwar eDescription Languages

Anotherimportantrecentdevelopmenthasbeentheintroductionof hardwaredescriptionlanguages(HDL)
suchastheIEEE standard1076very high speedintegratedcircuit (VHSIC) hardwaredescriptionlanguage
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12 CHAPTER1. INTRODUCTION

(VHDL) andVerilog (IEEE1364).TheseHDLs enabledesignersto simulateandsynthesizecircuitsfrom a
high level program-likedescription.UsingHDLs leadsto greatlyimprovedproductivity.

Theadvantagesof aHDL over traditionalschematiccapturemethodsis thatthedesigncanbesimulated
earlierin thedesigncycle thusfacilitating debugging,thecircuit descriptionsareconciseso that complex
circuitscanbeeasilydeveloped,andthatthesamedesignscanberetargettedfor differenttechnologies.

Usinga HDL, it is possibleto debuga circuit in muchthesameway asa programis debugged.Usinga
debugger, all internalsignalscanbedisplayed,breakpointscanbesetandthecodecanbesinglestepped.An
additionaladvantageis thattheoftentimeconsumingsynthesisprocesscanbeavoideduntil thecorrectness
of thecodehasbeenveri�ed.

Theretargettabilityof HDL codemeansthatthesamecodecanbesynthesizedfor differenttechnologies.
Not only is it possibleto selectthemostappropriatesizedFPGAor FPGAfamily for adesign,thesamede-
signcanlaterberetargettedto anapplicationspeci�c integratedcircuit (ASIC) aswell. As new technologies
andnew FPGAdevicesbecomeavailable,thedesigncanbereused.

1.2 FPGA and HDL basedSystems

The con�uenceof FPGA technologyandHDLs hasled to greatimprovementsin hardwaredesignerpro-
ductivity. The two technologiesareoften usedtogetherin rapid systemsprototypingandrecon�gurable
computing.

1.2.1 Rapid SystemPrototyping

In rapidsystemprototyping,systemsaredeveloped,perhapslaterto beimplementedin a differenttechnol-
ogy canbe developedin a very shorttime. Prototypesareoftenusedto aid in the veri�cation of designs,
to facilitateearly debuggingof the systemandto provide a platform for the early developmentof device
driversandsoftware.

CompaniessuchasQuickturnDesignSystemsInc. andAptix Inc. providehardwareandsoftwarewhich
cantake largecircuits(normallyin aHDL), partitionthedesignamongalargenumberof FPGAsconnected
by sometypeof switchor programmableinterconnecttechnologyandproducea hardwareemulationwhich
canbe usedto emulatethehardwaredescribedby theHDL code. Suchsystemscanbeusedto accelerate
simulationsand/orusedto develop boardsand real time prototypesof systems,many monthsbeforean
ASIC would beready. This leadsto a shorterdesigntime whichsavesmoney aswell asreducesthetime to
market. In practice,dueto overheadsin theFPGAandinterconnectsystem,thedesignsmaynot operateat
full frequency.

1.2.2 Recon�gurable Computing

FPGAscanbe usedasa computingplatform in their own right. Suchsystemsoften usean FPGA board
asa coprocessorto accelerateapplicationswhich operateon a personalcomputer. AlthoughASICsoffers
potentiallyhigherperformancethanrecon�gurablecomputing,recon�gurablecomputinghasthefollowing
advantages

� FPGAbasedsystemshaveamuchshorterdesigntime

� it is possibleto usethesameField-ProgrammableCustomComputingMachine(FCCM)hardwarefor
many differentapplications
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� Moore's law continuesto offer improvedsilicon technologyat exponentialrateswhich is availableto
designerswithout thecostlymanufacturingprocessrequiredfor ASICs

� it is possibleto specializethehardwareto anextentnot possiblein ASIC devicesto improveperfor-
mance

� the recon�gurablenaturemakes it feasibleto attemptdesignsemploying more sophisticatedalgo-
rithmswhichcanleadto animprovementin performance.

Therearemany examplesof recon�gurablecomputingsystemswhichoutperformequivalentfull-custom
VLSI designs.Researchgroupshave successfullyusedFPGAbasedcomputerhardwarein applicationsas
diverseascryptography, digital signalprocessing,molecularbiology, neuralnetworksandvideocompres-
sion[VPD+ 96]. TheFPGAbasedsystemsweredevelopedat a muchlower costthananequivalentcustom
VLSI chip, yet for many of theseproblemstheFPGAsystemsweresuperiorbothin performanceandcost
to all formsof generalpurposeprocessingsystemsat the time (pipelinedmachines,massively parallelar-
chitectures,networks of microprocessorsetc). For many real-timeapplications,the FPGA solutionshad
performanceat leastone order of magnitudebetter than any existing implementationin any technology
[VPD+ 96].

Contemporaryrecon�gurablecomputingis spatialin nature,thecomputationalelementsin sucha sys-
temperformingthesameinstructioneverycycle,andthesequenceof operationsbeinglinkedtogetherwith
wires.In contrast,microprocessorsaretemporalin nature,beingstoredin registersandpassedthrougharith-
metic logic units (ALUs) with little parallelisminvolved. Thespatialcomputingstyleoffers the following
advantagesanddisadvanatges[DeH00]:

� The FPGA is explicitly hardwiredto performa certainoperationanddoesnot requiredecodingof
an instructionstreamstoredin a memoryasin a microprocessor. Thustheoverheadof the instruc-
tion storage(i.e. cacheandmemory),instructiondecodingandALU canbeeliminatedandthearea
usedfor processingoperations.This leadsto a higher performanceto silicon arearatio andmore
computationperclock cycle.

� Sincethecomputingelementsof theFPGAcanall operatein parallelwhereasamicroprocessorhasa
smallnumberof computingelements,a higherdegreesof parallelismis possible.

� Whereasmicroprocessorsoperateataword level,FPGAscanoperateatabit level which is anadvan-
tagewhenthedatais organizedin smallerthanword units.

� FPGAsrequirethatthecomputation�t within theareaconstraintsof thehardware.

� Every subtaskthat must be performedin a computationneedsto be assignedto a functionalunit.
Infrequentlyusedfunctionalunitsareidle makinginef�cient useof resources.

� The�e xibility offeredby theFPGAsarchitecture,in particularits programmablerouting,leadsto long
cyclestimesandhencereducedclock ratescomparedto microprocessors.

1.3 Field ProgrammableGateArray Ar chitecture

In this section,anoverview of thearchitectureof a genericFPGAis given. For speci�c details,the reader
shouldreferto theliteraturesuppliedby themanufacturerof thespeci�c device to beused.
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Figure1.1: Architectureof anFPGAwith four-inputLUT cells(�gure courtesyof M.P. Leong).

As illustratedin Figure1.1, anFPGA consistsof a numberof logic cells (LC) which canbe intercon-
nectedto otherlogic cellsandinput/output(IOC) cellsvia programmableroutingresources(RR). TheLC
consistsof user-programmablecombinatorialelementswith an optional registeringof the output. Using
suchan architecture,subjectto FPGA imposedlimitations on the circuit's speedanddensity, an arbitrary
circuit canbeimplementedon thedevice.

At present,the mostcommontechnologyfor recon�gurablecomputingandrapid systemprototyping
is to employ static ram (SRAM) to storethe FPGA's con�guration information(e.g. Xilinx andAltera),
althoughsomevendorssuchasActel useFlashmemoryinsteadwhich hasthe advantagesof beingnon-
volatile (i.e. thecon�gurationremainsin thedeviceafterpower-down) andsmallersizeoverSRAM.

In anormalFPGAdesignwork�o w, auserentersadescriptionof thedesiredcircuit by usingahardware
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descriptionlanguage(HDL) suchasVHDL or Verilog. A CAD tool is usedto synthesizea netlist from
theHDL description.AnotherCAD tool is thenusedto decomposethenetlist to �t the logic resourcesof
the FPGA, andthena placeandroute (P&R) tool is used. Following this, the logic and interconnection
of the FPGA is de�ned, and the CAD tool outputsa bitstreamwhich canbe downloadedto the FPGA's
con�gurationRAM.

Apart from thebasicFPGAarchitecturedescribedearlier, currenttrendsareto integratecommonlyused
featureson the FPGA so that designerscan integrateentiresystemson an FPGA device. Suchfeatures
include:

� Fastcarrychains,wide decoders,tristatebuffersetc.

� Blocksof on-chipmemory, contentaddressablememory(CAM), multipliers,embeddedmicroproces-
sorsetc.

� ProgrammableI/O standardsin theIOC.

� Partial recon�guration.

� Delay locked loops(DLLs) andPhaselocked loops(PLL) for clock de-skewing, phaseshifting and
multiplication.

� Intellectualproperty(IP) coressuchasbus interfaces,networking components,memoryinterfaces,
signalprocessingfunctions,microprocessorsetc.

1.3.1 Input/Output Cells (IOC)

I/O cellsarenecessaryto transferdatain andoutof theFPGA.Normally, somepinson theFPGAarededi-
catedto power, ground,con�guration,clocksetc. Most of theotherpinsaregeneralandcanbecon�gured
via thebitstreamto beinputsor outputs.

It may be possibleto selectdifferent I/O standardsfor the IOC including TTL, CMOS; low-voltage
TTL andCMOS (LVTTL andLVCMOS); peripheralconnectioninterface(PCI), advancedgraphicsport
(AGP), low-voltagedifferentialsignalling (LVDS), low-voltagepositive-referencedemitter coupledlogic
(LVPECL) etc. Notethat the last two aredifferentialin natureandrequiretwo pins. Impedencecontrol is
alsoofferedin someFPGAfamilieswhichenablesdesignersto eliminateterminatingresistorsin highspeed
applications.

In addition,if anIOC is an input, theusermaybeableto optionallyregisteror latchthe input, pull-up
or pull-down the input, adda weak-keeper(which maintainsthecurrentlogic stateif not driven). Outputs
alsocanhaveoptionallatchesor registers,programmableslew ratecontrol,drivecurrentcontrol,etc.

SinceIOCshaveregistersin them,it is possibleto implementsimplecircuitssuchasshift registersusing
only theIOC resources.

1.3.2 Logic Cell (LC)

A LC is usuallyimplementedasann-inputlookuptable(LUT) with anoptionalregisterat theoutput.An n-
inputLUT is simplyarandomaccessmemory(RAM) with n-inputsandasingle1-bit output.Thisstructure
canimplementany function of n inputssinceonecanstoresthe desiredoutput for all of the possible2n

cases.
If n is chosento besmall,routingis requiredto implementevensimplefunctionsandsoperformanceand

densitysuffer. If n is chosento betoo big, theoverheadassociatedwith unusedresources(implementation



16 CHAPTER1. INTRODUCTION

of an n-input LUT is achieved with a 2n bit memoryso resourcesincreaseexponentiallywith n) make it
inef�cient. Most commercialFPGA devices suchas the Xilinx XC4000, Xilinx Spartan,Xilinx Virtex,
Altera Flex, Altera Apex and Altera Mercury families usea 4-input LUT which seemsto offer a good
compromisebetweendensityandfunctionality.

As an example,if we wish to implementa 4-input OR gateusinga 4-input LUT, onewould program
address0 to haveanoutputof 0 andall otheraddressesto haveanoutputof 1.

The output of the LUT is optionally registeredor latchedwithin the LC. This presentsa difference
betweenFPGAsandASIC designs:FPGAshave anabundanceof registerswhich in mostdesignsarenot
fully utilized. Designswhich useregistersto goodeffect (e.g. deeppipelining, shift registersandone-
hot statemachines)canbe very ef�cient on an FPGA,anddesignersshouldlook for opportunitiesto take
advantageof this architecture.

1.3.3 Routing Resources(RR)

By con�guring the dots and light grey switchesillustratedin Figure 1.1, one can interconnectthe LCs
illustrated,andcanalsoform connectionsbetweentheLCsandtheIOCs.Suchroutingresourcesareimple-
mentedusingswitcheswhicharecon�guredby theFPGA'sbitstream.A hierarchyof interconnectis usedin
real-world FPGAdesignssothat local connectionscanbemadeef�ciently , while moreglobal interconnect
spanlongersegments.

Thereis anoverheadassociatedwith usingtheFPGA's useof programmableinterconnectversesdirect
connectionsin metalsuchasthatusedin ASICs.ThusFPGAshaveslower interconnectdueto theincreased
lengthof wire anddueto the extra capacitanceintroducedby the switches.The only thing thatdesigners
cando to improvethesituationis to try to packasmuchfunctionalityaspossibleinto theLCs,andto place
connectedLCsandIOCsascloseaspossibletogetherto minimizerouting.

1.3.4 Partial Recon�guration (PR)

SomeFPGAshavethefeaturethatpartof thebitstreamcanberecon�guredaffectingonly a localpartof the
FPGA,while therestof theFPGAcanoperatenormally. Althoughstill in theresearchstage,partialrecon-
�guration (PR)is uniqueto FPGAsandoffersthepotentialto time multiplex LCs,hencesaving resources.

1.3.5 DLLs

In thecontext of FPGAdesigns,DLLs andPLLs areusedfor clock deskewing, clock frequency multiplica-
tion andclock phaseshifting. As anexampleof anapplication,anFPGAinternalhigh frequency clock can
be derived from a lower frequency boardlevel clock. This canhelp to reduceassociatedboardlevel high
speedinterfacingproblems.

A DLL consistsof aprogrammabledelay-line,aphasedetectorandcontrolcircuitry. TheDLL worksin
a feedbackarrangementin whicha phasedetectoris usedto compareaninput clock with a delayedversion
of thesameclock(formedvia thedelay-line).Thecontrolcircuitry aimsto adjustthedelayof thedelay-line
so that it is in phasewith the input clock [EASB94]. This is doneby monitoringthe outputof the phase
detectorwhich continuouslyindicateswhetherthedelayedclock edgeis leadingor laggingcomparedwith
the input clock. The control circuit thendecreasesor increasesthe delay respectively to make the clock
edgesalign.

TheDLL canthusbeusedto ensurethatthephasedelaybetweenaninput clock signal,anda buffered
versionof theclock,be in phase(i.e. minimizeskew betweenthetwo clocks). By takingdifferentoutputs
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alongthedelayline, phaseshiftedversionsof theclockcanbegenerated.For example,to shift theclockby
180degrees,apointhalf wayalongthedelayline canbeusedastheoutputof theDLL. Clockmultiplication
canbeachievedby usingcombinatoriallogic to combinetheoutputsof thephaseshiftedclocks.
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Chapter 2

Digital Logic

2.1 Combinatorial Logic

Thetranslationof HDL codeto combinatoriallogic is rarelyaproblemin real-world designs.However, one
shouldrememberthat the logic is eventuallymappedto LUTs in the FPGA. To achieve the very highest
performance,oneshouldattemptto minimisethe levelsof logic androuting for combinatoriallogic in the
critical path.Oneshouldalsoconsiderpipeliningto increasethroughput.

2.1.1 Lookup Tables

It is sometimesthecasethatvery complicatedlogic canbemoreef�ciently implementedasa lookuptable
ratherthanasdiscretelogic. This, in fact, is exactly how FPGAsimplementlogic sinceany n-input logic
functioncanbeimplementedusingann � 1 bit RAM (thediscussionbelow will assumethatn = 4).

In a recon�gurablecomputingsystem,thefollowing typesof RAM canbeconsidered

LUT RAM theon-chipRAM in theLUTs of a logic cell

blockRAM blocksof on-chipRAM whichcanbecon�guredin differentwidths

off-chip RAM staticor dynamicRAM on therecon�gurablecomputingboard.

LUT RAM canbeusedto provide 24 = 16 bits of storagecomparedwith thesingleregisterin a logic
cell. Thedisadvantageof usingtheRAM in this fashionis thatonly oneelementis accessableat any time.
However, if LUT RAM canbe used,it offers16� the storageef�ciency. This type of RAM is usefulfor
thestorageof patterns,shift registers,intermediatecalculationsandfor providing user-con�gurablelogic.
Block RAM is often usedto implementlookup tables,buffers,FIFOsetc. Off-chip RAM canbe usedto
implementlargelookuptables,buffers(suchasgraphicsframebuffers)etc.

Often,if theRAM resourcescanbeused,asavingsin thelogic requiredin thesystemcanbeaffected.An
additionalbene�t is thata RAM elementhasa shortcritical pathwhichcanleadto anoverall improvement
in clock frequency. For all of thesereasons,oneshouldconsiderwhethera designcould be modi�ed to
ef�ciently useRAMs insteadof logic.

19
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Figure2.1: A 4 bit ripple countercircuit. Theoutputof one�ip–�op clocksthenext one,hencethe term
“ripple” count.

2.2 SequentialLogic

2.2.1 Counters

Ripple Counter

Thesimplestcounterdesignis thatof theripple counter. Theripple counterusestheoutputof theprevious
�ip–�op to clock the following oneasshown in Figure2.1. Although this type of counterresultsin the
minimal amountof hardware,sinceeach�ip–�op is clockedat a slightly differenttime. After releasingthe
active low “NRESET” signal,thecounterstartscountingfrom 0. On the�rst falling edgeof theclock,q(0)
goesfrom 0 to 1. On thenext falling edgeof theclock,q(0) will go from 1 to 0, at thesametime clocking
thefollowing �ip–�op. Thecircuit thusoperatesasacounter. It is animportantdetailto notethatthecircuit
operateson thefalling edgeof theclock. If therisingedgeis used,thecircuit will not functioncorrectly.

An importantissuein thedesignof the ripple counteris that theoutputsdo not all changeat thesame
time. In fact,thecountergoesthrougha lot of intermediatestateswhichcancauseglitchesto occurin some
circuits. For example,supposethatthecounterstateof a 16 bit ripple counteris thatall theoutputsareset.
On thenext clockedge,theleastsigni�cant bit becomesreset.After theclock–to–outputpropagationdelay
(tpr op) of this �ip–�op, thenext bit becomesreset.Thiscontinuesuntil all 16bitsarecleared.Thusthetotal
time for this processfor an N bit ripple counteris N � tpr op. If this counteris clockedvery quickly, the
countercouldbesuchthat readingtheoutputat any time will result in an incorrectvaluesincetheclocks
maynothaveyetpropagatedto thehigheroutputs.

SynchronousCounters

Synchronouscountersaresimplya�nite statemachine,thenext statebeingalogicalfunctionof theprevious
state.In thesynchronouscounter, thenext stateis calculatedandwaitsat theinput of the�ip–�op until the
next rising clock edge(seeFigure2.2). Whenthe rising clock edgeoccurs,all of theoutputswill change
almostsimultaneously. Thecircuit is mosteasilydescribedusingtoggle�ip–�ops. All of theclock inputs
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Figure2.2: A 4 bit synchronouscountercircuit. All �ip–�ops areclocked simultaneouslyso the outputs
change(almost)simultaneously.

areconnectedto theclocksignal.Theleastsigni�cant bit q(0) toggleseveryclockedge,andthen'th output
will toggleif all of then-1 lowerbits areset.Thustheinput to thetoggle�ip–�op is simply theAND of all
of theoutputsof theearlierbits.

Whenthe outputsof the synchronouscounterchangesvalues,it is possiblethat while the outputsare
changing,ashorttimewill exist whenthenumbersarechangingtheirvalues.For example,whentheoutput
changesfrom ”1111” to ”0000”, if saytheq(0) bit hasa fasteroutputdriver (dueto device tolerances,not
all of theoutputscanbeexpectedto bethesamespeed),theoutputwill momentarilybecome”0111” before
�nally reaching”0000”. Thusa synchronouscountermay alsocauseglitches,althoughit is muchbetter
thantheripplecounter.

An alternative methodfor producinga synchronouscounteris to useanadder. A latchedoutputis fed
backinto the input, andtheotherinput hasa constantinput equalto 1. Although themaximumspeedof
operationis lower thanthat of thecounterof Figure2.2 (for small counters),eachbit requiresonly a full
addercircuit. For long counters,the fanoutof many of the logic is smallerandthehardwarerequirements
aresmaller.

It is importantto noticethatthen0th mostsigni�cant bit needonly operateatahalf thefrequency of the
(n + 1)0th bit. Thusfor long counters,it is possibleto usea smallhigh speedsynchronouscountercircuit
asa prescalerandthenuseaslowercounteremploying adderswhichoperatesata reducedfrequency.

Gray CodeCounters

Theglitchingproblemsof therippleandsynchronouscounterscanbeavoidedby usingaGraycodecounter.
Graycodesaregeneratedin sucha way thatonly a singlebit will changebetweenconsecutivevalues.This
way, glitchingduringthetransitionfrom onestateto anotherstateis notpossible.

Graycodesaresimpleto generate,startwith any initial value.Advanceto thenext stateby �ipping the
leastsigni�cant bit thatproducesa valuethathasnotbeengeneratedbefore.As anexample,the4–bit Gray
codesareshown in Table2.1. The implementationof a Graycodecounteris simply a �nite statemachine
wherethenext stateis speci�ed in termsof thepreviousstate.Synchronouscounterscanalsobedescribed
in this manner.
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0000 1100
0001 1101
0011 1111
0010 1110
0110 1010
0111 1011
0101 1001
0100 1000

Table 2.1: A 4 bit Gray code.
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Figure2.3: A 4 bit linearfeedbackshift registercircuit.

2.2.2 Linear FeedbackShift Registers

Pseudorandomnumbergenerators(PNRG) have applicationsascounters,in cryptography, generationof
whitenoiseandtestingof digital circuits.Pseudorandomnumbersarenot truelyrandomin thesensethatthe
next numbercanbederivedfrom thepreviousoneandalso,thesequencewill eventuallyrepeat.However,
for many practicalpurposesthedeterministicnatureof thesenumberscanbea usefulfeatureratherthana
hindrance.

A high speedmethodfor producinga PRNGusingdigital hardwareemploys a maximal lengthlinear
feedbackshift register(LFSR).As thenamesuggests,themethodinvolvesa shift register, the input being
determinedby feedbackof someof thestagesin theshift register. A maximallengthLFSRof N bits hasa
periodof 2N � 1. Figure2.3) is anexampleof a maximallengthLFSRwith feedbackconnections(4,3). If
theinitial valuesof all thelatchesarezero,successiveoutputsof theLFSRare:

0, 1, 3, 7, E, D, B, 6, C, 9, 2, 5, A, 4, 8, 0, 1, 3 ...

andtheperiodis indeed24 � 1 = 15. Notethatif thestateof theLFSReverbecomesall 1's, theoutputwill
bestuckat “F”. This is calledthelockupstateandtheLFSRshouldnotbeallowedto enterthisstate.

Although a designercanuseLFSR circuits without knowledgeof the underlyingmathematics,some
backgroundmaybeenlightening.Thederivationof thefeedbackconnectionsrequiredfor amaximallength
LFSRcomesfrom understandingof thestructureof thepolynomialring Z2[x]. Pleasereferto AppendixB
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for abrief introductionto abstractalgebra.
If the polyomial P(x) 2 Z2[x] of degreeN is primitive, then the N-bit LFSR associatedwith the

polynomialP(x) is of maximal length (i.e. hasperiod2N � 1). For example,the LFSR in Figure2.3
correspondsto theprimitivepolynomialP(x) = x4 + x3 + 1 of degree4 sincethe3rd and4th outputsare
fed backto the input. The “+1” is performedby the XNOR gatesinceadditionin Z2 is equivalentto an
exclusive OR operation.Table2.2containsa selectedlist of primitive polynomialsover Z 2[x]. A program
whichcancomputeprimitivepolynomialsfor any givenN is alsoavailablefrom [Dup02].

Somepropertiesof primitivepolynomialsareusefulto keepin mind whendesigningLFSRs

� theconstantcoef�cient of a primitive polynomialis always1, otherwise,x would divide thepolyno-
mial andsoit couldnotbeirreducible

� theminimumnumberof termsin a maximallengthLFSRis 3, sotrinomials(i.e. polynomialswith 3
nonzeroterms)requirestheleastcombinatoriallogic to implement

� if N is divisibleby 8, therearenoprimitive trinomials(but higherweightprimitivepolynomialsmay
exist).

In someapplicationssuchascryptography, it is bene�cial to usehigherweightpolynomialsto minimize
the chanceof someoneguessingthe polynomialusedfor the LFSR. Also, dependingon the application,
onemight want to polynomialto be con�gurable ratherthanhardwiredin thedesign.The block diagram
of a generalprogrammableLFSRis shown in Figure2.4. Theserpentinearrangementshown in the�gure
is commonlyusedin VLSI designsto reduceinterconnectionwire lengths.The feedbackis implemented
by bringing the outputsof all of the tapsof the delayline up in the North directionandthenin the West
direction. The logic to implementa given polynomial is donein the row 1 cells, and is customizedfor
differentpolynomialsby providing theappropriatefunctionin thelookuptable.Henceit is possibleto load
thelookuptableswhile thehardwareis operatingandchangethepolynomial.

A very long LFSRwhich implementsa high weightpolynomialrequireslong wiresto reachtheXNOR
gatefrom alargenumberof cellsaswell asa largefan-inXNOR gate.Thiscanbecomeacritical pathin the
circuit. Pipelining,asshown for thecaseof anXNOR gatein Figure2.5,caneffectively solve theproblem.
The largeXNOR calculationcanbecomputedin two or morestages.For thecaseof theLFSR,onemust
compensatefor theextradelayintroducedby thepipeliningstageby takingearliertapsin theLFSR'sdelay
line. Onemustbecarefulto initialize thepipeliningregisterto theappropriatevalue.

Theimplementationof theLFSRcell is shown in Figure2.6.Cellstake3 inputsfrom thecellswhichare
Southof them,performatablelookupto implementthefunctionandthenlatchtheresult.Theseoutputsare
all broughtto theleftmostrow 1 cell which combinesthemcombinatoriallyto form theinput to theLFSR.
Note that the leftmostrow 1 output is not pipelinedin the evaluationfunction so that thereis no needto
compensatefor its extradelay.

2.3 True Random Number Generators

Giventheimportanceof randomnumbergeneration,surprisinglyfew hardwareimplementationsof TRNGs
havebeenreported.Therearethreecommonlyusedtechniquesin theliterature,namelyoscillatorsampling,
direct ampli�cation and discretetime chaos. In the oscillator samplingapproach,period variation (i.e.
oscillatorjitter) in a low frequency clock of low quality factor(Q) is exploitedby usingit to samplea high
frequency clock. The direct ampli�cation techniquedigitizesthermalor shotnoise,usinga ampli�er and
comparator. Finally, chaoticsystemscanbeusedto produceTRNGs.
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x2 + x + 1 x3 + x2 + 1 x4 + x3 + 1
x5 + x3 + 1 x6 + x5 + 1 x7 + x6 + 1
x9 + x5 + 1 x10 + x7 + 1 x11 + x9 + 1
x15 + x14 + 1 x17 + x14 + 1 x18 + x11 + 1
x20 + x17 + 1 x21 + x19 + 1 x22 + x21 + 1
x23 + x18 + 1 x25 + x22 + 1 x28 + x25 + 1
x29 + x27 + 1 x31 + x28 + 1 x33 + x20 + 1
x35 + x33 + 1 x36 + x25 + 1 x39 + x35 + 1
x41 + x38 + 1 x47 + x42 + 1 x49 + x40 + 1
x52 + x49 + 1 x55 + x31 + 1 x57 + x50 + 1
x58 + x39 + 1 x60 + x59 + 1 x63 + x62 + 1
x65 + x47 + 1 x68 + x59 + 1 x71 + x65 + 1
x73 + x48 + 1 x79 + x70 + 1 x81 + x77 + 1
x84 + x71 + 1 x87 + x74 + 1 x89 + x51 + 1
x93 + x91 + 1 x94 + x73 + 1 x95 + x84 + 1
x97 + x91 + 1 x98 + x87 + 1 x100 + x63 + 1
x103 + x94 + 1 x105 + x89 + 1 x106 + x91 + 1
x108 + x77 + 1 x111 + x101 + 1 x113 + x104 + 1
x118 + x85 + 1 x119 + x111 + 1 x121 + x103 + 1
x123 + x121 + 1 x124 + x87 + 1 x127 + x126 + 1
x129 + x124 + 1 x130 + x127 + 1 x132 + x103 + 1
x134 + x77 + 1 x135 + x124 + 1 x137 + x116 + 1
x140 + x111 + 1 x142 + x121 + 1 x145 + x93 + 1
x148 + x121 + 1 x150 + x97 + 1 x151 + x148 + 1
x153 + x152 + 1 x159 + x128 + 1 x161 + x143 + 1
x167 + x161 + 1 x169 + x135 + 1 x170 + x147 + 1
x172 + x165 + 1 x174 + x161 + 1 x175 + x169 + 1
x177 + x169 + 1 x178 + x91 + 1 x183 + x127 + 1
x185 + x161 + 1 x191 + x182 + 1 x193 + x178 + 1
x194 + x107 + 1 x198 + x133 + 1 x199 + x165 + 1
x255 + x203 + 1 x257 + x12 + 1 x300 + x293 + 1
x337 + x282 + 1 x350 + x297 + 1 x401 + x249 + 1
x463 + x370 + 1 x511 + x501 + 1 x1020 + x559 + 1

Table 2.2: Primitive trinomials in Z2[x]. The leftmost two connections
of the polynomial should be XNOR'd together form the input of a maximal
length LFSR PRNG.
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Figure2.4: Block diagramof a generalizedprogrammableLFSR.
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Figure2.5: PipelinedXNOR circuit.
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Figure2.7: OscillatorsamplingusingD-type�ip-�op.

In 1984,Fair�eld, MortensonandCoulthart[RRK84] developedthe�rst integratedRNG basedon os-
cillator phasenoise.In thedesign,ahigh frequency oscillatorwassampledusinga low frequency oscillator.
After removing duty cycle biasesvia a parity �lter , the �ip �op outputwasfed into a linear feedbackshift
register(LFSR)basedscrambler. Thedesigngenerated27 bpsusinga 1000Hz low frequency clock. Al-
thoughourrandomsourceusesthesamemechanism,our randomnumberdesigndoesnot requirethedigital
scramblerusedin their design.

TheIntel RNGis partof theIntel 8xx chipsetstartingwith theIntel 810andis implementedin theIntel
82802FirmwareHubDevice(FWH). It usesampli�ed thermalnoiseto driveavoltagecontrolledoscillator
(VCO), andoscillatorsamplingis usedto detectthe phasenoiseof the VCO to producea digital random
source[JK99].

An FPGAimplementationof a TRNG wasanimplementationby FischerandDrutarovsky [FD02] used
a variationof oscillatorsampling.Their designwasbasedon therandomnessof jitter in ananaloguephase
lockedloop(PLL) andadecimatorwasusedto ensurethatat leastonesampleaffectingjitter wasincludedin
everyoutputdata.ThedesignwasimplementedonanAlteraAPEX EP20K200-2XFPGAwith a33.3MHz
externalclock. With an88.245MHz internalclock, it cangenerate69 kbps.For FPGAssuchastheAltera
APEX E andAPEX II deviceswhich have internalPLLs, this approachrequiresno externalcomponents.
Thedisadvantageof this approachis thatfew FPGAshave this feature.

Truerandomnumbergeneratorsbasedon chaoticsystemscanleadto very compactCMOSimplemen-
tations.In 2001,Stojanovski et al. [SPK01] implementedananalogchaos-basedRNG in a 0.8 �m CMOS
processutilizing switchedcurrenttechniques.The estimatedoutputbit rate of this designwas 1 Mbps.
AndreaGerosaet al. [GBP01] also implementeda RNG basedon a chaoticsystem. Their designwith
a pipelinedADC (analog-to-digitalconverter)occupied2:2 mm 2 silicon areaandthedesigncangenerate
8-bitsof datausinga20MHz clock.

Petrieet al., combinedoscillatorsampling,direct ampli�cation anddiscretetime chaosto producean
analogVLSI chip which wasrobust to power supplynoiseandsubstratesignalcoupling[PC00]. Imple-
mentedin 2 �m CMOS,thechipcouldproducerandomnumbersat 1.4Mbps.Thedesignoccupiedanarea
of 1:5 mm2 anddissipated3.9mW of power.

In this section,a TRNG basedon oscillatorsamplingwhich wasimplementedon anFPGAdevice will
bepresented.
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Figure2.8: TRNG circuit showing digital mixing, parity �lter andoutputbuffer.

2.3.1 TRNG Design

The TRNG operatesby samplingan accuratehigh frequency clock, Fh , with an unstablelow frequency
clock, Fl . This wasdoneusingan edge-triggeredD-type �ip-�op asshown in Figure2.7 with F l as the
clock inputandFh asthedatainput. Theoutputrateis at thefrequency of thetheslow clock,F l .

Thereareseveralfactorswhich affect therandomnessof theoutput[RRK84]. The�rst situationis that
theduty cycle of Fh maynot be 50%. In this situation,Fr will have unequalprobabilityof beingzeroor
one.An N -bit parity �lter [ECS94, RRK84] canbeusedto deskew a non-uniformdistribution. If theratio
of onesto zeroesin theraw randombitstreamis p : q thentheprobabilitythattheparity will beoneor zero
is thesumof theoddor eventermsof thebinomialexpansionof (p + q)N . This sumcanbeevaluatedto
calculatethe probability of a oneat the outputof the parity �lter andis 1

2 ((p + q)N + (p � q)N ). Since
p + q = 1, this expressionreducesto 1

2 (1 + (p � q)N ). As n increases,this expressiontendsto 0.5.
The secondfactor is the selectionof clock frequency. If the variationof the periodin F l is not large

enough,therewill be correlationbetweenbits and so the value of the output can be predictedto some
extentfrom thepreviousvalues.Previousresearchhasshown thatthestandarddeviationof theperiodof F l

shouldat leastbe0.75timestheperiodof Fh [RRK84]. ThusincreasingFh andreducingFl leadsto more
randomness.

A third factoraffectingthequalityof theRNGis therandomsourceitself. As therearebothperiodicand
aperiodicelectromagneticnoiseinsidea computersystem,theremaybecorrelationin theoutputsequence
astheresultof couplingof periodicnoisefrom thepowersupply, clocks,crosstalk,thermaleffectsetc.This
issueis notaddressedin this work.

TheTRNG circuit of Figure2.8 wasusedfor thedesign.Fh is a high frequency clock andFl is a low
frequency clock generatedby anexternalRC oscillatorcircuit. A parity �lter with 4 stageswasappliedto
theraw randombit streamto correctfor any duty cycle biases.Notethatsincetheparity �lter mustusen
independentevents,theoutputrateis reducedby a factorof n. This is implementedby only producingone
write enableeveryn cyclesasshown in theschematic.

Figure2.9 shows the schematicfor the free runningmultivibrator usedto implementthe F l oscillator
[Fra98, Alf01]. The periodof the oscillatorwill be affectedby backgroundnoisewhich is the sourceof
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Figure2.9: Low frequency clock circuit. Notethattheinverterandtwo buffersin theoscillatorcircuit were
implementedusingtheinput/outputblocks(IOBs) of theFPGA.

randomnessin the design. R2 is usedto limit the currentwhen Y hasan excursionbeyond the supply
rails i.e. without R2, thevoltageat Y would be limited to betweenVdd andGND dueto theFPGA's input
protectiondiodes.R2 shouldbechosento bemuchlargerthanR1 sothatthereis no appreciabledischarge
of C throughR2. Note that the inverterandtwo buffers in the low frequency oscillatorwereimplemented
usingthe input/outputblocks(IOBs) of theFPGA.The IOBs have hysteresiswhich serve to reducenoise
dueto slow changinginputsof theoscillator. It is possibleto addanenableto theoscillatorsothatit canbe
switchedoff to savepower.

Figure2.10shows theoutputof nodeY of theoscillatorasmeasuredwith anoscilloscope.Thehighest
voltagereachedat nodeY occursjust afternodeX switchesfrom low to high. SinceVX increasesby Vdd ,
VY increasesby thesameamountto VY = 3Vdd

2 . Chargeat nodeY thendecaysthroughR1 towardsGND
(via the outputof the inverter)with an exponentialdecayVY (t) = 3Vdd

2 e� t= (RC ) . WhenVY reachesthe
switchingpoint of thebottombuffer, i.e. VY = V dd=2, thebuffer will switch,causingVX to dropby Vdd .
This is turn causesVY to dropto � Vdd=2. ThevoltagethenrisestowardsVdd (sincetheinverter'soutputis
at Vdd until theswitchingpoint of thebottombuffer is againreached.This processrepeatsinde�nitely and
is thusanoscillator.

The resultinghalf-periodT=2 can be calculatedas Vdd
2 = 3Vdd

2 e
� T = 2

RC from which the period of the
oscillatorT = RC ln(9) canbederived.

The dual port BlockRAM actsasboth a buffer andinterface. The randombit streamis written to the
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Figure2.10:Oscilloscopetraceof oscillatornodeY.

memorythroughport A via theFl clock. ThePRNGcircuit readstheoutputvia port B usingtheFh clock.
TheTRNG circuit alsocontainsa counter(notshown in Figure2.8)whoseoutputis usedastheaddressfor
theBlockRAM.

An implementationof theRNGwassynthesizedandimplementedusingSynopsysFPGACompilerand
Xilinx Alliance respectively. The FPGA platform usedwasa PilchardFPGA card(seeChapter4) which
usesthe SDRAM bus insteadof thePCI bususedin conventionalFPGA boards,andthe externalpassive
componentsusedfor the low frequency oscillator (R1, R2 andC in Figure2.9) werebuilt on a daughter
card.TheFPGAusedwasa Xilinx Virtex XCV300E-8device.

Table2.3summarizestheresourceutilizationandperformanceof theTRNGand1024-bitPRNGdesign
including the host interface. The designoccupieslessthan10% of the logic resourcesof a Xilinx Virtex
XCV300E-8FPGA.Thehigh frequency clock of theTRNG canoperateat over 400MHz, andthePRNG
operatesat133MHz. In theexperimentsdescribedbelow, thePRNGwasclockedat133MHz andtheTRNG
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Table2.3: Implementationsummary(Xilinx XCV300E-8).

Design Period Slices BRAM
Design (ns) (% XCV300) (% XCV300)
TRNG 2.310 15 (1%) 1 (3%)
PRNG 7.212 307(10%) 1 (3%)
Both 7.280 310(10%) 2 (7%)

Table2.4: Low frequency clockmeasurements.

Frequency std(period)
Hz ns

3.74k 3.7
6.75k 8.5

13.83k 26
54.82k 42
91.91k 81

at266MHz by doublingthe133MHz clockusingadoubleddelaylockedloop(DLL). Thefrequency of the
low frequency clock is variable.

For n=1024,eachiterationrequires35 ms.Sincethelast8-bitsareusedasrandomdata,thethroughput
of thedesignis 225bps.

For all experimentsin this andthe following randomnesstests,a 50 V monolithic ceramic0:01�F �
20%bypasscapacitorwasusedfor C andall resistorswerediscretecarbonresistors,A muchlargerperiod
variationwasobservedif a variableresistorwasusedfor R1, sodiscretevaluedresistorswereusedfor all
measurements.The valuesof R1 rangedfrom 90 
 to 2 k
 resultingin frequenciesof 18-265kHz. The
R2 resistorwaschosento be 30 k
 . The squarewave outputof the low frequency clock wasbufferedin
theFPGAandthebuffer outputwasmeasuredusinga digital oscilloscopeto obtainstatisticson theperiod
variation.Thebuffering wasdoneto ensurethatthemeasurementprocessdid not affect thenoiselevelsin
thelow frequency clockgeneratorcircuit.

Table2.4summarizesexperimentsin whichthestandarddeviationof theperiodfor differentR1valuesin
thelow frequency clockwasmeasuredusingthestatisticalfeatureof a500MHz, 2 Gs/sHPIn�nium 54820A
oscilloscope.As canbeclearlyseenfrom thetable,low frequenciesleadto largerstandarddeviation in the
period. It is reasonableto assumethatthelargertheperiodvariation,themorerandomtheresultingoutput
bitstreamandthuslower frequencieswill leadto higherdegreesof randomness.

2.3.2 NIST TestSuite

For theNIST testsuite(version1.4),all parametersweresetaccordingto therecommendationsin [A. 01]
andthetestsequenceswere1 Mbit in size.Thesamplesize,i.e. thenumberof bit sequencesto passthetests
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Table2.5: NIST RNG testresultsummaryfor thePRNGandTRNG at differentlow frequency oscillator
values.Failedtestsareshown in bold.

Test P-value
PRNG 265kHz 151kHz 115kHz 52kHz 36.8kHz 18.8kHz

Frequency 0.739918 0.000439 0.008879 0.739918 0.739918 0.534146 0.122325
Block
Frequency 0.004301 0.000000 0.000000 0.035174 0.350485 0.534146 0.739918
Cusum-Forward 0.066882 0.000000 0.000001 0.534146 0.911413 0.350485 0.213309
Cusum-Reverse 0.350485 0.000000 0.000089 0.534146 0.739918 0.911413 0.066882
Runs 0.911413 0.000000 0.534146 0.350485 0.739918 0.911413 0.739918
LongRun 0.066882 0.739918 0.911413 0.739918 0.122325 0.350485 0.350485
Rank 0.739918 0.350485 0.739918 0.911413 0.911413 0.534146 0.739918
FFT 0.122325 0.534146 0.350485 0.122325 0.739918 0.350485 0.350485
Aperiodic
Templates 0.350485 0.035174 0.739918 0.534146 0.350485 0.991468 0.122325
Periodic
Templates 0.534146 0.213309 0.213309 0.350485 0.739918 0.122325 0.035174
Universal 0.066882 0.066882 0.350485 0.122315 0.350485 0.739918 0.122325
Approximate
Entropy 0.350485 0.000003 0.350485 0.911413 0.534146 0.911414 0.213309
Random
Excursions 0.017639 0.521333 0.981557 0.703204 0.867916 0.294149 0.017639
Serial1 0.350485 0.000001 0.534146 0.911413 0.122325 0.350485 0.122325
Serial2 0.213309 0.213309 0.066882 0.350485 0.534146 0.534146 0.350485
LempelZiv 0.066882 0.008879 0.213309 0.739918 0.911413 0.350485 0.534146
Linear
Complexity 0.350485 0.534146 0.066882 0.739918 0.534146 0.350485 0.991468

was10. Table2.5summarizestheNIST testresultsfor thePRNGandfor theTRNGatdifferentfrequencies.
The signi�cancelevel � waschosento be thedefault of 0.01(99% con�dence)so a testhaspassedif the
P-valueis largerthanthis number. Failedtestsareshown in bold. It canbeseenthattheTRNG passesthe
NIST RNGtestsuitewhenthelow frequency oscillatoris 115kHz or lower, correspondingto a throughput
of 115=4 = 29kbps. ThePRNGalsopassesall NIST tests.

2.3.3 Diehard TestSuite

Although theDiehardtestsuiteis oneof the mostcomprehensive publically availablesetsof randomness
tests,unfortunatelythereare no well-de�ned passcriteria. Intel calculatedthat the entire 250 test suite
passeswith a 95% con�denceinterval for P-valuesbetween0.0001and0.9999[Int99], and this method
wasusedfor our testing.It is alsointerestingthatin the“diehard.doc”notesof theDieharddistribution,Dr
Marsagliasays,“I hopeyou will inform me of results,goodor bad,of new kinds of generatorsyou have
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Table2.6: DiehardRNGtestresultsummaryfor thePRNGandTRNG at differentlow frequency oscillator
values.Failedtestsareshown in bold.

Test P-value
PRNG 265kHz 151kHz 115kHz 52kHz 36.8kHz 18.8kHz

BirthdaySpacings 0.730825 0.224016 0.774836 0.854676 0.011842 0.457606 0.605795
Overlapping5-Permutation 0.049365 0.512160 0.605900 0.007404 0.242983 0.892583 0.519530
BinaryRank(31x31) 0.499906 0.616320 0.723351 0.740576 0.706765 0.450976 0.264369
BinaryRank(32x32) 0.937286 0.589322 0.818277 0.452702 0.340073 0.512985 0.519530
BinaryRank(6x8) 0.946102 0.928782 0.166910 0.992197 0.558210 0.652454 0.264369
Bitstream 0.05040 1.00000 0.43382 0.83427 0.54249 0.17241 0.20124
OPSO 0.7242 0.8957 0.9886 0.6214 0.7938 0.7311 0.9808
OQSO 0.4403 0.4470 0.2539 0.7497 0.3784 0.3875 0.0952
DNA 0.6235 0.4271 0.1613 0.9202 0.5149 0.7231 0.3713
SteamCount-the-1 0.895581 0.998743 0.801343 0.418211 0.987518 0.225811 0.915539
ByteCount-the-1 0.373290 0.600272 0.646492 0.599296 0.992857 0.872483 0.395120
parkingLot 0.089494 0.322808 0.246694 0.863809 0.585747 0.287980 0.246216
Min. Distance 0.841020 0.684397 0.232250 0.541518 0.999991 1.00000 0.994580
3D Spheres 0.611194 0.131376 0.332614 0.668792 0.891787 0.093055 0.928373
Squeeze 0.954492 0.738270 0.268667 0.147953 0.801557 0.311240 0.426530
OverlappingSums 0.855183 0.691566 0.469958 0.926731 0.669721 0.06766 0.436228
Runsup 0.045029 0.743994 0.679103 0.479088 0.381046 0.607365 0.587124
Runsdown 0.473325 0.289460 0.350040 0.328526 0.095483 0.632704 0.837897
Craps 0.668026 0.843023 0.330808 0.106158 0.719738 0.233184 0.310008

tested,particularlydeterministicgenerators,but alsotheoutputof physicaldevices. (I have foundnoneof
thelatterthatgetpastDIEHARD, andwould like to learnof any thatdo.)”.

TheDiehardtestresultsaresummarizedin Table2.6.At 36.8kHz and52kHz, thetestwhich fails is the
minimumdistancetest. Theminimumdistancetestis asfollows, “ It doesthis 100times:: choosen=8000
randompointsin a squareof side10000. Find d, the minimumdistancebetweenthe (n2 � n)=2 pairsof
points. If the pointsare truly independentuniform, thend2, the squareof the minimum distanceshould
be(very closeto) exponentiallydistributedwith mean.995.”. We feel thata failureof this singletestwith
P-value> 0:9999wouldnot compromisea RNGin any way.

It wasfoundthatfor frequenciesbelow 151kHz (with theexceptionof 52kHz and36.8kHz), theTRNG
passesthetestsuite.ThePRNGrandomsequencesalsopassestheDiehardtest.

TheTRNGdesigndemonstratesamethodfor producinghighqualitynon-deterministicrandomnumbers.
Comparedwith previous techniques,this methoddoesnot useany specialfeaturesof the FPGA andthus
canbe implementedon any CPLD or FPGA device. The PRNGshows that a highly secureRNG canbe
implementedwith very small arearequirements,both designstogetherplus the host interfaceoccupying
just 310Virtex slices.TheBBS algorithmchosenlendsitself to anareaef�cient serialarchitecture,which
greatlyreducescircuit size,admittedlyat theexpenseof speed.Themaximumbitrateof theTRNG which
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couldpasstheNIST andDiehardtestsuiteswere29 kbpsand4.7 kbpsrespectively. We recommendthat
theTRNG beusedat or below 29 kbps,andbelow 4.7kbpsfor veryhigh securityapplications.ThePRNG
passesbothDiehardandNIST testsandachievesanoutputrateof 225bps.

Both designswereintendedfor embeddedcryptographicapplicationswherethe randomnumbergen-
eratoris integratedon the samechip asothercryptographichardware. Including an internalhigh quality
randomnumbergeneratormayalsoimprovesecurityby keepingseedsandkeys internalto thedevice.



Chapter 3

Computer Arithmetic

3.1 Number Representation

In this section,a review of theintegerand�oating pointnumbersystemsarepresented.Theseareby far the
mostcommonlyusednumbersystemsin recon�gurablecomputing,�x edpoint beingusedfor applications
in which good precisionand low hardwarerequirementsare necessary, and �oating point being usedin
situationswherea largedynamicrangeis required.

3.1.1 Integers

UnsignedIntegers

Unsignedintegersareusedto representthe nonnegative integers. An N -bit unsignedinteger hasa range
[0; 2N � 1] andcanbedescribedin binaryform, with ui thei ' th binarydigit as

U = (uN � 1uN � 2 : : : 0); ui 2 f 0; 1g:

This representsthenumber

U =
N � 1X

i =0

ui 2i :

Two'sComplementIntegers

Thetwo'scomplementrepresentationis themostwidely usedrepresentationfor integers.Therepresentation
is similarto thatfor unsignedintegersexceptthatthemostsigni�cant bit hasaweightingof � 2N � 1. A two's
complementintegerX of wordlengthN canberepresentedin binaryform, with x i thei ' th binarydigit as

X = (xN � 1xN � 2 : : : 0); x i 2 f 0; 1g:

X hasa rangeof [� 2N � 1; 2N � 1 � 1] andrepresents

X = � xN � 12N � 1 +
N � 2X

i =0

x i 2i

35
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Two'sComplementFractions

Thetwo's complementintegerrepresentationcanbegeneralisedto representfractional�oating point num-
bersby scaling. A two's complementfraction is representedasa pair (N ; F ), whereN is thewordlength
andF is thefractionalwordlength.Themostsigni�cant N � F bitsof thenumberrepresenttheintegerpart
andtheremainingF bits arethefractionalpartof thenumber

Y = (

integer
z }| {
aN � 1 : : : aF

fraction
z }| {
aF � 1 : : : a0):

Thiscorrespondsto ascalingof thetwo'scomplementintegerrepresentationby thefactorS = 2� F andthe
two'scomplementfractionnumberY represents

Y = 2� F � (� xN � 12N � 1 +
N � 2X

i =0

x i 2i )

Note that the two's complementfraction (N ; 0) correspondsto the two's complementinteger caseand
(N ; N ) hasarangeof [� 1; 1).

Addition andsubtractionof two's complementfractionsare the sameas for two's complementinte-
gers. For multiplication anddivision, sincea scalefactor is introduced,direct two's complementinteger
multiplicationchangestheformatof theresultwhich, in general,needsto berescaled.

Exercise3.1.1.1 Developa �xed point classor a set of �xed point subroutineswhich will allow you to
performthe+ ; � ; � ; � operationsonarbitrary precisiontwo'scomplementfractions.

Exercise3.1.1.2 We wishto computean approximationto � usingtwo's complementfractionsandthethe
Gregory-Leibnizseries:

� = 4 tan� 1 1

= 4
1X

n =0

(� 1)n

2n + 1
:

Using thesoftware developedin Exercise3.1.1.1,determinethe relativeerror for different two's com-
plementfractionwordlengths(choosean integer wordlengthsothatover�ow will neveroccur).Whatis the
smallestformatof thetwo'scomplementfractionformatwhich will give� to 0.1%accuracy?

3.1.2 Floating Point

Floatingpoint numbersareanapproximationto therealnumbersandoffer wider dynamicrangethan�x ed
point numbers,at the expenseof reducedprecisionand larger implementationcomplexity and area. In
thestandardIEEE 754standard[IEE85] format, three�elds areusedto representa �oating point number
and it can be representedas the pair (N ; F ) whereN is the total wordlengthand F is the wordlength
of the signi�cant (also known as the mantissa). The most signi�cant bit is a sign bit A, the following
J (= N � F � 1) bits,bi encodetheexponent�eld B andtheremainingF bitsci encodethemantissa�eld
C

Z = (
A

z}|{
a0

B
z }| {
bJ � 1 : : : b0

C
z }| {
cF � 1 : : : b0):
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A representsthesignS where

S =
�

+1 if a0 = 0
� 1 if a0 = 1

TheunsignedintegersB andC areencodedrepresentationsof theexponentandmantissarespectively. The
exponentE , is storedin abiasedrepresentationwith E = B � (2J � 1 � 1). For normalisednumbers,B 6= 0
andthesigni�cand is representedby M = 1 + C � 2� F . This is a two's complementfraction(F + 1; F )
with themostsigni�cant bit beingimplicitly setto 1. If B = 0, it is calledadenormalisednumber, andthere
is no implicit 1 in the(F; F ) fraction.

Thenumberrepresentedis givenby

Z =

8
>><

>>:

S � 2E � M if (0 < B < 2J � 1)
S � 2E � (M � 1) if (B = 0)
S � 1 if (B = 2J � 1 andC = 0)
N aN if B = 2J � 1 andC 6= 0):

Logarithmic Number System

Thelogarithmicnumbersystem(LNS) is a specialcaseof �oating point in which themantissais always1
(i.e. only thesignandexponent�elds areused).It hastheadvantagesof simpli�ed implementationat the
expenseof reducedprecision.For anN bit LNS number, themostsigni�cant bit is azero�ag, Z . Z is setif
thenumberis zero(sincethereis no log of zero),otherwisereset.Thenext mostsigni�cant bit is usedfor a
signbit andtherestof thenumberis thebase2 logarithmof themagnitudeof thenumberto berepresented
in (N � 2; F ) two'scomplementfractionformat. If E is thevalueof this two'scomplementfractionandS
is de�ned asfor �oating point, then

L =
�

0 if Z = 1
L = S � 2E if Z = 0

3.2 The CORDIC Algorithm

The COordinateRotationDIgital Computer(CORDIC) algorithm [Vol59, Wal71, And98] is an ef�cient
methodfor computingtrigonometric,hyperbolic,linearandlogarithmicfunctionsusingonly shift andadd
operations.

Recallthatavector, [x; y] canberotatedby anarbitraryangle� to form [x0; y0] usingtheequations:

x0 = x cos(� ) � y sin(� ) (3.1)

y0 = y cos(� ) + x sin(� ): (3.2)

Theaboveequationcanberearrangedto obtain:

x0 = cos(� )(x � y tan( � )) (3.3)

y0 = cos(� )(y + x tan( � )) : (3.4)

In theCORDICalgorithm,the tan valuesrequiredaremadeto bepowersof two which canbe imple-
mentedasa seriesof shift operations,i.e. tan( � ) = � 2� i . The vector is rotatedin a numberof steps
decreasingin sizeto a certainangle. This is similar to a binary searchwherein eachiteration,a decision
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is madeon whetherto addor subtracta decreasingpower of two until thetotal angleshiftedis equalto the
valueof � .

Thusthecomputationof therotationis brokenup into n iterations:

x i +1 = K i (x i � (yi di 2� i )) (3.5)

yi +1 = K i (yi + (x i di 2� i )) : (3.6)

wheredi = � 1 andK i = cos(tan � 1 2� i ) = 1=
p

(1 + 2� 2i ). Note thereis no dependenceof K i on di

sincecos(x) = cos(� x). Also notethat the above iterationscanbe simpli�ed by ignoring the K i factor
duringtheiterationsandthencorrectinglaterby multiplying by 1=K where

K =
nY

i =1

1
p

(1 + 2� 2i )
; (3.7)

whichapproaches0.6073asn approachesin�nity .
In orderto decideon which valueof di to chooseat eachiteration,oneneedsto keeptrackof theangle

thevectorhasbeenrotatedthrough.z0 is initialized to � anddecreasestowardszero. Thustherotationis
computedby theequations:

x i +1 = x i � (yi di 2� i ) (3.8)

yi +1 = yi + (x i di 2� i ) (3.9)

zi +1 = zi � di tan � 1(2� i ) (3.10)

(3.11)

where

di =
�

� 1 if zi < 0
+1 otherwise

(3.12)

A correctionfor the K factorcanbe madeat the endof the CORDIC algorithm,andtan � 1(2� i ) canbe
computedusingann entrylookuptable.

After theCORDICalgorithmcompletes,

xn =
1
K

(x0cos(z0) � y0sin (z0)) (3.13)

yn =
1
K

(y0cos(z0) + x0sin (z0)) (3.14)

zn � 0: (3.15)

Apart from usingtheCORDICalgorithmto performvectorrotation,usingtheaboveequations,onecan
calculatesin andcossimultaneouslyby settingy0 = 0 andx0 = K . Thenxn andyn becomecos(z0) and
sin(z0) respectively.

The modejust described,in which z is initialized to � andzn is minimized,in known asthe rotation
mode. In vectoringmode, yn is minimizedusingthesameequationsasEquation3.8,with di beingiterated
as:

di =
�

+1 if yi < 0
� 1 otherwise:

(3.16)
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After n iterations,

xn =
1
K

p
(x2

0 + y2
0) (3.17)

yn � 0 (3.18)

zn = z0 + tan � 1(y0=x0): (3.19)

Thusthis modecanbeusdfor computingtan � 1(y0) aswell asthemagnitudeof avector 1
K

p
(x2

0 + y2
0).

TheCORDICalgorithmcanbeusedwith linearfunctions:

x i +1 = x i � 0(yi di 2� i ) = x i (3.20)

yi +1 = yi + (x i di 2� i ) (3.21)

zi +1 = zi � di 2� i (3.22)

(3.23)

and

di =
�

� 1 if zi < 0
+1 otherwise:

(3.24)

gives

xn = x0 (3.25)

yn = y0 + x0z0 (3.26)

zn � 0; (3.27)

which is amultiply andaccumulatefunction,andfor

di =
�

+1 if yi < 0
� 1 otherwise:

(3.28)

givesadivision, i.e.

xn = x0 (3.29)

yn = y0 (3.30)

zn = z0 � y0=x0: (3.31)

For linearfunctions,noscalingcorrectiondueto K arenecessary.
If thehyperbolicarctangenttanh � 1 is usedin Equation3.8,sinh; cosh; exp andln canall becomputed.
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Chapter 4

Pilchard

4.1 Intr oduction

Recon�gurablecomputing(RC)exploitsthereprogrammablenatureof �eld programmablegatearray(FPGA)
devicesto performcomputing.The hardwaredesignimplementedon the FPGA canusuallyoperatewith
a level of parallelismmuchhigher than that achievable in software. In many cases,the FPGA actsasa
coprocessorfor ahostpersonalcomputer(PC)whichprovidesdatato theFPGA.

RC systemscan be implementedwith shorterdevelopmenttimes and lower cost than an equivalent
customVLSI chip, yet have provedto be the fastestor mosteconomicalway to solve certainproblemsin
DNA sequencematching,signalprocessing,emulationandcryptography[DeH00].

Unfortunately,currentbustechnologyhasnotkeptpacewith improvementsin FPGAandmicroprocessor
technology. AlthoughFPGAsystemscanoperateat clock frequenciesover 100MHz andmicroprocessors
operateabove1 GHz,standardPCIbustechnologylagsbehind.Thespeedof acoprocessorsystemis often
limited not by thespeedof theFPGAcircuit, but by theinterconnectingbusbetweentheprocessorandthe
FPGAboard.An exampleof suchasystemis our62MB/s implementationof theIDEA cipherwhichcould
only achieve 4.9MB/s without DMA througha CardBusinterface[LCTL00]. Otherimplementationssuch
asa 1.2GB/simplementationof DES[Pat00] wouldalsocertainlybebottleneckedby thePCIbus.

Althoughserverclassmachinesemploy thehigherspeed,higherbandwidth64-bit,66 MHz PCI64bus,
themajority of personalcomputersstill usetheoriginal 32-bit, 33 MHz PCI32buswhich hasa maximum
transferrateof 132MB/s. Many manufacturersof recon�gurablecomputinghardwarehavenotyetupdated
theirdesignsto supportPCI64.In thefuture,machinewill usethePCI-X speci�cationwhich is a64-bitbus
operatingat 133MHz andhencehasa maximumthroughputof 1064MB/s.

In any balancedPCor workstation,thememorybandwidthis higherandof a lower latency thanthatof
theperipheralbus.This is becausememoryaccessesaremademuchmorefrequentlythaninput/output(I/O)
requests.As an example,the standarddual in-line memorymodules(DIMM) usedeven in low-endPCs
operateat either100MHz or 133MHz with 64-bit data,providing a maximumbandwidthof 1064MB/s.

To addressthe PC/FPGAbandwidthissue,a DIMM basedrecon�gurablecomputingplatform called
“Pilchard” (notanacronymbut namedaftertheWesternAustralianPilchard,Sardinopssagaxneopilchardus,
a small,cheapandabundantbait�sh which is animportantpartof thefood chain)[PMO+ ar]. Pilchardwas
developedwith thefollowing designgoals

� achievehigherbandwidthandlower latency thantraditionalPCIbasedRCsystems

41
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� few componentsandlow cost,facilitatingits usein educationalandresearchapplications

� operateon low-endPCmotherboards

� supportXilinx Virtex andVirtex–EFPGAs

� allow connectionof memoryand/orperipheralsvia adaughtercard

� ableto takeadvantageof Pentiumwrite combiningfeaturesfor improvedthroughput

� usea simpleregisterbasedinterfacefor simpleinterfacing

� usestheLinux operatingsystem

� usermodeprogramscanaccesstheboardvia a simpleyetef�cient mmap() basedscheme.

In this chapter, the Pilchardsystem's designis presented,its performanceis comparedwith that of a
PCI32recon�gurablecomputingcardandanimplementationof thedataencryptionstandard(DES)on the
Pilchardboardis described.

4.2 Pilchard Hardware Design

A block diagramof thePilchardboardis shown in Figure4.1. ThemaincomponentsaretheFPGA,FPGA
bitstreamdownloadanddebug interface,con�guration PROM interfaceandan expansionheaderwhich is
usedfor connectionto a logic analyzeror interfacingto otherperipheralor memorydevices.Thelogic for
theDIMM memoryinterfaceandclockgenerationis implementedin theFPGA.

The boardcanbe populatedwith any Virtex or Virtex–E device in a PQ240or HQ240package.This
currentlyrangesfrom theXCV150 to XCV1000Edevices.

A photographof thepopulatedPilchardboardis shown in Figure4.2. As canbeseenfrom thepicture,
a minimalnumberof componentsareusedandtheonly expensivecomponentis theFPGA.

4.2.1 DIMM Interface

The Pilchardboardwasdesignedto be compatiblewith the168pin 3.3 Volt, 133MHz, 72-bit, registered
synchronousDRAM in-line memorymodules(SDRAM DIMMs) PC133standard[Int98, IBM99]. Since
thepinoutsarethesameasthe66/100MHz DIMM, thePC100standardcanalsobesupported.ThePC133
standardsupports64 MB, 128 MB, 256 MB, 512 MB and1 GB capacitieswhich offers amplespacefor
memorymappedI/O.

Printed Cir cuit Board

Thenominaldimensionsof astandardDIMM cardare133:37� 38:12� 1:27mm. However, aVirtex PQ240
device is 32� 32mmin sizesoit wasnotpossibleto usea standardsizedDIMM card.ThePilchardboard
is 133:37� 70:39� 1:27mm,roughlydoubletheheightof a standardDIMM card.

The printed circuit boardis a 6 layer, 50
 impedancecontrolledFR4 board,designedin-houseand
manufacturedby a third party. The stackis organizedasS/1.8/G/G/3.3/S.The small numberof layersis
a direct consequenceof our decisionto useFPGAsin the PQ240package.An addedadvantageof using
PQ240devicesis thathandsolderingof theboardis possible.Thebypassingcircuits(seeAppendixA) were
designedusingsuggestionsfrom Xilinx' s literature[Xil99].
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Figure4.1: Block diagramof thePilchardboard.
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Figure4.2: Photographof thePilchardboard.
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An expansionheaderconnectedto 25 generalpurposeI/O pins of the FPGA is supplied. This header
wasdesignedto connecteitherto a logic analyzer(for debuggingpurposes),or to enabledaughterboards
with memoryor otherperipheralchipsto beconnectedto thePilchardboard.

Serial PresenceDetect

The PC133DIMM standardincludesa mandatoryserial presencedetect(SPD) interface[JEDr9] which
allowsa DIMM cardto describeits con�gurationto thePC.ThePC's BIOS interrogateseachDIMM slot's
SPDto determinethepresenceor absenceof a card,its timing parametersandits size. It thenperformsa
memorytestonall availablememorybeforeproceedingwith therestof thebootprocess.

Thememorytestdescribedabove providesanobstaclefor a non-memorycard,particularlyif thecard
doesnothavesuf�cient memoryonboardto completelymimic anormalDIMM. A possiblesolutionwould
beto modify theBIOS sothat it doesnot performa memorytest,however, this is very dif�cult to do when
thesourcecodeto theBIOS is not available. It is alsomotherboardandBIOS dependent,hencedifferent
machineswould needto bepatcheddifferently.

Oursolutionto thisproblemis to allow themachineto bootnormally. ThePilchardboarddoesnothave
SPDsotheBIOS identi�es theslot asanemptyslot. Oncetheoperatingsystemhasbeenbooted,thePC's
chipsetregistersaremodi�ed via a device driver (seeSection4.3) to enableoperationof the DIMM slot.
Althoughthis techniqueis alsodependenton thePC's chipset,it canbeeasilydonefor any chipsetwhich
hasadequatedocumentationof its memorycontrollerregisters(seeSection4.2.4for motherboarddetails).

SDRAM Controller

We havedevelopedaninterfacegeneratorthatproducessimpleyetef�cient interfacesbetweenuserdesigns
andthedevicedriver. Thegeneratorreadsasimplecon�guration�le andemitsVHDL codethatimplements
theinterface.

Commandswhich canbesentfrom themotherboardto theDIMM areCOMMAND INHIBIT (NOP),
NO OPERATION (NOP), ACTIVE (Selectbankandactive row), READ (Selectbankandcolumn,start
READ burst),WRITE (Selectbankandcolumn,startWRITE burst),BURSTTERMINATE,PRECHARGE
(deactivaterow in bank),AUTO REFRESH,LOAD MODE REGISTER,Write Enable/OutputEnableand
Write Inhibit/OutputHigh-Z [Mic99]. In thecontext of amemorymappeddevice,mostof thesecommands
can be ignored. Simpli�cations were madeto the SDRAM controller to reduceits complexity without
reducingfunctionality.

The interfaceto a user's core designconsistsof two parts,namelythe PC-to-coreinterfaceand the
core-to-PCinterface.Thearchitectureof theinterfaceis illustratedin Figure4.3.

A SDRAM multiplexesits addressinputsto save pinsandhenceaddressesaredecomposedinto banks,
rows andcolumns.Althougha typical SDRAM hasmegabytesof addressspace,memorymappedperiph-
eralsnormallyusefew registers.Hencein thepresentdesign,theinterfaceinterpretsonly the8-bit column
addresses.Row andbankselectcommandsarethusignoredby theSDRAM controller. Thecontrollercould
bechangedto handlerow andbankselectioncommandsandlatchtheir valuesto form a full addressshould
theneedarise.

Theinterfaceusesfour controlsignalsfrom theDIMM interface,namelyS (select),RAS (row address
strobe),CAS (columnaddressstrobe)andWE (write enable)to generatethe appropriateboardreadand
write signals. Both the interfacescanbe independentlycon�gured asregisters,a BlockRAM or a direct
connection.Theregistercon�guration supportsup to 28 = 25664-bit registers.TheBlockRAM con�gu-
rationusesa 256� 32-bit dual-portBlockRAM. With dual-portBlockRAMs the internalcorecanoperate
at a differentclock ratethanthe133MHz DIMM interface.Thedirectconnectioncon�gurationis a simple
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Figure4.3: Architectureof PC–FPGAinterface.
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bypassbetweentheinput andtheoutputof theinterface.Theadvantageof theregistercon�gurationis that
thecorehassimultaneousaccessesto all memorylocation.Theadvantageof theBlockRAM con�guration
is its reducedareaoverhead.Thedirectconnectioncon�guration requriesminimal area(for example,only
2 Virtex slicesarerequiredif bothinterfacesarecon�guredasdirectconnection),but it requiresthecoreto
decodetheaddressbusby itself.

A minimal 64-bit Pilchardinterfacerequiresonly 2 Virtex slicesto generatethe board's READ and
WRITE signals.Latchingof the addressanddatabusesareperformedin the input-outputblocks(IOBs).
RegistersandBlockRAMsusedfor interfacingpurposesrequireadditionalresources.In contrast,theXilinx
LogiCOREPCI64interfaceuses300–350slices[Xil00e].

4.2.2 Clock Generation

Theonlyclockinputto theFPGAis thatsuppliedby theSDRAMinterface.This133MHz clockis deskewed
usinga high frequency delay locked loop (CLKDLLHF) within the Virtex chip [Xil00f ]. It can also be
divideddown insidetheFPGAandmultipliedby anotherDLL to generatedifferentfrequencies.

4.2.3 Downloading and Debugging

Bitstreamsaredownloadedto thePilchardsystemvia aXilinx Xcheckeror Multilynx cable[Xil00f ]. Down-
loadingvia the DIMM bus wasnot incorporatedin the prototype. Futureversionswill usea secondpro-
grammablelogic device to enabledownloadingvia the DIMM bus,andwe will alsodevelopa methodto
downloadthebitstreamfrom Linux. Readbackandsinglesteppingvia theMultilynx cableis alsosupported.
Thecircuit usedis shown in Figure4.4.

Optionalcon�guration PROMs arealsosupportedso thatoncea designhasbeencompleted,it canbe
placedin PROMs andautomaticallydownloadeduponpowerup. It is currentlynot possibleto downloada
bitstreamto thePilchardsystemvia theDIMM businterface.

4.2.4 PC Motherboard

For all the resultsdescribedin this paper, anASUSCUSL2–Cmotherboardusingthe Intel 815EPchipset
wasused.Importantfeaturesof this motherboardare

� it supports133MHz SDRAM and100MHz SDRAM

� theIntel 815EPchipsetis well documented

� it has3 DIMM slotsandhencesupportscon�gurationswith oneDIMM memorycardandeitherone
or two Pilchardboards

� it supportsIntel PentiumIII CoppermineandIntel Celeronprocessors

� it is a low costdesktoptypemotherboard.

Notethat for Pilcharddesignswhich cannotmeeta 133MHz interfacetiming constraint,it is possible
to usethePilchardboardat 100MHz via dip switchsettingson themotherboard.Unfortunately, this also
limits thespeedof memoryaccessesto 100MHz.
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Figure4.4: Multilynx cableconnections.
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4.3 Operating SystemInterface

A simpleLinux devicedriverwasdevelopedwhichallowsusermodeprogramsto accessthePilchardhard-
ware.Althoughthis driverwastestedonly with Linux 2.2and2.4kernels,portsto otheroperatingsystems
andLinux versionsshouldbetrivial.

During initialization, the device driver is responsiblefor programmingthe PC chipset's memorycon-
troller registersto enablethePilchard'sDIMM slot. This fools themotherboardinto thinking thattheslot is
populatedwith a DIMM memorycardandaccesscyclesdirectedto this portionof thememoryspacewill
generateappropriatesignalsin theDIMM slot.

A userinterfaceusingtheUNIX mmap() systemcall hasbeendeveloped.Userprogramscanaccess
thePilchardboard's registers,by performingammap() call whichmapsvirtual addressesin theuserspace
to thebusaddressof thePilchardboard.Following thisprocess,theusercanmanipulatetheregistersof the
Pilchardboarddirectly without incurringtheoverheadof a systemcall.

4.3.1 Memory CacheControl

Centralprocessingunit (CPU)cachingof readsandwritesto Pilchardregisterscouldleadto incorrectresults.
TheIntel PentiumPro,PentiumII andPentiumIII hasaMemoryTypeRangeRegister(MTRR), accessible
from Linux, which allows differentmemoryregionsto beof differenttypes[Int00]. MTRRscanbeeasily
manipulatedunderLinux via the/proc/mtrrinterface.

The“Uncacheable”memorytypeguaranteesthatall readsandwriteswill appearon thesystembus in
thesameorderastheprogram.Furthermore,nospeculativememoryaccesses,page-tabletalksor prefetches
of speculatedbranchtargetswill occur[Int00]. Althoughthemostconservative, it alsoleadsto the lowest
performance.

The“Write Combining”(WC) memorytypeallows32-bitwritesto bedelayedandlatermergedtogether
in write-combiningbuffers. It is typically usedto improve theperformanceof framebuffers for graphics.
Uponreachinga serializingeventsuchasa readfrom anuncacheablelocation,thewrite-combiningbuffer
is �ushed in anef�cient manner. For example,whena WC buffer becomesfull, theprocessorwill evict the
buffer to systemmemoryin a singlebursttransactionof 64-bit writes[Int00]. As will beseenin theresults
section,carefuluseof theWC memorytypecanleadto greatlyimprovedperformance.Theperformance
achievedin thesedifferentmodesarediscussedlaterin Section4.4.WC wasnotusedonourboardfor reads
sincethis modeallows speculative readswhich could interferewith memorymappedreadcyclesthathave
sideeffects.Thiswasachievedby usingdifferentaddressregionsfor readsandwriteswith theirMTRRsset
to uncacheableandWC respectively.

4.4 Results

Theperformanceof thePilchardboardusinganXCV300–6FPGAwascomparedwith a PCI32boardalso
usingan XCV300–6device. The PCI boardusedthe Xilinx REAL 64/66PCI LogiCOREV3.0 [Xil00e]
for its PCIcontroller. All theexperimentspresentedin this sectionweremeasuredon thesamemachine,an
AsusCUSL2motherboard(Intel 815EPchipset)with 800MHz PentiumIII processorand32-bit PCI slots
(the 64-bit PCI cardwasusedin a PCI32slot in backwardscompatiblemode). All testswereconducted
with theDIMM slotoperatingat133MHz.

Unfortunately, sinceour Linux driver for the PCI carddid not supportDMA, its performancein this
modecouldnotbetested.DMA wouldcertainlyoffer betterperformancefor largeblocks,however, thereis
a largeoverheadassociatedwith settingupDMA transactions.
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All testingfor PCIandPilchardwasperformedvia a Linux loadablekernelmoduledevicedriverwhich
ensuresthat thebestperformancewasachieved. Memory transferswereperformedusingthememcpy()
kernelfunction.For all of themeasurementsbelow, theLinux kernelfunctiondo gettimeofday() was
usedto performtiming andtheresultsre�ect all associatedsoftwareoverheads.

4.4.1 Throughput Measurements

A simpledesignwasusedto measurethe I/O performanceof thePilchardboard. In this design,readand
write cyclescausethe lower andupper32 bits of a 64 bit registeron thePilchardcardto be incremented.
Uponcompletionof thebenchmark,thenumberof readsandwritesarereadbackto thePCto verify thatall
thedataweretransferred.

Write Benchmark

Thewrite benchmarkwasconductedby performing220 = 104857632-bit writes to blocksof consecutive
memorylocationsontherespectivecards.This testwasconductedwith MTRRssetto WC anduncacheable
on thePilchardboard,anduncacheablefor PCI.

Measurementsof throughputfor different32-bitblocksizesarepresentedin thetophalf of Table4.1and
areplottedin Figure4.7.ThePCI32interfaceis alwaysslower thanthePilchardinterfacewith uncacheable
MTRR, particularly for small block sizes. Write combiningon Pilchardgivesa further threeto fourfold
performancegainover uncacheablesinceit is ableto combinesoftware32-bit cyclesandwrite themusing
64-bit transfers.

Write performancecanbefurtherimprovedby usingthePentiumMMX “movq” instructionto perform
64-bit write transactions.Usingassemblylanguageto accessthemovq instruction,theresultsin the lower
half of Table4.1wereobtained.

An Agilent Technologies16700A logic analyzerwasusedto capturethe waveformsfor uncacheable
andwrite combiningwrites to thePilchardboard(Figures4.5 and4.6). In theuncacheablecaseshown in
Figure4.5, all writes mustoccurimmediatelyandno write burstswill occur. The highestperformanceis
achieved in thewrite-combiningcaseof Figure4.6 wherestartof a burst transfercanbe identi�ed by the
“write” signalbeinghigh. In this particularexample,it canbeseenthat16� 64-bit writesareperformedin
approximately300nswhichequatesto 426MB/s, consistentwith themeasuredresultsin Table4.1.As can
beseenin Figures4.5and4.6,evenin a tight loop,DIMM boardtransfersdo not occuron everycycle and
this is themaincauseof lost ef�ciency in our system.Hopefully, this will improve with newer processors
andchipsets.

ThemeasuredWC performanceis six timesthatof themeasuredPCI bus transferrate. Themaximum
bandwidthof a DIMM interfaceis 1064MB/s andourbestmeasuredperformanceusingWC andincluding
softwareoverheadswas400MB/s (morethanthreetimesthemaximumtransferrateof PCI32).

ReadBenchmark

Similar to the write benchmark,the time taken to perform220 = 1048576readsof uncacheablememory
locationsin differently sizedblocks of consecutive locationswas measured.The readperformancesfor
differentblocksizesareshown in Table4.1andareplottedin Figure4.8.

Readcycles(4� 64-bit)canbeseenin Figure4.5whenthe“read” signalis high,andthethroughputcan
beseento be approximately64 MB/s which is consistentwith a measuredvalueof 52 MB/s in Table4.1.
We have not beenableto produceburst 64-bit readtransactions.The readperformanceis approximately
seventimeshigherthanthatof PCI.
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Figure4.5: Logic analyzertraceshowing 64-bit Pilchardreadand write cycles to uncacheablememory
regionsusingthe“movq” instruction.“clk” is a 133MHz clock; “s”, “ras”, “cas” and“we” aretheDIMM
interfacesignals;and“read” and“write” arethePilcharddecodedreadandwrite signals.Thetraceshows4
64-bit readsfollowedby 4 64-bitwrites.

Read/Write Benchmark

Theread/writebenchmarkinvolvesalternatingwritesandreadsof data.Two separatememoryregionswere
usedfor this test,readsbeingmadeonanuncacheableregionandwritesto a WC or UC region. Resultsare
shown in Table4.1andthecorrespondingplotsareshown in Figure4.9. Thismodeis evenfasterthanpure
readcyclessincewritesarefasterthanreads,thusimproving theoverall transferrate.

As for readandwrite cycles,usingthe “movq” instructionto achieve 64-bit transferssigni�cantly im-
provestheperformanceandthe resultsarepresentedin Table4.1. The 64-bit Pilchardtransferrateswere
approximatelysix to tentimesfasterthanPCI.

4.4.2 DES Core

A straightforwardimplementationof a fully parallel,pipelineddataencryptionstandard(DES) [Sch96] in
electroniccodebook(ECB)modebut with �x edkey wasusedto verify thecorrectnessandtestthereliability
of the Pilchardsystem. The DES core is capableof operatingat 66 MHz on 64-bit dataand thushasa
maximumbandwidthof 528MB/s. More optimizedDESimplementationswith 1.2GB/s throughputhave
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32–BITMEMCPY TRANSFERS
Block size Transferrate(MB/sec)

(words) Pil/UC Pil/WC Pil/RD Pil/UC-RW Pil/WC-RW PCI/WR PCI/RD PCI/RW
1 72.80 69.83 25.29 29.47 24.34 25.47 6.37 9.62
2 78.22 150.02 28.93 35.93 36.18 42.45 6.53 10.07
4 81.51 297.53 31.67 42.43 46.11 61.74 6.61 10.84
8 81.47 298.28 32.65 42.42 46.11 62.68 6.66 11.71

16 81.46 297.93 32.98 42.41 46.11 63.17 6.67 11.90
32 81.49 298.08 33.28 42.42 46.11 63.42 6.67 11.99
64 81.49 297.80 32.76 42.42 46.11 63.17 6.65 12.01

64–BITMOVQ TRANSFERS
Block size Transferrate(MB/sec)

(any) 132.88 409.64 52.80 74.49 120.78

Table 4.1: Readandwrite performanceof Pilchardanda comparisonwith the PCI interface. ( Pil/UC:
Pilchardwrite performance(with MTRR set to uncacheable),Pil/WC: Pilchardwrite performance(with
MTRR set to WC), Pil/RD: Pilchard read performance,Pil/UC-RW: Pilchard read/writeperformance
(with MTRR setto uncacheable),Pil/WC-RW: Pilchardread/writeperformance(with MTRR setto WC),
PCI/WR:PCI interfacewrite performance,PCI/RD:PCI interfacereadperformance,PCI/RW: PCIinterface
read/writeperformance.)
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Figure4.7: Write performanceof PilchardandPCI interfacefor differentblocksizes.
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Figure4.8: Readperformanceof PilchardandPCI interfacefor differentblock sizes.

10
0

10
1

10
2

5

10

15

20

25

30

35

40

45

50

55

Block size (words)

T
ra

ns
fe

r 
ra

te
 (

M
B

/s
ec

)

Pilchard
Pilchard (movq)
PCI interface

Figure4.9: Read/writeperformanceof PilchardandPCI interfacefor differentblocksizes.
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beenreported[Pat00] however, in this application,a fastercoreis unnecessarysincethe Pilchardsystem
cannotperformdatatransfersat thatrate.Theimplementationuseda total of 1895Virtex slices.

As expected,thekernelmodeperformancewasthesameasthat for thePil/UC-RW caseof Table4.1.
However, theencryptionrateis half the transferratesinceoneencryptioninvolvestwo transfers(sending
theplaintext dataandreceiving theencrypteddata). Hencetheresultingkernelmodeencryptionratewas
over 35 MB/s. A usermodeversionusing the mmap() interfacedescribedin Section4.3 hasthe same
performance.

4.5 Futur e Work

Theavailability of a low cost,high speedRC platformopensmany opportunitiesfor computerengineering
researchandeducation.In this section,someof our futureplansarediscussed.

ThecurrentPilchardboardis limited by thechoiceof thePQ240packageto XCV1000Edevicesand158
I/O pins. Futureversionsof thePilchardboardmayusetheBG560packagedVirtex FPGAswith 404 I/O
pins. This hastheadvantagesof morepinsbeingavailablefor theexpansionheaderaswell asenablingthe
useof devicesup to theXCV3200E.A ball grid arraypackagedFPGAwill probablyincreasethenumberof
layersrequiredin theprintedcircuit board.

Manufacturerssuchas IBM, VIA, Iwill, Asus and Acer have recentlystartedshippingPentiumIII,
Athlon andPentiumIV motherboardswhichsupportDoubleDataRate(DDR) SDRAM. Thisnew technol-
ogyachievesdoublethedatarateof SDRAM by supportingdatatransferonbothrisingandfalling edgesof
a133MHz clock [Xil00c] andhasamaximumtransferrateof 2128MB/s. Weareplanningto usetheDDR
SDRAM interfacein futureversionsof thePilchardboard.

ThePilchardsystemwasoriginally developedfor applicationsin FPGAbasedcryptographichardware.
In suchapplications,processor/FPGAbandwidthis importantsincefor encryptionor decryption,datamust
be �rst written to the RC board,processedand readback from the RC board. Sincethe speedof write
transactionsis sign�cantly fasterthanthat of readtransactions,the Pilchardsystemwould be particularly
effective for computingcryptographichashfunctionswhich donot requirelargeamountsof datato beread
backfrom theRCboard.

We feel thebestway to developlargerRC systemsis not by makingcardswith largearraysof FPGAs,
but by interconnectedPilchardequippedPCs. This hasthe advantagethat the PC's CPU aswell as the
Pilchardcardcanbeusedfor processing.Theavailability of low costPCsandso-calledBeowulf software
[Scy00] to supportmassively parallel clustersof Linux machinesprovides the software infrastructureto
developpowerful applications.

To explore opportunitiesin this direction, we aim to usethe Pilchardsystemdescribedearlier as a
platform for testingparallel applications.Apart from straightforward applicationswhich utilize Pilchard
cardsasacceleratorsin Beowulf clusters,we alsohopeto experimentwith usingthe Pilchardcardsasan
alternativetohighspeedinterconnectnetworks(suchasMyrinet) for Beowulf styleclustercomputing.Using
theSelectLinkcommunicationschannels,very high bandwidths(200Mb/s/pin)canbe achieved[Xil00d].
We expect that using the Pilchardcardas parallel point-to-pointcomputerinterconnect,it is possibleto
achievehigherbandwidthandlower latency thancurrentMyrinet andGigabitEthernettechnologies.Using
this idea,wehopeto developlow cost,high speedsystolicarrays.

We aim to equipnetworkedLinux PC's with Pilchardcards,in theDepartment's undergraduatedigital
systemslaboratory. The availability of a low cost,high speed,high capacityRC platform will enableour
Departmentto out�t anundergraduatedigital systemslaboratorywith Virtex FPGAs.Studentswill beable
to usethis platformfor coursesin digital systems,computerarchitecture,device driversandrecon�gurable
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computing.Althoughwe consideredusingcommercialRC platforms,we foundthat thecostprohibitively
high. We alsohopeto collaboratewith otherUniversitiesto introducePilchardcardsinto their teaching
programs.

4.6 Conclusion

ThePC/FPGAinterfaceis a majorbottleneckfor currentrecon�gurablecomputingsystems.A solutionto
thisproblemwasdevelopedin theform of thePilchardsystemwhichdemonstratesthefeasibilityof utilizing
theDIMM slotsof astandardPCasabusfor attachingarecon�gurablecomputingcard.Thiswasshown to
offer greatlyimprovedbandwidthandlatency over theubiquitousPCI bus. ThePilchardsystemis simpler,
useslessresourcesthanconventionalsystemsandmay enablethedevelopmentof recon�gurablesystems
with lowercostandsign�cantly improvedperformance.



Chapter 5

A Micr ocodedElliptic CurveProcessor
usingFPGA Technology

5.1 Intr oduction

Elliptic curvecryptography(ECC)wasproposedby Koblitz [Kob87] andMiller [Mil86] in 1985.Compared
with other commonlyusedpublic key cryptosystemssuchas RSA and discretelogarithm, ECC hasthe
following bene�tsmakingit particularlysuitablefor embeddedapplications:

� ECCoffers thehighestsecurityperbit of any known public key cryptosystemsoa smallermemory
canbeused.

� ECChardwareimplementationsuselesstransistors,asanexample,aVLSI implementationof a 155-
bit ECCprocessorhasbeenreportedwhichusesonly 11,000transistors[AMV93], comparedwith an
equivalentstrength512-bitRSAprocessorwhichused50,000transistors[PID92].

� ECCis probablymoresecurethanRSA,thelargestRSAandECCchallengessolvedbeing512-bitand
108-bit respectively. The solutionto 108-bit ECC challengeis believed to be the largesteffort ever
expendedin a public-key cryptographychallenge.It took four monthsandinvolvedapproximately
9,500machines.Theamountof work requiredto solve theproblemwasabout50 timesof the512-bit
RSA.

Previousimplementationsof ECCprocessorshavebeenbasedonVLSI chipswhich implementacopro-
cessorfor performingtheunderlying�eld operations.An optimal normalbasismultiplier over F2593 was
reportedin 1988.It wasimplementedin 2�m CMOStechnology, used90,000transistorsandoccupied0.3
incheson a side. This chip togetherwith a MotorolaDSP56000wasusedto implementa completeECC
systemwhichcouldcalculate5 pointsasecondonasupersingularcurve[AMV93]. In 1993,thesameteam
developeda processorfor operationsin theGalois�eld F2155 [AMV93] which used11,000transistorsand
couldoperateat 40MHz. This implementationwasintendedto becompactyet secure.

A �eld programmablegatearray(FPGA)basedprocessorfor elliptic curvecryptographyin acomposite
Galois�eld F(2 n )m wasdevelopedby Rosner[Ros98b]. A compactsuper–serialmultiplier for FPGAswhich
tradesoff performancefor areawasreportedin 1999andits performancefor �eld (polynomialbasis)and
curvemultiplicationsoverF2167 hasalsobeenpresented[OP99].

57
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PreviousimplementationsbasedonGalois�eld processorshave thedisadvantagethata highbandwidth
interfaceis requiredto supplythecoprocessorwith its data.Anotherlimitation of previousASIC designsis
that the �eld operationsarerestrictedto certaingroups(i.e. thesub�eld andextension�elds of F2155 ) and
thesecannotbechangedwithout fabricatinga new chip.

Theimplementationdescribedherediffersfrom previousimplementationsin thefollowing ways:

� the higher level curve operationsaswell asthe �eld operationsareimplementedon the chip. This
makesthe I/O bandwidthrequirementsmuch lower than for chipswhich only implementthe �eld
operations

� thecurve operationsareimplementedassequencesof �eld operationswhich areprogrammedin mi-
crocode.This allows algorithmicoptimizationsto thedesignto bemadewithout changingthehard-
ware

� thedesignusesprojectivecoordinateswhichoffersaspeedadvantageovertheaf�ne coordinatessince
fewer �eld inversionsarerequired

� theentiredesignis generatedby a modulegeneratorwhich cangeneratearbitrarykey sizeECCsys-
tems. ThusECC systemsof arbitrarysizeover anoptimalnormalbasiscanbegenerated(provided
they �t on theFPGAdevice)

� theparallelismof the�eld multipliercanalsobecontrolledby themodulegenerator, greatlyimproving
performance

� theinitializationof theinputsof thecurvemultiplicationto becomputedis performedusingbitstream
recon�gurationwhich resultsin a savingsin hardwareandcouldleadto animprovementin speed.

Therestof thischapterisorganizedasfollows.Section5.2isanintroductionto someof themathematical
conceptsneededto understandelliptic curve cryptography. Thearchitectureandimplementationdetailsof
theelliptic curveprocessoris presentedin Section5.3.Resultsarepresentedin Section5.4andconclusions
aredrawn in Section5.5.

5.2 Background Mathematics

In thesection,aninformalintroductionto theabstractalgebraandelliptic curvesusedin this implementation
is presented.More rigoroustreatmentscanbe found in the following books[Men93, MvOV99, Ros98a,
BSS99]andthemainresultsrequiredfor anunderstandingof this chapteraresummarizedin AppendixB.

5.2.1 F2n Operations (Normal Basis)

The �eld F2n hasparticular importancein cryptographysinceit leadsto particularly ef�cient hardware
implementations.Elementsof the�eld arerepresentedin termsof a basis.Most implementationseitheruse
a polynomialbasisor a normalbasis. For the implementationdescribedhere,a normalbasiswaschosen
sinceit is believedthatit leadsto a moreef�cient hardwareimplementation.

In a normalbasis,anelementA canbeuniquelyrepresentedin theform

A =
n � 1X

i =0

ai � 2i

whereai 2 F2 and� 2 F2n .
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Addition and Squaring

The additionoperationover F2n is simply a bit–wiseexclusive OR (XOR) operation. Furthermore,in a
normalbasis,squaringis simplya rotateleft operation.

Multiplication

Let

A =
n � 1X

i =0

ai � 2i
;

B =
n � 1X

i =0

bi � 2i

and

C = A � B =
n � 1X

i =0

ci � 2i

thenmultiplicationis de�ned in termsof a multiplicationtable� ij 2 f 0; 1g

ck =
n � 1X

i =0

n � 1X

j =0

� ij ai + k bj + k (5.1)

An optimalnormalbasis(ONB) [MOVW89] is onewith theminimumnumberof termsin Equation5.1,
or equivalently, the minimum possiblenumberof nonzero� ij . This valueis 2n � 1 andsinceit allows
multiplication with minimum complexity, sucha basiswould normally leadto a moreef�cient hardware
implementation.

Derivationof the� ij valuesin Equation5.1 is dependenton n. Thereexistsanoptimalnormalbasisin
F2n if

1. 2 is a primitive in Fn +1 , or

2. 2 is a primitive in F2n +1 , or

3. n is oddand2 generatesthequadraticresiduesin Z2n +1 (whereZ aretheintegers).

An ONB existsin F2n for 23%of all possiblevaluesof n < 1000[MOVW89]. Thedesignpresentedhere
assumesann whichhasanONB.

Themultiplicationtableis deriveddifferentlyfor thethreedifferenttypesof ONB describedabove. As
anexample,for thesecondtypeof ONB, � ij = 1 iff i andj satisfyoneof thefour congruences2i � 2j � � 1
[MOVW89].

Inversion

Thealgorithmusedfor inversionis derivedfrom Fermat'sLittle Theorem

a� 1 = a2n � 2 = (a2n � 1 � 1)2
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for all a 6= 0 in F2n . The methodusedwasproposedby Itoh andTsujii [IT88], basedon the following
decompositionwhich minimizesthe numberof multiplications(squaringsaremuchcheaperin a normal
basis)

a2n � 1 � 1 =

8
<

:
(a2

n � 1
2 � 1)2

n � 1
2 a2

n � 1
2 � 1 n odd

a(a2
n � 1

2 � 1)2 n even

The�eld inversionis computedusingthefollowing algorithm

INPUT: k 2 F2n

OUTPUT: l = k � 1

1. Sets  log2(n � 1) � 1
2. Setp  k
3. For i from s downto0

Setr  shift (n � 1) to right by s bit(s)
Setq  p
Rotateq to left by r bit(s)
Sett  multiply p by q
If lastbit of r is setthen

Rotatet to left by 1-bit
p  multiply t by k

else
p  t

s  s � 1
4. Rotatep to left by 1-bit
5. Setl  p
6. Returnl

Thetotal numberof multipliesM requiredto performaninversionin F2n usingtheabovealgorithmis

M (n) = log2(n � 1) + � (n � 1) � 1

where� (x) is thenumberof nonzerobits in thebinaryrepresentationof x.

5.2.2 Elliptic Curvesover F2n

The previous subsectiondescribedthe implementationsof operationsin the underlying�eld F2n . In this
section,a groupconstructedfrom pointson an elliptic curvesover F2n is de�ned andtheef�cient imple-
mentationof operationsin thisgrouparedescribed.

A nonsupersingularelliptic curveE overF2n , E (F2n ) is thesetof all solutionsto thefollowingequation
with coordinatesin thealgebraicclosureof E [Men93]

y2 + xy = x3 + a2x2 + a6: (5.2)

wherea2; a6 2 F2n anda6 6= 0. Suchanelliptic curve is a �nite abeliangroup[Men93]. Thenumberof
pointsin this groupis denotedby # E(F2n ).



5.2. BACKGROUND MATHEMATICS 61

CurveAddition

If P = (x1; y1) andQ = (x2; y2) arepointson theelliptic curve (i.e. satisfyEquation5.2) andP 6= � Q
then(x3; y3) = R = P + Q canbede�ned geometrically. In thecasethatP 6= Q (i.e. point addition),a
line intersectingthecurve at pointsP andQ mustalsointersectthecurveat a third point � R = (x3; � y3)
(this operationwill be referredto asESUM). If P = Q (point doubling),the tangentline is usedandthis
will bereferredto asEDBL.

For E givenin af�ne coordinates,if P 6= Q

� =
y1 + y2

x1 + x2
;

x3 = � 2 + � + x1 + x2 + a2;

y3 = (x1 + x3)� + x3 + y1:

If P = Q

� =
y1

x1
+ x1;

x3 = � 2 + � + a2;

y3 = (x1 + x3)� + x3 + y1:

Therefore,in af�ne coordinates,bothpoint additionandpoint doublingrequiretwo multiplicationsand
one�eld inversion.Notethat,�eld inversionis farmoreexpensivethana �eld multiplication.

A non-supersingularcurve E(F2n ) canbeequivalentlyviewedasthesetof all pointsin theprojective
planeP 2(F2n ) whichsatisfy[Men93]

y2z + xyz = x3 + a2x2z2 + a6z3: (5.3)

Let P = (x1 : y1 : z1) 2 E , Q = (x2 : y2 : 1) 2 E andP 6= � Q. SinceP = (x1=z1 : y1=z1 : 1), we
canusetheadditionformulafor E in af�ne coordinatesto �nd P + Q = (x0

3 : y0
3 : 1). We have

x0
3 =

B 2

A2 +
B
A

+
A
z1

+ a2;

y0
3 =

B
A

(
x1

z1
+ x0

3) + x0
3 +

y1

z1
:

whereA = (x2z1 + x1) andB = (y2z1 + y1). In orderto eliminatethedenominatorsof theexpressionsfor
x0

3 andy0
3, wesetz3 = A3z1; x3 = x0

3z3 andy3 = y0
3z3, thereforeP + Q = (x3 : y3 : z3),

x3 = AD ;

y3 = CD + A2(B x1 + Ay1);

z3 = A3z1:

whereC = A + B andD = A2(A + a2z1) + z1B C.
Similarily, theformulaefor 2P = (x3 : y3 : z3) are,

x3 = AB ;

y3 = x4
1A + B (x2

1 + y1z1 + A);

z3 = A3:
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whereA = x1z1 andB = a6z4
1 + x4

1. Theresultcanbeconvertedbackto af�ne coordinatesby multiplying
eachcoordinateby z� 1

3 . Thereforein projectivecoordinates,we canperformcurvemultiplicationby using
only oneinversionaftera seriesof additionsanddoublings.Thenumberof �eld multiplicationsand�eld
inversionsfor curvepointadditionanddoublingareshown in Table5.1.As anexample,for n = 155, a �eld
inversiontakes10multiplications.Thereforethetotalnumberof multiplicationsfor anaf�ne pointaddition
or doublingis 2 + 10 = 12multiplications,whereasa projectivepointadditionanddoublingtakes13and7
multiplicationsrespectively.

Af�ne Projective
Operation ESUM EDBL ESUM EDBL

Field Multiplication 2 2 13 7
Field Inversion 1 1 0 0

Table5.1: Numberof �eld multiplicationsandinversionsfor af�ne andprojective point additionanddou-
bling.

CurveMultiplication

Multiplication (referredto asEMUL) is de�ned by repeatedaddition,i.e.

Q = cP (5.4)

= P + P + : : : + P| {z }
c times

(5.5)

Thiscanbecomputedusingthefollowing “doubleandadd” algorithm.

For af�ne coordinates,
INPUT: P 2 E(F2n ) andc 2 F2n

OUTPUT: Q = cP

1. c =
P m

i =0 bi 2i ; bi 2 0; 1; bm = 1
2. Q = P
3. For i from m � 1 downto0

Q = Q + Q (Af�ne EDBL)
If bi = 1 then

Q = Q + P (Af�ne ESUM)
4. ReturnQ

which requiresn + � (c) � 2 point additionswhere� (c) is the numberof nonzerobits in the binary
representationof c.

In thecaseof projective coordinates,thesamealgorithmcanusedexceptthat the input P is �rst con-
vertedto projectivecoordinates,theprojectiveformulaefor EDBL andESUMareusedinsteadof theaf�ne
formulae,andtheresultQ is convertedbackto anaf�ne representation.Notethat thereis no inversionre-
quiredto performEDBL andESUMin projectivecoordinates,theonly inversionfor is usedin theconversion
from projective to af�ne coordinates.
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5.2.3 DiscreteLogarithm Problem

Elliptic curvecryptographyis basedonthediscretelogarithmproblemappliedto elliptic curvesovera �nite
�eld. In particular, for anelliptic curveE it relieson thefactthatit is easyto compute

Q = cP

for c 2 f 1; : : : ; # G� 1g andP; Q 2 E, however, thereis currentlynoknownsubexponentialtimealgorithm
to computec givenP andQ.

In fact,thediscretelogarithmproblemcanbeusedto build cryptosystemswith any �nite abeliangroup.
Indeed,multiplicativegroupsin a �nite �eld wereoriginally proposed.However, thedif�culty of theprob-
lemdependson thegroup,andatpresent,theproblemin elliptic curvegroupsis ordersof magnitudeharder
thanthesameproblemin a multiplicativegroupof a �nite �eld. This featureis themainstrengthof elliptic
curvecryptosystems.

5.2.4 Elliptic CurveCryptography

Thediscretelogarithmproblemcanbeusedasthebasisof variouspublic key cryptographicprotocolsfor
key exchange,encryptionanddigital signatures.It is beyond the scopeof this book to review all of the
cryptographicprotocolsfor public key cryptography, but an exampleof its usein the Dif �e–Hellman key
exchangeis givenin this section.

SupposethatAlice andBobwishto agreeonacommonkey to beusedfor encryptionusingatraditional
secretkey algorithmsuchasDES,but needto dosooveraninsecurechannelsuchastheInternet.Thenthe
following Dif �e–Hellman procedurecanbeusedwith a publicelliptic curveE andpoint P 2 E.

1. Alice generatesa secretrandomintegercA 2 1; : : : # G � 1 andsendsthepointcA � P to Bob

2. Bobgeneratesa secretrandomintegercB 2 1; : : : # G � 1 andsendsthepoint cB � P to Alice

3. Alice andBobcanbothcomputethekey c = kA � (cB � P) = cB � (cA � P)

An adversary, Carol eavesdroppingon the channel,canonly gain the informationE, P, cA � P and
cB � P . For Carol to be able to computec, shemustsolve the discretelogarithmproblemandthe best
known algorithmtakesfully exponentialtime. Alice andBob, however, needonly computeelliptic curve
multiplicationswhicharecomparatively easy.

5.3 An Elliptic CurveProcessor

A block diagramof the elliptic curve processoris shown in Figure5.1. The organizationis similar to a
traditional microcodedcentralprocessingunit (CPU) that it consistsof an arithmetic logic unit (ALU),
register�le, amicrocodesequencerandmicrocodestorage.Major differencesbetweenthisarchitectureand
a conventionalCPU are that the datapathis n bits wide andthe ALU performsoperationsbasedon F2n

arithmeticinsteadof integerarithmetic.
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Figure5.1: EC processorarchitecture.

5.3.1 Arithmetic Logic Unit (ALU)

The ALU is simplerandfasterthanan integer ALU sinceno carry propagationis required. The addition
operationis implementedsimply asanXOR functionandthesquaringfunction is implementedasa rotate
left operation.Thecomplexity of theALU is determinedby theF2n multiplier.

Figure5.2 shows thecircuit usedfor calculatingck of Equation5.1 [AMOV91]. In eachcycle t, (0 �
t < n), theck ' th cell computes

Fk (t) = b2k+ t

n � 1X

i =0

� ik ai + k+ t

(whereall subscriptsarereducedmodulon).

DFF

a inputs determined by l ij

b inputs determined by l ij

From cell
c    

k-1

To cell
c    

k+1

Figure5.2: F2n multiplier elementof ck .
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a0 a1 a2 a3 an-1

c0 c1 c2 c3 cn-1

b0 b1 b2 b3 bn-1

wiring

wiring

Figure5.3: F2n multiplier circuit.

In eachcycle, theA, B andC registersarerotatedasshown in Figure5.3. Theresultbeingthatafter
n cycles,the contentsof registerC arethe desiredproductof the A andB inputs[AMOV91]. It should
benotedthatanoptimalnormalbasisreducesthenumberof interconnectionsandfanoutof signalsin the
multiplier to theminimumpossible,resultingin reducedareaandincreasedspeedoveranon–optimalnormal
basis.In fact,themaximumfanoutfor ai in Figure5.3 is 4 [AMOV91].

DFF

a inputs determined by l ij

b inputs determined by l ij

From cell
c    

k-1

To cell
c    

k+1

Figure5.4: Multiplier elementof aparallelmultiplier (k = 2).



66 CHAPTER5. A MICROCODEDELLIPTIC CURVE PROCESSORUSING FPGATECHNOLOGY

The �eld multiplier canbe easilyparallelized.To increasethe parallelismby a factork, the multipler
logic canbeduplicatedk timesandthenumberof cyclesrequiredfor amultiplicationis reducedto bn

k c+ 2.
As anexample,aparallelversion(k = 2) of Figure5.2 is shown in Figure5.4.

5.3.2 RegisterFile

A 16� n-bit dual-portsynchronousregister�le is constructedfrom the16� 1-bit distributedRAM feature
of theXilinx Virtex serieslogic cell (seeSection5.3.6).Thisgivesaneight-foldreductionin resourcesover
RAMs basedon latches.

5.3.3 Micr ocode

TheALU plusregister�le form a F2n processorsimilar to previousdesigns[AMV93]. However, for per-
formingelliptic curvecryptography, higherlevel elliptic curvemultiplicationsof Section5.2.2arerequired.
This could be implementedasa �nite statemachine[Ros98b] or in microcode. The implementationde-
scribedin thisbookoptedfor amicrocodedapproachwhichhasthefollowing advantagesin aFPGAimple-
mentation

1. themicrocodeis storedin Xilinx Virtex BlockRAMs anddo not uselogic resourcesof theFPGA(as
explainedin Section5.3.6). The microcodesequencerin this designis very simpleandhasa small
overhead.

2. themicrocodecanbechangedwithout requiringrecompilationof theelliptic curveprocessor

3. algorithmicoptimizationsto theprocessorcanbeperformedentirelyin microcode

4. a microcodeddescriptionis a higherlevel abstractionthana �nite statemachineandhenceeasierto
developanddebug.

Theinstructionsetof theprocessoris shown in Table5.2.Apart from instructionswhichdirectlycontrol
theALU, therearethreetypesof jump instructions:JMP– jump unconditionally, JKZ – jump if the least
signi�cant bit of K counteris zeroandJCZ– jump if theC registeris zero.

Operation ClockCycles

NOP 1
XOR 1
Rotateleft, ROTL 1
Shift right, SHFR 1
Field Multiplication, MUL bn

k c+2
Transferregistervalue,TFR 1
JumpInstructions 1

JKZ, JCZ,JMP

Table5.2: Clock cyclesrequiredfor eachinstructionusingak-wayparallelALU.

Eachinstructionis 16 bits in width andtheformatof instructionsis shown in Figure5.5. Most instruc-
tions accepta sourceregisteranda destinationregister in operand1 andoperand2 respectively. The
jump instructionshavea 12-bit jumpaddress.
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Instruction
(XOR,ROTL,SHFR,MUL,TFR)

opcode operand1 operand2

15 11 5 0

Instruction
(JKZ,JCZ,JMP)

opcode address

15 11 0

Figure5.5: Instructionformat.

A two passsymbolic assemblerwas developedwhich takes symbolic input and producesthe binary
microcodewhich canbedownloadedto theprocessor's microcodestore. A microcodesimulatorwasalso
written to facilitatemicrocodedevelopment.

5.3.4 ParameterizedModule Generator

An importantfeatureof theelliptic curveprocessor(ECP)is thatit is parameterizedvia amodulegeneration
program. In contrastto previous designs[AMV93], this schemeadvantageouslyusesthe recon�gurable
natureof theFPGAsoanelliptic curveprocessorfor any n with anoptimalnormalbasiscanbeproduced.

Themodulegeneratoris a programwritten in thePerlprogramminglanguage[WCS96] which takesn
andk (describedin Section5.3.1)asinput parametersandproducestheVHDL codeof theECPasoutput.
Perl is a languagewhich supportslong integerarithmeticwhich washelpful in performingthecalculations
requiredto generatethe �eld multiplier. The modulegenerator�rst computesthe the �eld multiplication
table(i.e. the� matrix in Equation5.1).With theinformationfrom the� matrixandk, themodulegenerator
producesa VHDL descriptionof the circuit shown schematicallyin Figures5.2 and5.3. In actuality, the
only part of the processorwhich needsto be customizedby the modulegeneratoris the �eld multiplier.
Otherpartsof theECP(including the restof theALU) arewritten in standardVHDL, anddo not require
customizationby themodulegeneratorfor differentn or k. Thesamemicrocodeis alsousedfor differentn
andk.

5.3.5 Bitstr eamRecon�guration

In order to performan elliptic curve multiplication, the valuesof c andP in equation5.4 aswell as the
parametersof thecurvemustbedownloadedto theprocessor. Thiswasdoneusingabitstreammodi�cation
techniqueto modify thecontentsof ROMs in which theparameterswerestored.Thecircuit is designedin
thenormalfashionandtheROMscanbeplacedatarbitrarylocations.After synthesis,technologymapping,
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placeandrouting, a circuit description�le (for the Xilinx tools this hasan extension.ncd) is generated.
Usingtoolsprovidedby Xilinx, thecontentsof thecircuit canbeconvertedinto a humanreadableformat,
andinformationregardingthe physicallocationof the ROMs canbe extracted. A softwareprogramwas
written which takesas input the bitstream,.ncd �le and the initialization parameters,modi�es the ROM
valuesin the bitstreamaccordingly, andrecomputesthe CRC of the bitstream(it would alsobe possible
to usethe Xilinx JBits softwaredeveloper's kit to manipulatethe Xilinx Virtex bitstream).The resulting
bitstreamcanbedownloadedto aVirtex FPGA.

Theadvantageof bitstreamrecon�gurationis thatcircuitry to downloadtheparametersis avoided,hence
reducingtheoverall areaandincreasingthespeedof theprocessor. Thedisadvantageis that in our current
implementation,theentirebitstreammustbedownloadedin orderto changea few parametersandis hence
inef�cient. It shouldbe possibleto improve ef�ciency by using the partial recon�gurationfeatureof the
Virtex architecture[Xil00b] to modify only a smallportionof thechipwhenparametersarechanged.

Bitstreamrecon�gurationcould be avoidedby usinga standardinterfacewhereinput parametersare
downloadedto the chip via registers. From a practicalpoint of view, this would be a betterchoicesince
a register basedinterfacedoesnot requirethat the entire bitstreambe downloadedevery time the input
parametersarechanged.

5.3.6 Implementation Platform

The ECP was implementedon an AnnapolisMicro SystemsWildstar board[Ann99]. It is a PCI board
consistingof 3 ProcessingElements(PEs,Xilinx Virtex XCV1000–6[Xil00a]), of whichonly onewasused.
The XCV1000–6has128Kbits of dedicateddual-portedsynchronous4096 bit RAM Block SelectRAM
(arrangedas32� 4-Kbit blocks)and6144con�gurable logic blocks(CLBs) which arearrangedas12288
slices.

Thebasicbuilding blockof theVirtex FPGAis thethelogic cell (LC). A LC includesa4-inputfunction
generator, carry logic anda storageelement.EachVirtex CLB containsfour LCs, organizedin two slices.
The4-inputfunctiongeneratorareimplementedas4-inputlook-uptables(LUTs). Eachof themcanprovide
thefunctionsof one4-inputLUT ora16� 1-bitsynchronousRAM (called“distributedRAM”). Furthermore,
two LUTs in a slice canbe combinedto createa 16� 2-bit or 32� 1-bit synchronousRAM, or a 16� 1-bit
dual-portsynchronousRAM.

Apart from the useof bitstreamrecon�guration,the otherpartsof the processorspeci�c to the Virtex
FPGAarchitectureweretheuseof Block SelectRAMfor storageof themicrocodeandfor communications
betweenthehostandthePE,andtheuseof theLUT dual-portsynchronousRAM for theECP's registers.
Thusthedesignshouldbeeasyto port to otherFPGAandASIC libraries.Dual-portLUT RAM anddual-
port Block SelectRAMsmakeef�cient useof FPGAresourcesandleadsto a fasterandsmallerdesign.

5.4 Results

The EC processorwas successfullytestedon a Wildstar board(seeSection5.3.6), the microcodebeing
downloadedto theBlockRAMsby thehostPCandtheparametersbeingdownloadedto ROMsby bitstream
recon�guration.

5.4.1 EC Processorwith serial multiplier (k = 1)

VHDL codefor the elliptic curve processorwasgeneratedusingthe parameterizedmodulegeneratorfor
differentvaluesof n with an optimal normalbasis. Synthesisandimplementationwereperformedusing
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SynopsysFPGAExpress3.4andXilinx Foundation3.2i respectively. Table5.3shows theresourceutiliza-
tion andmaximumclock ratereportedby theXilinx tools for designswith differentn. As canbe seenin
Figure5.6,resourcerequirementsarelinearwith n. Thesizeof themicrocodeis lessthan51216-bitwords
anddoesnotchangefor differentn or k.

n # of slices Reportedfreq (MHz)
113 1410 31
155 1868 30
173 2148 28
281 3315 26
371 4247 22
473 5264 18

Table5.3: Resourceutilizationandmaximumclockratefor differentn onaXilinx XCV1000–6.TheXilinx
XCV1000–6contains12288slices(6144CLBs).
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Figure5.6: Numberof slicesusedfor differentn.

The executiontime of the processorwas comparedwith that of an optimizedsoftware implementa-
tion of anoptimalnormalbasiselliptic curve package[Ros98a] runningon a SUN EnterpriseE4500with
UltraSPARC-II 400MHz processorsand8GB of RAM. The resultsarepresentedin Table5.4. It canbe
seenthattheraw performanceof theelliptic processoris approximately6 to 8 timesfasterthanthesoftware
implementation.Note that thehardwaretimesincludeinterfacingoverheadsbut doesnot includethe time
to modify thebistream(approximately260ms)anddownloadthebitstream(approximately90 ms)via the
PCI buson theWildstar. This 350msoverheadcouldbereducedto a negligible valueusingthetechniques
discussedin Section5.3.5,makingtheoverall speedof theECPcomparableto thatof a typicalworkstation.
However, theECPis asinglechip implementationandhasadvantagesin termsof cost,memory, energy, size
weightandreal-timeperformance.
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n SWtime (ms) HW time (ms) Speed-up

113 27.6 4.3 6
155 63.2 8.3 8
173 86.6 11.1 8

Table5.4: Executiontime for elliptic curve multiplication (projective coordinates)andcomparisonwith a
softwareimplementation.

5.4.2 ProjectiveversesAf�ne Coordinates

The projective andaf�ne implementationssharethe samehardwaredesignwith differentmicrocodeand
henceoccupy thesamecircuit area.Thetotal numberof cyclesrequiredfor anelliptic curvemultiplication
for variousn aregiven in Table5.5, wherewe assumethat thec of Equation5.4 is a n-bit binarynumber
with half the numberof bits set. The executiontime requiredfor an elliptic curve multiplication at the
maximumfrequency is shown in Table 5.5. These�gures were obtainedby multiplying the numberof
cyclesby theminimumperiodreportedby theXilinx implementationtools.They donot includethetimefor
hostprocessorinterfacingnor thetime for downloadingthebitstream.Theimplementationusingprojective
coordinatesis alwaysfasterthanusingaf�ne coordinates.

HW time HW time
n Cycles(af�ne) Cycles(proj.) af�ne (ms) proj.(ms) P : A

113 148581 134484 4.8 4.3 0.9
155 324717 249879 10.8 8.3 0.77
173 402926 310043 14.4 11.1 0.77

Table5.5: Executiontime for projectiveandaf�ne coordinateimplementationsof elliptic curve multiplica-
tion.

5.4.3 Parallel Multiplier (k > 1)

The dynamicinstructionfrequenciesfor a curve multiplication usingdifferentn areshown in Table5.6.
Fromthetable,it canbeclearlyseenthatthebottleneckis in �eld multiplication(MUL) whichaccountsfor
approximately90%of theexecutiontime.

Theresourcesusedandtime takenfor a curvemultiplicationusingaparallelmultiplier for n = 113and
473 areshown in Table5.7. For the n = 113 case,a fully parallelmultiplier could be usedwhereasfor
n = 473, themaximallyparallelmultiplier whichcan�t in anXCV1000Ecorrespondedto k = 24.

Figure 5.7 is a plot of normalizedperformanceversesthe degreeof parallelismk. As can be seen
from the �gure, the executiontime improvesas parallelismis increasedand tradeoffs betweenareaand
performancecanbeeasilymade.Improvementis initially linearfor smallk, afterwhichdegradationoccurs
mainly becauseof increasedroutingdelays.Theperformancethenquickly saturates.As canbeseenfrom
thegraph,for smallern, degradationoccursatasmallervalueof k. A sensibletradeoff betweenperformance
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andareacouldbeachievedby limiting k to thelinearregionof Figure5.7.

Projective Af�ne
n 113 155 173 113 155 173

NOP 291 391 444 291 391 444
(0.22%) (0.16%) (0.14%) (0.2%) (0.12%) (0.11%)

XOR 616 847 946 784 1078 1204
(0.46%) (0.34%) (0.31%) (0.53%) (0.33%) (0.3%)

MUL 128820 242112 301368 127680 288288 359136
(95.79%) (96.89%) (97.2%) (85.93%) (88.78%) (89.13%)

ROTL 673 925 1033 12825 24102 30015
(0.5%) (0.37%) (0.33%) (8.63%) (7.42%) (7.45%)

TFR 3625 4972 5548 5432 7931 8858
(2.7%) (1.99%) (1.79%) (3.66%) (2.44%) (2.2%)

SHFR 123 170 188 1233 2465 2753
(0.09%) (0.07%) (0.06%) (0.83%) (0.76%) (0.68%)

Jump 335 461 515 335 461 515
(0.24%) (0.18%) (0.18%) (0.24%) (0.15%) (0.12%)

Total 134484 249879 310043 148581 324717 402926
(100%) (100%) (100%) (100%) (100%) (100%)

Table5.6: Dynamicinstructioncount(dynamicinstructionfrequenciesin parentheses)for anelliptic curve
multiplicationusingdifferentn. The“Jump” entryis thesumof JKZ, JCZandJMPfrequencies.

k Slices Cycles Time(ms) Slices Cycles Time(ms)
n=113 n=473

1 1410 134484 4.3 5264 2267501 126.2
2 1860 71204 2.6 6928 1150278 69.2
4 1970 39564 1.7 7396 591666 35.7
6 2076 28264 1.2 7872 402306 24.5
8 2182 23744 1.06 8340 312360 19.1
10 2300 20354 0.93 8799 253246 15.7
12 2434 18094 0.89 9288 217680 13.8
14 2515 16964 0.84 9752 192602 13.5
16 2614 15833 0.81 10229 170340 12.7
24 – – – 12160 147354 12.3
32 3524 12188 0.79 – – –
64 5572 10375 0.77 – – –
113 8753 9187 0.75 – – –

Table5.7: k-way parallel �eld multiplier resourceutilization, numberof cyclesandexecutiontime for a
curvemultiplicationusingprojectivecoordinates.
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Figure5.7: Normalizedexecutiontime for onecurvemultiplicationusinga k-wayparallel�eld multiplier.

5.5 Conclusion

The feasibility andutility of implementinga microcodedelliptic curve processorover F2n for arbitraryn
wasdemonstrated.We believe that a microcodedimplementationhasa shorterdevelopmenttime and is
more�e xible thana �nite statemachinebasedimplementation.Moreover, theprocessor's I/O requirements
aresimply theinputsandoutputsof theelliptic curvemultiplicationandarehencemuchlower thanthatof
aprocessorwhichonly implements�eld operations.Experimentswith theprocessorshowedthatprojective
coordinatesarealwaysfasterthanaf�ne, andthat�eld multiplicationaccountsfor approximately90%of the
executiontimeof acurvemultiplication.By increasingtheparallelismof the�eld multiplier unit, signi�cant
speedimprovementscanbegained.



Appendix A

Electrical Issues

A.1 Intr oduction

The differencebetweena “high speeddigital system”anda “low speeddigital system”is the rise time of
thelogic beingused.If therisetime is suf�ciently slow, we have a low speeddigital systemandthedigital
systemsbehavedigitally.

As the rise time decreases,however, thingsturn from digital to analogue.The realworld is analogue,
anddigital systemsarea simpli�cation of theanalogueworld to a different,simplerworld which only has
two levels. As therisetime is decreased,theanaloguebandwidthrequiredto faithfully transmitthis signal
is increased.Theimpedanceof inductors,skin effect andtransmissionline effectsbegin to comeinto play,
andthedesignermustbeawareof all of theseeffectsin orderto designa correctlyfunctioningandreliable
digital system.

A.2 RiseTime and Bandwidth

Many designersmistakenly associatethe maximumfrequency of the system(usually that of the master
clock)with thebandwidthrequired.However, it is therisetimeof thelogic whichdeterminesthebandwidth
required,andthis is independentof theoperatingfrequency.

In orderto determinethecorrespondingbandwidthof adigital signalgiventherisetime,it is instructive
to look at thespectralcontentof a train of pulses.FigureA.2 shows a typical amplitudeversesfrequency
graphon a log–logscale.We canseethatthegraphhasa gentleslope(-20 dB/decade)up to the“kneefre-
quency”, andafterthattheslopeincreasesmarkedly. Wede�ne the“kneefrequency” asbeingthefrequency
at which thecurve is 6.8 dB below the low frequency curve. Most of theenergy of thesignalis contained
below thekneefrequency andif our systembandwidthreachesthis frequency, it canprocessanundistorted
signal.

Thekneefrequency Fknee canbecalculatedfrom therisetimet r of thesignalby thefollowing equation

Fknee =
1

2t r
(A.1)
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FigureA.1: Frequency responseof adigital waveform.
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A.3 TransmissionLines

We areusedto our notionthata signalwill propagateinstantaneouslyalonga wire, but this holdstrueonly
whenthe wire is shortcomparedwith the rise time of a signal. Transmissionline theorytreatsthe more
generalcasein which the wire is not assumedto be short. Low speeddigital systemscanbe treatedas
lumpedsystems,andwedonotneedto worry aboutthelengthof theinterconnectingwires.However, aswe
increasethelengthof theinterconnect,thesystemturnsinto adistributedone.

An analogyto amorefamiliarmechanicalsystemmayhelpto bettervisualiseatransmissionline system.
If we considerputtinga “step” signalon theendof a ropeby sharplylifting the“source”endif it, we can
seethatoursignalwill propagatefrom thesource,alongtheropeat a �nite velocity to the“load” end.

If the rope is short, the signal will appearalmostsimultaneouslyat the other end (analogousto our
familiar “lumped” systems).Theinterestingtransmissionline caseis whentheropeis long in comparison
to thepulse.Thesignalpropagatesat a �nite velocity to theloadendandwhathappensat theloaddepends
on whattheropeis tied to ie. how theendis “terminated”.Usually, afterhitting the load,someproportion
of it will re�ect andpropagatebackdown towardsthesource.This is seenasa sortof “recoil” effect that
wehaveall observedwhenplayingwith gardenhoses,skippingropesetc.Whenthere�ectedsignalhits the
sourceagain,it alsore�ects from thesource.With eachre�ection, thepropagatingsignalgetssmalleruntil
thesystemdiesdown completely.

Electricalsignalshavea �nite propagationdelay. If we havea shortwire, thepropagationis sofastthat
thepotentialatall pointsin theline arethesamewhenasignalis propagated.If thewire is suf�ciently long,
thepropagatingsignalwill causedifferentpartsof thewire to beat differentpotentials,andwe call this a
distributedsystem.

How fast do electricalsignalstravel? Well, this is easyfor radio waves, they travel at the speedof
light. For wire, thespeedof propagationis proportionalto thesquareroot of thedielectricconstantof the
surroundingmaterial.

We cande�ne theelectricallengthl of a signalto be

l = t r =D (A.2)

whereD is thepropagationdelayof thewire perunit length(givenby EquationA.10) andt r is therise
time of thesignal. We canthink of theelectricallengthasbeingthe lengthof thechangingpulseinsidea
wire. Typical valuesfor D are180ps=inch for anFR4PCB(innertrace),140� 180ps=inch for anFR4
PCB(outertrace).

A rule of thumbis that we canuseto distinguishbetweena distributedandlumpedsignalis that it is
lumpedif thewire lengthX is much lessthan1/6 theelectricallength, or mathematically

X � l=6 (A.3)

It is goodengineeringto usethelogic family whichcanmeetthepropagationdelayrequirementsof your
circuit while maintainingthe longestpossiblerise time. This may be enoughto turn a distributedsystem
into a lumpedsystem.

Distributedsystemsexhibit ringingunlessthey areterminated,andthis ringingcancausedigital circuits
to malfunction.Ringingis a transmissionline effect.

Transmissionlinesaremadefrom two conductors,onefor thesignalandtheotherfor theground.Ex-
amplesincludecoaxialcable,ribbon cablewith a signal/ground/signal/groundpattern,andprintedcircuit
boardswith a controlleddielectricseparatingthe conductors.Whenwe have a distributedsystem,trans-
missionlines (andtransmissionline theory)areusedto control thesignalpropagationso that thesignalis
transmittedwithout unduedistortion(overshootandundershoot).
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A.3.1 Ideal TransmissionLines

An idealtransmissionline is in�nite, losslessandfreefrom distortion.If weplaceastepinput to theline, the
stepwill propagateforeveralongtheline, at a constantvelocity. Theideal transmissionline is losslessand
soit hasno resistance.However, it doeshavea seriesinductanceandparallelcapacitanceperunit length.

Inductanceandcapacitanceperunit lengtharea functionof thegeometryof the transmissionline and
therelativepermitivity of theinsulatingmaterial.

Thepropagationvelocitystxline of thetransmissionline is givenby theequation

stxline = 1=
p

L 0C0

/ 1=
p

� r

whereL 0 andC0 aretheinductanceandcapacitanceperunit length,and� r is therelativepermittivity of the
dielectric.andsothevelocity of thesignalpropagationdependsalsoon thedielectricusedandtherelative
permitivity of thedielectric.

If we applya stepvoltageV to theinput andconsidera sectionof transmissionline having length� x,
thecapacitancewill be C� x andan averagecurrentI will needto be suppliedfor time T = � x=stxline

to changeits voltagefrom 0 to V . The input impedanceof a transmissionline is calledthecharacteristic
impedanceandis givenby

Z0 = V=(CV=T) (A.4)

=
� x=stxline

C� x
(A.5)

=
p

L=C: (A.6)

An importantpoint to noteaboutZ0 is that the input impedanceof an ideal transmissionline is purely
resistive(andhenceZ0 is arealnumber).Examplesof characteristicimpedancesinclude50
 coaxialcable,
200
 wire wrap,and50 
 printedcircuit boardtraces.

Transmissionlinessuchascoaxialcableandtwistedpair, aremanufacturedwith a controlledcharacter-
istic impedance.For a printedcircuit board,however, thedesignerhascontrolover thetracewidth andthis
affectsthe impedanceandcapacitanceof the transmissionline, affecting thecharacteristicimpedanceand
propagationdelay.

A.3.2 Practical TransmissionLines

A practicaltransmissionline is not in�nite in length,it hasresistanceperunit lengthandalsosuffers from
theskineffect in which theresistanceof thewire increaseswith frequency.

Theeffectof thenonzeroresistanceof thetransmissionline meansthattheline is lossy, andthecharac-
teristicimpedanceof theline changesasa functionof frequency

Z0(! ) =
p

(
R(! ) + j ! L

j ! C
): (A.7)

whereR(! ) is thetransmissionline resistanceperunit length.
ThereasonthatR is a functionof frequency, is becauseof theskineffect. If we look at thecrosssection

of a pieceof wire, it canbedividedinto many circular rings. Thecenterring hasa higherinductancethan
theouterring, andat high frequencies,thecurrent�o ws mostlyon theoutsideof theconductorwherethe
impedanceis lower. This causestheresistanceto increasewith frequency.
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Whena signal is appliedto the transmissionline, the sourcehasan output impedanceZS . A voltage
divideris thusformedbetweenthesourceimpedanceandthecharacteristicimpedance.Theinputacceptance
functionA(! ) is thusgiven(from Ohm's law) by

A(! ) =
Z0(! )

ZS (! ) + Z0(! )
: (A.8)

Theattenuationof thesignalalonga transmissionline of lengthx is givenby thepropagationfunction
HX (! ) which is

HX (! ) = e� x
p

( j ! C (R ( ! )+ j ! L )) : (A.9)

Therealpartof HX is theattenuationof thesignalalongthetransmissionline, andtheimaginarypartis the
phaseshift causedby theline.

Thepropagationdelayperunit lengthD canbederivedfrom theaboveequationandis givenby

D =
p

(L 0C0) (A.10)

whereL 0 andC0 aretheinductanceandcapacitanceperunit length.
At thereceiving endof thetransmissionline, thetransmissionfunctionT(! ) determinestheeffectof the

loadconnectedto thetransmissionline andis

T(! ) =
2ZL (! )

ZL (! ) + Z0(! )
: (A.11)

This is thesumof theincidentwaveandthere�ectedwave.
Theoutputof thetransmissionline is theproductof theacceptance,attenuationandtransmission

S0(! ) = A(! )HX (! )T (! ): (A.12)

Thesignal,however, is alsore�ectedfrom thefar endby there�ection coef�cient � L (! )

� L (! ) =
ZL (! ) � Z0(! )
ZL (! ) + Z0(! )

(A.13)

andsimilarly at thesourceendby thesourceendre�ection coef�cient

� S (! ) =
ZS(! ) � Z0(! )
ZS(! ) + Z0(! )

: (A.14)

Thesignalbouncesfrom loadendto sourceend,beingre�ected at thesourceandloadends,andalso
attenuatedby HX eachtime.

Sn (! ) = A(! )HX (! )[( � L (! )H 2
X (! )� S (! )]n T(! ) (A.15)

If thepropagationdelayof thetransmissionline is tD (computedfrom EquationA.10), thentheoutput
at time tD is S0. The signalthenre�ected at the load andsourceandso at time 3tD the outputbecomes
S0 + S1 andsoon.

Thetotal frequency responseat theload,aftertheoutputhassettledis thusanin�nite sumof thesignal
andits re�ectionsandthis is givenby

Sinf (! ) =
infX

n =0

Sn (A.16)

=
A(! )HX (! )T (! )

1 � � L (! )H 2
X (! )� S (! )

(A.17)
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A.3.3 TransmissionLine Termination

Short TransmissionLine

We have alreadyde�ned theconditionfor a shorttransmissionin EquationA.3. If thetransmissionline is
short,thenthepropagationfunctionH X (! ) approachesunity andaftersubstitutionof EquationsA.8, A.13
and A.14 in EquationA.17, it canbesimpli�ed to

Sshor t (! ) =
ZL

ZL + ZS
: (A.18)

Thus,asexpected,ashorttransmissionline operatesasaperfectpieceof wire andit canbemodelledby
a lumpedsystem.

Unterminated

In general,transmissionlinesarenot short. In theunterminatedcase,the loadimpedanceis normallyhigh
andthesourceimpedancecanbe low or high (typically between10
 and500
 ). Thecomponentsignals
thatappearat theloadis givenby EquationA.15, andthe�nal outputis givenby EquationA.17.

In thecaseof low sourceimpedance,T(! ) of EquationA.11becomesapproximately2 (sinceZ L is big),
A(! ) � 1 andsoS0 = 2. Theoutputstartsat doublethe input value,andoscillatesaboutthe �nal value,
decayingbecauseof thepropagationfunctionuntil it reachesa �nal valueequalto theinputvalue.Thiscan
beseenasringingon theloadendof thesystem.

If thesourceimpedanceis high,A(! ) is smallandtheoutputafterapropagationdelaywill besmalland
exponentiallyriseto the�nal value.

End Termination

In orderto avoid theringingcausedby anunterminatedline, wemustterminatethetransmissionline. If we
settheloadimpedanceto bethesameasthetransmissionline'scharacteristicimpedance,westopre�ections
from ocuringat the loadend. In makingZL (! ) = Z0(! ), we make � L (! ) = 0 in EquationA.13 andso
EquationA.17 simpli�es to

Send (! ) = HX (! )A(! ): (A.19)

However, in practice,mostTTL andCMOS driversdo not have the currentsourcingrequirementsto
drivethelow impedanceloadof thetermination.To drivea50
 loadto 5 V , thedriver is requiredto source
andsink100mA.

Severalwaysto overcomethis problemincludeTheveninterminationwherea a voltagedivider is con-
nectedasa load termination,or parallel terminationwherethe resistoris connectedto a midway voltage
(seeFigureA.3.3). Parallel terminationhastheadvantageof lower power dissipationbut requiresanextra
supply.

For a signal that spendsits time equally in the logic low andhigh levels (ie. it is balanced),a small
capacitorcanbeplacedin serieswith the terminatingresistor(FigureA.3.3). This removestheDC power
consumptionandhalvesthepower dissipation.However, additionalsourcedrive requirementsarerequired
(anddatadependenttime delaysoccur)if it is notbalanced.

Logic devicesoftenhaveadifferentimpedancewhendriving high to thatwhendriving low. In thiscase,
anaveragevaluecanbetaken,or we canjustoptimisefor onecritical typeof edge.
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VDD

FigureA.2: Theveninandparallelterminationof a transmissionline.

FigureA.3: Capacitive terminationof a transmissionline.
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SourceTermination

Insteadof makingnore�ection attheloadend,wecanachievedistortionfreesignalpropagationby allowing
thesignalto re�ect at theloadend,andthenstopthere�ection at thesourceend.This is morepracticalthan
load terminationif thereis morethanoneload. However, multiple loadsmustoccurat theendof the line
andcannotbedistributed.

Sourceterminationis achieved by settingZS (! ) = Z0(! ), making � S = 0 and so EquationA.17
simpli�es to

Ssour ce(! ) = A(! )HX (! )T (! ) (A.20)

Note that in this case,A(! ) = 1=2 andT(! ) = 2 (if the load impedanceis high – asis normally the
casefor anunterminatedload).Henceour equationfurthersimpli�es to

Ssour ce(! ) = HX (! ) (A.21)

Driversnormallyhave low sourceimpedanceandso they canbesourceterminatedsimply by addinga
seriesresistanceat thesourceto make theoutputimpedanceequalto the transmissionline's characteristic
impedance.It offerslowerpowerdissipationthanendtermination.

Devicesconnectedin the middle of a seriesterminatedtransmissionline �rst seethe half amplitude
incidentvoltage,andonly after the re�ected wave hasarrived backto the device doesit becomethe full
amplitudesignal. Thusseriesterminationcanmake thedelayfor a middleconnectedloadup to two times
thedelayof thetransmissionline. Wherepropagationdelayis important,it is betteronly to usethis method
solelyfor loadsat theendof thetransmissionline.

Dri ving Concerns

MostTTL familiesdonothaveenoughdrivecapabilityfor a50
 transmissionline. PCBtransmissionlines
arecommonlymadeto be100
 for this reason.

A.3.4 Mor eComplicated TransmissionLine Effects

We have only studiedthecasein which thereis onesourceandoneload. In practice,we oftenhave many
loadsdistributedalongthetransmissionline. Oftenwe have logic which drivesmany inputs,andin a high
speeddigital board,they arenotalwayslumpedsystems.

In suchsystems,if the electricallength is greaterthanthe spacingbetweenthe loads,the effect is as
if the characteristicimpedanceis changed.Thus if many CMOS devicesareaddedin the middle of the
transmissionline, thecharacteristicimpedanceis reduced,andthepropagationdelayincreased.

For systemswheretheelectricallengthis longerthantheloadspacing,thesignalwill bebothre�ected
andtransmittedfrom theload,andtheresponsecanbecalculatedusingEquationA.15.

A.4 Power Supplies

Theproblemof supplyingpower to digital chipsincreasesastherise time of thedevicesdecreases.When
designinga power supply distribution systemfor circuits which useslow, long rise time devices,power
supplydistribution is not very critical. However, with moderndigital circuitswhich involveshortrisetime
devices,we mustpayattentionto powersupplydistribution.
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VDD 200nH

50pF

FigureA.4: Exampleshowing theproblemof powersupplyinductance

To seetheproblemof power distribution, look at theexampleof FigureA.4. This is a switchingcircuit
usinga relatively tamelogic device (74HC00)drivenby a perfectpower supply. The inductanceshown in
thecircuit is 200nFandtherisetime of thelogic is 5 nsdriving a 50pFcapacitive load.

At theinstantthatthelogic deviceswitches,a transientoccurswhich triesto instantaneouslychangethe
currentacrossthe inductorL. Dependingon how fastthe rise time of the logic device is, andthe load it is
driving, a voltageis introducedacrosstheinductorwhich is in serieswith thesupply.

TheactualmaximumvoltagedropVL acrossL canbecalculatedasfollows.

Max VL = L (dI =dt) (A.22)

= LC
� V
T 2

r
(A.23)

=
200� 10� 9 � 50 � 10� 12 � 5

(5 � 10� 9)2 (A.24)

= 2:0 V: (A.25)

This is actuallyanoptimisticestimatesincethemaximumdI =dt is about50%higherthanthe� V=Tr used
above,makingthevoltagedropapproximately3 V.

The effect of the inductanceis to causethe chip's power supply to suddenlychangevalues(in this
exampleby 3 V). Thiscouldcausethelogic device to glitch, losethecontentsof memory, oscillateor fail in
someotherfashion.

A.4.1 Ground–bounce

Groundbounceis a changein thepotentialof a chip's groundlevel, causedby switchingof thechip. This
usuallyoccursin chipswhich have fastedgetransitionsfor their switching,particularlywhenmany out-
putsswitch at the sametime. Whena chip switches,a transitionin the outputcurrentI OU T occurs(see
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Lgb

Cload

VDD

Iout

FigureA.5: Mechanismof groundbounce.

FigureA.5), causinga changein currentthroughthegroundlead. A voltageVGB (= LgbdIOU T =dt) will
beproducedacrossthe�nite inductancebetweenthegroundof thechip andthegroundon theboardLgb,
producingthegroundbounce.Notethatsincetheinductanceof theleadoccursbetweenthegroundandthe
logic in silicon, it cannotbedirectly measured.

Groundbouncecould causethe logic device to glitch andedgetriggeredlines suchasclocks,asyn-
chronousresetlines etc arevery susceptibleto malfunctioningin the presenceof groundbounce. “Quiet
outputs”(thatis onesthatarenot changing)on thesamechipcanalsospikesincetheirsubstrateconnection
is alsoelevated.Propagationdelaycanalsobedegradedbecausethedriving transistorshave lessdrive due
to elevatedsubstratevoltages.

It is dependentnot only on therisetime of the logic family, but alsoon thepackagingoption(DIP has
thehighestleadinductanceof about8 nH) andthedesignof theoutputstage.Seriesresistorscanbeused
to reducegroundbounceandsomedeviceshave thesebuilt–in. SeeShear[She93] for a goodarticlewhich
comparesdifferentlogic familiesandpackagesfor groundbounce.Also seeSectionA.4 on power supply
distributionwhichhasthesamemechanismasgroundbounce.

A.4.2 Ground Planes

The returnpathof a signal is alwaysthepathof leastimpedance.At high frequency, if thereis a ground
plane,the returnpath is directly underneaththe track. If no groundplaneis available, the returncurrent
takesa pathwith a largerloop,which canbesharedby many devices.This leadsto increasedcouplingand
crosstalk.
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VDD 200nH

50pF

Cbypass

Cbypass supplies
high freq current to
the inverter

FigureA.6: Exampleshowing how bypasscapacitorscansolve theproblemof powersupplyinductance

A.4.3 Bypassing

The problemcausedby the seriesinductanceof the supply lines, illustratedabove, only occurswhenthe
logic devices have fast rise times. As can be seenin EquationA.23, the voltagedevelopedis inversely
proportionalto thesquareof therisetime.

Impedanceis proportionalto the frequency (Z = j ! L ), andso at low frequencies,the impedanceis
low, andit doesnot createa problem.Logic with fastrise times,have high frequencieson therising edge,
causinga high impedancein theinductor, andhencea largevoltagedropacrossit.

If weaddabypasscapacitorcloseto thepackage,wegetthecircuit shown in FigureA.4.3. Thecurrent
will travel mostlyin thepathhaving thelowestimpedance,andthiswill bethatof thecapacitor. Capacitors
area low impedance(1=j ! C) at high frequenciesandsoif thecapacitoris placedcloseto thepackage(to
keepits inductanceto a minimum), it will bypassthe high impedancepathof the inductor, andhencethe
circuit will functioncorrectly.

If we hadperfectcapacitors,we couldsolve this problemat any frequency sincethe impedanceof the
capacitorwill keepreducingat high andhigherfrequencies.However, the�nite (andnotnecessarilysmall)
leadinductanceof the capacitorfoils this idea. The capacitorthusprovidesthepower for high frequency
switchingand the inductorprovidesthe low frequency power which chargesthe bypasscapacitors.The
actualreactanceof acapacitoris dependentontheequivalentseriesresistance(ESR)andit' s inductanceand
is givenby theformula

X (f ) =
p

(ESR2 + (
� 1

2� f C
+ 2� f L )2) (A.26)

wheretheESRis typically 0:1 � � 1 
 , C is typically 0:01� � 0:1 �F andL is typically 1 � � 20nH .
Specialmonolithicceramicbypasscapacitorsarenormallyused,thesehaving veryhighcapacitanceand

low inductancefor their size. Flat capacitorswhich �t underneaththe IC areevenbetter, sincethesehave
very low inductanceanddo not take up boardspace.Thesearesometimesmandatoryfor fastVLSI chips
andthemanufacture's datasheetshouldbe checked for adviceregardingbypassing.Note that for surface
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mountdesigns,thereis no spacebetweenthechip andtheboardso that thebestthatonecando is to use
surfacemountcapacitorson theothersideof theboard,directly underneaththecomponent.

Rememberthatall of theenergy requiredto drivetheoutputloadis suppliedby thebypasscapacitorand
sothecapacitancerequiredis

C = I dt=dv: (A.27)

For thesamereasonthatchipsrequirebypassing,boardsalsorequirebypassing.Electrolyticor tantalum
capacitorsarenormally usedto provide mediumfrequency voltageregulationfor a board. This is a large
capacitorconnectedwherethepowersupplyenterstheboard.

Thepower supplyprovidesthe low frequency power, theboardbypassingprovidesmediumfrequency
powerandthechipbypassingprovidesthehigh frequency power.

As a (veryconservative)ruleof thumb,thereshouldbe

1. oneappropriate(usually0:01� 0:1 �F in value)bypasscapacitorfor everybuffer, VLSI andSchmitt
triggerchip.

2. one0:01� 0:1 �F capacitorfor every two FAST or AC logic chips

3. one0:01� 0:1 �F capacitorfor every four LS, C or HC logic chips

4. one1 �F tantalumcapacitorper10 logic chips

5. anda 22 �F electrolyticcapacitoroneachboard.

It is alwaysbetterto put in too muchbypassingsinceit will not hurt andmaysave you a lot of debugging
time.

A.5 Printed Cir cuit Boards

By far the mostcommonmethodfor manufacturingelectricalcircuits is to usecomponentssolderedonto
a printedcircuit board(PCB). They arenormally coppertrackson an epoxybondedglassinsulator. The
boardscanhave many layersof tracks,with platedthroughholesto allow connectionsto bemadebetween
layers.

Themainfactorswhichareconsideredwhenselectingprintedcircuit boardsare

� cost

� density

� electricalcharacteristics

� mechanicalcharacteristics

� reliability.

A.5.1 Typesof PCBs

Singleand Double Sided

Simple,singlelayerboardshave theadvantagesof low cost,but arenot suitablefor designswhich require
high speedor high density. Doublesidedboards,normallywith platedthroughholes,allow a muchhigher
wiring density, andtheplatingof theholesmakesfor bettersolderedconnectionssincethesoldercanwick
up theplating.
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Flexible

Flexible printedcircuit boardsareoftenusedto make specialwiring harnesses,suchasusedin keyboards
etc,andto provideconnectionsto moving partssuchastheprint headonadotmatrixprinter. Rigidisedand
�e xi–ridgeprintedcircuitscanhavecomponentsmountedonthemaswell asplatedthroughholes,andthese
sharesomeof thebene�tsof bothrigid and�e xible circuits.They canbebentto �t tricky situations.

Flexible circuitsusuallyusecopperfoils astheconductorandpolyesteror polyimide�lms for insulation.

Multilay er

Apart from the obvious advantageof higherdensity, multilayer boardsallow entire layersto be devoted
to makinglow inductancepower andgroundplanes.A typical FR4 boardwith 5mil (0:125mm) spacing
has180pF=inch2 (28pF=cm2) capacitance.Thesearenecessaryfor high speeddesignssincethey reduce
crosstalkaswell asprovide a low inductancedistributedbypasscapacitor. The power andgroundplanes
arealsousedasthereturnpathfor microstripandstripline transmissionlines. Obviously, themorelayers
involved,thehigherthecostof manufacture.

Adjacentlayersnormallyhave their tracksrunningperpendicularto eachotherto increasewiring ef�-
ciency. In a given layer, mostof thewireswould be eitherverticalor horizontal,againto increasewiring
ef�ciency.

To preventwarpingof theprintedcircuit board,thelayersshouldbearrangedsothatsolidpowerplanes
aresymmetrical.If outergroundplanesarerequired,they shouldbecrosshatchedto reducethechancesof
warpingwhensoldering(dueto themetalandboardhaving differentratesof thermalexpansion).

With four layerboards,thegroundandpower planesarenormallyplacedin the internalplanesso that
onehasbetteraccessto theoutsidesignals,andalso,sincethepowerplanesareclosetogether, adistributed
bypasscapacitoris formed.Theoutsidelayersform amicrostriptransmissionline structure.

Six layerboardscanhavethepowerplanesin layers2 and5 sothatmicrostripis formedonall thesignal
layers.

A typical multilayerPCBuses“FR4” �berglasslaminatedepoxyresinasthebasematerial. Copperis
adhesively bondedto this base,andthecircuit is “printed” in copperby applyingphotoresist,exposingthe
photoresistto a photographicreproductionof thecircuit, andetchingawaytheunwantedcopper.

“Prepreg” is uncuredepoxy, andseveralbaseboardsarestucktogetherby placingprepregbetweenthem,
andheatingunderpressure.With thismethod,multilayerboardswith upto 28layers(or more)canbemade.

Holesaredrilled, typically many differentsizesarespeci�ed dependingon the componenttypes,and
platedthroughholesaremadeby copperdeposition.Theconductingmaterialis thenplatedwith a tin–lead
alloy to make for easysoldering.

An epoxysoldermaskis commonlyused,andthis is epoxymaterialwhich insulatesall theconductors
on the outsidelayersof the board,exceptfor componentsolderingpoints. This preventssoldershortson
theboardduringconstruction.Soldermaskis typically green,althoughit is alsoavailablein a numberof
differentcolors.

The�nal stepis thesilk screenwhich is usedto identify thepart,components,testpointsetc. It is used
to to identify components,orientation,logos,testpoints,partnumberetc,andgreatlyassistsin construction,
testingandtroubleshootingof thecircuit.
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A.5.2 Electrical considerations

Power Distrib ution

In mostmultilayerboards,power is distributedin groundplanesandthis leadsto goodperformancesince
a low impedancegroundplaneis available. Notethat thepower planesdo not simply supplyDC power to
thechips– they alsoform thereturnpathsfor all AC signalson theboardandthis is why they arecritically
important.

DoublesidedPCBsshouldbeusedwith cautionandonly for low speeddigital circuitswith shortcon-
nections.In thiscase,thepowerandgroundsignalsshouldbelayedout �rst, in aregulardensegrid fashion.

The thicknessandwidth of trackson a PCB areusuallydeterminedby currentcarryingconcernsand
thepowersuppliescarrymostof thecurrent.Designersshouldcheckwith thePCBmanufactureraboutthe
currentcarryingcapabilityof their tracks.

SignalDistrib ution

The main problemsof signaldistribution are interconnectdelay (seeSectionA.3), ringing (SectionA.3)
andcrosstalk(SectionA.6.1). Interconnectdelayand ringing are reducedby reducingthe lengthof the
connection,but for complex designs,it is oftennotpossibleto keepall connectionsshortenough.Increasing
thenumberof layershelpsin all signaldistributionproblems,but this is at anaddedcost.

For high speedsystems,transmissionline effect must be considered,and microstrip (condutorover
groundplane),andstripline (conductorbetweentwo groundplanes)PCB con�gurationsaremadeusing
groundplanes.Thecharacteristicimpedanceof thetracksshouldbecalculatedaccountingfor variationsin
width, layerthicknessanddielectricconstant.

For microstrip transmissionlines wherew is the width of the track, h is the heightabove the ground
planeand � r is the dielectricconstant,the characteristicimpedanceis given by the following formula if
0:1 < w=h < 2:0 and1 < � r < 15

Z0 =
87

p
(� r + 1:41)

ln(
5:98h

0:8w + t
): (A.28)

In thestriplinecon�guration,if b is theseparationbetweengrounds,w=b< 0:35andt=b < 0:25

Z0 =
60

p
� r

ln(
1:9b

0:8w + t
): (A.29)

Notethatis a multilayerPCB,someof thelayerswill bestriplinesandsomemicrostrips.

GND/GND vias

From: http://www.qsl.net/wb6tpu/si-list2/pre9 9/0050 .html
drivers, recivers and power planes
Larry Smith (ldsmith@lisboa)
Mon, 26 Feb 1996 12:01:42 +0800

Messages sorted by: [ date ][ thread ][ subject ][ author ]
Next message: Gary Peterson: "Wanted...PCI bus 3V driver/receiver models"
Previous message: mellitz@eagle.ColumbiaSC.NCR.COM: "Re: Vias and decoupling
(was Re[x]: impedance across ground plane)"
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I have been following with great intrest the recent discussion on impedance
across ground planes, and Vias & decoupling. Perhaps an example will clear
some things up -or- create some more controversy. Consider two CMOSchips
on a PCB, one driving and one receiving. Let the PCB have 6 conductor
layers defined as:

S1/S2/power/Gnd/S3/S4.

There are three distinct environments on this card: the drivers, the
transmission lines, and the receivers.

1) The driver chip will either take current from the local power rail and
put it on a transmission line; or it will take current from a
transmission line and sink it to ground (low-to-high or high-to-low
transition). In each case, decoupling will help to maintain the local
power supply (the power supplied to the silicon transistors) at a
constant potential difference. For the 1st nSec or so, the power supply
current comes from the on-chip parasitic capacitance. Over the next
several nSec, current comes from the PCB power plane capacitance, then
local ceramic capacitors, then bulk (possibly tantalum) capacitors, and
eventually from some switching power supply as time constants time out.
It probably takes 10,000 nSec or longer before the switching power
supply responds, so decoupling capacitors are supporting the switching
activity for a very long time.

2) The transmission line environment becomes important shortly after the
driver makes a transition. In every case, the return current for the
transmission line trace will be on the nearest plane. for S1 and S2
traces, this will be the power plane. For S3 and S4 traces, this will
be the ground plane. For this PCB stackup, the nearest trace controls
the impedance of the transmission line. A current will be either
sourced onto, or sunk from the transmission line according to the
the power supply voltage, driver impedance, transmission line impedance
and Ohm's law (simple voltage divider). This current will continue
to flow until a reflection comes back from some discontinuity or the
far end of the line.

Note that current may or may not have come from a decoupling capacitor
depending on the direction of transition and the refrence plane for
the transmission line.

3) At the receiving chip, a transition will eventually occur. It is likely
to be several nSec after the driven signal, depending upon the trace
length. The voltage on the trace will be with-respect-to ground if the
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trace is on S3 or S4; and WRTpower if the trace is on S1 or S2. This
may be for the 1st several hundred pSec if the trace is coming from a
nearby via, or for several nSec if the trace stayed on one layer all
the way from the driver. Eventually, after all the transients have
settled out, the voltage at the reciever will be the same as the
driver output WRTit's local reference (power of ground).

Now consider a stackup with more signal and power layers:

S1/S2/power/Gnd/S3/S4/power/Gnd/S5/S6.

Things get a little more complicated on the burried layers (S3 & S4) because
the impedance of those layers is controled by both power and ground planes,
and return currents flow on each plane, but the priciples are the same. As
discussed by Andy at Dec, there are some interesting dynamics when signals
pass between layers (ie S1 to S6).

> And yet, consider a via from one outer layer to the other outer layer
> (as a worst-case scenario), with a number of intervening reference
> planes. The return current of the transient edge, runs under the etch
> on the first layer until it reaches the via anti-pad; and then it seems
> to have nowhere to go! It spreads out around the via, finding an
> increasing capacitance to the next reference plane down; and then to
> the next plane; and so on, until it reaches the bottom reference plane,
> where it re-forms as the mirror current under the etch there. If you
> have picosecond edges, this is something to worry about. It's somewhat
> similar to running etch over a reference plane split.

In this situation, it is useful to add vias between Gnd layers. For 1 nSec
rise times, I have suggested to our physical design group that there should
be a ground-plane-stitch-via on every square inch of the PCB. This
guaruntees that there is a path for the return current that is 1/6 of a rise
time long, in addition to the capacitance mentioned by Andy.

Editorial note - you may have noticed that my email address no longer has
ibm.com in it. I have 'seen the light' and now work for Sun Microsystems.
I actually sit in the same office as Ray Anderson and will be helping him
maintain this si-list.

regards,
Larry D Smith
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A.5.3 PCB Layout and Documentation

Printedcircuit boarddesignis aspecialty�eld, andtherearemany trapsandpitfallswhichmustbeavoided
in the designof high performanceor manufacturablePCBs. Nowadays,thereare many CAD packages
availablefor PCB designwhich greatlysimplify the task,andallow automateddesignfrom schematicto
completedartwork. They rangein price from $1000to about$100,000.The moreadvancedsystemscan
designlargerboards,andhavemuchmorepowerful routingalgorithms.

For highperformancePCBdesignit is oftencosteffective to subcontractthePCBdesignto aspecialist.
Thiscanoftensave timeandmoney.

Irrespectiveof whetherthedesignis doneinhouseor externally, a minimum(andconsistent)documen-
tationof yourdesignshouldinclude

1. schematic

2. photoplots

3. drill tape

4. assemblydrawing

5. fabricationinformation(layers,platinginformation,standards,designrulesused)

6. bill of materials

A.5.4 Other Hints

Traps and Pitfalls

Thefollowing pointsarea checklistof potentialtrapsandpitfalls

1. Is the boardthe correctsizeandshapewith the correctmountingholes,connectororientationand
connectortype?

2. Are theholesthecorrectsizefor eachof thecomponents?

3. All componentsshouldhavethesameorientationandclearance.

4. Are theregroundpointsfor testequipmentto connectto?

5. Are theresparesocketsfor unexpectedchanges?

6. Are thetestpointseasilyaccessible?

7. If possible,anextractednetlistof thePCBshouldbecomparedwith theschematic'snetlist.

Modifying PCBs

For prototypes,modi�cations to singleanddoublesidedboardsaretrivial sincetrackscanbecut (usinga
sharprazorknife or scalpel)andkynarwiressolderedin. For multilayerPCBs,only theouterlayerscanbe
modi�ed in this fashion.In addition,thepinsof DIP packagescanbebentup(sothatit doesnotcontactthe
PCB)anda wire soldereddirectly from thepin to thecorrectplace.
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A.5.5 Wir eWrap

Wire wrapis a good,fastway of producingprototypeboards.Theprincipleof wire wrap is thata stripped
wire is woundaroundthe terminalsof a wire wrap socket (thesearelike normalsocketsexceptwith long
pins). It is mechanicallystrongandproducesgoodquality connections.In fact,many earlycomputersused
wirewrappingfor theirmanufacture.

Therearemanualandautomaticwire wraptools,andtheseconsistof two holes,onefor thewire andone
for thepin. InsulatedKynarwire of about22–30awg is usuallyusedfor wire wrapandthewire is usually
strippedabout2 cm. Thestrippedwire is placed(baremetal�rst) into theoff–centerholeof thewire wrap
tool, andthe pin to be wrappedis pushedinto the middle hole. The wire wrap tool is turnedclockwise,
causingthewire to bewrappedaroundthepin. In anautomatictool, theprocedureis thesameexceptthat
youdon't needto turn thewire wraptool – you just pressthetrigger.

Onecommonmistake that is madeis thatpower andgroundlinesaredistributedusingthin wire. The
thin wire hasa high resistance,causinganappreciablepower supplyvoltagedrop. It is muchbetterto use
thicker (possiblyuninsulated)wire for thepower distribution to minimisetheresistanceandinductanceof
thesupplylines.Shortwire wrapwiresarethenusedto connectthepowerdistributionbusto theintegrated
circuits.

Pointto point wiring is thebestway electricallyto connectthewires. If many wiresaretied togetherin
bundles,thiscanleadto aneaterboard,but it increasesthemutualinductancebetweenthewires,increasing
theamountof crosstalk.

It is sometimesnot possibleto getwire wrapsocketsfor PGA andothertypesof sockets.Thesecanbe
built up from wire wrapheaders,sideby side.In fact,thesecanalsobeusedto makewire wrapDIP sockets
if you run out. Discreteanaloguecomponentssuchasbypasscapacitorsandresistorscanbe attachedto
normalDIP sockets,but be careful that this doesnot introducetoo muchleadinductanceandcauseyour
circuit to fail. Bypasscapacitorsarebestsolderedin for this reason.

A.6 Cablesand Connectors

A.6.1 NonidealCableEffects

Themainfactorswhichconcernuswith interconnectsare

1. Propagationdelay

2. Attenuation

3. Crosstalk

4. Re�ectionsdueto transmissionline effects.

Thesefactorsandhow to handlethemwill bedescribedin thefollowing paragraphs.
Propagationdelay can be minimisedby using as short a cableas possible(this helpsto reducethe

effectsof many other problemsaswell), and by choosinga materialwith a low dielectric constant(see
EquationA.4). Therisetime of acableis relatedto its lengthby thefollowing equation

t r = kL 2 (A.30)

wherek is a constantof thecabletype.Thus,reducingthelengthof a cablegreatlyimprovesits risetime.
Attenuationis a functionof frequency duemainly to theskin effect (seeEquationA.9).
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Whentherearetwo wires (or printedcircuit boardtracks)runningclosetogether, thereis a signi�cant
parasiticcapacitanceandmutualinductancebetweenthetwo lines. If a fastchangingvoltageis appliedto
oneline, capacitivecouplingwill causecrosstalkandacurrentis inducedin theotherline. Similarly, if there
is a fastchangingcurrentin oneline, a voltageis inducedin theotherline. Typically, in high speeddigital
circuits,thereis a lot of fastswitchingandthetracksareveryclosetogether. This leadsto largeamountsof
crosstalkoccuring.Crosstalkis alsoapotentialproblemin cableswheretherearemany conductorsrunning
closeto eachotherover longdistances.

Mutual inductanceand self inductancedependon the geometryand materialsused. They are both
proportionalto the areaof the loop so that a big loop (suchas that formedby a badgroundplane)will
increasetheinductance.

Thecrosstalkgeneratedby two parallellengthsof wire canbeseenby consideringFigureA.7. Between
thetwo lengthsof wire will bedistributedparasiticcapacitanceandalsodistributedmutualinductancewith
thepolaritiesmarkedonthe�gure. If wesendarisingedgeonour logic gate,thispulsewill travel down the
transmissionline. At pointX, themutualinductancewill causetwo pulsesin theotherline, apositivepulse
moving towardsC, anda negativepulsemoving towardsD. Thesignscomefrom thepolarity of themutual
inductance.Theeffectof themutualcapacitanceis different.In this case,positivegoingpulsesareinduced
for bothdirections.

For both signalstravelling backwards,the fact that at eachpoint in the line, eachsignalmusttravel a
differentdistanceto reachC, causesthe resultingpulseto be shortin heightandof width 2t p wheretp is
thepropagationdelayof asignalfrom A to B. For signalstravelling forwards,they all propagateat thesame
velocityandarriveatD at thesametime. Thusahighpulseof shortwidth is generatedatD. Thepulsesdue
to inductanceandcapacitanceat C andD havethesamearea,but differentshape.

The magnitudeof the forward pulsesdue to capacitanceand inductanceare approximatelyequal in
magnitudeandsothey tendto cancelandno net resultis seen.However, thereversepulsesadd,re�ect off
C andareseentp lateratD.

Thetransientresponseseenatall pointsis alsoshown in FigureA.7. Theinputpulseis arisingedgeand
this appears,delayedby tp atB. Startingat thesametime asA, a shortpulseof width 2tp is seenat C since
backwardscrosstalkis generatedimediately, but the�nal signaltakesonepropagationdelayfor thepulseto
travel from A to B, andonepropagationdelayfor thereversedirectioncrosstalkto travel from D to C. The
signalat D is causeby a re�ection at C travelling to D tp later. This signalat D, the largestcomponentof
thecrosstalk,canbereducedby sourceterminationat C (seeSectionA.3.3).

Themagnitudeof thecouplingin thecaseof two pairsof long wires(eachpair of wiresis a signaland
ground),is inverselyproportionalto their distancesquared.Thatis

Couplingwires / 1=X 2 (A.31)

whereX is the distancebetweenthe wires. Thus moving wires further aparthasa strongeffect on the
crosstalk.

For a printedcircuit boardwith groundplane,thecouplingis givenby

CouplingPCB /
1

1 + (X=H )2 (A.32)

whereX is thedistancebetweenthetracks,andH is thedistanceof thewiresabovethegroundplane.
Most cableswill be long enoughto be distributedsystemsandhencetransmissionline effectswill be

observed (seeEquationA.3) and the theory given in ChapterA.3 shouldbe applied, terminationbeing
necessaryto avoid unduedistortion.

The connectorsusedmay alsoserve to make a impedancemismatchin the transmissionline, andfor
veryhighspeedsystems,thismustbetakeninto account.
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FigureA.7: Illustrationof crosstalk.
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A.6.2 CableTypes

Coaxialcablehasthesignalin acentresubsection,andagroundwhichsurroundsthesignal.It is mostoften
usedfor high frequency signalssinceit hasa tightly controlledcharacteristicimpedanceandlow crosstalk
dueto thesignalbeingsurroundedby theground.

Ribboncableis popularfor datadueto theability to providehigh densityandeasyconnection.Ribbon
cablesare�at andmadeupof insulatedconductorsin parallel.Transmissionlinescanbemadeby grounding
everysecondsignal(but at theexpenseof halvingthedensity).

Cablescomein many sizeswith (up to approximately64conductors),andspeci�ednominalimpedance
andcapacitance.They canberainbow coloredor somehaveamarkononesidewhich indicatespin 1.

Insulationdisplacementconnectors(IDC) areusuallyusedfor ribboncablesincethey canbepressedon
without theneedfor soldering.Thepinson theseconnectorsbreakthroughthe insulationto make contact
with theconductor. IDC connectorsshouldnot be reused– unreliableconnectionsmay resultdueto bent
pinsfrom theinitial insertion.

Twistedpair cablesconsistof thesignalandreturnpathcablestwistedtogether. The twisting reduces
crosstalksincethetwisting arrangementmakesthemutualinductancebetweenthe linesreversein polarity
every time thewirescrossover.

Ribboncabletwistedpair is alsoavailablewhich combinestheadvantagesof twistedpair with theeasy
connectionsof ribboncables.

A.6.3 Other Connectors

Very often, a boardmustplug into a backplaneor otherconnectorvia an edgeconnector. Theseshould
alwaysbegoldplatedto reducetheresistanceof theconnection.Youshouldavoid touchingedgeconnectors
sinceit putsoil anddirt on theconnectorsandcanmakethemunreliable.

If power is suppliedthroughtheedgeconnector, alwaysmeasurethevoltageof the furthestchip from
thepowersupply. Thelossacrossbackplanes,edgeconnectorsetc.maybemuchmorethanyou think since
thewireshavea �nite resistanceandlargecurrentsaredrawn by thepowersupply.

It alsohelpsto make thegroundconnectionsa bit longerthantheotherones.This way, if theboardis
insertedwith thepoweron,thegroundcontactwill bemade�rst, andsocomponentsaremuchlesslikely to
bedestroyedby hot insertion.

For smallnumbersof wires,headerscanbeusedasconnectors.Headersareavailablein singleor double
rows,straightor right angled.They aresimply pinswhich stick up out of theboard.Therearealsofemale
connectorswhichcanpushinto theheadersto makecables.

Headersarealso usedas jumpersand jumperplugscanbe usedto make a dual inline (DIL) header
connection.

Therearespecialconnectorsdesignedfor powersupplieswhichshouldbeusedinsteadof othertypesof
connectors.It is importantto choosea power connectorthatcanbothhandlethecurrentsrequiredandthat
canonly be insertedin thecorrectway. In addition,thereshouldbeseveralgroundpins in a connectorso
thatthereturncurrentsarenotall forcedthroughasingleconductor. For minimumcrosstalk,asignal/ground
patternshouldbeutilised.

For batterypoweredcircuits,make surethatyou have diodesto protectfrom thebatterybeinginserted
thewrongway.

Alwayslabelall powersupplypinsonyourboardsothatnomistakescanbemade.
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A.6.4 Wir e

AWG System

TheAmericanWiring Guage(AWG) measureof wire thicknessis a logarithmicsystemandcanberelated
to diameterof thewire d (in meters)by thefollowing formula

d = 0:0254� 10( � AW G+10) =20 (A.33)

Resistance

Theresistanceof copperwire of lengthx is

R =
2:12� 10� 8 � x

d2 (A.34)

A.7 Further Reading

A very goodtreatmentof high speeddigital systemsis given in Johnson[JG93]. His book explains the
mechanismsinvolvedwith highspeedsystemsaswell aspracticalformulaefor quantifyingthem.

Most of the informationon logic families,their nonidealities,andhow to constructcircuits from them
is providedin thedatabooksfor theintegratedcircuit family. Thereis a wealthof informationin manufac-
turer'sdatabooksandcarefulreadingmaysave many hoursof debuggingandredesign.

Therearemany goodbooksonprintedcircuit boarddesign,particularlygoodonesbeingGinsberg [Gin91]
andCoombs[Coo88]. An outdatedbut still informativebookis by Lindsey [Lin82]. Thereadershouldrefer
to thesefor amoredetaileddescriptionof printedcircuit boardtechnologyincludingsurfacemount,�e xible
printedcircuitsandmanufacture.
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Abstract Algebra

In orderto explainthedesignof linearfeedbackshift registers(LFSR),somebasicabstractalgebrais neces-
sary. In this subsection,terminologyandsomeresultswhich areneededto explainLFSRsaregiven.A full
treatmentis beyondthescopeof this bookandthereaderis referredto Lidl et. al [LN94] or Menezeset. al
[MvOV97] for amoreformaldescription.

B.1 Groups,Fieldsand Rings

B.1.1 Groups

A group(G; +) consistsof a setof numbersG togetherwith a operation+ which satis�es the following
properties:

� Associativity: (a + b) + c = a + (b+ c) for all a; b;c 2 G

� Identity: Thereis anelement0 2 G suchthata + 0 = 0 + a for all a 2 G

� Inverse:For everya 2 G thereexistsanelement� a 2 G suchthat� a + a = a + � a = 0.

ThegroupG is saidto beabelian(or commutative) if:

� a + b = b+ a for all a; b 2 G.

We will usethenotation# G to denotethenumberof elementsin a group.

B.1.2 Fields

A �eld (F; + ; � ) is asetof numbersF togetherwith two operations,+ and� whichsatis�esthefollowing
properties:

� (F; +) is anabeliangroupwith identity0

� � is associative

� thereexistsanidentity 1 2 F with 1 6= 0 suchthat1 � a = a � 1 = a for all a 2 F

95



96 APPENDIXB. ABSTRACT ALGEBRA

� theoperation� is distributiveover+ i.e. a� (b+ c) = (a� b)+ (a� c) and(b+ c)� a = (b� a)+ (c� a)
for all a; b;c 2 F

� a � b = b� a for all a; b 2 F

� for everya 6= 0; a 2 F thereexistsanelementa� 1 2 F suchthata� 1 � a = a � a� 1 = 1.

If the �eld hasa �nite setof elements,it is calleda �nite (or Galois)�eld. Let Fp be the �nite �eld with
p elements.Numbersin the �eld F2 can be representedby f 0; 1g. If p = 2n , numbersin F2n can be
representedasn-bit binarynumbers.

B.1.3 Rings

A ring (R; + ; � ) consistsof a setof numbersR togetherwith two operations+ and� which satis�esthe
following properties:

� (R; +) is anabeliangroupwith identity0

� � is associative

� thereexistsanidentity 1 2 R with 1 6= 0 suchthat1 � a = a � 1 = a for all a 2 R

� theoperation� is distributiveover+ i.e. a� (b+ c) = (a� b)+ (a� c) and(b+ c)� a = (b� a)+ (c� a)
for all a; b;c 2 R

Ringscanhaveotherproperties

� If thereis anelement1 2 R suchthat1� a = a � 1 for all a 2 R, then1 is themultiplicativeidentity
in thering andthering is saidto haveanidentity.

� Thering is a commutativering if f ab= bafor all a; b 2 R.

� If the ring hasmultiplicative identity 1 and if for a given a 2 R thereis an a� 1 2 R suchthat
a � a� 1 = 1. a� 1 is calledthemultiplicative inverseof a anda is calleda unit.

A polynomialis writtenas

P[x] = cn xn + cn � 1xn � 1 + : : : + c2x2 + c1x1 + c0

=
X

i

= 0n ci x i :

whereci 2 R arethecoef�cients, c0 is calledtheconstantcoef�cient. If cn 6= 0 thencn xn is thehighest
ordertermandcn is thehighestordercoef�cient. ci x i is calledthedegreei term.Thedegreeof thehighest
nonzerocoef�cient is thedegreeof thepolynomial. Theweightof a polynomialis thenumberof nonzero
coef�cients. Finally, apolynomialis monicif its highestordertermis 1.

SupposeR is a commutative ring. The setof all polynomialsin an indeterminatex with coef�cients
in R and the normal polynomial addition and polynomial multiplication operationsforms a ring and is
denotedasR[x] andcalleda polynomialring. Polynomialdivision is performedusinglong divisionsothat
if g(x); h(x) 2 R[x] with h(x) 6= 0 dividing g(x) by h(x) givestheuniquepolynomialsq(x); r (x) 2 R[x]
suchthat

g(x) = q(x)h(x) + r (x)



B.1. GROUPS,FIELDSAND RINGS 97

wherethedegreeof r (x) is lessthanthedegreeof h(x). Thenotationthatg(x) modh(x) = r (x) is also
used.If g(x) modh(x) = 0, thenh(x) dividesg(x).

Polynomialswith coef�cients in Zp (integersmod p wherep is prime), andin particularZ2[x] areof
specialinterestto hardwaredesigners.A polynomialP(x) 2 Zp[x] is irreducibleif it hasno nontrivial
factors.Algorithmsfor testingirreducibility of a polynomialusethefollowing theorem

Let P(x) 2 Zp[x], deg(x) = m � 1. ThenP(x) is irreducibleoverZp if f

GCD(xpi

� x; P(x)) = 1 (B.1)

for eachi , 1 � i � bm
2 c.

A polyomialP(x) of degreem � 1 is primitive if f P(x) is irreducibleandX (pm � 1)=r i 6= 1 modP(x) for
all theprimefactorsof pm � 1, r i . Notethatif pm � 1 is prime,thenP(x) is primitive if it is irreducible.
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