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Chapter 1

Intr oduction

A eld programmablgatearray(FPGA)is anarrayof logic gatesin which the connectionganbe con g-
uredby downloadinga bitstreaminto its memory Traditionalapplicationspeci ¢ integratedcircuit (ASIC)
designrequiresmonthsfor the fabricationprocesswhereasan FPGA canbe con gured in seconds.An
additionaladvantageof FPGA technologyis thatthe samedevicescanbe recon guredto performdiffer-
ent functions. FPGA technologyis relatively new, the rst commercialdevicesappearingn 1986. With
improvementsn very large scaleintegration(VLSI) technologyasof January2002,FPGAsnow have den-
sitiesof around10 million equivalentgatesandaremanuficturedn 0:15 m eight-layermetaltechnology
Continuingadvancesnableghe implementatiorof systemson a single FPGA of a systemthat previously
requiredalargecustomVLSI chip or several FPGAs.

In generalfull customVLSI designshave betterdensityandhigherspeedhanFPGAs.However, FPGA
technologyoffersthe following advantagesver VLSI:

Whereasa VLSI designis usuallytailoredfor asingleapplicationtherecon gurability andreuseabil-
ity of anFPGA enablegshe samesystento be usedfor mary applications.

Designscanbe optimisedfor eachspeci ¢ instanceof a problem,whereasapplicationspeci c inte-
gratedcircuits (ASICs) needto be moregenerapurpose.

Thedesigntime is considerabléower thanthatfor an ASIC which enablegproductsto be broughtto
marketfasterandatlesscost. Furthermoreaworking prototypeis availableearlierin thedesigncycle,
allowing developmenbf softwareto proceedconcurrentlywith hardwareveri cation andre nement.

Thenonrecurrenengineering NRE) costof ASICs continuego grow with decreasing/LSI feature
size.In 2003,theNRE andmaskscostsfor anASIC in a90nm processs over US$1million. FPGAs
have virtually zeroNRE, and as maskcostscontinueto rise, the volume at which ASICs are more
costeffective thanFPGAsincreases A single FPGA designcanbe usedby mary differentparties,
allowing economie®f scaleandthe VLSI fabricationcostto beamortizedoveralargernumberusers.

1.1 Harwar e Description Languages

Anotherimportantrecentdevelopmenthasbeentheintroductionof hardwaredescriptionanguagegHDL)
suchasthe |lEEE standardlO76very high speedntegratedcircuit (VHSIC) hardwaredescriptionlanguage

11



12 CHAPTER1. INTRODUCTION

(VHDL) andVerilog (IEEE 1364). TheseHDLs enabledesigners$o simulateandsynthesizeircuitsfrom a
high level program-like description.UsingHDLSs leadsto greatlyimprovedproductiity.

Theadwantage®f aHDL overtraditionalschematicapturemethodss thatthedesigncanbe simulated
earlierin the designcycle thusfacilitating detugging, the circuit descriptionsare conciseso that complex
circuitscanbeeasilydevelopedandthatthe samedesignscanbe retagettedfor differenttechnologies.

Usinga HDL, it is possibleto dehug a circuit in muchthe sameway asa programis delugged.Usinga
dehugger all internalsignalscanbedisplayedbreakpointcanbesetandthecodecanbesinglestepped An
additionaladwvantagds thatthe oftentime consumingsynthesigprocessanbe avoideduntil the correctness
of thecodehasbeenveri ed.

Theretagettabilityof HDL codemeanghatthesamecodecanbesynthesizedor differenttechnologies.
Not only is it possibleto selectthe mostappropriatesizedFPGAor FPGAfamily for adesignthesamede-
signcanlaterberetagettedto anapplicationspeci c integratedcircuit (ASIC) aswell. As new technologies
andnew FPGAdeviceshecomeavailable,thedesigncanbereused.

1.2 FPGA and HDL basedSystems

The con uenceof FPGAtechnologyandHDLs hasled to greatimprovementsn hardware designermpro-
ductwity. The two technologiesare often usedtogetherin rapid systemsprototypingandrecon gurable
computing.

1.2.1 Rapid SystemPrototyping

In rapid systemprototyping,systemsaredeveloped perhapdaterto beimplementedn a differenttechnol-
ogy canbe developedin a very shorttime. Prototypesare often usedto aid in the veri cation of designs,
to facilitate early delugging of the systemandto provide a platform for the early developmentof device
driversandsoftware.

CompaniesuchasQuickturnDesignSystemdnc. andAptix Inc. provide hardwareandsoftwarewhich
cantake largecircuits(normallyin aHDL), partitionthe designamongalargenumberof FPGAsconnected
by sometypeof switchor programmablénterconnectechnologyandproducea hardwareemulationwhich
canbe usedto emulatethe hardwaredescribedoy the HDL code. Suchsystemscanbe usedto accelerate
simulationsand/orusedto develop boardsand real time prototypesof systemsmary monthsbeforean
ASIC would beready This leadsto a shorterdesigntime which sasvesmoney aswell asreduceghetimeto
market. In practice,dueto overheadsn the FPGAandinterconnecsystemthe designamay not operateat
full frequeng.

1.2.2 Recon gurable Computing

FPGAscanbe usedasa computingplatformin their own right. Suchsystemsoften usean FPGA board
asa coprocessoto acceleratapplicationswhich operateon a personakcomputer Although ASICs offers
potentiallyhigherperformancehanrecon gurablecomputing recon gurablecomputinghasthefollowing
advantages

FPGAbasedsystemdave amuchshorterdesigntime

it is possibleto usethesamerield-Programmabl€ustomComputingMachine(FCCM) hardwarefor
mary differentapplications
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Moore's law continuego offer improvedsilicon technologyat exponentialrateswhich is availableto
designersvithoutthe costly manufcturingprocessequiredfor ASICs

it is possibleto specializethe hardwareto anextentnot possiblein ASIC devicesto improve perfor
mance

the recon gurablenaturemalesit feasibleto attemptdesignsemploying more sophisticatedalgo-
rithmswhich canleadto animprovementin performance.

Therearemary examplesof recon gurablecomputingsystemsvhich outperformequivalentfull-custom
VLSI designs.Researchlyroupshave successfullyusedFPGA basedcomputerhardwarein applicationsas
diverseascryptographydigital signalprocessingmolecularbiology, neuralnetworks andvideo compres-
sion[VPD* 96]. The FPGAbasedsystemsveredevelopedata muchlower costthananequivalentcustom
VLSI chip, yet for mary of theseproblemsthe FPGA systemswveresuperiorbothin performanceandcost
to all forms of generalpurposeprocessingystemsat the time (pipelinedmachinesmassiely parallelar-
chitecturesnetworks of microprocessorstc). For mary real-timeapplications the FPGA solutionshad
performanceat leastone order of magnitudebetterthan ary existing implementationin ary technology
[VPD* 96].

Contemporaryecon gurablecomputingis spatialin nature the computationaklementsn sucha sys-
tem performingthe sameinstructionevery cycle, andthe sequencef operationdeinglinkedtogethemith
wires. In contrastmicroprocessoraretemporaln nature beingstoredn registersandpassedhrougharith-
meticlogic units (ALUs) with little parallelisminvolved. The spatialcomputingstyle offersthe following
adwantagesnddisadwanatge$DeHO0Q:

The FPGAs explicitly hardwiredto performa certainoperationand doesnot requiredecodingof

aninstructionstreamstoredin a memoryasin a microprocessorThusthe overheadof the instruc-
tion storage(i.e. cacheandmemory),instructiondecodingandALU canbe eliminatedandthe area
usedfor processingoperations. This leadsto a higher performanceo silicon arearatio and more
computatiorperclock cycle.

Sincethe computingelementof the FPGAcanall operatdan parallelwhereasa microprocessonasa
smallnumberof computingelementsa higherdegreesof parallelismis possible.

Whereasnicroprocessorsperateataword level, FPGAscanoperateatabit level whichis anadwan-
tagewhenthedatais organizedn smallerthanword units.

FPGAsrequirethatthe computationt within theareaconstraintof the hardware.

Every subtaskthat mustbe performedin a computationneedsto be assignedo a functional unit.
Infrequentlyusedfunctionalunitsareidle makinginef cient useof resources.

The e xibility offeredby theFPGAsarchitecturein particularits programmableouting,leadsto long
cyclestimesandhencereducedtlock ratescomparedo microprocessors.

1.3 Field Programmable Gate Array Architecture

In this section,an overview of the architectureof a genericFPGA s given. For speci ¢ details,thereader
shouldreferto theliteraturesuppliedby the manufcturerof the speci ¢ device to beused.
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Figurel.1: Architectureof an FPGAwith four-input LUT cells( gure courtesyof M.P. Leong).

As illustratedin Figure 1.1, an FPGA consistsof a numberof logic cells (LC) which canbeintercon-
nectedto otherlogic cellsandinput/output(IOC) cellsvia programmableouting resourcegRR). The LC
consistsof userprogrammableombinatorialelementswith an optional registeringof the output. Using
suchan architecture subjectto FPGA imposediimitations on the circuit's speedand density an arbitrary
circuit canbeimplementedn the device.

At presentthe mostcommontechnologyfor recon gurablecomputingand rapid systemprototyping
is to employ staticram (SRAM) to storethe FPGAs con guration information (e.g. Xilinx andAltera),
althoughsomevendorssuchas Actel use Flashmemoryinsteadwhich hasthe advantageof being non-
volatile (i.e. thecon gurationremainsn thedevice afterpower-down) andsmallersizeover SRAM.

InanormalFPGAdesignwork o w, auserentersadescriptionof thedesireccircuit by usingahardware
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descriptionlanguage(HDL) suchasVHDL or Verilog. A CAD tool is usedto synthesizea netlist from
the HDL description.Another CAD tool is thenusedto decomposehe netlistto t thelogic resource®f
the FPGA, andthena placeandroute (P&R) tool is used. Following this, the logic and interconnection
of the FPGAis de ned, andthe CAD tool outputsa bitstreamwhich canbe downloadedto the FPGAs
con gurationRAM.

Apartfrom thebasicFPGAarchitecturedescribeckarlier currenttrendsareto integratecommonlyused
featureson the FPGA so that designerscan integrate entire systemson an FPGA device. Suchfeatures
include:

Fastcarry chainswide decoderstristatebuffersetc.

Blocksof on-chipmemaory contentaddressablmemory(CAM), multipliers,embeddednicroproces-
sorsetc.

Programmabl&'O standard#n the |OC.
Partial recon guration.

Delaylockedloops(DLLs) andPhasdocked loops(PLL) for clock de-slewing, phaseshifting and
multiplication.

Intellectualproperty(IP) coressuchas bus interfaces,networking componentsmemoryinterfaces,
signalprocessindunctions,microprocessorstc.

1.3.1 Input/Output Cells(10C)

I/O cellsarenecessaryo transferdatain andout of the FPGA.Normally, somepinson the FPGAarededi-
catedto power, ground,con guration, clocksetc. Most of the otherpinsaregeneralandcanbe con gured
via the bitstreamto beinputsor outputs.

It may be possibleto selectdifferentl/O standardgor the IOC including TTL, CMOS; low-voltage
TTL andCMOS (LVTTL andLVCMOS); peripheralconnectioninterface (PCl), advancedgraphicsport
(AGP), low-voltagedifferential signalling (LVDS), low-voltage positive-referencee@mitter coupledlogic
(LVPECL) etc. Note thatthe lasttwo aredifferentialin natureandrequiretwo pins. Impedencecontrolis
alsoofferedin someFPGAfamilieswhich enableslesignerso eliminateterminatingresistorsn high speed
applications.

In addition,if anlOC is aninput, the usermay be ableto optionally registeror latchthe input, pull-up
or pull-down the input, adda weak-keeper(which maintainsthe currentlogic stateif notdriven). Outputs
alsocanhave optionallatchesor registers programmablelen ratecontrol,drive currentcontrol, etc.

SincelOCshaveregistersin them,it is possibleto implementsimplecircuitssuchasshift registersusing
only thelOC resources.

1.3.2 Logic Cell (LC)

A LC is usuallyimplementedasann-inputlookuptable(LUT) with anoptionalregisterattheoutput.An n-
input LUT is simply arandomaccessnemory(RAM) with n-inputsandasingle1-bit output. This structure
canimplementary function of n inputssinceone canstoresthe desiredoutputfor all of the possible2"
cases.

If nis choserto besmall,routingis requirecto implementevensimplefunctionsandsoperformancend
densitysuffer. If nis choserto betoo big, the overheadassociatedvith unusedesourcegimplementation
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of ann-inputLUT is achieved with a 2" bit memoryso resourcesncreasesxponentiallywith n) make it
inefcient. Most commercialFPGA devices suchasthe Xilinx XC4000, Xilinx Spartan Xilinx Virtex,
Altera Flex, Altera Apex and Altera Mercury families usea 4-input LUT which seemsto offer a good
compromisebetweerdensityandfunctionality.

As an example,if we wish to implementa 4-input OR gateusinga 4-input LUT, onewould program
addres® to have anoutputof 0 andall otheraddresse® have anoutputof 1.

The output of the LUT is optionally registeredor latchedwithin the LC. This presentsa difference
betweenFPGAsand ASIC designs:FPGAshave an alundanceof registerswhich in mostdesignsare not
fully utilized. Designswhich useregistersto good effect (e.g. deeppipelining, shift registersand one-
hot statemachines)anbe very ef cient on an FPGA, anddesignershouldlook for opportunitieso take
advantageof this architecture.

1.3.3 Routing Resources(RR)

By con guring the dots and light grey switchesillustratedin Figure 1.1, one can interconnectthe LCs
illustrated,andcanalsoform connectiondetweerthe LCs andthelOCs. Suchroutingresourcegreimple-
mentedusingswitcheswhicharecon guredby the FPGAs bitstream A hierarchyof interconnects usedin
real-world FPGA designssothatlocal connectiong€anbe madeef ciently , while moreglobalinterconnect
spanlongersegments.

Thereis anoverheadassociatedvith usingthe FPGAs useof programmablénterconnectersedirect
connectionsn metalsuchasthatusedin ASICs. ThusFPGAshave slowerinterconnectiueto theincreased
lengthof wire anddueto the extra capacitancéntroducedby the switches. The only thing thatdesigners
candoto improvethesituationis to try to packasmuchfunctionalityaspossibleinto the LCs, andto place
connected Cs andlOCsascloseaspossibletogetherto minimizerouting.

1.3.4 Partial Recon guration (PR)

SomeFPGAshavethefeaturethatpartof the bitstreamcanberecon guredaffectingonly alocal partof the
FPGA,while therestof the FPGA canoperatenormally. Althoughstill in theresearctstage partialrecon-
guration (PR)is uniqueto FPGAsandoffersthe potentialto time multiplex LCs, hencesaving resources.

1.3.5 DLLs

In the context of FPGAdesignsDLLs andPLLs areusedfor clock deslewing, clock frequeng multiplica-
tion andclock phaseshifting. As anexampleof anapplicationan FPGAinternalhigh frequeng clock can
be derived from a lower frequeng boardlevel clock. This canhelpto reduceassociatedboardlevel high
speednterfacingproblems.

A DLL consistof aprogrammablelelay-line,aphasedetectorandcontrolcircuitry. TheDLL worksin
afeedbackarrangemenin which a phasedetectotis usedto compareaninput clock with a delayedversion
of thesameclock (formedvia thedelay-line). Thecontrolcircuitry aimsto adjustthedelayof thedelay-line
sothatit is in phasewith the input clock [EASB94. This is doneby monitoringthe outputof the phase
detectowhich continuouslyindicateswhetherthe delayedclock edgeis leadingor laggingcomparedwith
the input clock. The control circuit thendecreasesr increaseghe delay respectiely to make the clock
edgesalign.

TheDLL canthusbeusedto ensurethatthe phasedelaybetweernaninput clock signal,anda buffered
versionof the clock, bein phase(i.e. minimize skew betweernthetwo clocks). By taking differentoutputs
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alongthedelayline, phaseshiftedversionsof the clock canbe generatedFor example to shift the clock by
180degreesa pointhalf way alongthedelayline canbeusedastheoutputof theDLL. Clockmultiplication
canbeachievedby usingcombinatorialogic to combinethe outputsof the phaseshiftedclocks.
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Chapter 2

Digital Logic

2.1 Combinatorial Logic

Thetranslationof HDL codeto combinatorialogic is rarelyaproblemin real-world designs However, one
shouldremembetthat the logic is eventuallymappedto LUTs in the FPGA. To achieve the very highest
performancepne shouldattemptto minimisethelevels of logic androuting for combinatorialogic in the
critical path. Oneshouldalsoconsidempipeliningto increasehroughput.

2.1.1 Lookup Tables

It is sometimeghe casethatvery complicatedogic canbe moreef ciently implementedasalookuptable
ratherthanasdiscretelogic. This, in fact,is exactly how FPGAsimplementlogic sincearny n-inputlogic
functioncanbeimplementedisingann 1 bit RAM (thediscussiorbelow will assumehatn = 4).

In arecon gurablecomputingsystemthefollowing typesof RAM canbeconsidered

LUT RAM theon-chipRAM in the LUTs of alogic cell
block RAM blocksof on-chipRAM which canbe con guredin differentwidths
off-chip RAM staticor dynamicRAM ontherecon gurablecomputingboard.

LUT RAM canbe usedto provide 24 = 16 bits of storagecomparedwith the singleregisterin alogic
cell. Thedisadwantageof usingthe RAM in this fashionis thatonly oneelements accessablat ary time.
However, if LUT RAM canbe used,it offers16 the storageefciency. This type of RAM is usefulfor
the storageof patternsshift registers,intermediatecalculationsandfor providing usercon gurablelogic.
Block RAM is often usedto implementlookup tables,buffers, FIFOsetc. Off-chip RAM canbe usedto
implementargelookuptables buffers(suchasgraphicsframebuffers)etc.

Often,if theRAM resourcesanbeusedasavingsin thelogic requiredn thesystencanbeaffected.An
additionalbene t is thata RAM elementhasa shortcritical pathwhich canleadto anoverallimprovement
in clock frequeng. For all of thesereasonspne shouldconsiderwhethera designcould be modi ed to
ef ciently useRAMs insteadof logic.

19
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Figure2.1: A 4 bit ripple countercircuit. The outputof one ip—op clocksthe next one,hencethe term
“ripple” count.
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2.2 SequentialLogic

2.2.1 Counters
Ripple Counter

The simplestcounterdesignis thatof theripple counter Theripple counterusesthe outputof the previous
ip—op to clock the following oneasshawn in Figure2.1. Although this type of counterresultsin the
minimal amountof hardware,sinceeach ip— op is clockedataslightly differenttime. After releasinghe
active low “NRESET” signal,the counterstartscountingfrom 0. Onthe rst falling edgeof the clock, q(0)
goesfrom 0 to 1. Onthenext falling edgeof the clock, g(0) will go from 1 to 0, atthe sametime clocking
thefollowing ip—op. Thecircuitthusoperate@sacounter It is animportantdetailto notethatthecircuit
operate®n thefalling edgeof the clock. If therising edgeis used the circuit will notfunctioncorrectly

An importantissuein the designof theripple counteris thatthe outputsdo not all changeat the same
time. In fact,the countergoesthroughallot of intermediatestatesvhich cancauseglitchesto occurin some
circuits. For example,supposéhatthe counterstateof a 16 bit ripple counteris thatall the outputsareset.
Onthenext clock edge theleastsigni cant bit becomesgeset.After the clock—to—outpupropagatiordelay
(tpr op) OF this ip—op, thenext bit becomeseset.This continuesuntil all 16 bits arecleared.Thusthetotal
time for this procesdor anN bit ripple counteris Nty qp. If this counteris clocked very quickly, the
countercould be suchthat readingthe outputat ary time will resultin anincorrectvaluesincethe clocks
may not have yet propagatedo the higheroutputs.

SynchronousCounters

Synchronousountersaresimplya nite statemachinethenext statebeingalogicalfunctionof theprevious
state.In the synchronougounter the next stateis calculatedandwaits atthe input of the ip— op until the
next rising clock edge(seeFigure2.2). Whentherising clock edgeoccurs,all of the outputswill change
almostsimultaneously The circuit is mosteasilydescribedusingtoggle ip— ops. All of theclock inputs
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Figure2.2: A 4 bit synchronougountercircuit. All ip—ops are clocked simultaneouslyso the outputs
changgalmost)simultaneously

areconnectedo the clock signal. Theleastsigni cant bit q(0) togglesevery clock edge andthen'th output
will toggleif all of then-1lower bits areset. Thustheinputto thetoggle ip— op is simplythe AND of all
of the outputsof theearlierbits.

Whenthe outputsof the synchronousounterchangesralues,it is possiblethat while the outputsare
changingashorttime will exist whenthe numbersarechangingheirvalues.For example whenthe output
changedrom "1111” to "0000", if saythe q(0) bit hasa fasteroutputdriver (dueto device tolerancesnot
all of theoutputscanbe expectedo bethesamespeed)the outputwill momentarilypecome'’0111” before
nally reaching’0000”. Thusa synchronousountermay also causeglitches,althoughit is much better
thantheripple counter

An alternatve methodfor producinga synchronougounteris to useanadder A latchedoutputis fed
backinto the input, andthe otherinput hasa constaninput equalto 1. Althoughthe maximumspeedof
operationis lower thanthat of the counterof Figure 2.2 (for small counters)eachbit requiresonly a full
addercircuit. For long countersthe fanoutof mary of thelogic is smallerandthe hardwarerequirements
aresmaller

It is importantto noticethatthen®h mostsigni cant bit needonly operateat a half thefrequeng of the
(n + 1)%h bit. Thusfor long countersijt is possibleto usea small high speedsynchronougountercircuit
asaprescaleandthenusea slower counteremploying adderswvhich operateatareducedrequeng.

Gray Code Counters

Theglitching problemsof theripple andsynchronousounterssanbe avoidedby usinga Graycodecounter
Gray codesaregeneratedn suchaway thatonly a singlebit will changebetweerconsecutie values.This
way, glitching duringthetransitionfrom onestateto anotherstateis notpossible.

Gray codesaresimpleto generatestartwith ary initial value. Advanceto thenext stateby ipping the
leastsigni cant bit thatproducesa valuethathasnot beengeneratedbefore.As anexample the4—bit Gray
codesareshavn in Table2.1. Theimplementatiorof a Gray codecounteris simply a nite statemachine
wherethe next stateis speci edin termsof the previous state.Synchronougounterscanalsobe described
in thismanner
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0000 | 1100
0001 | 1101
0011 | 1111
0010 | 1110
0110 | 1010
0111 | 1011
0101 | 1001
0100 | 1000

Table 2.1: A 4 bit Gray code.
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Figure2.3: A 4 bit linearfeedbaclkshift registercircuit.

2.2.2 Linear FeedbackShift Registers

Pseudorandomumbergenerator§PNRG) have applicationsas counters,in cryptography generationof
white noiseandtestingof digital circuits. Pseudorandomumbersarenottruely randomin thesensahatthe
next numbercanbe derivedfrom the previous oneandalso,the sequencevill eventuallyrepeat.However,
for mary practicalpurposeghe deterministicnatureof thesenumberscanbe a usefulfeatureratherthana
hindrance.

A high speedmethodfor producinga PRNG usingdigital hardware employs a maximallengthlinear
feedbackshift register (LFSR). As the namesuggeststhe methodinvolvesa shift register the input being
determinedby feedbackof someof the stagesn the shift register A maximallengthLFSR of N bits hasa
periodof 2N 1. Figure2.3)is anexampleof a maximallengthLFSRwith feedbackconnectiong4,3). If
theinitial valuesof all thelatchesarezero,successie outputsof the LFSR are:

o 1, 3, 7, E D, B, 6 C, 9 2 5 A 4 8 0 1, 3 ..

andtheperiodis indeed2* 1= 15. Notethatif the stateof theLFSReverbecomesll 1's, the outputwill
bestuckat“F”. Thisis calledthelockupstateandthe LFSR shouldnotbeallowedto enterthis state.
Although a designercan use LFSR circuits without knowledgeof the underlyingmathematicssome
backgroundnaybeenlightening.The derivationof thefeedbackconnectionsequiredfor amaximallength
LFSR comesfrom understandingf the structureof the polynomialring Z,[x]. Pleaseeferto AppendixB
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for abrief introductionto abstractlgebra.

If the polyomial P(x) 2 Z,[x] of degreeN is primitive, then the N-bit LFSR associatedvith the
polynomial P (x) is of maximallength (i.e. hasperiod2N  1). For example,the LFSRin Figure2.3
correspondso the primitive polynomialP (x) = x* + x2 + 1 of degree4 sincethe 3rd and4th outputsare
fed backto theinput. The“+1" is performedby the XNOR gatesinceadditionin Z, is equivalentto an
exclusive OR operation.Table 2.2 containsa selectedist of primitive polynomialsover Z,[x]. A program
which cancomputeprimitive polynomialsfor any givenN is alsoavailablefrom [Dup02.

Somepropertiesof primitive polynomialsareusefulto keepin mind whendesigningLFSRs

the constantoefcient of a primitive polynomialis always1, otherwise x would divide the polyno-
mial andsoit couldnotbeirreducible

the minimum numberof termsin a maximallengthLFSRis 3, sotrinomials(i.e. polynomialswith 3
nonzeraerms)requiresthe leastcombinatorialogic to implement

if N is divisible by 8, thereareno primitive trinomials(but higherweight primitive polynomialsmay
exist).

In someapplicationsuchascryptographyit is bene cial to usehigherweightpolynomialsto minimize
the chanceof someoneguessinghe polynomialusedfor the LFSR. Also, dependingon the application,
one might wantto polynomialto be con gurable ratherthanhardwiredin the design. The block diagram
of a generalprogrammablé FSRis shovn in Figure2.4. The serpentinarrangemenshown in the gure
is commonlyusedin VLSI designgto reduceinterconnectiorwire lengths. The feedbackis implemented
by bringing the outputsof all of the tapsof the delayline up in the North directionandthenin the West
direction. The logic to implementa given polynomialis donein the row 1 cells, andis customizedor
differentpolynomialsby providing the appropriatdunctionin thelookuptable.Henceit is possibleto load
thelookuptableswhile the hardwareis operatingandchangehe polynomial.

A verylong LFSRwhich implementsa high weightpolynomialrequiredong wiresto reachthe XNOR
gatefrom alargenumberof cellsaswell asalargefan-inXNOR gate.This canbecomea critical pathin the
circuit. Pipelining,asshowvn for the caseof an XNOR gatein Figure2.5, caneffectively solve the problem.
Thelarge XNOR calculationcanbe computedn two or morestages.For the caseof the LFSR, onemust
compensatéor theextradelayintroducedoy the pipelining stageby takingearliertapsin the LFSR's delay
line. Onemustbe carefulto initialize the pipeliningregisterto theappropriatevalue.

Theimplementatiorof theLFSRcell is shavn in Figure2.6. Cellstake 3 inputsfrom thecellswhichare
Southof them,performatablelookupto implementthefunctionandthenlatchtheresult. Theseoutputsare
all broughtto theleftmostrow 1 cell which combineghemcombinatoriallyto form theinput to the LFSR.
Note that the leftmostrow 1 outputis not pipelinedin the evaluationfunction so that thereis no needto
compensatéor its extradelay

2.3 True Random Number Generators

Giventheimportanceof randomnumbergenerationsurprisinglyfew hardwareimplementation®f TRNGs
have beenreported.Therearethreecommonlyusedtechniquesn theliterature,namelyoscillatorsampling,
direct ampli cation and discretetime chaos. In the oscillator samplingapproach period variation (i.e.
oscillatorjitter) in alow frequeng clock of low quality factor(Q) is exploited by usingit to samplea high
frequeng clock. The directampli cation techniquedigitizesthermalor shotnoise,usinga ampli er and
comparatarFinally, chaoticsystemsanbe usedto produceTRNGs.
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XZ+ x+1 X%+ xZ+ 1 x*+ x3+ 1
x5+ x3+1 x6+ x5+ 1 X"+ x8+ 1
x9+ x5+ 1 X0+ x7+1 X+ x%+1
x5+ x14 4+ 1 | x4+ x84+ 1 | x84 x114 1
X0+ x7+1 [ x4+ x¥+1 | x2+x2+1
xB+xB+1 [ xP+x2+1 [ xB+xB+1
X294+ x27+1 | x4+ x8+1 | xB+x041
B+ xB+1 | xB+xB+1 | x3¥+ xB+1
XM+ x38 4+ 1 | x4+ x%2+1 | x4+ x40+ 1
¥52 4+ %49+ 1 | x55 4+ 534+ 1 | x57 + x50 4+ 1
xB+x39+1 | x0+x¥+1 | xB+xb2+1
x65 + x47 + 1 x68 + x59 + 1 X714+ x5 + 1
X4 x84+ 1 | xP+xO0+1 | x8+x7+1
x84 xM+1 | x8+x™@+1 | x8+ x5+ 1
¥93 4+ %9 + 1 [ % 4+ x4+ 1 | x5+ x84+ 1
W97 + %9 4 1 | x98 4 87 4 1 | x100 4 463 4 1
x103 4 %94 4 1 | x105 4 %89 4 1 | x106 4 x91 4 1
X108 4 77 4 1 | 111 4 101 4 1 | %113 4 x104 4 q
X118 4 85 4 1 | x119 4 y111 4 1 | x121 4 x103 4 q
%123 4 w121 4 1 | x124 4 y87 4 1 | x127 4 x126 4 1
%129 4 w124 4 1 | %180 4 5127 4 1 | %182 4 x103 4 1
X134 4 377 4 1 | 185 4 x124 4 1 | %187 4 x116 4 q
X140 4 111 4 1 | 142 4 121 4 1 | x145 4 x93 4 1
X148 4 %121 4 1 | 150 4 97 4 1 | x151 4 x148 4 1
X153 4 y152 4 1 | %159 4 x128 4 1 | x161 4 5143 4 1
X167 4 w161 4 1 | x169 4 5135 4 1 | %170 4 5147 4 1
X172 4 y165 4 1 | x174 4 y161 4 1 | %175 4 x169 4 1
X177 4 %169 4 1 | 178 4 91 4 1 | x183 4 x127 4 1
X185 4 %161 4 1 | x191 4 x182 4 1 | %198 4 y178 4 1
194 1 5107 4 1 | 4198 4 4133 4 q | 199 4 165 4 ¢
%255 4 %203 4 1 | w257 4 x12 4 1 | 300 4 %293 4 1
%337 4 %282 4 1 | y350 4 %297 4 1 | y401 4 249 4 1
%463 4 %370 4 1 | 511 4 x501 4 1 | x1020 4 559 4 1
Table 2.2 Primitive trinomials in Zj[x]. The leftmost two connections

of the polynomial should be XNOR'd together form the input of a maximal
length LFSR PRNG.
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Stage 1 pipeline

Figure?2.4: Block diagramof a generalizegprogrammablé FSR.
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Figure2.5: PipelinedXNOR circuit.
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Figure2.6: Circuit of anLFSRwith XOR cell.
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Figure2.7: OscillatorsamplingusingD-type ip- op.

In 1984, Fair eld, MortensonandCoulthartfRRK84] developedthe rst integratedRNG basedon os-
cillator phasenoise.In thedesigna high frequeng oscillatorwassampledisingalow frequeng oscillator
After removing duty cycle biasesvia a parity Iter, the ip op outputwasfed into alinearfeedbackshift
register(LFSR) basedscrambler The designgenerate®7 bpsusinga 1000Hz low frequeng clock. Al-
thoughourrandomsourceuseshe samemechanismour randomnumberdesigndoesnotrequirethedigital
scramblewsedin their design.

Thelntel RNG s partof the Intel 8xx chipsetstartingwith the Intel 810andis implementedn the Intel
82802FirmwareHub Device (FWH). It usesampli ed thermalnoiseto drive a voltagecontrolledoscillator
(VCO), andoscillatorsamplingis usedto detectthe phasenoiseof the VCO to producea digital random
sourcegJK99].

An FPGAimplementatiorof a TRNG wasanimplementatiorby FischerandDrutarossky [FD02] used
avariationof oscillatorsampling.Their designwasbasedn therandomnessf jitter in ananalogugphase
lockedloop (PLL) andadecimatomwasusedio ensurdhatatleastonesampleaffectingjitter wasincludedin
every outputdata. Thedesignwasimplementedn anAltera APEX EP20K200-2XFPGAwith a33.3MHz
externalclock. With an88.245MHz internalclock, it cangeneraté9 kbps. For FPGAssuchasthe Altera
APEX E and APEX Il deviceswhich have internal PLLs, this approachrequiresno externalcomponents.
Thedisadwantageof this approachs thatfew FPGAshave this feature.

Truerandomnumbergeneratorbasedon chaoticsystemscanleadto very compactCMOS implemen-
tations.In 2001, Stojanaski etal. [SPKO0J implementecananalogchaos-baseBRNGin a0.8 m CMOS
procesautilizing switchedcurrenttechniques. The estimatedoutput bit rate of this designwas 1 Mbps.
AndreaGerosaet al. [GBPO0] alsoimplementeda RNG basedon a chaoticsystem. Their designwith
apipelinedADC (analog-to-digitaconverter)occupied2:2 mm? silicon areaandthe designcangenerate
8-bits of datausinga 20 MHz clock.

Petrieet al., combinedoscillatorsampling,directampli cation anddiscretetime chaosto producean
analogVLSI chip which wasrobustto power supply noiseand substratesignal coupling[PCO0Q. Imple-
mentedn 2 m CMOS,thechip could producerandomnumbersat 1.4 Mbps. Thedesignoccupiedanarea
of 1:5 mm? anddissipated.9 mW of power.

In this section,a TRNG basedon oscillatorsamplingwhich wasimplementedn an FPGA device will
bepresented.
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Figure2.8: TRNG circuit shawving digital mixing, parity Iter andoutputbuffer.

2.3.1 TRNG Design

The TRNG operateshy samplingan accuratehigh frequeng clock, Fy, with an unstablelow frequeny
clock, F;. This wasdoneusingan edge-triggered-type ip- op asshawn in Figure 2.7 with F, asthe
clockinputandFy asthedatainput. The outputrateis atthefrequeng of thetheslow clock, F.

Thereareseveralfactorswhich affect the randomnessf the output[RRK84]. The rst situationis that
the duty cycle of F, may not be 50%. In this situation,F, will have unequalprobability of beingzeroor
one.An N -bit parity Iter [ECS94 RRK84]canbe usedto deslew a non-uniformdistribution. If theratio
of onesto zeroesn theraw randombitstreamis p : g thenthe probability thatthe parity will beoneor zero
is the sumof the odd or eventermsof the binomial expansionof (p + )N . This sumcanbe evaluatedto
calculatethe probability of a oneat the outputof the parity Iter andis %((p + N+ (p oN). Since
p+ g= 1, thisexpressiorreducedo %(1 +(p qN). Asn increasesthis expressiortendsto 0.5.

The secondfactoris the selectionof clock frequeng. If the variationof the periodin F, is not large
enough,therewill be correlationbetweenbits and so the value of the output can be predictedto some
extentfrom the previousvalues.Previousresearchhasshowvn thatthe standardleviation of the periodof F
shouldat leastbe 0.75timesthe periodof Fy, [RRK84]. Thusincreasing~,, andreducingF, leadsto more
randomness.

A third factoraffectingthequality of the RNG is therandomsourcédtself. As therearebothperiodicand
aperiodicelectromagnetinoiseinsidea computersystemtheremay be correlationin the outputsequence
astheresultof couplingof periodicnoisefrom the power supply clocks,crosstalkthermaleffectsetc. This
issueis notaddresseth thiswork.

The TRNG circuit of Figure2.8 wasusedfor the design.Fy, is ahigh frequeng clock andF, is alow
frequeng clock generatedy an externalRC oscillatorcircuit. A parity lter with 4 stagesvasappliedto
theraw randombit streamto correctfor any duty cycle biases.Notethatsincethe parity Iter mustusen
independenévents,the outputrateis reducedoy a factorof n. Thisis implementedy only producingone
write enableevery n cyclesasshavn in theschematic.

Figure 2.9 shavs the schematidor the free runningmultivibrator usedto implementthe F, oscillator
[Fra98 Alf01]. The periodof the oscillatorwill be affectedby backgroundhoisewhich is the sourceof
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Figure2.9: Low frequeng clock circuit. Notethattheinverterandtwo buffersin the oscillatorcircuit were
implementedisingtheinput/outputblocks(IOBs) of the FPGA.

C
R2

randomness$n the design. R2 is usedto limit the currentwhenY hasan excursionbeyond the supply
railsi.e. without R2, the voltageat Y would be limited to betweenVyy andGND dueto the FPGAs input

protectiondiodes.R2 shouldbe choserto be muchlargerthanR1 sothatthereis no appreciablelischage

of C throughR2. Notethatthe inverterandtwo buffersin the low frequeng oscillatorwereimplemented
usingthe input/outputblocks (IOBs) of the FPGA. The IOBs have hysteresiswvhich sene to reducenoise
dueto slow changingnputsof theoscillator It is possibleto addanenableto the oscillatorsothatit canbe

switchedoff to save power.

Figure2.10shavstheoutputof nodeY of the oscillatorasmeasuredvith anoscilloscopeThe highest
voltagereachedat nodeY occursjust afternodeX switchesfrom low to high. SinceVx increasedy Vyq,
Vv increasedy the sameamountto Vy = %fL ChageatnodeY thendecayshroughR1 towardsGND
(via the outputof the inverter)with an exponentialdecayVy (t) = W%e =(RC), WhenVy reacheghe
switchingpoint of the bottombuffer, i.e. Vy = Vdd=2, thebuffer will switch,causingvx to dropby Vyq.
Thisis turn caused/y todropto Vyq=2. ThevoltagethenrisestowardsVyq (sincetheinverter's outputis
at Vgg until the switchingpoint of the bottombuffer is againreached.This processepeatsnde nitely and
is thusanoscillator )

The resulting half-period T=2 can be calculatedas V% = W%e re— from which the period of the
oscillatorT = RC In(9) canbederived.

The dual port BlockRAM actsas both a buffer andinterface. The randombit streamis written to the
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Figure2.10: Oscilloscopéraceof oscillatornodey.

memorythroughport A via theF| clock. The PRNGcircuit readsthe outputvia port B usingthe Fy, clock.
The TRNG circuit alsocontainsa counter(not shovn in Figure2.8) whoseoutputis usedasthe addresgor
the BlockRAM.

An implementatiorof the RNG wassynthesize@ndimplementedisingSynopsy$sPGACompilerand
Xilinx Alliance respectrely. The FPGA platform usedwasa PilchardFPGA card (seeChapter4) which
usesthe SDRAM bus insteadof the PCI bus usedin corventionalFPGA boards,andthe externalpassie
componentsusedfor the low frequeng oscillator (R1, R2 and C in Figure 2.9) were built on a daughter
card. TheFPGAusedwasa Xilinx Virtex XCV300E-8device.

Table2.3summarizesheresourcautilizationandperformancef the TRNG and1024-bitPRNGdesign
including the hostinterface. The designoccupiedessthan 10% of the logic resource®f a Xilinx Virtex
XCV300E-8FPGA. The high frequeng clock of the TRNG canoperateat over 400 MHz, andthe PRNG
operatest133MHz. In theexperimentsiescribedelow, thePRNGwasclockedat 133MHz andthe TRNG
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Table2.3: Implementatiorsummary(Xilinx XCV300E-8).

Design | Period Slices BRAM
Design (ns) | (% XCV300) | (% XCV300)
TRNG | 2.310 15(1%) 1(3%)
PRNG | 7.212 307(10%) 1(3%)
Both 7.280 310(10%) 2 (7%)

Table2.4: Low frequeng clock measurements.

Frequeng | std(period)
Hz ns

3.74k 3.7
6.75k 8.5
13.83k 26
54.82k 42
91.91k 81

at266MHz by doublingthe 133MHz clock usinga doubleddelaylockedloop (DLL). Thefrequeng of the
low frequeng clockis variable.

For n=1024 eachiterationrequires35 ms. Sincethelast8-bitsareusedasrandomdata,the throughput
of thedesignis 225bps.

For all experimentsin this andthe following randomnessests,a 50 V monolithic ceramic0:01 F
20% bypasscapacitowasusedfor C andall resistorsverediscretecarbonresistors A muchlarger period
variationwasobseredif avariableresistorwasusedfor R1, so discretevaluedresistorawvereusedfor all
measurementsThe valuesof R1 rangedfrom 90 to 2 k resultingin frequencieof 18-265kHz. The
R2 resistorwaschosento be 30 k . The squarewave outputof the low frequeng clock was bufferedin
the FPGA andthe buffer outputwasmeasuredisinga digital oscilloscopéo obtainstatisticson the period
variation. The buffering wasdoneto ensurethatthe measuremergrocesdid not affect the noiselevelsin
thelow frequeng clock generatocircuit.

Table2.4summarizegxperimentsn whichthestandardieviation of theperiodfor differentR1valuesn
thelow frequeng clockwasmeasuredsingthestatisticafeatureof a500MHz, 2 Gs/sHP In nium 54820A
oscilloscope As canbe clearly seerfrom thetable,low frequenciedeadto larger standardieviation in the
period. It is reasonabléo assumehatthe largerthe periodvariation,the morerandomthe resultingoutput
bitstreamandthuslower frequenciesvill leadto higherdegreesof randomness.

2.3.2 NIST TestSuite

For the NIST testsuite (versionl.4), all parametersveresetaccordingto the recommendations [A. 01]
andthetestsequencewerel Mbit in size. Thesamplesize,i.e. thenumberof bit sequence® passhetests
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Table2.5: NIST RNG testresultsummaryfor the PRNGand TRNG at differentlow frequeng oscillator
values.Failedtestsareshavn in bold.

Test P-value

PRNG 265kHz | 151kHz | 115kHz | 52kHz 36.8kHz | 18.8kHz
Frequeng 0.739918| 0.000439| 0.008879| 0.739918| 0.739918| 0.534146| 0.122325
Block
Frequeng 0.004301| 0.000000| 0.000000| 0.035174| 0.350485| 0.534146| 0.739918
Cusum-rward | 0.066882| 0.000000| 0.000001| 0.534146| 0.911413| 0.350485| 0.213309
Cusum-Reerse | 0.350485| 0.000000| 0.000089| 0.534146| 0.739918| 0.911413| 0.066882
Runs 0.911413| 0.000000| 0.534146| 0.350485| 0.739918| 0.911413| 0.739918
LongRun 0.066882| 0.739918| 0.911413| 0.739918| 0.122325| 0.350485| 0.350485
Rank 0.739918| 0.350485| 0.739918| 0.911413| 0.911413| 0.534146| 0.739918
FFT 0.122325| 0.534146| 0.350485| 0.122325| 0.739918| 0.350485| 0.350485
Aperiodic
Templates 0.350485| 0.035174| 0.739918| 0.534146| 0.350485| 0.991468| 0.122325
Periodic
Templates 0.534146| 0.213309| 0.213309| 0.350485| 0.739918| 0.122325| 0.035174
Universal 0.066882| 0.066882| 0.350485| 0.122315| 0.350485| 0.739918| 0.122325
Approximate
Entropy 0.350485| 0.000003| 0.350485| 0.911413| 0.534146| 0.911414| 0.213309
Random
Excursions 0.017639| 0.521333| 0.981557| 0.703204| 0.867916| 0.294149| 0.017639
Seriall 0.350485| 0.000001| 0.534146| 0.911413| 0.122325| 0.350485| 0.122325
Serial2 0.213309| 0.213309| 0.066882| 0.350485| 0.534146| 0.534146| 0.350485
LempelZiv 0.066882| 0.008879| 0.213309| 0.739918| 0.911413| 0.350485| 0.534146
Linear
Compleity 0.350485| 0.534146| 0.066882| 0.739918| 0.534146| 0.350485| 0.991468

was10. Table2.5summarizesheNIST testresultsfor the PRNGandfor the TRNG at differentfrequencies.
The signi cancelevel waschosento be the default of 0.01(99% con dence)so a testhaspassedf the
P-valueis largerthanthis number Failedtestsareshavn in bold. It canbe seenthatthe TRNG passeshe
NIST RNG testsuitewhenthe low frequeng oscillatoris 115kHz or lower, correspondingo a throughput
of 1154 = 29kbps ThePRNGalsopassesll NIST tests.

2.3.3 Diehard TestSuite

Although the Diehardtestsuiteis one of the mostcomprehensie publically available setsof randomness
tests,unfortunatelythereare no well-de ned passcriteria. Intel calculatedthat the entire 250 test suite
passesith a 95% con denceinterval for P-valuesbetween0.0001and0.9999([Int99], andthis method
wasusedfor ourtesting.lt is alsointerestingthatin the “diehard.doc’notesof the Dieharddistribution, Dr
Marsagliasays,“l hopeyou will inform me of results,goodor bad, of new kinds of generatorgou have
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Table2.6: DiehardRNG testresultsummaryfor the PRNGandTRNG at differentlow frequeng oscillator
values.Failedtestsareshavn in bold.

Test P-value

PRNG 265kHz | 151kHz | 115kHz | 52kHz 36.8kHz | 18.8kHz
Birthday Spacings 0.730825| 0.224016| 0.774836| 0.854676| 0.011842| 0.457606| 0.605795
Overlappings-Permutation| 0.049365| 0.512160| 0.605900| 0.007404| 0.242983| 0.892583| 0.519530
Binary Rank(31x31) 0.499906| 0.616320| 0.723351| 0.740576| 0.706765| 0.450976| 0.264369
Binary Rank(32x32) 0.937286| 0.589322| 0.818277| 0.452702| 0.340073| 0.512985| 0.519530
Binary Rank(6x8) 0.946102| 0.928782| 0.166910| 0.992197| 0.558210| 0.652454| 0.264369
Bitstream 0.05040 | 1.00000 | 0.43382 | 0.83427 | 0.54249 | 0.17241 | 0.20124
OPSO 0.7242 0.8957 0.9886 0.6214 0.7938 0.7311 0.9808
0QSso 0.4403 0.4470 0.2539 0.7497 0.3784 0.3875 0.0952
DNA 0.6235 0.4271 0.1613 0.9202 0.5149 0.7231 0.3713
SteamCount-the-1 0.895581| 0.998743| 0.801343| 0.418211| 0.987518| 0.225811| 0.915539
Byte Count-the-1 0.373290| 0.600272| 0.646492| 0.599296| 0.992857| 0.872483| 0.395120
parkingLot 0.089494| 0.322808| 0.246694| 0.863809| 0.585747| 0.287980| 0.246216
Min. Distance 0.841020| 0.684397| 0.232250| 0.541518| 0.999991| 1.00000 | 0.994580
3D Spheres 0.611194| 0.131376| 0.332614| 0.668792| 0.891787| 0.093055| 0.928373
Squeeze 0.954492| 0.738270| 0.268667| 0.147953| 0.801557| 0.311240| 0.426530
OverlappingSums 0.855183| 0.691566| 0.469958| 0.926731| 0.669721| 0.06766 | 0.436228
Runsup 0.045029| 0.743994| 0.679103| 0.479088| 0.381046| 0.607365| 0.587124
Runsdown 0.473325| 0.289460| 0.350040| 0.328526| 0.095483| 0.632704| 0.837897
Craps 0.668026| 0.843023| 0.330808| 0.106158| 0.719738| 0.233184| 0.310008

tested particularlydeterministicgeneratorsbut alsothe outputof physicaldevices. (I have found noneof
thelatterthatgetpastDIEHARD, andwould like to learnof ary thatdo.)”.

TheDiehardtestresultsaresummarizedn Table2.6. At 36.8kHz and52 kHz, thetestwhich failsis the
minimumdistanceest. The minimumdistanceestis asfollows, “ It doesthis 100times:: choosen=8000
randompointsin a squareof side 10000. Find d, the minimum distancebetweernthe (n?  n)=2 pairsof
points. If the pointsaretruly independentiniform, thend?, the squareof the minimum distanceshould
be (very closeto) exponentiallydistributedwith mean.995”. We feel thata failure of this singletestwith
P-value> 0:9999would notcompromisea RNG in any way.

It wasfoundthatfor frequenciebelor 151kHz (with theexceptionof 52 kHz and36.8kHz), the TRNG
passeshetestsuite. The PRNGrandomsequencealsopasseshe Diehardtest.

TheTRNG designdemonstrateamethodfor producinghighquality non-deterministicandormumbers.
Comparedwith previoustechniquesthis methoddoesnot useary specialfeaturesof the FPGA andthus
canbeimplementedon ary CPLD or FPGA device. The PRNG shaws thata highly secureRNG canbe
implementedwith very small arearequirementshoth designstogetherplus the hostinterfaceoccupying
just 310 Virtex slices. The BBS algorithmchosenendsitself to anareaef cient serialarchitecturewhich
greatlyreducegircuit size,admittedlyat the expenseof speed.The maximumbitrateof the TRNG which
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could passthe NIST andDiehardtestsuiteswere29 kbpsand4.7 kbpsrespectiely. We recommendhat
the TRNG beusedat or below 29 kbps,andbelow 4.7 kbpsfor very high securityapplications.The PRNG
passedothDiehardandNIST testsandachievesanoutputrateof 225bps.

Both designswereintendedfor embeddedryptographicapplicationswherethe randomnumbergen-
eratoris integratedon the samechip as other cryptographichardware. Including an internal high quality
randomnumbergeneratomay alsoimprove securityby keepingseedsandkeys internalto the device.



Chapter 3

Computer Arithmetic

3.1 Number Representation

In this section areview of theintegerand oating pointnumbersystemsarepresentedTheseareby farthe
mostcommonlyusednumbersystemsn recon gurablecomputing, x ed point beingusedfor applications
in which good precisionand low hardware requirementsre necessaryand oating point being usedin

situationswherealargedynamicrangeis required.

3.1.1 Integers
UnsignedIintegers

Unsignedintegersare usedto representhe nonngative integers. An N -bit unsignedinteger hasa range
[0;2V 1] andcanbedescribedn binaryform, with u; thei'th binarydigit as

U= (uy 1uy 2:::0); uj 2 f0;1g:
Thisrepresentshenumber

K 1

U u2:

i=0
Two's Complementintegers

Thetwo'scomplementepresentatiois themostwidely usedrepresentatiofor integers.Therepresentation
is similarto thatfor unsignedntegersexceptthatthemostsigni cant bit hasaweightingof 2N . Atwo's
complemeninteger X of wordlengthN canberepresenteth binaryform, with x; thei'th binarydigit as

X = (XN 1XN 2:::0); x; 2 f0;10:
X hasarangeof [ 2V 1;2N 1 1]andrepresents
l’( 2

X = Xn 12N 1y Xi2i
i=0
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Two's ComplementFractions

Thetwo's complementintegerrepresentationanbe generalisedo represenfractional oating point num-
bersby scaling. A two's complemenfractionis represente@sa pair (N; F), whereN is the wordlength
andF isthefractionalwordlength.Themostsigni cantN  F bitsof thenumbermrepresentheintegerpart
andtheremainingF bits arethefractionalpartof thenumber

integer fraction
ALl Py

A A 1.:: )

This correspondso a scalingof thetwo's complementntegerrepresentatioby thefactorS = 2 F andthe
two's complemenfractionnumberY represents

2
Y=2F (xy 12V 1+ xi2")
i=0

Note that the two's complementfraction (N; 0) correspondgo the two's complementinteger caseand
(N;N) hasarangeof [ 1;1).

Addition and subtractionof two's complementractionsare the sameas for two's complementnte-
gers. For multiplication and division, sincea scalefactoris introduced,direct two's complemeninteger
multiplicationchangesheformatof theresultwhich,in generalpeedso berescaled.

Exercise3.1.1.1 Developa xed point classor a setof xed point subioutineswhich will allow you to
performthe+; ; ; opemtionsonarbitrary precisiontwo's complementractions.

Exercise3.1.1.2 We wishto computean approximationto  usingtwo's complementractionsand the the
Gregory-Leibnizseries:

4tan 11
S
- n+ 1

Using the softwae developedin Exercise3.1.1.1,determinethe relative error for differenttwo's com-
plementractionwordlengths(choosean integer wordlengthsothat over ow will never occur). Whatis the
smallestformatof thetwo's complementractionformatwhich will give to 0.1%accuracy?

3.1.2 Floating Point

Floatingpoint numbersareanapproximatiorto the realnumbersandoffer wider dynamicrangethan x ed
point numbers,at the expenseof reducedprecisionand larger implementationcompleity and area. In
the standardEEE 754 standardIEE85] format, three elds areusedto representr oating point number
andit canbe representeds the pair (N;F) whereN is the total wordlengthand F is the wordlength
of the signi cant (also known asthe mantissa). The most signi cant bit is a sign bit A, the following
J= N F 1)bits,i encodeheexponenteld B andtheremainingF bits ¢c; encodehe mantissaeld
C
N 2 f (2 T
= ( by 1:iiboCe 1:iiihbo):
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A representthesignS where
+1 ifag=0

1 ifag=1
TheunsignedntegersB andC areencodedepresentationsf the exponentandmantissaespectiely. The
exponentE, is storedin abiasedepresentatiowith E = B (27 ' 1). For normalisechumbersB 6 0
andthesigni cand is representety M = 1+ C 2 F. Thisis atwo's complemenfraction(F + 1;F)
with themostsigni cant bit beingimplicitly setto 1. If B = 0, it is calledadenormalisesdhumberandthere
is noimplicit 1 in the(F; F) fraction.

Thenumberrepresented givenby

S=

gs %€ M ifO<B<2 1)
;.08 2 M 1 if®E=0
"3 S 1 if B=2" 1andC = 0)
" NaN ifB=2" 1andC 6 0):

Logarithmic Number System

Thelogarithmicnumbersystem(LNS) is a specialcaseof oating pointin which the mantissas always1
(i.e. only the signandexponent elds areused).It hasthe advantage®f simpli ed implementatiorat the
expenseof reducedprecision.ForanN bit LNS numberthe mostsigni cant bit isazero ag, Z. Z is setif
thenumberis zero(sincethereis nolog of zero),otherwisereset.The next mostsigni cant bit is usedfor a
signbit andtherestof thenumberis the base? logarithmof the magnitudeof the numberto berepresented
in(N 2;F) two'scomplemenfractionformat. If E is thevalueof thistwo's complemenfractionandS
is de ned asfor oating point,then

0 ifz=1

L= | =s 2 iz=o0

3.2 The CORDIC Algorithm

The COordinateRotation DIgital Computer(CORDIC) algorithm [Vol59, Wal71, And9§ is an ef cient
methodfor computingtrigonometric,hyperbolic,linearandlogarithmicfunctionsusingonly shift andadd
operations.

Recallthatavector, [x; y] canberotatedby anarbitraryangle to form [x% y9 usingthe equations:

0

xcos() ysin() (3.1
ycoq )+ xsin( ): (3.2)

X

yO

Theabove equationcanberearrangedo obtain:

x = coq )(x ytan( )) (3.3)
y° cog )(y + xtan( )): (3.4)

In the CORDIC algorithm, the tan valuesrequiredaremadeto be powersof two which canbe imple-
mentedas a seriesof shift operationsj.e. tan( ) = 2 '. Thevectoris rotatedin a numberof steps
decreasingn sizeto a certainangle. This is similar to a binary searchwherein eachiteration,a decision
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is madeon whetherto addor subtracta decreasingpower of two until the total angleshiftedis equalto the
valueof
Thusthe computatiorof therotationis brokenupinto n iterations:

xiee = Ki(xi (yidi2 ") (3-5)
yisr = Ki(yi + (x;di2 ")): (3.6)
whered; = 1andK; = cogtan 12 1) = 1=p (1+ 2 7). Notethereis no dependencef K ; ond,

sincecoqx) = coq x). Also notethatthe above iterationscanbe simpli ed by ignoringthe K factor
duringtheiterationsandthencorrectinglaterby multiplying by 1=K where

¥ 1
K = P 3.7
RS CErED G0
which approache8.6073asn approachef nity .
In orderto decideon which valueof d; to chooseat eachiteration,oneneeddo keeptrack of theangle

the vectorhasbeenrotatedthrough. z, is initializedto anddecreasetowardszero. Thustherotationis
computeddy theequations:

Xisr = X (yidi2 1) (3.8)
Yisr = Y+ (xidi2') (3.9)
zs = z ditan @2 1) (3.10)
(3.11)
where

+1 otherwise

A correctionfor the K factorcanbe madeat the endof the CORDIC algorithm,andtan 1(2 ') canbe
computedusingann entrylookuptable.
After the CORDICalgorithmcompletes,

Xn = 7 (x000820)  Yosin(zo) (3.13)
Vo = (000sz0) + Xosin (20) (314)
Zn 0: (3.15)

Apartfrom usingthe CORDIC algorithmto performvectorrotation,usingthe above equationspnecan
calculatesin andcossimultaneoushpy settingyo = 0 andxg = K. Thenx, andy, becomecoqzy) and
sin(zp) respectiely.

The modejust describedjn which z is initialized to  andz, is minimized,in known asthe rotation
mode In vectoringmode y,, is minimizedusingthe sameequationsasEquation3.8, with d; beingiterated
as:

+1 if yy<O

d 1 otherwise:

(3.16)



3.2. THE CORDICALGORITHM

After n iterations,

Xn

Yn
Zn

1P -

K (X5 + ¥5)

0

Zo + tan (yo=xo):
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(3.17)

(3.18)
(3.19)

Thusthis modecanbe usdfor computingtan *(yo) aswell asthe magnitudeof avectorKip (X3 + y3).
The CORDICalgorithmcanbe usedwith linearfunctions:

Xi+1
Yi+1
Ziv1
and
d
gives

Xn

Yn
Zp

xi O(yidi2 ")=x
yi + (xidi2 ')
Zi di2 i

1 ifz<O

+1 otherwise:

= XO
Yo + XoZo
0;

whichis amultiply andaccumulatéunction,andfor

d

givesadivision,i.e.

Xn

Yn
Zn

+1 if yy<O
1 otherwise:

= Yo
= Zo Yo=Xo:

For linearfunctions,no scalingcorrectiondueto K arenecessaty
If thehyperbolicarctangentanh * is usedin Equation3.8,sinh; cosh exp andin canall becomputed.

(3.20)
(3.21)
(3.22)
(3.23)

(3.24)

(3.25)
(3.26)
(3.27)

(3.28)

(3.29)
(3.30)
(3.31)
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Chapter 4

Pilchard

4.1 Intr oduction

Recon gurablecomputing(RC) exploitsthereprogrammableatureof eld programmablgatearray(FPGA)
devicesto performcomputing. The hardware designimplementedon the FPGA canusually operatewith
a level of parallelismmuch higherthanthat achiesablein software. In mary casesthe FPGA actsasa
coprocessofor a hostpersonatomputer(PC)which providesdatato the FPGA.

RC systemscan be implementedwith shorterdevelopmenttimes and lower costthan an equivalent
customVLSI chip, yet have provedto be the fastestor mosteconomicalway to solve certainproblemsin
DNA sequencenatching signalprocessingemulationandcryptographyDeHO0Q.

Unfortunatelycurrentbustechnologyhasnotkeptpacewith improvementsn FPGAandmicroprocessor
technology Although FPGA systemscanoperateat clock frequencieover 100 MHz andmicroprocessors
operateabove 1 GHz, standard®Cl bustechnologylagsbehind. The speef a coprocessosystems often
limited not by the speedof the FPGA circuit, but by theinterconnectindus betweerthe processoandthe
FPGADboard.An exampleof sucha systems our 62 MB/s implementatiorof the IDEA cipherwhich could
only achieve 4.9 MB/s without DMA througha CardBusinterface[LCTLO0O]. Otherimplementationsuch
asal.2GB/simplementatiorof DES[Pat0Q would alsocertainlybe bottlenecledby the PCI bus.

Althoughsener classmachinesemploy the higherspeedhigherbandwidth64-bit, 66 MHz PCI64bus,
the majority of personakomputersstill usethe original 32-bit, 33 MHz PCI32bus which hasa maximum
transferrateof 132 MB/s. Many manufcturersof recon gurablecomputinghardwarehave notyetupdated
theirdesigngo supportPCl64. In thefuture, machinewill usethePCI-X speci cationwhichis a 64-bitbus
operatingat 133MHz andhencehasa maximumthroughputof 1064MB/s.

In arny balanced?C or workstation the memorybandwidthis higherandof a lower lateng thanthat of
theperipherabus. Thisis becausenemoryaccessearemademuchmorefrequentlythaninput/output(l/O)
requests.As an example,the standarddual in-line memorymodules(DIMM) usedevenin low-end PCs
operateat eitherl00MHz or 133MHz with 64-bit data,providing a maximumbandwidthof 1064MB/s.

To addresghe PC/FPGAbandwidthissue,a DIMM basedrecon gurablecomputingplatform called
“Pilchard” (notanacrorym but namedaftertheWesterrAustralianPilchard Sadinopssagaxneopildardus
asmall,cheapandabundantbait sh whichis animportantpartof thefood chain)[PMO™ ar]. Pilchardwas
developedwith thefollowing designgoals

achieve higherbandwidthandlower lateng thantraditionalPCl basedRC systems

41
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few componentsndlow cost,facilitatingits usein educationahndresearctapplications
operateonlow-endPC motherboards

supportXilinx Virtex andVirtex—E FPGAs

allow connectiorof memoryand/orperipherals/ia adaughtercard

ableto take advantageof Pentiumwrite combiningfeaturesfor improvedthroughput

usea simpleregisterbasednterfacefor simpleinterfacing

usegheLinux operatingsystem

usermodeprogramsanaccessheboardvia a simpleyetef cient mmap() basedscheme.

In this chapter the Pilchardsystems designis presentedits performanceds comparedwith that of a
PCI32recon gurablecomputingcardandanimplementatiorof the dataencryptionstandard DES) on the
Pilchardboardis described.

4.2 Pilchard Hardware Design

A block diagramof the Pilchardboardis shovn in Figure4.1. Themaincomponentarethe FPGA,FPGA
bitstreamdownloadanddehug interface,con guration PROM interfaceandan expansionheademwhich is
usedfor connectiorto alogic analyzeror interfacingto otherperipheralor memorydevices. The logic for
theDIMM memoryinterfaceandclock generations implementedn the FPGA.

The boardcanbe populatedwith any Virtex or Virtex—E device in a PQ240or HQ240package.This
currentlyrangedrom the XCV150to XCV1000Edevices.

A photograplof the populatedPilchardboardis shovn in Figure4.2. As canbe seenfrom the picture,
aminimal numberof componentareusedandthe only expensve components the FPGA.

4.2.1 DIMM Interface

The Pilchardboardwas designedo be compatiblewith the 168 pin 3.3 Volt, 133 MHz, 72-bit, registered
synchronou®RAM in-line memorymodules(SDRAM DIMMs) PC133standardInt98, IBM99]. Since
thepinoutsarethe sameasthe 66/100MHz DIMM, the PC100standardcanalsobe supportedThe PC133
standardsupports64 MB, 128 MB, 256 MB, 512 MB and1 GB capacitieswhich offers ample spacefor

memorymapped/O.

Printed Cir cuit Board

Thenominaldimension®f astandardIMM cardare13337 3812 1:27mm.However, aVirtex PQ240
deviceis 32 32mmin sizesoit washotpossibleto usea standardsizedDIMM card. The Pilchardboard
is13337 70:39 1:27 mm,roughlydoublethe heightof a standardIMM card.

The printed circuit boardis a 6 layer, 50 impedancecontrolled FR4 board, designedn-houseand
manufcturedby a third party The stackis organizedas S/1.8/G/G/3.3/SThe small numberof layersis
a directconsequencef our decisionto useFPGAsin the PQ240package.An addedadwantageof using
PQ240devicesis thathandsolderingof the boardis possible Thebypassingircuits (seeAppendixA) were
designedusingsuggestionfrom Xilinx' s literature[Xil99].
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Figure4.1: Block diagramof the Pilchardboard.
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An expansionheaderconnectedo 25 generalpurposel/O pins of the FPGA s supplied. This header
wasdesignedo connecteitherto alogic analyzer(for dehuggingpurposes)or to enabledaughteiboards
with memoryor otherperipherakhipsto be connectedo the Pilchardboard.

Serial PresenceéDetect

The PC133DIMM standardncludesa mandatoryserial presencaletect(SPD) interface[JEDr9 which
allowsaDIMM cardto describdts con gurationto the PC. The PC's BIOS interrogategachDIMM slot's
SPDto determinethe presencer absencef a card,its timing parametersandits size. It thenperformsa
memoryteston all availablememorybeforeproceedingvith therestof thebootprocess.

The memorytestdescribedabore providesan obstaclefor a non-memorycard, particularlyif the card
doesnot have sufcient memoryon boardto completelymimic anormalDIMM. A possiblesolutionwould
beto modify the BIOS sothatit doesnot performa memorytest,however, this is very dif cult to dowhen
the sourcecodeto the BIOS is not available. It is alsomotherboardand BIOS dependenthencedifferent
machinesvould needto be patchedlifferently.

Our solutionto this problemis to allow the machineto bootnormally. The Pilchardboarddoesnot have
SPDsothe BIOS identi es the slot asanemptyslot. Oncethe operatingsystemhasbeenbooted the PC's
chipsetregistersaremodi ed via a device driver (seeSection4.3) to enableoperationof the DIMM slot.
Althoughthis techniques alsodependenbn the PC's chipset,it canbe easilydonefor any chipsetwhich
hasadequatelocumentatiomf its memorycontrollerregisters(seeSection4.2.4for motherboardletails).

SDRAM Controller

We have developedaninterfacegeneratothatproducesimpleyet ef cient interfacesbetweeruserdesigns
andthedevicedriver. Thegeneratoreadsasimplecon guration le andemitsVHDL codethatimplements
theinterface.

Commandswhich canbe sentfrom the motherboardo the DIMM are COMMAND INHIBIT (NOP),
NO OPERATION (NOP), ACTIVE (Selectbankandactive row), READ (Selectbankand column, start
READ burst), WRITE (Selectbankandcolumn,startWRITE burst),BURSTTERMINATE, PRECHARGE
(deactvaterow in bank), AUTO REFRESHLOAD MODE REGISTER,Write Enable/OutpuEnableand
Write Inhibit/OutputHigh-Z [Mic99]. In thecontet of amemorymappedevice, mostof thesecommands
can be ignored. Simpli cations were madeto the SDRAM controller to reduceits compleity without
reducingfunctionality.

The interfaceto a users core designconsistsof two parts, namelythe PC-to-coreinterface and the
core-to-Pdnterface. Thearchitectureof theinterfaceis illustratedin Figure4.3.

A SDRAM multiplexesits addressnputsto save pinsandhenceaddressearedecomposetihto banks,
rows andcolumns. Although a typical SDRAM hasmegabytesof addresspace memorymappedoeriph-
eralsnormally usefew registers.Hencein the presentdesign the interfaceinterpretsonly the 8-bit column
addressesRow andbankselectcommandsrethusignoredby the SDRAM controller Thecontrollercould
be changedo handlerow andbankselectioncommandsndlatchtheir valuesto form afull addresshould
theneedarise.

The interfaceusesfour control signalsfrom the DIMM interface,namelyS (select),RAS (row address
strobe),CAS (column addressstrobe)and WE (write enable)to generatehe appropriateboardreadand
write signals. Both the interfacescan be independentlycon gured asregisters,a BlockRAM or a direct
connection.The registercon guration supportsupto 28 = 256 64-bit registers. The BlockRAM con gu-
rationusesa256 32-bit dual-portBlockRAM. With dual-portBlockRAMs theinternalcore canoperate
atadifferentclock ratethanthe 133MHz DIMM interface.Thedirectconnectiorcon gurationis asimple
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Figure4.3: Architectureof PC—FPGAinterface.
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bypassdetweertheinput andthe outputof theinterface. The advantageof theregistercon gurationis that
the corehassimultaneousccesse® all memorylocation. The advantageof the BlockRAM con guration
is its reducedareaoverhead.The directconnectioncon guration requriesminimal area(for example,only
2 Virtex slicesarerequiredif bothinterfacesarecon gured asdirectconnection)put it requiresthe coreto
decodeheaddres$usby itself.

A minimal 64-bit Pilchardinterfacerequiresonly 2 Virtex slicesto generatehe boards READ and
WRITE signals. Latching of the addressand databusesare performedin the input-outputblocks (IOBS).
RayistersandBlockRAMs usedfor interfacingpurposesequireadditionalresourcesln contrastthe Xilinx
LogiCOREPCI64interfaceuses300—350slices[Xil00e].

4.2.2 Clock Generation

Theonly clockinputto theFPGAis thatsuppliedoy the SDRAM interface.This133MHz clockis deslewed
using a high frequeny delaylocked loop (CLKDLLHF) within the Virtex chip [XilOOf]. It canalsobe
divideddown insidethe FPGAandmultiplied by anotheDLL to generatalifferentfrequencies.

4.2.3 Downloading and Debugging

Bitstreamsaredownloadedo thePilchardsystenvia a Xilinx Xchecleror Multilynx cable[Xil00f]. Down-
loadingvia the DIMM bus was not incorporatedn the prototype. Futureversionswill usea secondpro-
grammabldogic device to enabledownloadingvia the DIMM bus, andwe will alsodevelop a methodto
downloadthebitstreamfrom Linux. Readbaclandsinglesteppingvia theMultilynx cableis alsosupported.
Thecircuit usedis shavn in Figure4.4.

Optionalcon guration PROMs arealsosupportedso that oncea designhasbeencompletedjt canbe
placedin PROMs andautomaticallydownloadeduponpowerup. It is currentlynot possibleto downloada
bitstreamto the Pilchardsystemnvia the DIMM businterface.

4.2.4 PC Motherboard

For all the resultsdescribedn this paper an ASUS CUSL2—-Cmotherboardisingthe Intel 815EPchipset
wasused.Importantfeaturesf this motherboardre

it supportsl33MHz SDRAM and100MHz SDRAM
thelntel 815EPchipsetis well documented

it has3 DIMM slotsandhencesupportscon gurationswith oneDIMM memorycardandeitherone
or two Pilchardboards

it supportdntel Pentiumlll Coppermineandintel Celeronprocessors
it is alow costdesktoptype motherboard.

Notethatfor Pilcharddesignswhich cannotmeeta 133 MHz interfacetiming constraint,it is possible
to usethe Pilchardboardat 100 MHz via dip switch settingson the motherboard Unfortunately this also
limits the speedf memoryaccesse® 100MHz.
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4.3 Operating Systeminterface

A simpleLinux device driver wasdevelopedwhich allows usermodeprogramgo accesshe Pilchardhard-
ware. Althoughthis driver wastestedonly with Linux 2.2 and2.4 kernels,portsto otheroperatingsystems
andLinux versionsshouldbetrivial.

During initialization, the device driver is responsibldor programmingthe PC chipsets memorycon-
troller registersto enablethe Pilchards DIMM slot. This foolsthe motherboardnto thinking thattheslotis
populatedwith a DIMM memorycardandaccessyclesdirectedto this portion of the memoryspacewill
generateppropriatesignalsin the DIMM slot.

A userinterfaceusingthe UNIX mmap() systemcall hasbeendeveloped.Userprogramscanaccess
thePilchardboards registers by performingammap() call whichmapsvirtual addressem the userspace
to thebusaddres®f the Pilchardboard.Following this processthe usercanmanipulateheregistersof the
Pilchardboarddirectly withoutincurringthe overheadf a systemcall.

4.3.1 Memory CacheControl

Centralprocessinginit (CPU)cachingof readsandwritesto Pilchardregisterscouldleadto incorrectresults.
TheIntel PentiumPro, Pentiumll andPentiumlll hasa Memory Type RangeRegister(MTRR), accessible
from Linux, which allows differentmemoryregionsto be of differenttypes[Int00]. MTRRs canbe easily
manipulatedinderLinux via the/proc/mtrrinterface.

The “Uncacheable’memorytype guaranteeshatall readsandwriteswill appearon the systembusin
thesameorderasthe program.Furthermoreno speculatie memoryaccessegqage-table¢alksor prefetches
of speculatedranchtargetswill occur[Int0Q]. Althoughthe mostconsenrative, it alsoleadsto the lowest
performance.

The“Write Combining”(WC) memorytypeallows 32-bitwritesto bedelayedandlatermemgedtogether
in write-combiningbuffers. It is typically usedto improve the performanceof frame buffers for graphics.
Uponreachinga serializingevent suchasa readfrom an uncacheabléocation,the write-combiningbuffer
is ushedin anef cient manner For example,whena WC buffer becomedull, the processowill evict the
buffer to systemmemoryin a singlebursttransactiorof 64-bitwrites[Int00]. As will beseenin theresults
section,carefuluseof the WC memorytype canleadto greatlyimproved performance.The performance
achievedin thesadifferentmodesarediscussedaterin Sectiond.4. WC wasnotusedon our boardfor reads
sincethis modeallows speculatie readswhich could interferewith memorymappedeadcyclesthathave
sideeffects. Thiswasachievedby usingdifferentaddressegionsfor readsandwriteswith their MTRRsset
to uncacheablandWC respectiely.

4.4 Results

The performancef the Pilchardboardusingan XCV300-6 FPGAwascomparedvith a PCl32boardalso
usingan XCV300-6device. The PCl boardusedthe Xilinx REAL 64/66 PCl LogiCORE V3.0 [Xil00e]
for its PCl controllet All the experimentpresentedn this sectionweremeasurean thesamemachinean
AsusCUSL2motherboardIntel 815EPchipset)with 800 MHz Pentiumlll processoand32-bit PCl slots
(the 64-bit PCI cardwasusedin a PCI32slot in backwardscompatiblemode). All testswere conducted
with the DIMM slot operatingat 133MHz.

Unfortunately sinceour Linux driver for the PCI card did not supportDMA, its performancen this
modecouldnotbetested DMA would certainlyoffer betterperformancédor largeblocks,however, thereis
alargeoverheadssociateavith settingup DMA transactions.
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All testingfor PCl andPilchardwasperformedvia a Linux loadablekernelmoduledevice driver which
ensureghatthe bestperformancevasachieved. Memory transferswere performedusingthe memcpy()
kernelfunction. For all of the measurementselow, the Linux kernelfunctiondo _gettimeofday() was
usedto performtiming andtheresultsre ect all associatedoftwareoverheads.

4.4.1 Throughput Measurements

A simpledesignwasusedto measurahe I/O performanceof the Pilchardboard. In this design,readand
write cyclescausethe lower andupper32 bits of a 64 bit registeron the Pilchardcardto be incremented.
Uponcompletionof thebenchmarkthe numberof readsandwritesarereadbackto the PCto verify thatall
the dataweretransferred.

Write Benchmark

Thewrite benchmarkwasconductedby performing2?° = 104857632-bit writesto blocksof consecutie
memorylocationsontherespectie cards.Thistestwasconductedvith MTRRssetto WC anduncacheable
onthePilchardboard,anduncacheablér PCI.

Measurementsf throughpufor different32-bitblock sizesarepresentedh thetop half of Table4.1and
areplottedin Figure4.7. The PCI32interfaceis alwaysslowerthanthe Pilchardinterfacewith uncacheable
MTRR, particularly for small block sizes. Write combiningon Pilchardgivesa further threeto fourfold
performanceagain over uncacheablsinceit is ableto combinesoftware32-bit cyclesandwrite themusing
64-bittransfers.

Write performanceanbe furtherimprovedby usingthe PentiumMMX “movq” instructionto perform
64-bit write transactionslUsing assemblyanguageo accesshe movq instruction,the resultsin the lower
half of Table4.1wereobtained.

An Agilent Technologiesl6700A logic analyzerwas usedto capturethe waveformsfor uncacheable
andwrite combiningwritesto the Pilchardboard(Figures4.5 and4.6). In the uncacheableaseshovn in
Figure4.5, all writes mustoccurimmediatelyandno write burstswill occur The highestperformances
achievedin the write-combiningcaseof Figure4.6 wherestartof a bursttransfercanbe identi ed by the
“write” signalbeinghigh. In this particularexample,it canbeseenthat16 64-bitwritesareperformedn
approximately\300nswhich equateso 426 MB/s, consistentvith the measuredesultsin Table4.1. As can
be seenin Figures4.5and4.6,evenin atight loop, DIMM boardtransfersdo not occuron every cycle and
this is the main causeof lost ef ciency in our system.Hopefully, this will improve with newer processors
andchipsets.

The measuredVC performancas six timesthatof the measuredPCl bustransferrate. The maximum
bandwidthof a DIMM interfaceis 1064MB/s andour bestmeasuregherformanceisingWC andincluding
softwareoverheadsvas400MB/s (morethanthreetimesthe maximumtransferrateof PCI32).

ReadBenchmark

Similar to the write benchmarkthe time taken to perform22® = 1048576readsof uncacheablenemory
locationsin differently sizedblocks of consecutie locationswas measured.The read performancedor
differentblock sizesareshown in Table4.1 andareplottedin Figure4.8.

Readcycles(4 64-bit) canbeseernin Figure4.5whenthe“read” signalis high, andthethroughputcan
be seento be approximately64 MB/s which is consistentith a measuredialueof 52 MB/s in Table4.1.
We have not beenableto produceburst 64-bit readtransactions.The readperformanceds approximately
seventimeshigherthanthatof PCI.
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Figure 4.5: Logic analyzertrace shonving 64-bit Pilchardreadand write cyclesto uncacheablenemory
regionsusingthe “movq” instruction.“clk” is a133MHz clock; “s”, “ras”, “cas” and“we” arethe DIMM
interfacesignals;and“read” and“write” arethe Pilcharddecodedeadandwrite signals.Thetraceshovs 4
64-bitreadsfollowedby 4 64-bitwrites.

Read/Write Benchmark

Theread/writebenchmarknvolvesalternatingwritesandreadsof data. Two separatenemoryregionswere
usedfor this test,readsbeingmadeon anuncacheableegion andwritesto aWC or UC region. Resultsare
shavn in Table4.1andthecorrespondinglotsareshavn in Figure4.9. This modeis evenfasterthanpure
readcyclessincewritesarefasterthanreadsthusimproving the overalltransferrate.

As for readandwrite cycles,usingthe “movq” instructionto achieve 64-bit transferssigni cantly im-
provesthe performanceandthe resultsare presentedn Table4.1. The 64-bit Pilchardtransferrateswere
approximatelysix to tentimesfasterthanPClI.

4.4.2 DESCore

A straightforvardimplementatiorof a fully parallel,pipelineddataencryptionstandard DES) [Sch9§ in
electroniccodeboo ECB) modebut with x edkey wasusedto verify the correctnesandtestthereliability
of the Pilchardsystem. The DES coreis capableof operatingat 66 MHz on 64-bit dataandthushasa
maximumbandwidthof 528 MB/s. More optimizedDES implementationsvith 1.2 GB/sthroughputhave
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Figure4.6: Logic analyzettraceshaving burstingbehaviour for 64-bitwrite cyclesto consecutie addresses
in awrite combiningmemoryregion. “clk” is a133MHz clock; “s”, “ras”, “cas” and“we” arethe DIMM
interfacesignals;‘read” and“write” arethe Pilcharddecodedeadandwrite signals;and“addr” and“data”
shav the Pilchardaddres@nddatabuses.Thetraceshavs 16 64-bit writeswhich have beenmemgedin the

write combiningbuffer into 4 bursttransactions.
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32-BITMEMCPY TRANSFERS

Block size Transferrate(MB/sec)

(words) | PillUC PI/WC PIil/RD PIi/UC-RNVW PIil/WC-RW PCI/WR PCI/RD PCI/RN

1| 72,80 69.83 25.29 29.47 24.34 25.47 6.37 9.62

2| 7822 150.02 28.93 35.93 36.18 42.45 6.53 10.07

4| 8151 29753 31.67 42.43 46.11 61.74 6.61 10.84

8| 8147 298.28 32.65 42.42 46.11 62.68 6.66 11.71

16| 81.46 297.93 32.98 42.41 46.11 63.17 6.67 11.90

32| 81.49 298.08 33.28 42.42 46.11 63.42 6.67 11.99

64| 81.49 297.80 32.76 42.42 46.11 63.17 6.65 12.01

64-BITMOVQ TRANSFERS

Block size Transferrate(MB/sec)
(ary) | 132.88 409.64 52.80 74.49 120.78

Table 4.1: Readandwrite performanceof Pilchardand a comparisorwith the PCI interface. ( Pil/UC:
Pilchardwrite performancgwith MTRR setto uncacheable)Ril/WC: Pilchardwrite performancegwith
MTRR setto WC), Pil/RD: Pilchard read performance,Pil/lUC-RW: Pilchard read/write performance
(with MTRR setto uncacheableRil/WC-RW: Pilchardread/writeperformancgwith MTRR setto WC),
PCI/WR:PClinterfacewrite performancePCI/RD:PClinterfacereadperformancePCI/RN: PClinterface
read/writeperformance.)
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Figure4.7: Write performancef PilchardandPClinterfacefor differentblock sizes.
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beenreported[Pat0J however, in this application,a fastercoreis unnecessargincethe Pilchardsystem
cannotperformdatatransfersatthatrate. Theimplementatiorusedatotal of 1895Virtex slices.

As expectedthe kernelmodeperformancevasthe sameasthat for the Pil/lUC-RW caseof Table4.1.
However, the encryptionrateis half the transferrate sinceone encryptioninvolvestwo transfers(sending
the plaintext dataandreceving the encrypteddata). Hencethe resultingkernelmodeencryptionratewas
over 35 MB/s. A usermodeversionusingthe mmap() interfacedescribedn Section4.3 hasthe same
performance.

4.5 FutureWork

The availability of alow cost,high speedRC platform opensmary opportunitiedor computerengineering
researctandeducationIn this section someof our future plansarediscussed.

ThecurrentPilchardboardis limited by thechoiceof the PQ240packagdo XCV1000Edevicesand158
I/O pins. Futureversionsof the Pilchardboardmay usethe BG560packaged/irtex FPGAswith 4041/0
pins. This hasthe advantage®f morepins beingavailablefor the expansiorheadeaswell asenablingthe
useof devicesupto the XCV3200E.A ball grid arraypackagedPGAwill probablyincrease¢he numberof
layersrequiredin the printedcircuit board.

Manufacturerssuchas IBM, VIA, lwill, AsusandAcer have recently startedshipping Pentiumlil,
Athlon andPentiumlV motherboardsvhich supportDoubleDataRate(DDR) SDRAM. This new technol-
ogy achiezesdoublethe datarateof SDRAM by supportingdatatransferon bothrising andfalling edgeof
a133MHz clock[Xil00c] andhasa maximumtransfemrateof 2128MB/s. We areplanningto usethe DDR
SDRAM interfacein futureversionsof the Pilchardboard.

The Pilchardsystemwasoriginally developedfor applicationsn FPGAbasedcryptographichardware.
In suchapplicationsprocessor/FPGAandwidthis importantsincefor encryptionor decryption,datamust
be rst written to the RC board, processednd readback from the RC board. Sincethe speedof write
transactionss sign cantly fasterthanthat of readtransactionsthe Pilchardsystemwould be particularly
effective for computingcryptographichashfunctionswhich do not requirelargeamountf datato beread
backfrom theRC board.

We feel the bestway to developlarger RC systemss not by makingcardswith large arraysof FPGAS,
but by interconnectedPilchardequippedPCs. This hasthe advantagethat the PC's CPU aswell asthe
Pilchardcardcanbe usedfor processingThe availability of low costPCsandso-calledBeowulf software
[Scy0Q] to supportmassiely parallel clustersof Linux machinesprovidesthe software infrastructureto
developpowerful applications.

To explore opportunitiesin this direction, we aim to usethe Pilchard systemdescribedearlier as a
platform for testingparallel applications. Apart from straightforward applicationswhich utilize Pilchard
cardsasacceleratorsn Beowulf clusters,we alsohopeto experimentwith usingthe Pilchardcardsasan
alternatveto highspeednterconnechetworks(suchasMyrinet) for Beowulf styleclustercomputing.Using
the SelectLinkcommunicationghannelsyery high bandwidthg200 Mb/s/pin) canbe achieved [Xil00d].
We expectthat using the Pilchard card as parallel point-to-pointcomputerinterconnectjt is possibleto
achieve higherbandwidthandlower lateng thancurrentMyrinet andGigabit EthernetechnologiesUsing
thisidea,we hopeto developlow cost,high speedsystolicarrays.

We aim to equipnetworked Linux PC's with Pilchardcards,in the Departmens undegraduatedigital
systemdaboratory The availability of alow cost, high speed high capacityRC platform will enableour
Departmento out t anundegraduataligital systemdaboratorywith Virtex FPGAs. Studentswill beable
to usethis platformfor coursesn digital systemscomputerarchitecturedevice driversandrecon gurable
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computing. Althoughwe consideredisingcommercialRC platforms,we found that the costprohibitively
high. We alsohopeto collaboratewith other Universitiesto introducePilchardcardsinto their teaching
programs.

4.6 Conclusion

The PC/FPGAiInterfaceis a major bottleneckfor currentrecon gurablecomputingsystems.A solutionto
this problemwasdevelopedn theform of the Pilchardsystemwhich demonstratethefeasibility of utilizing
theDIMM slotsof astandard®Casa busfor attachingarecon gurablecomputingcard. Thiswasshavn to
offer greatlyimprovedbandwidthandlateng overthe ubiquitousPClI bus. The Pilchardsystemis simpler,
useslessresourceghan cornventionalsystemsand may enablethe developmentof recon gurablesystems
with lower costandsign cantly improvedperformance.



Chapter 5

A Micr ocodedElliptic Curve Processor
using FPGA Technology

5.1 Intr oduction

Elliptic curvecryptography(ECC)wasproposedy Koblitz [Kob87 andMiller [Mil86] in 1985.Compared
with othercommonlyusedpublic key cryptosystemsuchas RSA and discretelogarithm, ECC hasthe
following bene tsmakingit particularlysuitablefor embeddedpplications:

ECC offersthe highestsecurityper bit of any known public key cryptosystenso a smallermemory
canbeused.

ECChardwareimplementationsiselesstransistorsasanexample,a VLS| implementatiorof a 155-
bit ECCprocessohasbeenreportedwhich usesonly 11,000transistordAMV93], comparedvith an
equivalentstrengthb12-bitRSA processowhich used50,000transistorgP1D92)].

ECCis probablymoresecurghanRSA,thelargestRSAandECCchallengesolvedbeing512-bitand

108-bitrespectrely. The solutionto 108-bit ECC challenges believedto be the largesteffort ever

expendedn a public-key cryptographychallenge. It took four monthsandinvolved approximately
9,500machinesTheamountof work requiredto solve the problemwasabout50 timesof the 512-bit

RSA.

Previousimplementation®f ECC processorbave beenbasedn VLSI chipswhichimplementa copro-
cessoffor performingthe underlying eld operations.An optimal normalbasismultiplier over Foses was
reportedin 1988. It wasimplementedn 2m CMOStechnologyused90,000transistoraandoccupied).3
incheson a side. This chip togethemwith a Motorola DSP56000wasusedto implementa completeECC
systemwhich couldcalculate5 pointsa secondn a supersingulacurve [AMV93]. In 1993,the sameteam
developeda processofor operationsn the Galois eld F,iss [AMV93] which usedl11,000transistorsand
couldoperateat 40 MHz. Thisimplementatiorwasintendedo be compactyet secure.

A eld programmablgatearray(FPGA)basedrocessofor elliptic curve cryptographyin acomposite
Galois eld Fnyn wasdevelopedoy RosnefRos98h). A compacsuperserialmultiplier for FPGAswhich
tradesoff performancdor areawasreportedin 1999andits performancdor eld (polynomialbasis)and
curve multiplicationsover Fie: hasalsobeenpresentedOP99.

57
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Previousimplementationdasedn Galois eld processorbave thedisadwantagehata high bandwidth
interfaceis requiredto supplythe coprocessowith its data.Anotherlimitation of previous ASIC designsgs
thatthe eld operationsarerestrictedto certaingroups(i.e. the sub eld andextension elds of F»iss ) and
thesecannotbe changedvithout fabricatinga new chip.

Theimplementatiordescribecderediffersfrom previousimplementationgn thefollowing ways:

the higherlevel curve operationsaswell asthe eld operationsareimplementedon the chip. This
makesthe I/0O bandwidthrequirementsnuch lower thanfor chipswhich only implementthe eld
operations

the curve operationsareimplementedassequencesf eld operationsvhich areprogrammedn mi-
crocode.This allows algorithmicoptimizationsto the designto be madewithout changingthe hard-
ware

thedesignusesrojective coordinatesvhich offersaspeedadvantagevertheaf ne coordinatesince
fewer eld inversionsarerequired

the entiredesignis generatedby a modulegeneratowhich cangeneraterbitrarykey sizeECC sys-
tems. ThusECC systemsf arbitrarysize over an optimal normalbasiscanbe generatedprovided
they t onthe FPGAdevice)

theparallelismof the eld multiplier canalsobecontrolledby themodulegeneratargreatlyimproving
performance

theinitialization of theinputsof the curve multiplicationto be computeds performedusingbitstream
recon gurationwhichresultsin asavingsin hardwareandcouldleadto animprovementn speed.

Therestof this chapteiis organizedasfollows. Sections.2is anintroductionto someof themathematical
conceptneededo understanetlliptic curve cryptography The architectureandimplementatiordetailsof
theelliptic curve processors presentedn Section5.3. Resultsarepresentedn Section5.4andconclusions
aredrawvnin Section5.5.

5.2 Background Mathematics

In thesectionaninformalintroductionto theabstractlgebraandelliptic curvesusedn thisimplementation
is presented.More rigoroustreatmentscan be found in the following books[Men93 MvOV99, Ros98a
BSS99]andthe mainresultsrequiredfor anunderstandingf this chapteraresummarizedn AppendixB.

5.2.1 F, Operations (Normal Basis)

The eld Fan hasparticularimportancein cryptographysinceit leadsto particularly ef cient hardware
implementationsElementf the eld arerepresenteth termsof a basis.Mostimplementationgitheruse
a polynomialbasisor a normalbasis. For the implementatiordescribechere,a normalbasiswaschosen
sinceit is believedthatit leadsto amoreef cient hardwareimplementation.
In anormalbasis,anelementA canbeuniquelyrepresenteh theform
X 1 .
A= a 2

i=0

wherea; 2 Fo and 2 Fon.
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Addition and Squaring

The additionoperationover Fan is simply a bit—wise exclusive OR (XOR) operation. Furthermorejn a
normalbasis,squarings simply arotateleft operation.

Multiplication
Let
X 1 .
A = g 2;
i=0
X 1
B = b 2
i=0
and
X 1 ,
C=A B= G 2

i=0
thenmultiplicationis de ned in termsof a multiplicationtable j 2 f0; 1g

X 11
Ck = i &+ ke k (5.1)
i=0 j=0

An optimalnormalbasis(ONB) [MOVW89] is onewith theminimumnumberof termsin Equation5.1,
or equivalently, the minimum possiblenumberof nonzero j . This valueis 2n 1 andsinceit allows
multiplication with minimum complexity, sucha basiswould normally leadto a more ef cient hardware
implementation.

Derivationof the j valuesin Equation5.1is dependentn n. Thereexistsanoptimalnormalbasisin
Fon if

1. 2isaprimitivein Fn41, Or
2. 2isaprimitivein Fon41 , OF
3. nisoddand2 generatethe quadratiaesiduesn Z,,+; (whereZ aretheintegers).

An ONB existsin Fn for 23%of all possiblevaluesof n < 1000[MOVW89]. The designpresentedhere
assumeann which hasanONB.

The multiplicationtableis deriveddifferentlyfor the threedifferenttypesof ONB describedabove. As
anexample for thesecondypeof ONB, j = Liffi andj satisfyoneof thefour congruenceg 2 1
[MOVW89].

Inversion

Thealgorithmusedfor inversionis derivedfrom Fermats Little Theorem

al=a” 2=(a2” ! 1y2
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for alla 6 0in Fon. The methodusedwas proposedy Itoh and Tsujii [IT88], basedon the following
decompositiorwhich minimizesthe numberof multiplications(squaringsare much cheapelin a normal
basis) 8

< ot ot L g
»1y_  (a ) a n odd
- a(@@? Y2 n even
The eld inversionis computedisingthe following algorithm

INPUT: K 2 Fon
OUTPUT I =k !

1. Sets log,(n 1) 1
2. Setp k
3. Fori froms downto0O
Setr  shift(n 1) toright by s bit(s)
Setgq p
Rotateqto left by r bit(s)
Sett  multiply pbyq
If lastbit of r is setthen
Rotatet to left by 1-bit
p multiplyt by k

else

p t

s s 1
4. Rotatepto left by 1-bit
5. Setl p
6. Returnl

Thetotal numberof multipliesM requiredto performaninversionin Fon usingtheabove algorithmis
M(n)=log,(n 1)+ (n 1) 1

where (x) is thenumberof nonzerabits in the binaryrepresentationf x.

5.2.2 Elliptic Curvesover Fan

The previous subsectiordescribedhe implementation®of operationdn the underlying eld Fan . In this
section,a group constructedrom pointson an elliptic curvesover F,n is de ned andthe ef cient imple-
mentationof operationsn this grouparedescribed.

A nonsupersingulaglliptic curve E overFn , E (Fan ) isthesetof all solutionsto thefollowing equation
with coordinatesn thealgebraicclosureof E [Men93

yZ+ xy = X3+ apx? + ag: (5.2)

whereay; ag 2 Fon andag 6 0. Suchanelliptic curveis a nite abeliangroup[Men93. The numberof
pointsin this groupis denotedoy # E (Fan ).
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Curve Addition

If P = (X1;y1) andQ = (Xz;Y2) arepointsontheelliptic curve (i.e. satisfyEquation5.2)andP 6 Q
then(xs;y3) = R = P + Q canbede ned geometrically In thecasethatP 6 Q (i.e. pointaddition),a
line intersectinghe curve at pointsP andQ mustalsointersecthe curve atathird point R = (X3; Vi)
(this operationwill bereferredto asESUM). If P = Q (point doubling),the tangentline is usedandthis
will bereferredto asEDBL.

For E givenin afne coordinatesif P 6 Q

_ Y1ty
X1+X2'
X3 = 2+ 4+ X1+ Xo+ ag;
y3 = (X1t X3) + X3+ yi
fP=0Q
1
= y—+X1;
X1
_ 2 )
X3 = + + ag;
y3 = (X1t X3) + X3+ yi

Thereforejn af ne coordinatesboth point additionandpoint doublingrequiretwo multiplicationsand
one eld inversion.Notethat, eld inversionis far moreexpensvethana eld multiplication.

A non-supersingulacurve E (F2n ) canbe equivalently viewed asthe setof all pointsin the projective
planeP?(F2n ) which satisfy[Men93

y2z+ xyz = x3 + ax?z? + agz®: (5.3)

LetP = (X1 :y1:21)2E,Q=(X2:y2:1)2 EandP 6 Q. SinceP = (x3=z; :y1=z : 1), we
canusethe additionformulafor E in afne coordinateso nd P + Q = (xJ:y§: 1). We have

o - B2,B.A
3 A2 A 1 2
B x
0 - B X1, 0y, 504 Y1
Y3 A(zl 3) 3T

whereA = (X221 + X1) andB = (y»z; + yi1). In orderto eliminatethedenominatoref theexpressiongor
x9 andy3, wesetzz = A3z;;x3 = xJz3 andy; = yz3, thereforeP + Q = (X3 : Y3 : Z3),

X3 = AD;
ys = CD+ A%(Bxy+ Ayy);
zz = A3z

whereC = A + B andD = A?(A + ayz1) + z:BC.
Similarily, theformulaefor 2P = (x3 :y3 : z3) are,
X3 = AB;
ys = X{A+ B+ yiz1+ A);
zz = A%
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whereA = x;z; andB = agz{ + x}. Theresultcanbe corvertedbackto af ne coordinatesy multiplying
eachcoordinateby z, 1. Thereforein projective coordinateswe canperformcurve multiplication by using
only oneinversionafter a seriesof additionsanddoublings. The numberof eld multiplicationsand eld
inversiondor curve pointadditionanddoublingareshavn in Table5.1. As anexample for n = 155 a eld
inversiontakes10 multiplications. Thereforethetotal numberof multiplicationsfor anaf ne pointaddition
or doublingis 2+ 10= 12 multiplications,whereas projective pointadditionanddoublingtakes13 and7
multiplicationsrespectiely.

Af ne Projective

Operation ESUM [ EDBL | ESUM | EDBL
Field Multiplication 2 2 13 7
Field Inversion 1 1 0 0

Table5.1: Numberof eld multiplicationsandinversionsfor af ne andprojective point additionanddou-
bling.

Curve Multiplication
Multiplication (referredto asEMUL) is de ned by repeatedddition,i.e.
Q = cP (5.4)
F+PJ{Z:::+Fi (5.5)
ctimes

This canbe computedusingthefollowing “doubleandadd” algorithm.

For af ne coordinates,
INPUT: P 2 E(Fan) andc 2 Fon
OUTPUT.Q = cP

Pm o
= ob2;b20Lby=1

1. ¢
2. Q=P
3. Forifromm 1downtoO
Q= Q+ Q (Af ne EDBL)
If b = 1then
Q= Q+ P (Af ne ESUM)
4. ReturnQ

which requiresn + (¢) 2 point additionswhere (c) is the numberof nonzerobits in the binary
representatioof c.

In the caseof projective coordinatesthe samealgorithmcanusedexceptthattheinput P is rst con-
vertedto projective coordinatesthe projective formulaefor EDBL andESUM areusedinsteadof theaf ne
formulae,andtheresultQ is corvertedbackto anaf ne representationNote thatthereis no inversionre-
quiredto performEDBL andESUM in projective coordinatestheonly inversionfor is usedn thecornversion
from projectveto af ne coordinates.



5.3. AN ELLIPTIC CURVE PROCESSOR 63

5.2.3 DiscretelLogarithm Problem

Elliptic curve cryptographys basedn thediscretdogarithmproblemappliedto elliptic curvesovera nite
eld. In particular for anelliptic curve E it reliesonthefactthatit is easyto compute

Q=cP

to computec givenP andQ.

In fact, thediscreteogarithmproblemcanbe usedto build cryptosystemsvith ary nite abeliangroup.
Indeed multiplicative groupsin a nite eld wereoriginally proposedHowever, thedif culty of theprob-
lem depend®nthegroup,andat presentthe problemin elliptic curve groupsis ordersof magnitudeharder
thanthe sameproblemin a multiplicative groupof a nite eld. Thisfeatureis the mainstrengthof elliptic
curve cryptosystems.

5.2.4 Elliptic Curve Cryptography

The discretelogarithmproblemcanbe usedasthe basisof variouspublic key cryptographigprotocolsfor
key exchangegencryptionanddigital signatures.It is beyond the scopeof this book to review all of the
cryptographicprotocolsfor public key cryptographybut an exampleof its usein the Dif e—Hellman key
exchangds givenin this section.

SupposéhatAlice andBob wishto agreeon acommonkey to beusedfor encryptionusingatraditional
secretkey algorithmsuchasDES, but needto do soover aninsecurechannekuchasthe Internet. Thenthe
following Dif e—Hellman procedurecanbe usedwith a public elliptic curve E andpointP 2 E.

1. Alice generatea secrerandomintegerca 2 1;:::# G 1landsendghepointca P toBob
2. Bobgeneratea secrerandomintegercg 2 1;:::# G 1landsendghepointcg P to Alice

3. Alice andBob canbothcomputethekeyc= ka (cg P)=c (ca P)

An adwersary Carol eavesdroppingon the channel,canonly gain the informationE, P, ca P and
cg P. For Carolto be ableto computec, shemustsolve the discretelogarithm problemandthe best
known algorithmtakesfully exponentialtime. Alice andBob, however, needonly computeelliptic curve
multiplicationswhich arecomparatiely easy

5.3 An Elliptic Curve Processor

A block diagramof the elliptic curve processoiis shavn in Figure5.1. The organizationis similar to a
traditional microcodedcentral processingunit (CPU) that it consistsof an arithmeticlogic unit (ALU),

register le, amicrocodesequenceandmicrocodestorage Major differenceetweerthis architectureand
a corventional CPU are that the datapathis n bits wide andthe ALU performsoperationsasedon Fn

arithmeticinsteadof integerarithmetic.
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[FromPC microcode

operandl

operand2

address
instruction|

control

Data
Registers

address

Figure5.1: EC processoarchitecture.

5.3.1 Arithmetic Logic Unit (ALU)

The ALU is simplerandfasterthananinteger ALU sinceno carry propagationis required. The addition
operationis implementedsimply asan XOR function andthe squaringfunctionis implementechsa rotate
left operation.The compleity of the ALU is determinedy theF,» multiplier.
Figure5.2 shaws the circuit usedfor calculatingcy of Equation5.1[AMOV91]. In eachcyclet, (O

t < n), thec,'th cell computes

D4 1

F(t) = bak+t ik A+ k+ t

i=0

(whereall subscriptsaarereducedmodulon).

a inputs determined Hy;;

From cell \ﬁD_ DEE To cell

¢ k-1 ¢ k+1

b inputs determined bly;

Figure5.2: Fon multiplier elementof c.
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L % a A a3 soe a1 J

A, A, A, A

wiring

wiring

A A

F bo | by | by | by | ees bn.l—‘

Figure5.3: Fon multiplier circuit.

In eachcycle,the A, B andC registersarerotatedasshownn in Figure5.3. Theresultbeingthat after
n cycles,the contentsof registerC arethe desiredproductof the A andB inputs[AMOV91]. It should
be notedthat an optimal normalbasisreduceghe numberof interconnectiongndfanoutof signalsin the
multiplier to theminimumpossibleresultingin reducedareaandincreasegpeedveranon—optimahormal
basis.In fact,the maximumfanoutfor a; in Figure5.3is 4 [AMOV91].

a inputs determined Hy i

U
v Y
. [PPur

¢ k-1 ¢ k+1

b inputs determined by

Figure5.4: Multiplier elementof aparallelmultiplier (k = 2).
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The eld multiplier canbe easily parallelized. To increasehe parallelismby a factork, the multipler
logic canbeduplicateck timesandthenumberof cyclesrequiredfor amultiplicationis reducedo bic+ 2.
As anexample,a parallelversion(k = 2) of Figure5.2is shovn in Figure5.4.

5.3.2 RegisterFile

A 16 n-bit dual-portsynchronousegister le is constructedromthe1l6 1-bit distributedRAM feature
of the Xilinx Virtex seriedogic cell (seeSection5.3.6). This givesaneight-foldreductionin resourcesver
RAMSs basedn latches.

5.3.3 Microcode

The ALU plusregister le form aF,» processosimilar to previous designgAMV93]. However, for per
forming elliptic curve cryptographyhigherlevel elliptic curve multiplicationsof Section5.2.2arerequired.
This could be implementedasa nite statemachine[Ros98H or in microcode. The implementatiorde-
scribedin this book optedfor a microcodedapproactwhich hasthefollowing advantagesn aFPGAimple-
mentation

1. themicrocodeis storedin Xilinx Virtex BlockRAMs anddo not uselogic resource®f the FPGA (as
explainedin Section5.3.6). The microcodesequencein this designis very simpleandhasa small
overhead.

2. themicrocodecanbe changedvithout requiringrecompilationof theelliptic curve processor
3. algorithmicoptimizationgto the processocanbe performedentirelyin microcode

4. amicrocodeddescriptionis a higherlevel abstractiorthana nite statemachineandhenceeasierto
developanddelug.

Theinstructionsetof theprocessois shavn in Table5.2. Apartfrom instructionsvhich directly control
the ALU, therearethreetypesof jump instructions:JMP — jump unconditionally JKZ — jump if the least
signi cant bit of K counteris zeroandJCZ—jumpif the C registeris zero.

| Operation | ClockCycles |
NOP 1
XOR 1
Rotateleft, ROTL 1
Shiftright, SHFR 1
Field Multiplication, MUL bgc+2
Transferregistervalue, TFR 1
Jumplnstructions 1
JKZ,JCZ,IMP

Table5.2: Clock cyclesrequiredfor eachinstructionusinga k-way parallelALU.

Eachinstructionis 16 bits in width andtheformatof instructionsis shavn in Figure5.5. Mostinstruc-
tions accepta sourceregisteranda destinationregisterin operandl andoperand2 respectiely. The
jumpinstructionshave a 12-bitjump address.
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Instruction
(XOR,ROTL,SHFR,MUL,TFR)

opcode operandl operand2

15 11 5 0

Instruction
(JKZ,JCZ,IMP)

opcode address

15 11 0

Figure5.5: Instructionformat.

A two passsymbolic assemblemwas developedwhich takes symbolic input and producesthe binary
microcodewhich canbe downloadedto the processos microcodestore. A microcodesimulatorwasalso
written to facilitatemicrocodedevelopment.

5.3.4 ParameterizedModule Generator

An importantfeatureof theelliptic curve processofECP)is thatit is parameterizedia amodulegeneration
program. In contrastto previous designs/AMV93], this schemeadwantageouslyusesthe recon gurable
natureof the FPGAsoanelliptic curve processofor any n with anoptimalnormalbasiscanbe produced.

The modulegeneratoiis a programwritten in the Perl programmindanguaggWCS9§ which takesn
andk (describedn Section5.3.1)asinput parameterandproduceghe VHDL codeof the ECPasoutput.
Perlis alanguagewhich supportdong integer arithmeticwhich washelpful in performingthe calculations
requiredto generatehe eld multiplier. The modulegeneratorrst computeghethe eld multiplication
table(i.e. the matrixin Equation5.1). With theinformationfromthe matrixandk, themodulegenerator
producesa VHDL descriptionof the circuit shovn schematicallyin Figures5.2 and5.3. In actuality the
only part of the processomvhich needsto be customizedby the modulegeneratoiis the eld multiplier.
Otherpartsof the ECP (including the restof the ALU) arewritten in standardvHDL, anddo not require
customizatiorby the modulegeneratofor differentn or k. The samemicrocodeis alsousedfor differentn
andk.

5.3.5 BitstreamRecon guration

In orderto performan elliptic curve multiplication, the valuesof c andP in equation5.4 aswell asthe
parametersf the curve mustbe downloadedo the processarThis wasdoneusinga bitstreammodi cation
techniqueto modify the contentsof ROMs in which the parametersverestored.The circuit is designedn
thenormalfashionandthe ROMs canbeplacedatarbitrarylocations.After synthesistechnologymapping,
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placeandrouting, a circuit description le (for the Xilinx tools this hasan extension.ncd)is generated.
Usingtools provided by Xilinx, the contentsof the circuit canbe corvertedinto a humanreadabldormat,
andinformationregardingthe physicallocation of the ROMs canbe extracted. A software programwas
written which takes as input the bitstream,.ncd le andthe initialization parametersiodi es the ROM
valuesin the bitstreamaccordingly and recomputeshe CRC of the bitstream(it would also be possible
to usethe Xilinx JBits software developers kit to manipulatethe Xilinx Virtex bitstream). The resulting
bitstreamcanbedownloadedo a Virtex FPGA.

Theadwantageof bitstreanrecon gurationis thatcircuitry to downloadtheparametersgs avoided,hence
reducingthe overall areaandincreasingthe speedof the processarThe disadwantageis thatin our current
implementationthe entirebitstreammustbe downloadedn orderto changea few parameterandis hence
inefcient. It shouldbe possibleto improve ef ciency by usingthe partial recon gurationfeatureof the
Virtex architecturgXilOOb] to modify only a smallportionof the chip whenparametersrechanged.

Bitstreamrecon gurationcould be avoided by usinga standardnterfacewhereinput parametersre
downloadedto the chip via registers. From a practicalpoint of view, this would be a betterchoicesince
a register basedinterface doesnot require that the entire bitstreambe downloadedevery time the input
parameterarechanged.

5.3.6 Implementation Platform

The ECP was implementedon an AnnapolisMicro SystemsWildstar board[Ann99]. It is a PCIl board
consistingof 3 ProcessinglementgPEs Xilinx Virtex XCV1000-6[Xil00a]), of which only onewasused.
The XCV1000-6 has 128Kbits of dedicateddual-portedsynchronoust096 bit RAM Block SelectRAM
(arrangedas 32 4-Kbit blocks)and 6144 con gurablelogic blocks (CLBs) which arearrangedas 12288
slices.

Thebasicbuilding block of the Virtex FPGAis thethelogic cell (LC). A LC includesa 4-inputfunction
generatgrcarrylogic anda storageclement.EachVirtex CLB containsfour LCs, organizedin two slices.
The4-inputfunctiongeneratoareimplementeds4-inputlook-uptables(LUTs). Eachof themcanprovide
thefunctionsof one4-inputLUT oral6 1-bitsynchronouf®AM (called“distributedRAM”). Furthermore,
two LUTs in a slice canbe combinedto createa 16 2-bit or 32 1-bit synchronousfRAM, or a 16 1-bit
dual-portsynchronoufRAM.

Apart from the useof bitstreamrecon guration,the other partsof the processospeci ¢ to the Virtex
FPGAarchitecturaverethe useof Block SelectRAMfor storageof the microcodeandfor communications
betweerthe hostandthe PE,andthe useof the LUT dual-portsynchronoufRAM for the ECP's registers.
Thusthe designshouldbe easyto portto otherFPGAandASIC libraries. Dual-portLUT RAM anddual-
port Block SelectRAMsmale ef cient useof FPGAresourcesindleadsto afasterandsmallerdesign.

5.4 Results

The EC processomas successfullytestedon a Wildstar board (seeSection5.3.6), the microcodebeing
downloadedo the BlockRAMs by thehostPCandthe parameterbeingdownloadedo ROMs by bitstream
recon guration.

5.4.1 EC Processomwith serial multiplier (k = 1)

VHDL codefor the elliptic curve processomas generatedisingthe parameterizednodulegeneratoifor
differentvaluesof n with an optimal normalbasis. Synthesisandimplementationwere performedusing
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Synopsy$PGAExpress3.4andXilinx Foundation3.2irespectiely. Table5.3 shavstheresourcautiliza-
tion andmaximumclock ratereportedby the Xilinx tools for designswith differentn. As canbe seenin
Figure5.6,resourcaequirementgarelinearwith n. Thesizeof themicrocodeis lessthan512 16-bitwords
anddoesnot changefor differentn or k.

| n [ #ofslices| Reportedreq(MHz) |

113 1410 31
155 1868 30
173 2148 28
281 3315 26
371 4247 22
473 5264 18

Table5.3: Resourcaitilization andmaximumclock ratefor differentn onaXilinx XCV1000-6.TheXilinx
XCV1000-6contains12288slices(6144CLBs).

6000
5000
4000

3000

Number of Slices

2000

1000

n

Figure5.6: Numberof slicesusedfor differentn.

The executiontime of the processomvas comparedwith that of an optimized software implementa-
tion of anoptimal normalbasiselliptic curve packaggRos984 runningon a SUN EnterpriseE4500with
UltraSFARC-II 400MHz processorand 8GB of RAM. The resultsare presentedn Table5.4. It canbe
seenthattheraw performancef theelliptic processois approximately6 to 8 timesfasterthanthe software
implementation.Note that the hardwaretimesincludeinterfacingoverheadsut doesnot includethe time
to modify the bistream(approximately260 ms) anddownloadthe bitstream(approximately90 ms) via the
PClbusontheWildstar This 350msoverheadcouldbereducedo a neggligible valueusingthe techniques
discussedh Section5.3.5,makingthe overall speedf the ECPcomparablédo thatof atypical workstation.
However, the ECPis a singlechip implementatiorandhasadvantagen termsof cost,memory enepy, size
weightandreal-timeperformance.
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| n [ SWtime(ms) | HW time (ms) | Speed-up|

113 27.6 4.3 6
155 63.2 8.3 8
173 86.6 111 8

Table5.4: Executiontime for elliptic curve multiplication (projective coordinatespnd comparisorwith a
softwareimplementation.

5.4.2 Projective versesAf ne Coordinates

The projective and af ne implementationsharethe samehardware designwith differentmicrocodeand
henceoccupy the samecircuit area.Thetotal numberof cyclesrequiredfor anelliptic curve multiplication
for variousn aregivenin Table5.5, wherewe assumehatthe c of Equation5.4 is a n-bit binary number
with half the numberof bits set. The executiontime requiredfor an elliptic curve multiplication at the
maximumfrequeng is shavn in Table5.5. These gures were obtainedby multiplying the numberof

cyclesby theminimumperiodreportedoy the Xilinx implementatiortools. They donotincludethetime for

hostprocessomterfacingnor thetime for downloadingthe bitstream Theimplementatiorusingprojective

coordinatess alwaysfasterthanusingaf ne coordinates.

HW time | HW time
n | Cycles(afne) | Cycles(proj.) | afne (ms) | proj.(ms) | P : A
113 148581 134484 4.8 4.3 0.9
155 324717 249879 10.8 8.3 0.77
173 402926 310043 14.4 11.1 0.77

Table5.5: Executiontime for projective andaf ne coordinatemplementation®f elliptic curve multiplica-
tion.

5.4.3 Parallel Multiplier (k > 1)

The dynamicinstructionfrequenciedor a curve multiplication using differentn are shown in Table5.6.
Fromthetable,it canbe clearlyseerthatthe bottleneckis in eld multiplication(MUL) which accountgor
approximately90% of the executiontime.

Theresourcesisedandtime takenfor a curve multiplicationusinga parallelmultiplier for n = 113and
473 areshavn in Table5.7. For then = 113 case,a fully parallelmultiplier could be usedwhereador
n = 473 themaximallyparallelmultiplier whichcan t in anXCV1000Ecorrespondetb k = 24.

Figure 5.7 is a plot of normalizedperformanceversesthe degreeof parallelismk. As canbe seen
from the gure, the executiontime improvesas parallelismis increasedand tradeofs betweenareaand
performanceanbe easilymade.Improvements initially linearfor smallk, afterwhich degradationoccurs
mainly becausef increasedouting delays. The performancehenquickly saturatesAs canbe seenfrom
thegraphfor smallem, degradatioroccursatasmallervalueof k. A sensibld@radeof betweerperformance
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andareacouldbeachieredby limiting k to thelinearregion of Figure5.7.

Projectve Af ne
n 113 [ 155 [ 173 113 | 155 | 173
NOP 291 391 444 291 391 444
(0.22%) | (0.16%) | (0.14%)| (0.2%) | (0.12%) | (0.11%)
XOR 616 847 946 784 1078 1204
(0.46%) | (0.34%) | (0.31%)| (0.53%) | (0.33%) | (0.3%)
MUL | 128820 | 242112 | 301368 | 127680 | 288288 | 359136
(95.79%) | (96.89%)| (97.2%) | (85.93%) | (88.78%)| (89.13%)
ROTL 673 925 1033 12825 24102 30015
(0.5%) | (0.37%) | (0.33%)| (8.63%) | (7.42%) | (7.45%)
TFR 3625 4972 5548 5432 7931 8858
(2.7%) | (1.99%) | (1.79%)| (3.66%) | (2.44%) | (2.2%)
SHFR 123 170 188 1233 2465 2753
(0.09%) | (0.07%) | (0.06%)| (0.83%) | (0.76%) | (0.68%)
Jump 335 461 515 335 461 515
(0.24%) | (0.18%) | (0.18%)| (0.24%) | (0.15%) | (0.12%)
Total | 134484 | 249879 | 310043 | 148581 | 324717 | 402926
(100%) | (100%) | (100%) | (100%) | (100%) | (100%)
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Table5.6: Dynamicinstructioncount(dynamicinstructionfrequenciesn parenthesedpr anelliptic curve

multiplicationusingdifferentn. The“Jump” entryis the sumof JKZ, JCZandJMPfrequencies.

k | Slices| Cycles | Time(ms) | Slices| Cycles | Time(ms)
n=113 n=473

1 1410 | 134484 4.3 5264 | 2267501 126.2
2 1860 | 71204 2.6 6928 | 1150278 69.2
4 1970 | 39564 1.7 7396 | 591666 35.7
6 2076 | 28264 1.2 7872 | 402306 245
8 2182 | 23744 1.06 8340 | 312360 19.1
10 | 2300 | 20354 0.93 8799 | 253246 15.7
12 | 2434 | 18094 0.89 9288 | 217680 13.8
14 | 2515 | 16964 0.84 9752 | 192602 135
16 | 2614 | 15833 0.81 10229 | 170340 12.7
24 - - - 12160| 147354 12.3
32 | 3524 | 12188 0.79 - - -
64 | 5572 | 10375 0.77 - - -
113 | 8753 9187 0.75 - - -

Table5.7: k-way parallel eld multiplier resourceutilization, numberof cyclesand executiontime for a
curve multiplicationusingprojective coordinates.
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Figure5.7: Normalizedexecutiontime for onecurve multiplicationusinga k-way parallel eld multiplier.

5.5 Conclusion

The feasibility and utility of implementinga microcodedkelliptic curve processoover Fon for arbitraryn
was demonstrated We believe that a microcodedimplementatiorhasa shorterdevelopmenttime andis
more e xible thana nite statemachinebasedmplementationMoreover, theprocessos I/O requirements
aresimply theinputsandoutputsof the elliptic curve multiplicationandarehencemuchlower thanthat of
aprocessowhichonly implementseld operationsExperimentswith the processoshavedthatprojective
coordinatesrealwaysfasterthanaf ne, andthat eld multiplicationaccountgor approximately90%of the
executiontime of acurve multiplication. By increasingheparallelismof the eld multiplier unit, signi cant
speedmprovementsanbegained.



Appendix A

Electrical Issues

A.1 Intr oduction

The differencebetweena “high speeddigital system”anda “low speeddigital system”is the rise time of
thelogic beingused.If therisetime is sufciently slow, we have alow speedigital systemandthe digital
systemdbehae digitally.

As therise time decreasedhowever, thingsturn from digital to analogue.The realworld is analogue,
anddigital systemsarea simpli cation of the analogueworld to a different,simplerworld which only has
two levels. As therisetime is decreasedhe analoguebandwidthrequiredto faithfully transmitthis signal
is increased Theimpedancef inductors,skin effect andtransmissiorine effectsbegin to comeinto play,
andthe designemustbe awareof all of theseeffectsin orderto designa correctlyfunctioningandreliable
digital system.

A.2 RiseTime and Bandwidth

Many designeramistalenly associatehe maximumfrequeng of the system(usually that of the master
clock) with thebandwidthrequired.However, it is therise time of thelogic which determineshebandwidth
required,andthisis independentf the operatingfrequeng.

In orderto determinethe correspondindpandwidthof adigital signalgiventherisetime, it is instructive
to look at the spectralcontentof a train of pulses.Figure A.2 shavs a typical amplitudeversesrequengy
graphon alog—logscale.We canseethatthe graphhasa gentleslope(-20 dB/decade)p to the “kneefre-
queng”, andafterthattheslopeincreasesnarkedly. We de ne the“kneefrequeng” asbeingthefrequeny
atwhichthe curveis 6.8 dB below the low frequeng curve. Most of the enegy of the signalis contained
below thekneefrequeng andif our systembandwidthreacheghis frequeng, it canprocessanundistorted
signal.

Thekneefrequeny Fxnee Canbecalculatedrom therisetimet, of thesignalby thefollowing equation

1
Fknee = ot (A.1)
r
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FigureA.1: Frequeng responsef adigital waveform.



A.3. TRANSMISSIONLINES 75

A.3 TransmissionLines

We areusedto our notionthata signalwill propagatenstantaneouslglongawire, but this holdstrue only
whenthe wire is shortcomparedwith the rise time of a signal. Transmissiorine theorytreatsthe more
generalcasein which the wire is not assumedo be short. Low speeddigital systemscan be treatedas
lumpedsystemsandwe do not needto worry aboutthelengthof theinterconnectingvires. However, aswe
increasdahelengthof theinterconnectthe systemturnsinto adistributedone.

An analogyto amorefamiliarmechanicasystemmayhelpto bettervisualiseatransmissiotine system.
If we considemutting a “step” signalon the endof aropeby sharplylifting the “source”endif it, we can
seethatour signalwill propagatdrom thesourcealongtheropeata nite velocityto the“load” end.

If the ropeis short, the signalwill appearalmostsimultaneouslyat the other end (analogousto our
familiar “lumped” systems).Theinterestingtransmissiorine caseis whentheropeis longin comparison
to thepulse.Thesignalpropagateata nite velocity to theloadendandwhathappensttheloaddepends
onwhattheropeis tied to ie. how the endis “terminated”. Usually, after hitting theload, someproportion
of it will re ect andpropagatédackdown towardsthe source.This is seenasa sortof “recoil” effect that
we have all obsenedwhenplayingwith garderhosesskippingropesetc. Whenthere ected signalhits the
sourceagain,it alsore ects from the source.With eachre ection, the propagatingignalgetssmalleruntil
the systemdiesdown completely

Electricalsignalshave a nite propagatiordelay If we have a shortwire, the propagatioris sofastthat
the potentialat all pointsin theline arethe samewhenasignalis propagatedif thewire is sufciently long,
the propagatingsignalwill causedifferentpartsof the wire to be at differentpotentialsandwe call this a
distributedsystem.

How fastdo electricalsignalstravel? Well, this is easyfor radio waves, they travel at the speedof
light. For wire, the speedof propagatioris proportionalto the squareroot of the dielectricconstanbf the
surroundingmaterial.

We cande ne theelectricallengthl of a signalto be

| = t,=D (A.2)

whereD is the propagatiordelayof thewire perunit length(givenby EquationA.10) andt, is therise
time of the signal. We canthink of the electricallengthasbeingthe lengthof the changingpulseinsidea
wire. Typical valuesfor D are180ps=inch for anFR4 PCB (innertrace),140 180ps=inch for anFR4
PCB (outertrace).

A rule of thumbis thatwe canuseto distinguishbetweena distributedand lumpedsignalis thatit is
lumpedif thewire lengthX is mud lessthan1/6 the electricallength or mathematically

X 1=6 (A.3)

It is goodengineerindo usethelogic family which canmeetthe propagatiordelayrequirementsf your
circuit while maintainingthe longestpossiblerise time. This may be enoughto turn a distributed system
into alumpedsystem.

Distributedsystemsexhibit ringing unlessthey areterminatedandthis ringing cancauseligital circuits
to malfunction.Ringingis atransmissiorine effect.

Transmissiodines are madefrom two conductorspnefor the signalandthe otherfor the ground. Ex-
amplesinclude coaxial cable,ribbon cablewith a signal/ground/signal/groungpattern,and printed circuit
boardswith a controlleddielectric separatinghe conductors.Whenwe have a distributed system,trans-
missionlines (andtransmissiotine theory)are usedto control the signal propagatiorso thatthe signalis
transmittedvithout unduedistortion(overshootandundershoot).
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A.3.1 Ideal TransmissionLines

An idealtransmissiotine is in nite, losslesandfreefrom distortion.If we placeastepinputtotheline, the
stepwill propagatdoreveralongtheline, at aconstantelocity. Theidealtransmissiorine is losslessand
soit hasnoresistanceHowever, it doeshave a seriesnductanceandparallelcapacitancgerunit length.
Inductanceand capacitancger unit lengthare a function of the geometryof the transmissiorine and
therelative permitivity of theinsulatingmaterial.
Thepropagatiorvelocity syjine  Of thetransmissiodine is givenby the equation

Pp——
Stxline = 1= L%CO
;1P

whereL °andCParetheinductanceandcapacitance@erunit length,and , is therelative permittivity of the
dielectric. andsothe velocity of the signalpropagatiordependslsoon the dielectricusedandthe relative
permitivity of the dielectric.

If we applya stepvoltageV to theinput andconsidera sectionof transmissiorine having length  x,
the capacitancavill be C x andanaveragecurrentl will needto be suppliedfor time T =  X=Sjine
to changeits voltagefrom 0 to V. Theinputimpedanceof a transmissionine is calledthe characteristic
impedancendis givenby

Zo = V=(CV=T) (A.4)
_ X=Stxline
T Cx (A.5)
=  L=C: (A.6)

An importantpoint to noteaboutZ g is thatthe input impedanceof anideal transmissiorine is purely
resistive (andhenceZ is arealnumber).Examplef characteristiempedancesclude50 coaxialcable,
200 wirewrap,and50 printedcircuit boardtraces.

Transmissioines suchascoaxialcableandtwistedpair, aremanufcturedwith a controlledcharacter
istic impedanceFor a printedcircuit board,however, the designethascontrol over the tracewidth andthis
affectstheimpedanceandcapacitanc®f the transmissiorline, affecting the characteristiémpedanceand
propagatiordelay

A.3.2 Practical TransmissionLines

A practicaltransmissioriine is notin nite in length,it hasresistanceer unit lengthandalsosuffersfrom
the skin effectin which theresistancef thewire increasesvith frequeng.

Theeffect of thenonzeroaresistancef thetransmissiodine meanghattheline is lossy andthe charac-
teristicimpedancef theline changessafunctionof frequeny

_P-R()+jIL
Zo(') = (“7C)- (A7)
whereR(! ) is thetransmissioriine resistanceerunit length.

ThereasorthatR is afunctionof frequeng, is becaus®f theskineffect If we look atthe crosssection
of a pieceof wire, it canbe dividedinto mary circularrings. The centerring hasa higherinductancehan
the outerring, andat high frequenciesthe current o ws mostly on the outsideof the conductorwherethe
impedancas lower. This causesheresistanceo increasewith frequeng.
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Whena signalis appliedto the transmissiorine, the sourcehasan outputimpedanceZs. A voltage
divideris thusformedbetweerthesourceémpedancandthecharacteristiempedanceTheinputacceptance
functionA(! ) is thusgiven(from Ohm's law) by

Zo(') .
Zs( )+ Zo(')

The attenuatiorof the signalalonga transmissionine of lengthx is givenby the propagatiorfunction
Hx (! ) whichis

A() = (A.8)

Hy (1) = e poj!C(R(! itL) - (A.9)

Therealpartof Hx is theattenuatiorof thesignalalongthetransmissiorine, andtheimaginarypartis the
phaseshift causedy theline.
ThepropagatiordelayperunitlengthD canbederivedfrom the abore equationandis givenby

D = pZLOCO) (A.10)

whereL °andC? aretheinductanceandcapacitancger unit length.

At thereceving endof thetransmissiotine, thetransmissioriunctionT (! ) determinesheeffectof the
load connectedo thetransmissiotine andis

2Z (1)
Zo(M)+ Zo(t)
Thisis thesumof theincidentwave andthere ected wave.

Theoutputof thetransmissiodine is the productof the acceptancettenuatiorandtransmission

T() = (A.11)

So(!) = A" )Hx (1)T(): (A.12)
Thesignal,however, is alsore ectedfrom thefar endby there ection coefcient | (!)

Zo () Zo()

1) = A.13

O 20 z0) A1)

andsimilarly atthe sourceendby the sourceendre ection coefcient

Zs(')  Zo(')
1y= = - Z-

s(1) Zo() * Zo(l). (A.14)

The signalbouncedrom load endto sourceend,beingre ected at the sourceandload ends,andalso
attenuatedby Hyx eachtime.

Sn(1) = A )HX (DI L(HZ ) sCN"T() (A.15)

If the propagatiordelayof thetransmissiorine is tp (computedrom EquationA.10), thenthe output
attime tp is Sp. Thesignalthenre ected at the load andsourceandso attime 3tp the outputbecomes
Sp + S; andsoon.

Thetotal frequeng responsettheload,afterthe outputhassettledis thusanin nite sumof the signal
andits re ectionsandthisis givenby

Sint (1)

|
0]
=1

(A.16)

O AMHX ()TC)
= T LOHZ() 5(0) (AL7)
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A.3.3 TransmissionLine Termination
Short TransmissionLine

We have alreadyde ned the conditionfor a shorttransmissionin EquationA.3. If thetransmissionine is
short,thenthe propagatiorfunctionHx (! ) approachesnity andafter substitutionof EquationsA.8, A.13
and A.14in EquationA.17,it canbesimpli ed to

Z,

Sshor t(!) = m3

(A.18)
Thus,asexpectedashorttransmissioriine operatessa perfectpieceof wire andit canbemodelledby
alumpedsystem.

Unterminated

In generaltransmissiorines arenot short. In the unterminatedtase the loadimpedanceas normally high
andthe sourceimpedancecanbe low or high (typically betweenl0 and500 ). The componensignals
thatappeattheloadis givenby EquationA.15, andthe nal outputis givenby EquationA.17.

In thecaseof low sourcampedanceT (! ) of EquationA.11 becomespproximatel\2 (sinceZ | is big),
A(!') 1landsoSp = 2. Theoutputstartsat doublethe input value,andoscillatesaboutthe nal value,
decayingbecaus®f the propagatiorfunctionuntil it reaches nal valueequalto theinputvalue. Thiscan
be seemasringing ontheloadendof the system.

If thesourcempedancas high,A(! ) is smallandthe outputaftera propagatiordelaywill be smalland
exponentiallyriseto the nal value.

End Termination

In orderto avoid theringing causedy anunterminatedine, we mustterminatethe transmissiotdine. If we
settheloadimpedanceo bethesameasthetransmissiorine's characteristitmpedancewe stopre ections
from ocuringat theloadend. In makingZ, (! ) = Zo(! ), wemalke (! ) = 0in EquationA.13 andso
EquationA.17 simpli es to

Sena (!') = Hx (1 )A(!): (A.19)

However, in practice,mostTTL and CMOS driversdo not have the currentsourcingrequirementgo
drivethelow impedancédoadof thetermination.Todrivea50 loadto 5V, thedriveris requiredto source
andsink 100mA.

Severalwaysto overcomethis probleminclude Theveninterminationwherea a voltagedivider is con-
nectedasa load termination,or parallelterminationwherethe resistoris connectedo a midway voltage
(seeFigureA.3.3). Parallelterminationhasthe advantageof lower power dissipationbut requiresan extra
supply

For a signalthat spendsts time equallyin the logic low and high levels (ie. it is balanced)a small
capacitorcanbe placedin serieswith the terminatingresistor(Figure A.3.3). This removesthe DC power
consumptiorandhalvesthe power dissipation.However, additionalsourcedrive requirementgarerequired
(anddatadependentime delaysoccur)if it is not balanced.

Logic devicesoftenhave a differentimpedancevhendriving highto thatwhendriving low. In thiscase,
anaveragevaluecanbetaken,or we canjustoptimisefor onecritical type of edge.
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FigureA.2: Theveninandparallelterminationof atransmissiotine.

FigureA.3: Capacitve terminationof atransmissiorine.
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Source Termination

Insteadbf makingnore ection attheloadend,we canachieve distortionfreesignalpropagatiorby allowing
thesignalto re ect attheloadend,andthenstopthere ection atthesourceend. Thisis morepracticalthan
load terminationif thereis morethanoneload. However, multiple loadsmustoccurat the endof theline
andcannotbedistributed.
Sourceterminationis achieved by settingZs(! ) = Zo(! ), making s = 0 andso EquationA.17
simpli es to
Ssour ce(! ) = A(! )HX (! )T(! ) (A.20)

Notethatin thiscase A(! ) = 1=2andT(! ) = 2 (if theloadimpedances high— asis normally the
casefor anunterminatedoad). Henceour equatiorfurthersimpli es to

Ssour ce(! ) = Hx (1) (A.21)

Driversnormally have low sourceimpedanceandsothey canbe sourceterminatedsimply by addinga
seriesresistancat the sourceto make the outputimpedancesqualto the transmissiorine's characteristic
impedancelt offerslower power dissipatiorthanendtermination.

Devices connectedn the middle of a seriesterminatedtransmissioriine rst seethe half amplitude
incidentvoltage,andonly after the re ected wave hasarrived backto the device doesit becomethe full
amplitudesignal. Thusseriesterminationcanmake the delayfor a middle connectedoad up to two times
thedelayof thetransmissioriine. Wherepropagatiordelayis important,it is betteronly to usethis method
solelyfor loadsatthe endof thetransmissiodine.

Driving Concems

MostTTL familiesdo nothave enoughdrive capabilityfor a50 transmissiotine. PCBtransmissiotines
arecommonlymadeto be100 for thisreason.

A.3.4 MoreComplicated TransmissionLine Effects

We have only studiedthe casein which thereis onesourceandoneload. In practice we often have mary
loadsdistributedalongthe transmissiorine. Oftenwe have logic which drivesmary inputs,andin a high
speedligital board they arenot alwayslumpedsystems.

In suchsystemsijf the electricallengthis greaterthanthe spacingbetweenthe loads,the effect is as
if the characteristiampedanceds changed. Thusif mary CMOS devicesare addedin the middle of the
transmissiorine, the characteristi¢mpedanceés reducedandthe propagatiordelayincreased.

For systemavherethe electricallengthis longerthanthe load spacing the signalwill be bothre ected
andtransmittedrom theload,andtheresponse&anbe calculatedusingEquationA.15.

A.4 Power Supplies

The problemof supplyingpower to digital chipsincreasesstherisetime of the devicesdecreasesWhen
designinga power supply distribution systemfor circuits which useslow, long rise time devices, power
supplydistribution is not very critical. However, with moderndigital circuits which involve shortrisetime
devices,we mustpay attentionto power supplydistribution.
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VDD 200nH

—— 50pF

FigureA.4: Exampleshaving the problemof power supplyinductance

To seethe problemof power distribution, look at the exampleof FigureA.4. Thisis a switchingcircuit
usingarelatively tamelogic device (74HCO0O0)drivenby a perfectpower supply Theinductanceshowvn in
thecircuitis 200nF andtherisetime of thelogic is 5 nsdriving a 50 pF capacitve load.

At theinstantthatthelogic device switchesatransientoccurswhich triesto instantaneouslghangethe
currentacrossthe inductorL. Dependingon how fastthe rise time of the logic deviceis, andtheloadit is
driving, a voltageis introducedacrosgheinductorwhichis in serieswith the supply

TheactualmaximumvoltagedropV,_ acrosd. canbe calculatedasfollows.

MaxVL = L (dl=dt) (A.22)
Y
= LC 572 (A.23)
200 10° 50 1012 5
= A.24
(5 10 9)2 (A-24)
= 20V (A.25)

Thisis actuallyanoptimistic estimatesincethe maximumdl =dt is about50% higherthanthe V=T, used
above, makingthevoltagedropapproximately3 V.

The effect of the inductanceis to causethe chip's power supply to suddenlychangevalues(in this
exampleby 3 V). This couldcausehelogic device to glitch, losethe contentsof memory oscillateor fail in
someotherfashion.

A.4.1 Ground-bounce

Groundbounceis a changein the potentialof a chip's groundlevel, causedy switchingof the chip. This
usually occursin chipswhich have fastedgetransitionsfor their switching, particularlywhenmary out-
puts switch at the sametime. Whena chip switches,a transitionin the outputcurrentl oyt occurs(see
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VDD

lout
— Cload

Lgb

1 L

FigureA.5: Mechanisnof groundbounce.

FigureA.5), causinga changein currentthroughthe groundlead. A voltageVeg (= Lgbdloyt =dt) will

be producedacrosshe nite inductancebetweernthe groundof the chip andthe groundon the boardLgb,
producingthe groundbounce Notethatsincetheinductanceof the leadoccursbetweerthe groundandthe
logic in silicon, it cannotbedirectly measured.

Groundbouncecould causethe logic device to glitch and edgetriggeredlines suchas clocks, asyn-
chronousresetlines etc are very susceptibldéo malfunctioningin the presencef groundbounce. “Quiet
outputs”(thatis onesthatarenot changing)on the samechip canalsospike sincetheir substrateonnection
is alsoelevated. Propagatiordelaycanalsobe degradedbecausehe driving transistorshave lessdrive due
to elevatedsubstrateroltages.

It is dependenhot only on the risetime of the logic family, but alsoon the packagingoption (DIP has
the highestleadinductanceof about8 nH) andthe designof the outputstage.Seriesresistorscanbe used
to reducegroundbounceandsomedeviceshave thesebuilt—in. SeeShea{She93 for a goodarticlewhich
compareglifferentlogic familiesandpackagedor groundbounce.Also seeSectionA.4 on power supply
distribution which hasthe samemechanisnasgroundbounce.

A.4.2 Ground Planes

The returnpathof a signalis alwaysthe path of leastimpedance.At high frequeng, if thereis a ground
plane,the returnpathis directly underneathhe track. If no groundplaneis available,the returncurrent
takesa pathwith alargerloop, which canbe sharecby mary devices. This leadsto increasectouplingand
crosstalk.
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VDD 200nH

Chbypass supplies
high freq current to
the inverter

4% | Chbypass

—— 50pF |

FigureA.6: Exampleshaving how bypassapacitorsansolve the problemof power supplyinductance

A.4.3 Bypassing

The problemcausedy the seriesinductanceof the supplylines, illustratedabove, only occurswhenthe
logic devices have fastrise times. As canbe seenin EquationA.23, the voltagedevelopedis inversely
proportionalto the squareof therisetime.

Impedances proportionalto the frequeng (Z = j! L), andso at low frequenciesthe impedancds
low, andit doesnot createa problem. Logic with fastrise times,have high frequenciesn therising edge,
causinga highimpedancen theinductor, andhencea large voltagedropacrosst.

If we adda bypasscapacitorcloseto the packageye getthe circuit shavn in FigureA.4.3. Thecurrent
will travel mostlyin the pathhaving thelowestimpedanceandthis will bethatof the capacitor Capacitors
arealow impedancg1=j! C) athigh frequenciesandsoif the capacitoiis placedcloseto the packaggto
keepits inductanceto a minimum), it will bypassthe high impedancepath of the inductor andhencethe
circuit will functioncorrectly

If we hadperfectcapacitorswe could solve this problemat ary frequeng sincethe impedanceof the
capacitowill keepreducingat high andhigherfrequenciesHowever, the nite (andnotnecessarilysmall)
leadinductanceof the capacitorfoils this idea. The capacitorthus providesthe power for high frequengy
switching and the inductor providesthe low frequeng power which chagesthe bypasscapacitors. The
actualreactancef a capacitoiis dependenbnthe equivalentseriesresistanc€ESR)andit' sinductanceand
is givenby theformula

X (f) = pZESR2+(

Tt 2 fL)?) (A.26)

wherethe ESRIs typically 0:1 1 ,Cistypically 0:01 0:1 F andL istypically 1 20nH.
Specialmonolithicceramidbypasscapacitorarenormallyused thesehaving very high capacitancand
low inductancefor their size. Flat capacitoravhich t underneatthe IC areevenbetter sincethesehave
very low inductanceanddo not take up boardspace.Thesearesometimesnandatoryfor fastVLSI chips
andthe manufctures datasheetshouldbe checled for adviceregardingbypassing.Note that for surface
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mountdesignsthereis no spacebetweenthe chip andthe boardso that the bestthatonecando is to use
surfacemountcapacitor®n the othersideof theboard directly underneatithe component.
Remembethatall of theenegy requiredto drive theoutputloadis suppliedby the bypassapacitoand
sothe capacitanceequiredis
C = | dt=dv: (A.27)

ForthesamereasorthatchipsrequirebypassingboardsalsorequirebypassingElectrolyticor tantalum
capacitorsare normally usedto provide mediumfrequeng voltageregulationfor a board. This is a large
capacitorconnectedvherethe power supplyentersheboard.

The power supplyprovidesthe low frequeny power, the boardbypassingprovidesmediumfrequengy
power andthe chip bypassingrovidesthe high frequeny power.

As a(very conserative) rule of thumb,thereshouldbe

1. oneappropriatdusually0:01 0:1 F in value)bypassapacitoifor every buffer, VLSI andSchmitt
triggerchip.

2. 0one0:01 0:1 F capacitorfor everytwo FAST or AC logic chips
3. one0:01 0:1 F capacitorfor everyfour LS, C or HC logic chips
4. onel F tantalumcapacitomper10logic chips

5. anda22 F electrolyticcapacitoron eachboard.

It is alwaysbetterto putin too muchbypassingsinceit will not hurtandmay save you a lot of dehugging
time.

A.5 Printed Circuit Boards

By far the mostcommonmethodfor manugcturingelectricalcircuits is to usecomponentsolderedonto
a printedcircuit board(PCB). They are normally coppertrackson an epoxy bondedglassinsulator The
boardscanhave mary layersof tracks,with platedthroughholesto allow connectiongo be madebetween
layers.

Themainfactorswhich areconsideredvhenselectingprintedcircuit boardsare

cost

density
electricalcharacteristics
mechanicatharacteristics

reliability.

A.5.1 Typesof PCBs
Singleand Double Sided

Simple,singlelayerboardshave the advantage®f low cost,but arenot suitablefor designswhich require
high speedor high density Doublesidedboards normallywith platedthroughholes,allow a muchhigher
wiring density andthe plating of the holesmalkesfor bettersolderedconnectionsincethe soldercanwick
uptheplating.
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Flexible

Flexible printedcircuit boardsare often usedto make specialwiring harnessesuchasusedin keyboards
etc,andto provide connectionso moving partssuchasthe print headon a dot matrix printer. Rigidisedand
e xi-ridgeprintedcircuitscanhave componentsnountedon themaswell asplatedthroughholes,andthese
sharesomeof thebene tsof bothrigid and e xible circuits. They canbebentto t tricky situations.
Flexible circuitsusuallyusecopperfoils astheconductoandpolyesteror polyimide Ims for insulation.

Multilay er

Apart from the obvious advantageof higher density multilayer boardsallow entire layersto be devoted
to makinglow inductancepower andgroundplanes. A typical FR4 boardwith 5mil (0:125mm) spacing
has180pF=inch? (28pF=cn?) capacitanceThesearenecessarjor high speeddesignssincethey reduce
crosstalkaswell asprovide a low inductanceadistributed bypasscapacitor The power andgroundplanes
arealsousedasthe returnpathfor microstripandstripline transmissiorines. Obviously, the morelayers
involved,the higherthe costof manufcture.

Adjacentlayersnormally have their tracksrunning perpendiculato eachotherto increasewiring ef -
cieng. In agivenlayer, mostof the wires would be eithervertical or horizontal,againto increasewiring
efciency.

To preventwarpingof the printedcircuit board,thelayersshouldbe arrangedsothatsolid power planes
aresymmetrical.If outergroundplanesarerequired,they shouldbe crosshatchetb reducethe chance®of
warpingwhensoldering(dueto the metalandboardhaving differentratesof thermalexpansion).

With four layer boards the groundandpower planesarenormally placedin the internalplanessothat
onehasbetteraccesdo the outsidesignals,andalso,sincethe power planesareclosetogetheradistributed
bypasscapacitoris formed. The outsidelayersform a microstriptransmissiorine structure.

Six layerboardscanhave thepower planesn layers2 and5 sothatmicrostripis formedonall thesignal
layers.

A typical multilayer PCBuses‘FR4" ber glasslaminatedepoxyresinasthe basematerial. Copperis
adhesriely bondedto this base andthe circuit is “printed” in copperby applyingphotoresistexposingthe
photoresisto a photographieeproductiorof the circuit, andetchingaway the unwantedcopper

“Preprey” is uncuredepoxy andseveralbaseboardsarestucktogethety placingprepre betweerthem,
andheatingunderpressureWith this method multilayerboardswith upto 28layers(or more)canbemade.

Holesaredrilled, typically mary differentsizesare speci ed dependingon the componentypes,and
platedthroughholesaremadeby copperdeposition.The conductingmaterialis thenplatedwith atin—lead
alloy to make for easysoldering.

An epoxysoldermaskis commonlyused,andthis is epoxymaterialwhich insulatesall the conductors
on the outsidelayersof the board,exceptfor componentsolderingpoints. This preventssoldershortson
the boardduring construction.Soldermaskis typically green,althoughit is alsoavailablein a numberof
differentcolors.

The nal stepis thesilk screerwhichis usedto identify the part,componentstestpointsetc. It is used
to to identify componentsprientation Jogos,testpoints,partnumberetc,andgreatlyassistsn construction,
testingandtroubleshootingf the circuit.
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A.5.2 Electrical considerations
Power Distrib ution

In mostmultilayer boards power is distributedin groundplanesandthis leadsto good performancesince
alow impedancagyroundplaneis available. Note thatthe power planesdo not simply supply DC power to
the chips—they alsoform thereturnpathsfor all AC signalson the boardandthisis why they arecritically
important.

DoublesidedPCBsshouldbe usedwith cautionandonly for low speedigital circuits with shortcon-
nections.In this casethepowerandgroundsignalsshouldbelayedout rst, in aregulardensegrid fashion.

The thicknessandwidth of trackson a PCB are usually determinedby currentcarryingconcernsand
the power suppliescarry mostof the current. Designershouldcheckwith the PCB manufictureraboutthe
currentcarryingcapabilityof their tracks.

Signal Distrib ution

The main problemsof signal distribution are interconnectdelay (seeSectionA.3), ringing (SectionA.3)
and crosstalk(SectionA.6.1). Interconnectelay andringing are reducedby reducingthe length of the
connectionput for complex designsit is oftennotpossibleto keepall connectionshortenough.Increasing
thenumberof layershelpsin all signaldistribution problemshut this is atanaddedcost.

For high speedsystems transmissiorline effect must be considered and microstrip (condutorover
groundplane),and stripline (conductorbetweentwo groundplanes)PCB con gurationsare madeusing
groundplanes.The characteristiémpedancef the tracksshouldbe calculatedaccountingor variationsin
width, layerthicknessanddielectricconstant.

For microstriptransmissiorlines wherew is the width of the track, h is the heightabove the ground
planeand , is the dielectric constantthe characteristidmpedances given by the following formula if
0:1< w=h< 20andl< < 15

87 In( 5:98h
0:8w + t

Zo= p—= : A.28
0= P 1D ) (A.28)
In thestriplinecon guration, if bis the separatiobetweergroundsw=b< 0:35andt=b< 0:25

60 1:9b
Zo= p=—In(=—): A2
0= P N(ggms ) (A29)

Notethatis a multilayer PCB,someof thelayerswill bestriplinesandsomemicrostrips.

GND/GND vias
From: http://www.gsl.net/wb6tpu/si-list2/pre9 9/0050 .html
drivers, recivers and power planes

Larry Smith (Idsmith@lisboa)
Mon, 26 Feb 1996 12:01:42 +0800

Messages sorted by: [ date ][ thread ][ subject ][ author ]
Next message: Gary Peterson: "Wanted...PCI bus 3V driver/receiver models"
Previous message: mellitz@eagle.ColumbiaSC.NCR.COM: "Re: Vias and decoupling

(was Re[x]: impedance across ground plane)"
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I have been following with great intrest the recent discussion on impedance

across ground planes, and Vias & decoupling. Perhaps an example will clear
some things up -or- create some more controversy. Consider two CMOSchips
on a PCB, one driving and one receiving. Let the PCB have 6 conductor

layers defined as:

S1/S2/power/Gnd/S3/S4.

There are three distinct environments on this card: the drivers, the
transmission lines, and the receivers.

1) The driver chip will either take current from the local power rail and

put it on a transmission line; or it will take current from a
transmission line and sink it to ground (low-to-high or high-to-low
transition). In each case, decoupling will help to maintain the local
power supply (the power supplied to the silicon transistors) at a
constant  potential difference. For the 1st nSec or so, the power supply
current  comes from the on-chip parasitic capacitance. Over the next
several nSec, current comes from the PCB power plane capacitance, then
local ceramic capacitors, then bulk (possibly tantalum) capacitors, and

eventually from some switching power supply as time constants time out.
It probably takes 10,000 nSec or longer before the switching power
supply responds, so decoupling  capacitors are supporting the switching
activity for a very long time.

2) The transmission line environment becomes important  shortly after the
driver makes a transition. In every case, the return current for the
transmission line trace will be on the nearest plane. for S1 and S2
traces, this  will be the power plane. For S3 and S4 traces, this  will

be the ground plane. For this PCB stackup, the nearest trace controls

the impedance of the transmission line. A current will be either

sourced onto, or sunk from the transmission line according to the

the power supply voltage, driver  impedance, transmission line impedance
and Ohm's law (simple voltage divider). This current  will  continue

to flow until a reflection comes back from some discontinuity or the

far end of the line.

Note that current may or may not have come from a decoupling capacitor

depending on the direction of transition and the refrence plane for

the transmission line.

3) At the receiving chip, a transition will  eventually occur. It is likely
to be several nSec after the driven signal, depending upon the trace

length.  The voltage on the trace will be with-respect-to ground if the



88 APPENDIXA. ELECTRICAL ISSUES

trace is on S3 or S4; and WRTpower if the trace is on S1 or S2. This
may be for the 1st several hundred pSec if the trace is coming from a
nearby via, or for several nSec if the trace stayed on one layer all
the way from the driver. Eventually, after all the transients have
settled out, the voltage at the reciever wil be the same as the

driver output WRTit's local reference  (power of ground).

Now consider a stackup with more signal and power layers:

S1/S2/power/Gnd/S3/S4/power/Gnd/S5/S6.

Things get a little more complicated on the burried layers (S3 & S4) because
the impedance of those layers is controled by both power and ground planes,
and return currents flow on each plane, but the priciples are the same. As
discussed by Andy at Dec, there are some interesting dynamics when signals

pass between layers (ie S1 to S6).

> And yet, consider a via from one outer layer to the other outer layer

> (as a worst-case  scenario), with  a number of intervening reference

> planes. The return current of the transient edge, runs under the etch

> on the first layer  until it reaches the via anti-pad; and then it seems
> to have nowhere to go! It spreads out around the via, finding an

> increasing capacitance to the next reference plane down; and then to

> the next plane; and so on, until it reaches the bottom reference plane,
> where it re-forms as the mirror current under the etch there. If you

> have picosecond edges, this is something to worry about. It's  somewhat
> similar to running etch over a reference plane split.

In this situation, it is useful to add vias between Gnd layers. For 1 nSec
rise  times, | have suggested to our physical design group that there should
be a ground-plane-stitch-via on every square inch of the PCB. This

guaruntees that there is a path for the return current that is 1/6 of a rise
time long, in addition to the capacitance mentioned by Andy.

Editorial note - you may have noticed that my email address no longer has
ibm.com in it. | have 'seen the light' and now work for Sun Microsystems.
| actually sit in the same office as Ray Anderson and will be helping him

maintain  this  si-list.

regards,
Larry D Smith
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A.5.3 PCB Layout and Documentation

Printedcircuit boarddesignis aspecialty eld, andtherearemary trapsandpitfalls which mustbe avoided
in the designof high performanceor manuficturablePCBs. Nowadays,thereare mary CAD packages
availablefor PCB designwhich greatly simplify the task, andallow automatediesignfrom schematido
completedartwork. They rangein price from $1000to about$100,000. The moreadwancedsystemscan
designlargerboards andhave muchmorepowerful routing algorithms.

For high performancd®CBdesignit is oftencosteffective to subcontracthe PCBdesignto a specialist.
This canoftensave time andmoney.

Irrespectve of whetherthe designis doneinhouseor externally; a minimum (andconsistentgdocumen-
tation of your designshouldinclude

1. schematic

2. photoplots

3. drill tape

4. assemblydrawing

5. fabricationinformation(layers,platinginformation,standardsgesignrulesused)

6. bill of materials

A.5.4 Other Hints
Traps and Pitfalls
Thefollowing pointsarea checklistof potentialtrapsandpitfalls

1. Is the boardthe correctsize and shapewith the correctmountingholes,connectororientationand
connectotype?

. Are theholesthe correctsizefor eachof thecomponents?

. All componentshouldhave the sameorientationandclearance.
. Are theregroundpointsfor testequipmento connecto?

. Are theresparesocletsfor unexpectedchanges?

. Are thetestpointseasilyaccessible?

N~ o o0~ WwN

. If possibleanextractednetlistof the PCB shouldbe comparedvith the schematics netlist.

Modifying PCBs

For prototypesmodi cations to singleanddoublesidedboardsaretrivial sincetrackscanbe cut (usinga
sharprazorknife or scalpel)andkynarwires solderedn. For multilayer PCBs,only the outerlayerscanbe
modi ed in thisfashion.In addition,the pinsof DIP packagesanbebentup (sothatit doesnot contactthe
PCB)andawire soldereddirectly from the pin to the correctplace.
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A55 WireWrap

Wire wrapis a good,fastway of producingprototypeboards.The principle of wire wrapis thata stripped
wire is woundaroundthe terminalsof a wire wrap soclet (theseare like normalsocletsexceptwith long
pins). It is mechanicallystrongandproducegoodquality connectionsin fact, mary early computersised
wirewrappingfor their manucture.

Therearemanualandautomatiavire wraptools,andtheseconsistof two holes,onefor thewire andone
for the pin. InsulatedKynarwire of about22—30awg is usuallyusedfor wire wrap andthewire is usually
strippedabout2 cm. The strippedwire is placed(baremetal rst) into the off—centerhole of the wire wrap
tool, andthe pin to be wrappedis pushedinto the middle hole. The wire wrap tool is turnedclockwise,
causingthe wire to be wrappedaroundthe pin. In anautomatictool, the procedurds the sameexceptthat
youdon't needto turnthewire wraptool — you just pressthetrigger.

Onecommonmistale thatis madeis that power andgroundlines are distributedusingthin wire. The
thin wire hasa high resistancecausingan appreciablgpower supplyvoltagedrop. It is muchbetterto use
thicker (possiblyuninsulatedwire for the power distribution to minimisethe resistanceindinductanceof
the supplylines. Shortwire wrapwiresarethenusedto connecthe power distribution busto theintegrated
circuits.

Pointto pointwiring is the bestway electricallyto connecthewires. If mary wiresaretied togethetin
bundles this canleadto a neatetboard,but it increaseshe mutualinductanceéetweerthewires,increasing
theamountof crosstalk.

It is sometimesot possibleto getwire wrap socletsfor PGA andothertypesof soclets. Thesecanbe
built up from wire wrapheaderssideby side.In fact,thesecanalsobe usedto make wire wrap DIP soclets
if you run out. Discreteanaloguecomponentsuchasbypasscapacitorsandresistorscanbe attachedo
normal DIP soclets, but be carefulthat this doesnot introducetoo muchleadinductanceand causeyour
circuit to fail. Bypasscapacitorsarebestsolderedn for this reason.

A.6 Cablesand Connectors

A.6.1 Nonideal Cable Effects
Themainfactorswhich concernuswith interconnectare
1. Propagatiordelay
2. Attenuation
3. Crosstalk
4. Re ectionsdueto transmissiorine effects.

Thesefactorsandhow to handlethemwill be describedn thefollowing paragraphs.

Propagatiordelay can be minimised by using as shorta cable as possible(this helpsto reducethe
effects of mary other problemsaswell), and by choosinga materialwith a low dielectric constant(see
EquationA.4). Therisetime of acableis relatedto its lengthby the following equation

t, = kL? (A.30)

wherek is a constanof the cabletype. Thus,reducingthelengthof a cablegreatlyimprovesits risetime.
Attenuationis a functionof frequeng duemainly to the skin effect (seeEquationA.9).
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Whentherearetwo wires (or printedcircuit boardtracks)runningclosetogetherthereis a signi cant
parasiticcapacitancand mutualinductancebetweerthe two lines. If afastchangingvoltageis appliedto
oneline, capacitve couplingwill causecrosstalkanda currentis inducedin theotherline. Similarly, if there
is afastchangingcurrentin oneline, avoltageis inducedin the otherline. Typically, in high speedigital
circuits,thereis alot of fastswitchingandthetracksarevery closetogether This leadsto large amountsof
crosstalkoccuring.Crosstalkis alsoa potentialproblemin cablesvheretherearemary conductorgunning
closeto eachotheroverlong distances.

Mutual inductanceand self inductancedependon the geometryand materialsused. They are both
proportionalto the areaof the loop so that a big loop (suchasthat formed by a bad groundplane)will
increasdheinductance.

Thecrosstalkgeneratedby two parallellengthsof wire canbe seerby considering=igureA.7. Between
thetwo lengthsof wire will bedistributedparasiticcapacitancandalsodistributedmutualinductancewith
thepolaritiesmarkedonthe gure. If we sendarisingedgeon ourlogic gate thispulsewill travel down the
transmissiorine. At point X, the mutualinductancewill causewo pulsesin the otherline, a positive pulse
moving towardsC, anda negative pulsemoving towardsD. The signscomefrom the polarity of the mutual
inductanceThe effect of the mutualcapacitancés different.In this case positive going pulsesareinduced
for bothdirections.

For both signalstravelling backwards,the fact that at eachpointin the line, eachsignalmusttravel a
differentdistanceto reachC, causeghe resultingpulseto be shortin heightandof width 2t, wheret, is
thepropagatiordelayof asignalfrom A to B. For signalstravelling forwards,they all propagatetthesame
velocity andarrive at D atthesametime. Thusa high pulseof shortwidth is generate@tD. The pulsesdue
to inductanceandcapacitancat C andD have the samearea but differentshape.

The magnitudeof the forward pulsesdue to capacitanceand inductanceare approximatelyequalin
magnitudeandsothey tendto cancelandno netresultis seen.However, the reversepulsesadd,re ect off
C andareseert, lateratD.

Thetransientesponseaeenatall pointsis alsoshavn in FigureA.7. Theinput pulseis arising edgeand
this appearsgelayedoy t, atB. Startingatthe sametime asA, ashortpulseof width 2t is seenat C since
backwardscrosstalkis generatedmediately but the nal signaltakesonepropagatiordelayfor thepulseto
travel from A to B, andonepropagatiordelayfor the reversedirectioncrosstalkto travel from D to C. The
signalat D is causeby are ection at C travelling to D t,, later. This signalat D, the largestcomponenbf
thecrosstalkcanbereducedy sourceterminationat C (seeSectionA.3.3).

The magnitudeof the couplingin the caseof two pairsof long wires (eachpair of wiresis a signaland
ground),is inverselyproportionalto their distancesquared Thatis

Couplingyires/ 1=X? (A.31)

whereX is the distancebetweenthe wires. Thus moving wires further aparthasa strongeffect on the
crosstalk.
For a printedcircuit boardwith groundplane the couplingis givenby

. 1

whereX is thedistancebetweerthetracks,andH is the distanceof thewiresabove thegroundplane.
Most cableswill belong enoughto be distributed systemsand hencetransmissiorine effectswill be
obsened (seeEquationA.3) and the theory given in ChapterA.3 shouldbe applied, terminationbeing
necessaryo avoid unduedistortion.
The connectoraisedmay alsosene to make a impedancemismatchin the transmissiorine, andfor
very high speedsystemsthis mustbetakeninto account.
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FigureA.7: lllustration of crosstalk.
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A.6.2 CableTypes

Coaxialcablehasthesignalin acentresubsectionandagroundwhich surroundghesignal. It is mostoften
usedfor high frequeng signalssinceit hasa tightly controlledcharacteristiémpedanceandlow crosstalk
dueto the signalbeingsurroundedy theground.

Ribboncableis popularfor datadueto the ability to provide high densityandeasyconnection Ribbon
cablesare at andmadeup of insulatedconductorsn parallel. Transmissiotinescanbemadeby grounding
every secondsignal(but at the expenseof halvingthe density).

Cablescomein mary sizeswith (up to approximately64 conductors)andspeci ed nominalimpedance
andcapacitanceThey canberainbav coloredor somehave amarkon onesidewhich indicatespin 1.

InsulationdisplacementonnectorgIDC) areusuallyusedfor ribboncablesincethey canbe pressean
without the needfor soldering. The pins on theseconnectordreakthroughthe insulationto make contact
with the conductor IDC connectorshouldnot be reused- unreliableconnectionsnay resultdueto bent
pinsfrom theinitial insertion.

Twistedpair cablesconsistof the signalandreturn path cablestwistedtogether The twisting reduces
crosstalksincethetwisting arrangementnakesthe mutualinductanceébetweerthe linesreversein polarity
everytime thewirescrossover.

Ribboncabletwistedpair is alsoavailablewhich combineghe advantage®f twistedpair with theeasy
connection®f ribboncables.

A.6.3 Other Connectors

Very often, a boardmustplug into a backplaneor other connectorvia an edgeconnector Theseshould
alwaysbegold platedto reduceheresistancef theconnection.You shouldavoid touchingedgeconnectors
sinceit putsoil anddirt onthe connectorandcanmake themunreliable.

If power is suppliedthroughthe edgeconnectoralways measurehe voltageof the furthestchip from
thepower supply Thelossacrosdackplanesgedgeconnectorgtc. maybe muchmorethanyouthink since
thewireshavea nite resistancandlarge currentsaredrawn by the power supply

It alsohelpsto make the groundconnections bit longerthanthe otherones. This way, if the boardis
insertedwith the power on, thegroundcontactwill bemade rst, andsocomponentaremuchlesslikely to
bedestrgyedby hotinsertion.

For smallnumberf wires,headerganbeusedasconnectorsHeadersareavailablein singleor double
rows, straightor right angled. They aresimply pinswhich stick up out of the board. Therearealsofemale
connectorsvhich canpushinto theheader¢o make cables.

Headersare also usedas jumpersand jumper plugs can be usedto make a dual inline (DIL) header
connection.

Therearespecialconnectorglesignedor power supplieswvhich shouldbe usedinsteadof othertypesof
connectorslt is importantto choosea power connectotthat canboth handlethe currentsrequiredandthat
canonly beinsertedin the correctway. In addition,thereshouldbe several groundpinsin a connectorso
thatthereturncurrentsarenotall forcedthroughasingleconductor For minimumcrosstalkasignal/ground
patternshouldbe utilised.

For batterypoweredcircuits, make surethatyou have diodesto protectfrom the batterybeinginserted
thewrongway.

Alwayslabelall power supplypinsonyourboardsothatno mistalescanbe made.
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A.6.4 Wire
AWG System

The AmericanWiring Guage(AWG) measuref wire thicknessds a logarithmicsystemandcanberelated
to diameterof thewire d (in meters)y thefollowing formula

d= 00254 10¢ AW G+10)=20 (A.33)

Resistance

Theresistancef copperwire of lengthx is

_ 212 108 x

R 7

(A.34)

A.7 Further Reading

A very goodtreatmentof high speeddigital systemsis givenin JohnsonJG93. His book explainsthe
mechanism#volvedwith high speedsystemsaswell aspracticalformulaefor quantifyingthem.

Most of the informationon logic families,their nonidealitiesandhow to constructcircuits from them
is providedin the databooksfor theintegratedcircuit family. Thereis a wealthof informationin manufc-
turer's databooksandcarefulreadingmay save mary hoursof detuggingandredesign.

Therearemary goodbooksonprintedcircuit boarddesign particularlygoodonesheingGinsbeg [Gin91]
andCoombgCo08§. An outdatedout still informative bookis by Lindsey [Lin82]. Thereadershouldrefer
to thesefor amoredetaileddescriptionof printedcircuit boardtechnologyincludingsurfacemount, e xible
printedcircuitsandmanufcture.
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Abstract Algebra

In orderto explainthedesignof linearfeedbackshift registers(LFSR),somebasicabstractalgebras neces-
sary In this subsectionterminologyandsomeresultswhich areneededo explain LFSRsaregiven. A full
treatmenis beyondthe scopeof this bookandthereadetis referredto Lidl et. al [LN94] or Menezest. al
[MvOV97] for amoreformal description.

B.1 Groups,Fieldsand Rings
B.1.1 Groups

A group(G; +) consistsof a setof numbersG togetherwith a operation+ which satis esthe following
properties:

Associatvity: (a+ b+ c= a+ (b+ ¢) foralla;b;c2 G

Identity: Thereis anelement0 2 G suchthata+ 0= 0+ aforalla2 G

Inverse:For everya 2 G thereexistsanelement a2 G suchthat a+ a= a+ a=0.
ThegroupG is saidto beabelian(or commutatve)if:

a+ b= b+ aforalla;b2 G.

We will usethenotation# G to denotethe numberof elementsn agroup.

B.1.2 Fields

A eld (F;+; ) isasetof numberd- togethemwith two operations and which satis esthefollowing
properties:

(F; +) isanabeliangroupwith identity O
is associatie

thereexistsanidentityl 2 F with 16 Osuchthatl a=a 1= aforalla2 F

95
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theoperation isdistributiveover+ i.e.a (btc)=(a b+(a c)and(btc) a= (b a)+(c a)
foralla;b;c2 F
a b=b aforalla;b2 F
foreverya 6 0;a 2 F thereexistsanelemenia ' 2 F suchthata ! a=a a != 1

If the eld hasa nite setof elementsit is calleda nite (or Galois) eld. LetF, bethe nite eld with
p elements. Numbersin the eld F, canberepresentedby f0; 1g. If p = 2", numbersin F,n» canbe
representedsn-bit binarynumbers.

B.1.3 Rings

Aring (R;+; ) consistoof a setof numbersR togethemwith two operationst and  which satis esthe
following properties:

(R; +) isanabeliangroupwith identity O
is associatie
thereexistsanidentityl 2 R with 1 6 Osuchthatl a=a 1= aforalla2 R

theoperation isdistributiveover+ i.e.a (btc)=(a b+(a c)and(b+tc) a= (b a)+(c a)
foralla;b;c2 R

Ringscanhave otherproperties

If thereisanelementl 2 R suchthatl a=a 1foralla?2 R,thenlisthemultiplicativeidentity
in thering andthering is saidto have anidentity.

Thering is acommutativeing iff ab= baforalla;b2 R.

If the ring hasmultiplicative identity 1 andif for agivena 2 R thereisana ! 2 R suchthat
a a != 1 a !liscalledthemultiplicativeinverseof a anda is calleda unit.

A polynomialis written as

PIx]

g:ex”+cn X" T X2+ oxt + g

= 0"gx':

wherec; 2 R arethe coefcients, ¢ is calledthe constantoefcient. If ¢, 6 0thenc,x" is thehighest
ordertermandc, is thehighestordercoefcient. ¢;x' is calledthedegreei term. The degreeof the highest
nonzerocoefcient is the degreeof the polynomial. The weightof a polynomialis the numberof nonzero
coefcients. Finally, a polynomialis monicif its highestordertermis 1.

Supposer is a commutatve ring. The setof all polynomialsin an indeterminatex with coefcients
in R and the normal polynomial addition and polynomial multiplication operationsforms a ring andis
denotedasR[x] andcalleda polynomialring. Polynomialdivisionis performedusinglong division sothat
if g(x);h(x) 2 R[x] with h(x) 6 0dividing g(x) by h(x) givesthe uniquepolynomialsq(x);r(x) 2 R[X]
suchthat

9(x) = q(x)h(x) + r(x)
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wherethe degreeof r(x) is lessthanthe degreeof h(x). The notationthatg(x) modh(x) = r(x) is also
used.If g(x) modh(x) = 0, thenh(x) dividesg(x).

Polynomialswith coefcients in Z, (integersmod p wherep is prime), andin particularZ ;[x] are of
specialinterestto hardware designers.A polynomial P(x) 2 Zp[x] is irreducibleif it hasno nontrivial
factors.Algorithmsfor testingirreducibility of a polynomialusethe following theorem

LetP(x) 2 Zp[x], degx) = m 1. ThenP(x)is irreducibleoverZ, iff
GCD(x* x P(x) =1 (B.1)
foreachi,1 i bTc.

A polyomial P (x) of degreem 1 is primitive iff P (x) is irreducibleandX (" D= g 1 modP(x) for
all theprimefactorsof p™ 1, r;. Notethatif p™  1is prime,thenP (x) is primitiveif it is irreducible.
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