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CEG 5010: Reconfigurable Computing
Efficient Shift Registers, Counters and
Random Number Generators

“If I had more time, | would have
written a shorter letter”

- Marcus T. Cicero
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Introduction

 Efficient FPGA design is normally nonobvious
— with practice, you can learn when to use the special
features
» This lecture
— Shift registers
— Linear feedback shift register (LFSR)
— Using RAM for shift registers
— Virtex SRL16
— Generalized LFSR
— True random number generator
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References

 |deas are from Xilinx applications note
XAPP052 “Efficient Shift Registers, LFSR
Counters and Long PseudoRandom
Sequence Generators” and XAPP210
“LFSRs in Virtex Devices”
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Shift register

» Basic building block in digital circuit design

e Features

— high speed due to simple logic &
interconnection

— low interconnection costs
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Shift registers

« Applications
— delay line
— serial-parallel conversion
— parallel-serial conversion
— boundary scan
— serial buses

— bit serial signal processing (more about this in
future lectures)
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Straightforward Implementation

if (clk’event and clk = ‘1’) then
sr <= srin & sr(sr’high downto (sr'low+1));
end If;

How many slices for an N bit SR?

1-Feb-05



1-Feb-05 (7)

Better shift registers

* |s there a more efficient way to implement
a shift register?
— (of course or | probably wouldn’t ask this
guestion)
— (actually knowing when there *isn’'t* a better
way is also an important skill)
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RAM

 Remember
— Xilinx RAM has 16x better density than a LUT

— Shift registers only need serial access to the

memories

* i.e. do not need all of the outputs in parallel, only
need the first input and the last output
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Shift register using RAM

Actobat Reader - [xapp052_pdf]

B Fie Edit View Tools Window Help =lel x|
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I B
Dy —— 16 x 1 DOUT
C Synchronous
RAM
Din L. 16x1 |[—Pour [ |
4 Synchronous
RAM
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Address generation: counters

Ripple carry counter
Synchronous counter
Gray code counter
LFSR

What are the advantages and
disadvantages of each?

1-Feb-05



1-Feb-05 (11)

Counters
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Figure 4.1: A 4 bit ripple counter circuit. The output of one flip-flop clocks the next hence the term “rippls L
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Figure 4.2: A 4 bit synchronous counter circuit. All flip-flops are clocked simultaneously so the outputs change (almost)

simultaneously.
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Gray code

0000 | 1100
0001 | 1101
0011 | 1111
0010 | 1110
0110 | 1010
0111 | 1011
0101 | 1001
0100 | 1000

Table 4.1: 4 bit Gray codes.
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LFSR

 Linear feedback shift register
— XNOR of certain outputs are fed back to the
input
— it is maximume-length if it has a period of 2*N-
1

— lets look at a length 4 maximum length LFSR
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4 bit Maximal Length LFSR

FOC FOC FOC

HNORZ




4 bit LFSR

 How does it count?
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4 bit LFSR
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0,1,3,7,E,D,B,6,C,9,2,5,A,4,8,0
period is 2°4-1 = 15
can be used as pseudorandom number

generators

note it only has a 2 input XOR gate as the

critical path!

— Compare with an adder’s carry chain
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Larger maximal length LFSRs
(see XAPPO052 for more)
 N=4 (4,3)
* N=8 (8,6,5,4)
« N=16 (16,15,13,4)
« N=32 (32,22,2,1)
« N=64 (64,63,61,60)
« N=128 (128,126,101,99)
« N=168 (168,166,153,151)
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Primitive polynomials

A polynomial P of degree m over a finite field F, is
primitive, iff P is monic, P(0) #0 and ord(P(x))=p™-1.
— Monic means the coefficient of the term with the highest power is

1

— If P(0)=+#0, ord(P) is smallest integer e for which P(x) divides xe-1
— E.g. P(X)=x*+x3+1 is primitive

e The feedback values for an XOR based maximum length
LFSR correspond to the primitive polynomial

e Programs which compute primitive polynomials
— Web based but only supports small n
http://wims.unice.fr/wims/wims.cgi?session=VX756ADCFA.2&+|
ang=en&+module=tool%?2Falgebra%2Fprimpoly.en
— C program that supports large n
http://users2.evl.net/~sduplichan/primitivepolynomials/primitivep
olynomials.htm
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LFSR counters

 Maximal LFSR period is 2*N-1
— sometimes we want the period < 2"N-1

— Arbitrary period counter with shorter period
can be made by adding a synchronous reset

circuit
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LFSR

 How many slices to implement a
— 32 bit shift register?
— 63 bit shift register?
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32x1 Shift register using RAM

Din T" 16 x 1 DOUT
Synchronous
RAM

ol

16x1 [ Pour
4 Synchronous
RAM
4
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Qs ) >{o: oo, axf4{ps asf+{o. o
Q.
Q

X5803

2 Slices
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Efficient 63 bit LFSR

A
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- Figure 5: 63-Bit LFSR Counter in 4 CLBs
4 Slices
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63 bit LFSR

» Notice the LOAD/!COUNT line
— allows loading of the value of the LFSR

» Design can be expanded
— 127 bit LFSR in 6 slices

— 159 bit LFSR in seven slices (period is 7e47
or many many times longer than the life of the
Universe)

» Speed - no long critical path means design
works at max speed
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100x8 SR In 26 slices
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Figure 4: 100 x 8 Shift Register in 26 CLBs
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Virtex SRL

 Virtex has a macro called “Shift Register
Lookup Table” (SRL) for implementing
SRs
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LFSR In Virtex devices

I I Bit 1

T — >

w]
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D SRL16 Q D Q
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R

Address = 12

x210_01_080599

Figure 1: 15-bit LFSR Implemented Using Half of a
CLB (one slice)
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4 slices (52 bit LFSR)
8 slices (118 bit LFSR)
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Figure 2: 52-bit LFSR Implemented Using One CLE

gure 2 is a 52kl LFSR implementaion using ane CLE
The st logio esll i the GLE is used o the tao sput
XNOR funchon and U fesl register of lhe 520 LESR
The secend logia cell i used 1o imgiement the 16-bi SAL
and the 52nd regiser of the 52.6k LFSR. The connection
Stniclue shown & feciten 1 ghe seess 1o the 291 feg
iter 5 e of he Laps requined for he 520 LFSRL The
‘output lengih of the SRL & set o 16 by assigning @ static
ke Of il 15 80 e acies s, From Tatie 1. the
tips for the 52.62 LFSR are 40 and 52 A 1186t LFSR
enplesnertalion using bw CLBS i shown i Figure 3. Th
taps for hee 118.6i LFSEL are 65 and 118 are sten from
Tabie 1

Figure 3. 118-bit LFSR lphermented Using Two CLBs
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LUT as a mux

A[3:0] A\ 0000 0001 00100011 0100 0101 01100111 1000 1001 1010 1011 1100 1101 1110 1111 /

D x485_01_040203

Figure 1: LUT Modeled as a 16:1 Multiplexer
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LUT as an addressable SR

Qi150r

DIN afsl ahp Q atp o ol o ab-po ol o ahp Q oo of MC15
CLK > ; ; ; ;

A[3:0] A 0000 000100100011 01000101 01100111 1000 1001 1010 1011 1100 1101 1110 1111 /

D «485_D2_040203

Figure 2: LUT Configured as an Addressable Shift Register

« Length of SR can be controlled using the D output
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Generalized LFSRs

e A variation useful for cryptographic
applications

— Feedback taps are programmable (can be
updated after synthesis)

— Polynomial has high weight so it has many
feedback taps requiring high fan-in XNOR
gate

e Question: how do we design such a circuit?
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Block diagram
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Implementing the LUT

‘ F(Q1,Q2,...,Q16)

LUT 1

LUT 1 LUT 2 LUT 3 LUT 4

Ql Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 Q11 Q12 Q13 Q14 Q15 Q16

« SR used to program the LUTSs to implement the required feedback
arrangement WITHOUT CHANGING THE BITSTREAM

 Can be reduced from 2 levels of logic to 1 by pipelining
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Generalized LFSR Floorplan

e Serpentine
arrangement
reduces wire
lengths

LFSR Cell LFSR Cell LFSR Cell LFSR Cell

Stage 1 pipeline

17



LFSR cell
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* RAMs used to SRnpUt oy SR output
customize LFSR All cells
polynomial (can be )
loaded at any
i Row 1 Left t cell onl
tlme) oW hefimost celonly fx-x) 1 Leftmost cell has
u s one input from
« Leftmost stage ‘ © M eachofthe
g A ° flip-flops on the
has no pipelining Xu— i roum
Row 1 Non-leftmost cell only 5 [0e)
. w0 7 o To left hand
xz ! top cell
T i
From South
Connections

Pipelining Logic

= Must compensate

for the extra D Q——
latency introduced
by pipelining . Q
D SET Q
CLR 6
D SET Q
CLR 6
D SET Q
CLR 6
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True random number generator

* One method to produce a real random number source in an FPGA is to

sample a high frequency signal with a low quality low frequency clock

« If the phase noise of the low frequency oscillator is of the same order as

the period of the high frequency clock, output is quite random

B | L m—Dok

=Fr

Figure 1: Oscillator sampling using D-type flip-flop.

Low frequency clock
with high phase noise

R1
X Y
[ 3 - - L
C
R2
Fl
- .

Figure 4: Low frequency clock circuit. Note that the in-
verter and two buffers in the oscillator circuit were imple-
mented using the input/output blocks (10Bs) of the FPGA.
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Low frequency clock
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Figure 5: Oscilloscope trace of oscillator node Y.
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Effect of LF clock Frequency

Table 6. Low frequency clock measurements.

Frequency
Hz

std(period)
ns

3.74k
6.75k
13.83k
54.82k
91.91k

37
8.5
26
42
81
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TRNG Circult

Fh =D

=
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- PortA

WE
.‘>

Dual Port RAN

Port

= PRNG

Fh

Figure 3. TRNG circuit showing digital mixing,
parity filter and output buffer.

NIST Test Results

Table 7. NIST RNG test result summary for the PRNG and TRNG at different low frequency oscillator
values. Failed tests are shown in bold.
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Test P-value

PRNG 265kHz | 151kHz | 115kHz | 52kHz 36.8kHz | 18.8kHz
Frequency 0.739918 | 0.000439 | 0.008879 | 0.739918 | 0.739918 | 0.534146 | 0.122325
Block
Frequency 0.004301 | 0.000000 | 0.000000 | 0.035174 | 0.350485 | 0.534146 | 0.739918
Cusum-Forward | 0.066882 | 0.000000 | 0.000001 | 0.534146 | 0.911413 | 0.350485 | 0.213309
Cusum-Reverse | 0.350485 | 0.000000 | 0.000089 | 0.534146 | 0.739918 | 0.911413 | 0.066882
Runs 0.911413 | 0.000000 | 0.534146 | 0.350485 | 0.739918 | 0.911413 | 0.739918
Long Run 0.066882 | 0.739918 | 0.911413 | 0.739918 | 0.122325 | 0.350485 | 0.350485
Rank 0.739918 | 0.350485 | 0.739918 | 0.911413 | 0.911413 | 0.534146 | 0.739918
FFT 0.122325 | 0.534146 | 0.350485 | 0.122325 | 0.739918 | 0.350485 | 0.350485
Aperiodic
Templates 0.350485 | 0.035174 | 0.739918 | 0.534146 | 0.350485 | 0.991468 | 0.122325
Periodic
Templates 0.534146 | 0.213309 | 0.213309 | 0.350485 | 0.739918 | 0.122325 | 0.035174
Universal 0.066882 | 0.066882 | 0.350485 | 0.122315 | 0.350485 | 0.739918 | 0.122325
Approximate
Entropy 0.350485 | 0.000003 | 0.350485 | 0.911413 | 0.534146 | 0.911414 | 0.213309
Random
Excursions 0.017639 | 0.521333 | 0.981557 | 0.703204 | 0.867916 | 0.294149 | 0.017639
Seriall 0.350485 | 0.000001 | 0.534146 | 0.911413 | 0.122325 | 0.350485 | 0.122325
Serial2 0.213309 | 0.213309 | 0.066882 | 0.350485 | 0.534146 | 0.534146 | 0.350485
Lempel Ziv 0.066882 | 0.008879 | 0.213309 | 0.739918 | 0.911413 | 0.350485 | 0.534146
Linear
Complexity 0.350485 | 0.534146 | 0.066882 | 0.739918 | 0.534146 | 0.350485 | 0.991468
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Conclusions

* |f we can use Xilinx RAM it gives 16x
better density

— can be used for shift registers, counters &
PRNG

— Virtex has a SRL macro for even better
efficiency

 LFSR
— generate random numbers
— high speed nonbinary counters and dividers

e True random number generator using
oscillator phase noise
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