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~ Abstract—Evaluating the reliability of Internet routing is  need to aggregate reliability computations if upstreamesod
important for an ISP to assess existing peer relationships or have multiple routing paths to destinations. For instarce,
establish new peer relationships. Existing algorithms for network Figure 1, vertex» has two routing paths to vertex Vertex c

reliability computations take all routing paths as inputs. However, -
these paths may not be actually available for routing because of needs to use the aggregated reliability values betweeewert

the constraints of routing policies in the Internet. In this paper, b and vertexa to compute its own reliability since vertex
we propose an algebraic approach that effectively reduces the ¢ will not know all routing paths in vertex at the same
number of candidate routing paths according to the given routing  time because of the routing policies. Moreover, verteand
policy. We further improve the accuracy of the routing reliability — yariey 4 simultaneously set a higher preference to each other
result by subtracting the miscounted value of routing paths due d th tf lid i th hen th d t,
to overlooking routing policy constraints. an €y cannot form valid routing patns w en_ ey aaop
routes that traverse each other and then the reliabilitias f
I. INTRODUCTION these vertices to vertex at this stage should be equal @0

The computation of routing reliability plays an importanfSuch complications make reliability computations become a
role in Internet routing, where a high degree of reliabiigy challenging problem. There are very few studies which asfire
crucial. Extensive efforts have been placed in the devetopm Policy-based routing and study the theoretical reliapibf
of mathematical models and efficient computation techriqubiternet routing.
for network reliability of general graph structures [1],3]1
However, few studies were done to specifically address the
reliability of Internet routing. The Internet is connectbg
policy-based routing protocol®.g., Border Gateway Protocol
(BGP) [14], between different autonomous systems (ASes),
but such routing protocols are generally prone to policy -
conflicts [5], [4] which incur serious reliability problemgve 22
argue that understanding the routing reliability is impaott d:6
for an ISP to assess existing peer relationships and esttabli
new peer relationships. Thus, we advocate that it is esgentig- 1. An example topology that uses policy-based routingchEvalue
to develop a fundamental understanding of routing refighil ©°1cr ©© the routing preference. A higher value means hipfeference, and

path is not chosen.
in the Internet, especially in the presence of routing pgolic
conflicts.

In traditional network reliability computation algoritten  In this paper, we propose an algebraic approach to identi-
all edged are used for reliability computations. However, ifying available routing paths and then computing the nekwor
is not straightforward to directly apply such algorithms foreliability with respect to the routing policiesWe call the
Internet routing, which is policy-based. Not all edges iynpmetwork reliability considering routing policies to be the
network connectivity, as the underlying routing policiesym fouting reliability. We adopt the concept of routing algebra
not include some of the edges in routing computations. 18 identify all available edges for routing reliability cem
illustrate, Figure 1 shows the complications of the problerRutations. Our algebraic approach is to show how multiple
For example, routing pathl} cannot be used to compute thdoutes can be propagated and how the algebraic approach
reliability between vertices and c because vertex sets the €an be extended to accurately compute routing reliabilibe
preference of vertex (i.e., the routing path{1}) to 02 and @pproach effectively reduces the computation complexyty b

will not adopt it as a candidate routing path. In addition, wltering out the routing paths that are not included in the
routing policies, and aggregating the routing paths that ar

Yin this paper, “edge* and “link‘, “path* and “edge set* areedsinter- not simultaneously available. We extend the routing algéiyr

changeably. , o o _introducing a new parameter, CAUSE, in route signatures in
In reality, a routing path is disabled by filtering in polibased routing.

For simplicity, we assume that the paths are disabled by getkia local routing algebra to identify the set Qf ConﬂiCt_ing fOU“”Q*Fm
preferenceto 0. Thus, we accurately compute routing reliability by subtirag

b: 300
c: 600




the miscounted value of conflicting routing path set, so as where p=(p1, ..., pn) present the vector of component relia-

improve the accuracy of the result. bilities and h(p) is referred to as theeliability function of
The rest of the paper is organized as follows. In Section Bfructure¢. Thus, the reliability functions of a series structure

we briefly review the basic network reliability computation(x) = T[], z; or a parallel¢(x) = [[,z; can be

model. We propose an algebraic approach to identify availalsespectively computed as follows:

routing paths and accurately compute routing reliability i n

Section Ill. Section IV and V present the related work and h(p) = Hpi’ and (4)

conclude the paper, respectively. i=1

II. NETWORK RELIABILITY COMPUTATION h(p) = Hpi —1— H(l —pi). (5)
Network reliability can be computed using a system relia- =1 =1

bility model of a coherent systenfil], [12]. In this system,  The network reliability can be computed by expanding the
let z; be a binary variable that indicates the stateigh above system function stdteepresented by either minimal
component (e.g., node, link) in the system, andddte the path or cut sets into the;'s multinomial expressions, using
binary variable that indicates the state of the network dhasthe idempotency of; (i.e., #?=z;), and taking the expectation
on the states of components.adf =1 (¢ = 1), then it means as follows: m

the_i—th co_mponent (the sy§tem) is funct?oning; otherwise, h(p) = EH H X,. ©6)

z; = 0 (¢ = 0). We can obtainpy by calculating¢(x), where

x=(x1...xz,) IS the vector of the states of all componentss Jmhieh

the number of components in the network, and functigx) "

is called thestructure functionTo compute network reliability, h(p) = E H H Xi. )

we should generate the minimal path vectors or the minimal J=lick;

cut vectors of the network, defined as follows. In a network, a vertex may have different routing paths with
Definition 1: (Path Vector) A path vector is a vectox different preferences to a destination [14]. Sum of Digjoin

such thatp(x) =1. Products (SDP) [13] can be extended to address the issue
Definition 2: (Cut Vector) A cut vector is a vectox such Of reliability calculations under multiple paths with difent

that ¢(x) =0. preferences. In this paper, for simplicity but without laxfs
Given two vectorsy and x, y < x meansVi, y; < z; denerality, we only introduce the basic reliability model t

(i=1,..m), and3j, y; < z; (1 < j < n). compute the routing reliability.

Definition 3: (Minimal Path Vector) A path vectorx is a m
minimal path vector if¢(y) =0, Vy < x where¢(x) = 1. COMPUTATIONS
The path sef’; ={i|z;=1}, which we call aminimal path set 5 geli K di q h
constitutes a minimal path set of elements whose functgnin y modeling a netwc_)r as a rected graph, we can
ensures network connectivity. We denote tjh minimal calculate the network reliability based on the graph struc-
path set asP;, where j=1,..,m and m is the number of ture. From the point of view of Internet routing reliability
minimal path]s’ets ob however, we can not directly apply the network reliability
Definition 4: (Minimal Cut Vector ) A path vectorx is a theory since policy routing in the Internet does not allow
minimal cut vector ifé(y) = 1, ¥ y > x whereg(x) = 0 all edges in the graph to provide network connectivity. In
The path se€Cy={i|x;=0} Which we call aminimal cut set this paper, we aQapt .th_e basic ro.uting algebra define_d by
constitutes a minimal cut set of elements whose failuret WTQI'O.b”n.hO [16] to |Qent|fy|ng a]l available edges for romg.m
disconnect the network. We denote tji¢h minimal cut set re"?‘b"'ty computation. We point out that aIthough_SolbImn_
as K, wherej=1,....m andm is the number of minimal cut defines a basic routing algebra, a complete policy routing
sets jo,fgb e algebra withlocal preferenceés not defined. Here, we describe

Suppose that for stat&; of the i-th components, the Internet topplogy vy|tHocaI preferenc_:eas an algebfa
Generally, a policy routing algebra consists of an ordered 6

PX;=1=p;=EX; fori=1...n, (1) tuple

. | DENTIFYING ROUTES FORROUTING RELIABILITY

where EX denotes the expected value of the random variable (L, Z, W, f, 2, 8)

X, andp; is the probability that componeritfunctions, i.e., which comprises:
the reliability ofi. The reliability of the system is thus given | 3 set oflabels L:

by: « a set ofsignatures X;
Plp(X) = 1] = h = E¢(X). @) N . .

3In network(/routing) reliability, system function state this paper means
The system reliability: is a function of component reliability, the function state of connectivity between different nodes

4Flavel et al. extended Sobrinho’s to an iBGP algebra [4]. Weat discuss
such that . : e . . ; .

the iBGP issue in this paper since we focus on routing reifgltiomputations
h = h(p), (3) between different ISPs/ASes.



o a set ofweights W, reliability shown in Figure 2 is normalized from the failure

« a function f that maps signatures into weights; number of different links in November 2008 [8]. Now let

« a total order< on W; and us consider calculating the signatures between vettexd

. a binary operationd that maps pairs of a label and avertexa in Figure 2. Vertexc has signatures to vertex o°
signature into a signature, i.€b: L x X — . = (300, {2}) & o, = (300, {2}) & (300, {1}) = (300, {2,

A basic routing algebra comprises a set of labels, a setbf), ando¢ = (300, {2}) @ o = (300, {4}) & (1200, {3})
signatures, and a set of weights. Each network link has a lage (300, {1}) = (300, {4}) © (1200,{3, 1}) = (300, {4,3,3}).
and each network path has a signature. In the algebra, theN@{e that if vertices have multiple signatures to destovei
of labels L contains all feasible edge labels for a topologynd these signatures may not visible to downstream vertices
Labels are simply all edges, e.g., they are the set of linR§nultaneously, we should aggregate reliability compaoitest
in the topology,Z = {I}. The set of signatureX describes of these signatures in these vertices. For example, verties
all feasible routes. On the other hand, in policy routingpif tWo multiple signatures and then vertexshould aggregate
only represents a set of edges, i.E.,C 2L, a route has a the signatures in vertex as (300, {5c—a}). That is, to
signature solely based on the number of edge labels to re&8pute routing reliability ofe—a, vertexe does not need
the destination. That i} = L, whereL* indicates a non- 10 Use two signatures available in vertex.e., (300{4,3,1})
empty ordered edge set. The lower the weight of a signat@ad (300{2,1}), but directly uses the reliability of—+a. The
the more preferred signature is. computed signatures in each vertex are shown in Table |
Sobrinbo showed that convergence of a policy routigherec’ ando? indicate the computed signatures according
protocol is guaranteed if the algebra is strictly monotatl.[ (O Signatures from two different neighboring vertices.
An algebra for routing is strictly monotone if for alle L
ando € X — 0, f(o) < f(I® o) where < indicates a strict
preference of the former signature over the later one, which (x, y) indicates the edge (1,0.87
means preference of a routing path strictly decreases vthen i label and the link reliability
is propagated.

(3,0.98)

b: 1200

A. Basic Reliability Computation ¢: 500

(4, 0.70)

In policy routing, each edge had.acal PreferencdPREF) (5, 0.95) (6,0.93)
to indicate ASes’ preference for its multiple edges. Thuss c: 300 c: 300
defined as the lexical cross product of all edge sets and their (6% (7,089 e: 600

PREF values. For simplicity, we assume that edge reliybililt:_ 5 A partial toool racted backb —
PR . . ig. 2. partial topology extracted from a backbone netwov
is indicated in the edge set. That is, generated routing policies. Note that the routing poligeforced are used to

L = 7+ « {|} demonstrate the effectiveness of routing reliability comapians.
T T
PREF edge
T 2
We can extend the set of signatures which defined as the bia 2’300 T %
cross product of all edge sets of routing path and their PREF c—a  (300{4,3,1}) (300{2,1})
attributes. d—a  (1200{3,1}) (50044,2,1})
e—a (600{7,6c—a}) (300{5c—a})
+ +
> = Z X L f—a (600{7,5¢—a}) (300{6,c—a})
T T
PREF edge set TABLE |

. . . . THE COMPUTEDX FOR EVERY VERTEX INFIGURE 2
In policy routing, vertices propagate their chosen routes

to neighbors. In the policy routing algebra, this process is

undertaken by the> operator. Theb operator takes a signature A vertex in routing always has multiple signatures it can se-

and an edge label as inputs, and returns a signature. Inajenégect, and the selection process is to identify what it detees

in policy routing, an AS(/router)’s selected signature is ais the best signature. Route signatures always contairpieult

ordered set of edge labels with PREF which is not transitiegtributes, and route selection is based on the predefined

in the algebra. This signature together with an edge labeldsteria. We use the functiorf to convert a set of signatures

combined to create a new signature that represents a newtse set of weight$¥ that are comparable using the operator

of edge labels with PREF. The sum of the existing signature The preference of weights tsansitive For instance, ifa

and the edge label can be expressedras (PREF,IL*) C is preferred tob andb is preferred toc, a must be preferred

¥, and then the new signature é$=(PREF’, [)®c=(PREF’, to c. Then, the functionf simply returns the weight of the

)®(PREF,LT)=(PREF’, LT U). signature. The functiorf compares PREF and the number
Figure 2 shows a partial topology extracted from a backbooé labels such that signatures are preferred with the maxima

network with generated routing policies enforced. The [inRREF value prior to the number of labels to the destination,



Routing reliability computation in vertex x
Step T  Obtain signaturer; for its neighboring vertey
connecting with edgé; and computer}.=l;&o;;

shows the routing reliability of the connectivity to vertex
in the network. For simplicity, in this paper, we compute the

Step 2  Extract the set of the edge sk} from eacho,, reliability from all vertices to vertexa. The overall routing
€%, if f(os) # (00,00) and assign each edge reliability of the connectivity to vertex: is 0.9239, which
setin{L} to the path set&® (P1,P,, ..., Pn); is better than the average link reliability, 0.9014. Aclyaif

Step 3  Compute the routing reliability with Equation (6)

according to each edge reliabiliy. we compute the routing reliability by expanding the system

function state represented by theinimal cut setswe will
Fig. 3. Basic routing reliability computation algorithm achieve the same results as shown in Table I by arranging all
edge labels it to the minimal cut sets

i.e., Paths  basic link  difference
b—a 0.8700 0.9014 -3.48%

(1/PREEn), if o = (PREEL™"), c—a 09441 09014  +4.73%

F@) =1 (00, 00) it o—0 8) d»a 08526 09014  -5.41%

e ’ e—a 09775 09014  +8.44%

wheren = number(L*) which indicates the number of edges foe 09754 09014 +8.20%
in the non-empty edge set. We compare weights of different TABLE I

signatures lexicographically. That is, we first prefer atiray
path with the highest PREF value, and if equal, prefer the
routing path with the shortest routing path.

The routing reliability can be computed by expanding the The basic reliability results shown in Table Il are the upper
system function state of edge setép), in 3. Let us follow the  bounds of routing reliabilities. We may not obtain thesaueal
example shown in Figure 2. Note that routing policies in thend the values may not be accurate in presence of policy
topology are conflicting and some edges permitted by palicieonflicts since the basic routing reliability algorithm sho
cannot be used to calculate routing reliability. Here, Wiy dn in Figure 3 does not consider policy conflicts in routing and
lustrate the basic procedure of routing reliability congtian. some values are miscounted. Actually, we cannot fully zeili
We will present an accurate computation procedure to addre§ edge sets seen by each vertex to compute routing rédjabil
the policy conflict issue in Section I-B. Figure 3 shows thé there exist routing policy conflicts. In Section 111-B, vweill
process to compute routing reliability withinimal path sets address this issue and obtain the accurate routing rétjabil

Let us follow example shown in Figure 2 to illustratepy identifying policy conflicts in the routing algebra.
how to compute route reliability. For simplicity, we only

compute the routing reliability of the connectivity to verB- Accurate Routing Reliability
tex a. For example, for the paths from vertexto vertex We have provided an algebraic approach to compute
a, according to routing policies specified in Figure 2, wéhe routing reliability. However, the routing algebra istno
can directly obtain two edgesL={l;,l;} where [,=(300, monotone and the policy routing protocol does not con-
2) and [4=(300, 4). As we assume that routes are properge [16]. The routing reliability is still not perfect si@
agated in the network, all available routing paths can l®me routing paths still cannot be used while the routing
calculated by®, we can obtain the signatureés.={s’,0c%} policies allow these paths. For example, as shown in Fig-
whereot=l,®0=(300, 2)5(300, {1})=(300,{2,1}) ando? = ure 2, initially vertexe and vertexf just choose signatures
14®0%=(300,4)5(1200{3,1})=(300,{4,3,1}) (¢¥ indicates the (300{5,—a}) and (300{6,c—a}). After it, vertexe changes
signature in vertex: is learned from nodg). The signatures its chosen signature to (640,5¢—a}) becausef(l & ¢)=
of complete paths to vertexare shown in Table I. According f(600,{7,5,¢ — a})=<f(¢)=f(300,{5,c — a}). Vertex f
the definition of functionf, we can obtairf(c!)< f(c?) which has a similar behavior. Vertex will learn (600{7,5¢—a})
means that routing paths specifiecihare preferred over that from vertex f and its signature will revert to (30(B,c—a})
in o2 (f indicates the preference of every signature and wiince choosing the received signaty®&5¢—a} will cause
be used in Section 1lI-B to address the policy conflict issueq path loop. Similarly, the chosen signature of verfewill
According to the signatures illustrated in Table I, we carevert to initial state. The signatures from verteand vertex
obtain the minimal path setsand then compute the rout-f to vertexa are keeping changing and cause routing loops.
ing reliability according to Equation (6). For instance, w&hus, the connectivity from these vertices (and downstream
can calculate minimal path sets from vertexto vertex a vertices) to vertex: have sever reliability problem. As shown
according toY.. Paths are specified by, in signatures, in Figure 2, the reliabilities of the connectivity from vext
i.e.,P;={4,3,1} and P,={2,1}, and then we can obtaiap) = e and vertexf to vertexa should be0, i.e., ¢(x)=0, because
E]_[J 1 HZGP X,;=0.9441 according to Equation (6). Morethey do not have valid paths to the destinatioMherefore, we
over, as shown in Table I, the reliabilities ef>a and f—a should consider these cases during reliability computatio
rely on that ofc—a, and we use the reliability of—a to To address this issue, we introduce to the route signature a
compute them. Thus, we aggregate reliability computationgw parameter called CAUSE that denotes the cause of routing
during computing reliabilities ofe—a and f—a. Table Il changes to the vertex that triggers routing changes inrater

THE RELIABILITY OF THE CONNECTIVITY TO VERTEX a.



; : ; : : Accurate routing reliability computation in vertex z«
routing. The parameter CAUSE will specify a lifKz,y) in Step I  Obtain signaturer; for its neighboring vertey

a signature in vertexy indicating the signature in vertex connecting with edgé; and computer,=l, @0

is from vertexx via edgel’. The parameter will be set in Step 2  Extract the set of the edge sgt} from eacho.,
vertices only whery (o)< f(¢’) andn(c)>n(o’) (o,0'€X and €%, if f(0) # (00, 00) and assign each edge
n(c) means the edge number i) where f (o)< f(c*) for set in{L} to the path setd (P1,%, ..., Pn);
Vo*eX-o-o’, which indicates that the potential existence of SteP 3~ ComputeET[7, IT;cp, Xi according to each

: : : edge reliability;
routing policy conflicts [5]. In most cases, CAUSE equals Step 4 Extract{L, L'} from o, ando’, and assign ("

to (). For example, in Figure 2, CAUSE in the signatures if CAUSEE0, and f (o)< f(o".)< (o0, 00)

of verticesa, b, and ¢ is (), and verticese and f will where f (o)< f(o) for Vo i €L e-00-0%;
generate CAUSE/(f,e) and 7(e,f), respectively. In vertices Step 5 ComputeE ], . Y: and obtain the final routing
e and f, f(0,)=1/600<f(c’) and n(o,)=4>n(c’,) where reliability with Equation (9).

flol)<f(ok)=(c0,00), YoreX,-o,-0) (z=e,f). Here, we
call conflicting signatures existing in verticesand f. The
generated CAUSE values will be attached to the signatures

along the traversed edges. The edge labels remain unchangeﬁﬂi ¢ Figure 4 shows the or ¢ ratel mout
but the set of signatures becomes as follows. ontlict. Figure = Shows e process 1o accurately compute

routing reliability with minimal path sets

Fig. 4. Accurate routing reliability computation algorithm

Y = L+ x LT x Lt Let us follow the example shown in Figure 2. Ver-
) 0 ) tex e and vertex f prefer the signatures from each
CAUSE PREF edge set other, i.e., (60Q,7,6¢c—a}) and (600{7,5¢—a}). However,

For accurate routing reliability computation, we shoul@0047,6¢—a}) and (600{7,5¢—a}) are conflicting, and
substrate the reliability values of the set of conflictingting the generated CAUSE i8(f.e) and 7(e,f) in vertex e and
paths from the entire reliabilities. It is easy for vertices VEIteX f, respectively. Here, we still compute the routing
detect conflicting paths by checking if their signaturedude "€!iability using theminimal path setsFor vertexe, the sig-
edges specified by CAUSE. If the lowest weight signature, Nature (600,7,6¢—a}) contains the edg@(f,c) specified by
(i.e., f(0)<f(o*) if o€X andVo*€X-0), contains non-empty CAUSE,_andF is equal to the union of edge sets in two lowest
CAUSE, it means the weight of signature is not monotonically€ight signatures, (604,7,6¢—a}) and (300{5,c—a}), i.e.,
increase with the increase in the number of edges in sigaatdir—17:6¢—~a,5¢c—a}. Let us compute the product of the
and the chosen signature will be changed between these ffgectation of edges "> E[; ¢, ¥;=0.7863. The mini-
lowest weight signatures; and o’ (i.e., f(0)<f (o) where mal path sets from vertex to vertex a is P1.:{7,6,cﬁa.}_
f(O'/)<f(O'*) for VU*EE'O"O'/). The rellablllty value should and P2:{5,c—>a}. Then, we obtain the rOWLljtlng rellablllty
be equal to O at this stage but is miscounted in the badfem vertex e to vertex a: h(p) = EI[Z [Liep, Xim
reliability computation (see Section llI-A). Thus, we skibu EHjeF_%:0'9774'0'786320'1651' Similarly, we can obtain
substrate this miscounted value from the overall religpili the routing reliability of f—a, and the result is 0.1890. The
The miscounted value is equal to the product of the religbilieliabilities are much lower than that achieved in Sectin |
of each edge in the union of the edge sets specified me overall routing reliability of _the cqnnecuyny _to vert a
two lowest weight signatures, i.es, and o, in each vertex 1S 0.6094. Compared to the basu:. routln.g rgllap|llty coneplut
where CAUSE . Note that CAUSE- means that the edge” Section IlI-A, thg accurate routing rellqblllty is recadt by
specified by CAUSE is included in the edge setoofWe 33.29%. The detailed results are shown in Table IlI.
can revise Equation (6) to accurately calculate the réiigbi
accord tominimal path

Paths  accurate basic difference

1o 08700 0.8700 0%
. . c—>a 09441  0.9441 0%
W) =1 7 o [icp, Xi = Ellger Yo if F#0, e 01911 09014  -8044u
= m ) : e—a . . -80.44%
Ell= [icp, X othervwscz | foa 01890 09014  -80.62%
9
where F'=®)\" | P; indicates a set of edge#;(1 < i < m), TABLE III

which unions the edge set specified in two lowest weight THE ACCURATE RELIABILITY OF THE CONNECTIVITY TO VERTEXa.
signatures, if CAUSE in the lowest weight signature is not

empty and the edge set in the signature contains the edge

specified by CAUSEY}, indicates k-th component ifi. Note Similarly, we can rewrite Equation (7) and calculate the
that Equation (9) only considers the case that there onkt®xirouting reliability with theminimal cut set$o obtain the same
single policy conflict between two lowest weight signaturesesults of routing reliability.

which has received much attention [5], [7], [3], [10], [15], m )

[2]. We can easily extend the equation to compute routingh(p) _ EH]-:1 HieKj Xi— EHjeF y;, if F 7’5_@,
reliability under complicated policy conflict cases, e.g., EH}L HieKj Xi, otherwise
network failure breaks one policy conflict but raises anothe (10)



where F=Q);"

_, P indicates a set of edge$;(1 < i < m), etal.[2]detect different routing policy conflict cases through
which unions the edge set specified in two lowest weigktie use of history tables. Routes received from neighbads an
signatures, if CAUSE in the lowest weight signature is nahe sequence numbers of the incoming routes are stored, so
empty and the edge set in the signature contains the edigat routing policy conflicts can be detected by comparirgg th
specified by CAUSEY, indicates k-th component if. Here, sequence numbers. Our algebraic framework points out a new
we do not repeat the reliability computations. approach to address conflicting routing policies by idgirtd

According to the accurate routing reliability results simowloopy route selections.
in Table lll, we can observe that the basic and accuratermguti
reliability values will be equal if there does not exist amfipy
conflicts between themselves. For example, with two differe N this paper, we propose an algebraic approach for routing
route reliability computation algorithms, the reliabiéis of the reliability computations in Internet routing. We identigl
connectivity from vertices, ¢, andd to vertexa are equal (see @vailable routing paths and leverage the traditional égas
Table 1ll). However, If a policy conflict exists, the accurat Of network reliability to compute routing reliability. Wemi-
values are much worse than the basic values, e.g., in verti®§ove the accuracy of routing reliability by extending the
e and f, though they have multiple parallel connections tfPuting algebra to identify the set of conflicting routingtipa
vertexa. In next section, we will solve policy conflicts betweerfind substrating the miscounted values of routing religbiln
different vertices by modifying the weight function in thefuture WO_”_‘, we will revise the routing algebra to ensurecstr
algebra, and then we can fully utilize connections seen Byonotonicity of the algebra such that we can fully utilize al
each vertex to improve the routing reliability. available signatures to improve the routing reliability.

V. CONCLUSION
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