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Abstract

Wireless ad hoc network is a collection of mobile nodes dynamically forming a tempo-
rary network without a centralized administration. This kind of network has been applied
for both civilian and military purposes. However, security in wireless ad hoc networks
is hard to achieve due to the vulnerability of the links, the limited physical protection of
the nodes, and the absence of a certification authority or centralized management point.
Consequently, novel approaches are necessary to address the security problem and to cor-
porate with the properties of wireless ad hoc network. Similar to other distributed systems,
security in wireless ad hoc networks usually relies the use of different key management
mechanisms. In this paper, we present a public key authentication service to protect secu-
rity in the network with malicious nodes. Nodes originally trustable in the network may be
compromised after the attacks. These malicious nodes can harm the authentication service
by signing false certificates, so adequate measure is essential to protect the network secu-
rity. We develop a novel authentication service based on trust and clustering. It involves a
well-defined network model and a trust model. These models allow nodes in the network
to monitor and rate each other with an authentication metric. We also propose a new public
key certificate operation, and corporate with a trust value update algorithm in public key
authentication. Our authentication service is able to discover and isolate malicious nodes
in the network. Finally, we perform security evaluation on the proposed solution through
simulation. We simulate the network with malicious nhodes and measure a number of met-
rics. In addition, comparison and analysis are made between our approach and the Pretty
Good Privacy with distributed certificate repository to demonstrate the effectiveness of the

scheme.



1 Introduction

Wireless ad hoc network is a collection of mobile devices forming a network without any sup-
porting infrastructure or prior organization. Nodes in the network should be able to sense and
discover with nearby nodes [16]. Due to the limited transmission range of wireless network
interfaces, multiple network "hops” may be needed for one node to exchange data with another
across the network [10]. There are a number of characteristics in wireless ad-hoc networks, such
as the dynamic network topology, roaming of the nodes, limited bandwidth and energy constrain
in the network. A crucial difference between ad hoc networks and traditional networks is the
lack of central administration or control. This factor leads to a serious problem in network se-
curity with the limited physical security on wireless communication. Mobile wireless networks
are generally more prone to physical security threats than are fixed-cable nets. The increased
possibility of eavesdropping, spoofing, and denial-of-service attacks should be carefully con-
sidered [15]. In protecting this vulnerable network from different attacks, the availability of
security services is very important [24].

The most common way to protect the network security is done by encryption and decryp-
tion of the messages. Public key cryptography has been recognized as one of the most effective
mechanism for providing security service like authentication, digital signature, and encryption.
Public key cryptography usually relies on the Certificate Authority (CA) to sign and validate
digital certificates. Public key infrastructure (PKI) is deployed in wired network and some
infrastructure-based wireless network. Security requirements for CAs are important with an
exploration of the wide range of attackers that can be mounted against CAs [25]. Popular
network authentication architectures include X.509 standard [1] and Kerberos [26]. Another
paper suggests make use of interoperation between many small, independent certificate author-
ities to build a global-scale public-key infrastructure [17]. However, traditional key distribution
schemes are not suitable for wireless ad hoc networks due to its network characteristics. There-

fore, new security services are necessary to protect the network security in wireless ad hoc



network.

Pretty Good Privacy (PGP) [3][18] is proposed by following a web-of-trust authentication
model. PGP uses digital signatures as its form of introduction. When any user signs for another
user’s key, he or she becomes an introducer of that key. As this process goes on, a web or trust
is established [2]. Its distributed manner in certification is compatible with the characteristics
of ad hoc networks. An approach similar to PGP for security in wireless ad hoc networks is
proposed in [12][21]. That paper presents the idea of trust graph and the method of finding a
certificate chain from one user to another. However, it assumes that users are honest and do not
issue false certificates, though it briefly suggests that this assumption could be relaxed by the
introduction of some sort of authentication metric. Although an authentication metric represents
the assurance that a user can obtain the authentic public key of another, it is hard to be estimated
accurately. There is still possibility for a node turns from trustable to malicious in a sudden
attack. The ability for detecting such misbehavior and the isolation of malicious nodes are
important in public key authentication. In this paper, we provide a secure authentication service
that can defend malicious nodes in the network. In addition, we find that it is common to see
performance evaluation on new security protocols proposed, but rare to see security evaluation
on those works by experiment. Therefore, we carry out a series of simulation to evaluation
the security provided by the authentication service we propose. We emulate a network with
malicious nodes, which can harm authentication by issuing false certificate. The experiment
shows that our authentication service performs well in protecting the authentication even in this
hostile environment.

The remaining of this paper is organized as follows: Section 2 discusses the related work
on the current key management systems, clustering techniques and trust valuation methods for
ad hoc networks. Section 3 formalizes the system architecture, the network model and the trust
model which lay the foundation for our design. In Section 4, we further present the security
operations on the public key certification and the update of trust tables. The new solution is

evaluated through simulation in Section 5. We fix and vary different parameters in the wireless
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ad hoc network and estimate its security performance in terms of the successful rate, fail rate,
unreachable rate, false-positive error rate, and false-negative error rate. We also study the con-
vergence time, effect of mobility, and make comparison of our security scheme with the PGP

approach with distributed certificate repositories. Finally, we conclude the paper in Section 6.

2 Related Work

Several public key management protocols are proposed for wireless mobile ad hoc network.
One of the active research areas is security function sharing [20], including a popular method
for threshold secret sharing [34]. The basic idea is distributing the functionality of the central-
ized CA server among a fixed group of servers. Zhou and Hass proposed a partially distributed
certificate authority that makes use dftan) threshold scheme to distribute the services of the
certificate authority to a set of specialized server nodes [39]. Another public key infrastructure
service called MOCA (Mobile Certificate Authority) was proposed. It employs threshold cryp-
tography to distribute the CA functionality over specially selected nodes based on the security
and the physical characteristic of nodes [35][36]. Furthermore, the fully-distributed certificate
authority is proposed by Luo and Lu [27] extending the idea of the partially-distributed approach
by distributing the certificate services to every node. Other solutions include the self-issued cer-
tificates proposed by Hubaux et. al. [21]. It issues certificates by users themselves without the
involvement of any certificate authority.

In this paper, we suggest an authentication service that is different from the above proto-
cols. The public key authentication service we propose involves a well-defined trust model and
network model. It follows the “web of trust” model proposed in PGP [18] with our own con-
tribution. In addition, it adopts a clustering-based network model in the meantime. One class
of existing clustering algorithm in wireless ad hoc network is based on independent dominating
sets of graphs. Weighted based clustering algorithms, on the other hand, are proposed in [19].

These algorithms define a vertex with optimal weight within its neighborhood is a clusterhead,



and the neighborhood of a clusterhead is a cluster. The weight idea is generalized in [8]such
that any meaningful parameter can be used as the weight to best exploit the network properties.
Recent work is also performed on cluster formation such that a node is either a clusterhead or is
at most d hops away from a clusterhead [7]. Weakly-connected dominating set is proposed for
clustering ad hoc networks in [14]. A zonal algorithm for clustering ad hoc networks is proposed
in [13] to divide the network into different regions and make adjustments along the borders of
the regions to produce a weakly-connected dominating set of the entire graph. Moreover, a
Group-based Distance Measurement Service (GDMS) is also proposed. Nodes in GDMS are
self-organized into Measurement Groups (Mgroups) to form a hierarchical structure. A set of
algorithms is proposed to handle network dynamics and optimize the group organization [29].
Regarding to the authentication in ad hoc network, it generally depends on a trust chain
formed by trusted intermediaries. To evaluate the trusts from the recommendation of other
reliable entities, the relying node needs to estimate their trustworthiness. It is a well-known
technique for authenticating entities in a large-scale system. Some work has extended this tech-
nique to include multiple paths to strengthen authentication, but it has to handle intersecting
paths, ambiguities in the meaning of certificates, and interdependencies in the use of different
keys. A paper develop a set of guiding principles for the design of a satisfactory metric of
authentication [31]. Different metrics have been proposed to evaluate the confidence afforded
by the paths. A paper proposed a metric that represents a set of trust relationship by a directed
graph [9]. It introduces the semantics of direct trust values differ from that of recommendation
trust values. It shows that different values can be combined to a single value by considering
the opinions from the respective recommending entities. The metric in PGP has three levels of
trust, including the Complete trust, Marginal trust, and Notrust [40]. This approach requires one
Completely trusted signature or two Marginally trusted signature to established a key as valid
[33]. Another paper explores the use of multiple paths to redundantly authenticate a channel
and focuses on two notions of path independence. They are the disjoint paths and connective

paths that seem to increase assurance in the authentication [32]. Besides, a trust management
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method is proposed in [5] to address the problem of reputation-based trust management. It al-
lows assessing trust by computing an agents reputation from its former interactions with other
agents and manage data in decentralized way with P-Grid [6]. Moreover, a paper presents a
distributed and secure method to compute global trust values, based on Power iteration. This al-
gorithm improve the reputation management in P2P networks [23]. The distributed trust model
is proposed based on recommendations [4]. In this model, discrete levels of trust are used and
it develops an algorithm for calculating trust and using values in recommendations. Further-
more, a distributed scheme for trust inference in peer-to-peer networks. It describes a technique
for efficiently storing user reputation information in a completely decentralized manner, and
show how this information can be used to efficiently identify non-cooperative users [28]. Fi-
nally, a paper solves the problem of users who claim multiple, false identities, or who possess
multiple keys, and whose that conflicting certificate information can be exploited to improve

trustworthiness [22].

3 Models

In this section, we describe the architecture, network model, and trust model of our authentica-

tion service the authentication service we propose for wireless ad hoc network.

3.1 Architecture of the Authentication Service

The authentication service we propose aims at providing secure public key certification despite
the presence of malicious nodes in the network. Malicious nodes in authentication may issue
false certificates to the others. To deal with the problem, we propose a novel authentication
service which is clustering- and trust-based. The reason is that the clustering-based network
model gives advantages on the behavior monitoring among the nodes. The monitoring power

of the nodes in wireless mobile ad hoc network is usually limited to its neighboring nodes, so



nodes in the same cluster have relatively higher monitoring power with their short distances.
With this feature, we assume that any node can monitor and obtain public keys of the nodes
in the same group accurately unless they are compromised in a sudden attack. Apart from the
clustering model, we define trust value as an authentication metric for indicating the assurance
with which a requesting nodecan obtain the correct public key of a target ned€he chance
for obtaining a correct public key certification increases if the node signing the certificate with
high trusts value. Simply a clustering model and trust value are not enough in prohibiting
dishonest users because a node with high trust value can still be malicious suddenly when it is
attacked. Therefore, we design each public key request on new node with multiple replies, so
that conclusion can be made with the majority votes. This operation improves the security for
obtaining a correct public key and helps to discover dishonest user in the network. Trust value
of the dishonest user will be reduced, so malicious nodes will be isolated in our authentication
service.

Figure 1 shows the architecture of our authentication service. There are tblajers
in this architecture, including the mobile hosts, network model, trust model, and the security
operations. Wireless ad hoc network contains large amount of mobile hosts, each with a trans-
mission range that is small relative to the network size. We divide the network into different
region and nodes in the same region form a cluster. A cluster, or we call a group, is a connected
sub-network usually with a smaller diameter. We define two kinds of trust relationship in the
clustered network, including the trust relationship of two nodes within the same group and the
trust relationship of two nodes in different groups. The security operations are performed on
top of the lower layers. These operations include public key certification and trust value update,

which will be presented in Section 4.
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Figure 1: Architecture of Our Authentication Service

3.2 The Network Model

Since a wireless ad hoc network is an infrastructureless network that requires only mobile units
to form the network, it can involve a large number of mobile units and each with a short trans-
mission range. An important feature in wireless ad hoc networks is multi-hopping, which is
the ability of the mobile units to relay packets through radios from one another without the use
of base stations. Obtaining a hierarchical organization has been proven effective in minimizing
the amount of storage for communication information, and in optimizing the use of network
bandwidth.

Apart from the view of efficiency, we believe clustering improves the security of a network.
Since wireless ad hoc network lacks of a centralized server for management, security measure
relies on individual nodes to monitor each other. However, the monitoring capability of a node
is normally limited to its neighboring nodes. On the other hand, nodes clustering together allow
the monitoring work to proceed more naturally, so as to improve the overall network security. In
this paper, we propose an authentication service in wireless ad hoc network by trust management
and clustering techniques.

A number of existing solutions have been proposed for clustering in wireless ad hoc net-
works. In our design, we divide the network into different regions with similar number of hosts

in each of them like in Figure 2. Nodes clustering together in the same region form a group



Group 4

Group 5

Figure 2: The Network Model

and are assigned with a unique group ID. We adopt the zonal algorithm for clustering ad hoc
network [13]in our network model. The zonal distributed algorithm partitions the network into
different regions by an asynchronous distributed algorithm for finding minimum spanning tree
(MST). The execution of the MST algorithm terminates when the size of components in the tree
reaches a valug, which is the maximum group size in our network model. Once the network

is divided into regions and a spanning tree has been determined for each region. It computes
the weakly connected dominating sets of the regions. Finally, it fixes the borders of different
regions by including some additional nodes from the borders of the regions. We assume that

nodes in the network can know the group, which another belongs to by exchanging messages.
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3.3 The Trust Model

Authentication in a network usually requires participation of trusted entities. Wireless ad hoc
network has no centralized server for trust and key management. We define a fully distributed
trust management algorithm to maintain network security. In our trust model, any user can act
as a certifying authority. Any node can sign public key certificate of another node in the same
group upon request. As mentioned before, we assume a node is able to obtain and store the
correct public keys of the same group. Also, a node can observe and give trust value to each of
its group members by some monitoring components. We define a trust value as an authentication
metric, which represents the assurance with which a requestingsncate obtain the correct
public key of a target. We adopts the fully distributed trust management approach, such that
each node has a trust table for storing the trust values and public keys of the nodes that they
know.

In our authentication service, when a nedeants to obtain the public key of another nade
It checks which group nodebelongs to. Then, it looks up its trust table to find the firsiodes
that belong to the group of nodexnd with the highest trust values. Noglthen selects these
nodes as introducers and sends them request messages on the public keytofitoattucers
are the nodes in the same group of the target naaed are trusted by the requesting nade
To evaluate the trusts from the recommendation of other reliable entities, relying node should
be able to estimate their trustworthiness. Many metrics have been proposed to evaluate the
confidence afforded by different paths. In our trust model, we define the authentication metric
as a continuous value between 0.0 and 1.0. This authentication metric, or we call trust value is
assigned and stored by a node to another in a subjective and localized way. A trust;value
represents the level of trust from notléo node;. The higher the value represents the more
node: trusts nodg, and vice versa.

Regarding to our network model, we present two types of trust relationships, including

the direct trust relationship and recommendation trust relationship as shown in Figure 3. The
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Figure 3: The Trust Model

direct trust relationship is the trust relationship between two nodes in the same group, while the
recommendation trust is the trust relationship between nodes of different groups. We apply the
formulae for combination of values from the direct trust and recommendation trust approach
[9]. From [9], direct trust means to trust an entity directly means to believe in its capabilities
with respect to the given trust class. Recommendation trust expresses the belief in the capability
of an entity to decide whether another entity is reliable in the given trust class and in its honesty

when recommending third entities.

3.3.1 Direct Trust

PXQ
A direct trust relationship exists if all trust experiences with Q which P knows about are positive

experience. It is a value of the trust relationship which is an estimation of the probability that
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Q behaves well when being trusted and is based on the number of positive experiences with Q

which P knows about. The value vd of these experiences can be computed by:
vg=1-—a” (1)

It is the probability that Q has a reliability of more than , found on the information P possesses
about Q. The reliability is the probability that Q turns out to be reliable when being entrusted

with a single task. should be chosen reasonably high to ensure sufficiently safe estimations.

3.3.2 Recommendation Trust

PXQ
A recommendation trust relationship exists if P is willing to accept reports from Q about expe-
riences with third parties with respect to trust. It represents the portion of offered experiences
that P is willing to accept from Q and is based on the experiences P has had with the entities

recommended by Q. The recommendation trust valuzan be computed by:

1—aP™ g <n
o — fp< @
0 else

The numbers of positive and negative experiences are represented by p and n, respectively.
This value can be regarded as a degree of similarity between P and Q, taking into account that
different entities may have different experiences with a third party.

3.3.3 Deriving Direct Trust

The first formula computes the trust relationship:
i(OV=1-(1-R" (3)

This formula can be used to calculate value of the new recommendation path. It is a result of

the computation of the direct trust values and the semantics of the recommendation values. In
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our model, a new recommendation path involve a recommendation trust relationship between a
relying node and an introducer, and a direct trust relationship between an introducer and a new

node. Based on the above relationships, the formula is appropriate for our occasion.

3.3.4 Combination of Direct Trust

Another formula combines values of direct trust relationships:
Veom =1 = IEZ (T2 (1 = V;5)) ™ (4)

This formula is used for drawing a consistent conclusion when there are several derived trust
relationships of same trust class between two entities. This can be applied in our model as well.
It is because a relying node asks for multiple introducers, instead of one for signing public key

certificates of a new node.

4 Security Operations

The authentication protocol we propose takes a certificate-based approach. If ®elsares

a given key belongs to a given uggiit can issue a public key certificate of When a node

wants to get the public key of a nodeit requests for the public key certificates of nadeom

some trustable nodes. Nodeends request messages to some nodes that belong to the group
of nodet and with high trust values in the view ef These nodes which sign the public key
certificates of node are called introducers.

The security operations are divided into two parts, including the public key certification and
the trust value update. Figure 4 shows the security operations of a requesting. ndtheen
nodes wants to obtain the public key of a nodeit selects a certain number of nodes that it
trusts as introducers. These introducers should be in the same group of, rsmdehey can
provide the public key and trust value of notl@accurately. Then, node sends the request

of public key certificate to all the selected introducers. After nedellects all the replies, it

14



compares the public key certificates received and concludes the public key of nattiethe
majority votes. If a malicious introducer providing a false public key certificate of nade
discovered, it will be isolated by reducing its trust value to zero. Finally, trust value ofinode
will be calculated and inserted into the trust table of ned®etails operations on public key

certification and trust value update will be presented in the following subsections.

4.1 Public Key Certification

Authentication in our network relies on the public key certificates signed by some trustable
nodes. Lets be the node requests for public key of a target nad&lode s has to ask for
public key certificates signed by some introducing nodgs,, ..., i,, as shown in Figure 5.
Every node is able to request for public key certificates of any other new nodes. However, nodes
in the same group are assumed to know each other by means of their monitoring components
and the short distances among them. With the above assumptions, we focus on the public key
certification wheres andt belong to different groups. Nodes which are in the same group with
t and have already built up trust relationship witltan be introducers. The requesting node
s selects certain number of nodes with the highest trust values as introducers and sends them
request messages. The introducgrs ,..., i,, after receiving the messages will reply with
the public key of the target node Apart from the public key of, it includes the trust value of
t as well. These values from, is, ..., i,, Will be used for calculating the final trust value of
t in s when all the reply messages are received. The reply message should be signed with the
introducers’ private keys to make the certificate valid.

Table 1 shows the operations ©bn obtaining public key certificates of To request the
public key oft, s first looks up the group Iy, of nodet. Then, it sorts the trust values that
belong toy; and selects the nodes with the highest trust value as introdycder . . ., i,, and
sends them request messages. After collecting the reply messages encrypted with introducers’

secret keyss decrypts the messages with the corresponding public key. Next, it compares the
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Selects a number of trustable
nodes as introducers

Sends out request messages to
intfroducers

Collects and compares all the
public key certificates received

Selects the public key of t with
majarity votes

Isolates malicious
introducer

Discovers malicious
introducer?

Calculates trust value of t

Updates trust table

Figure 4: Security Operations
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public keys obtained from the reply messages and concludes the public kag tfe one with
majority votes. It reduces the trust values of the nodes which do not agree with that public key,
so to avoid selecting these dishonest nodes as introducers in the future. kinallgalculate

and update the trust value ofV;.

Table 1: Operations of Nodein Public Key Certification

1. Looks up the group ID of,p;.

2. Sorts the trust values of nodes belonging to groupm the trust table. Lety, is,..., 4, € I,

whereiy, is,. . ., i, denote nodes with the highest trust values in group

3. Sends request messages to nodds in

4. Collects the reply messagese M from iy, iy,. . ., iy, Wherem = {Pk;, V¢, ...} Ski,. Pk
denotes the public key of nodgeV;, , denotes the trust value froipto ¢, andSk;, denotes the

secret key of.. The reply message is signed by the secret key,&fk;, .

5. Compares the public keys received and concludes with the majority votes,,Jset 1004
andip.g € Ipaa , Whereig,,, are the nodes that thought to be honest (agre¢’ knwith the

majority) andi,,, are the remaining nodes that thought to be dishonest.

6. Reduces the trust values®f; to zero. Computes and updates the trust valuglgf, with

this formulae:
VS,ik,t = VS,ik @ Vik,t =1 (1 _ ‘/;k,t)vs7ik (5)

and
Vi=1-T0_1(1 = Vi) (6)

, Wwherei;, denote the nodes ify,,; andn denotes the number of nodeslij3,q.
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Figure 6: Trust Value Update

4.2 Trust Value Update

After collecting and decrypting the reply messages, the relying node obtains the trust values
from different introducers;, to t. These values can be used to calculate the ultimate trust value
V; of t in the view ofs as shown in Figure 6.
In this figure,s denotes the requesting nodeglenotes the target node, whose public key
is requested by. Nodesiy, is,.. ., i, are the introducers that reply towith consistent public
keys oft. V,, +, Vi,t» ..., Vi, . denote trust values from introduceis is,. . ., ¢, to ¢; whileV;, ;,
Vists - - ..V, + denote trust values fromto introducersy, is,. . ., i,. EachVj,, andV;,, form a
pair to make up a single trust path fromo ¢. To compute a new trust relationship franto ¢

of a single path, we apply the following formula:
Vo=V @V =1 1V .

It calculates the new recommendation trust relationship fsoim ¢ via an introducetiy.
With this formula, we can calculate the three different trust values frami¢ via these three

introducers on different path separately. The result values are usually different, so one has
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to find a way to draw a consistent conclusion. Actually, the different values do not imply a
contradiction. In contrary, it can be used as collective information to compute a combined

value. The following formula can be applied:
Ve=1-10_ (1 = Vi) (8)

, Wheren denotes the number of paths.

This formula combines trust valué§;, ; of different paths to give the ultimate trust value
V, of t. This ultimate trust valué’; represents the trust value bin the view of s after the
public key certification. This value contains information of trust relationships froodifferent
introducers, and that from introducersttaFinally, this value will be inserted to the trust table
of s. If V; is high, itindicates that can be a possible introducer wherequests for public keys

of other nodes that belong to the same groupiafthe future.

4.3 Special Scenarios
4.3.1 Initialization

Initialization When a node first joined into the network, it can only communicate with its neigh-
boring nodes. It broadcasts the joining message to its neighboring nodes and build up intragroup
trust relationship with the nodes in the same cluster. Since it is new to the network, it has no
experience in communicating with the nodes in other groups. When a new node requests for the
public key certificate of nodes in other groups, it collects the information from its group mem-
bers as intergroup trust relationship has not yet been built up. In the early stage of a node joining
into the network, it relies on the intragroup relationship in communicating with the others, in-
cluding the nodes in different groups. After several communications are made to the nodes in
different groups, the new node can build up intergroup trust relationship gradually. Then, the
node can rely on intergroup trust relationship for requesting the public key certificates of nodes

in different cluster and it use intragroup trust relationship mainly for communication within the
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local group.

4.3.2 Not Enough Introducer

Not enough introducers A node requests for public key certificates of the target nodes that are
new to them and in different groups via some introducers. Introducers are the nodes in the
same group of the target node and have intergroup trust relationship with the relying node. In
some situations, the relying node may find not enough introducers to request for public key
certificates of the nodes in other groups. These situations may be at the early stage of a node in
the network or a node finds that most of the nodes in another group that it built up intergroup
trust relationships become malicious. If there are not enough introducers in the target group,
the relying node will choose nodes with high values from its own group to be introducers. It
should be noted that a node request public key certificates of the node in another group always
find introducers from the target group as the first choice. It finds introducers from its local only

if it is unable to find enough number of introducers from the target group. A node chooses
introducers from the target group with higher priority than from the local group. It is because
nodes in the same group with the target nodes are able to collect more information on the trust
of the target node with the relatively shorter distances. In contrary, introducer in the same group
with the relying node only provides information of its past communication with the target node
and the not up-to-date trust information collected when it requested for the public key certificate

of the target node.

5 Simulation Results

In this section, we evaluate the performance of the authentication service proposed in terms of

security by extensive simulations.

21



5.1 Simulation Set-Up

We implemented our design in network simulator Glomosim [38].0ur main objective in the
security evaluation is to investigate whether our authentication service provides effective mea-
surement results in public key certifications with the presence of malicious nodes. We imitate
the malicious nodes by selecting certain percentage of the nodes in the network randomly and
assign them to reply with false public key certificates. A false public key certificate may contain
an incorrect public key and trust value of the target node.

The base settings that apply for most of the experiments are summarized in Table 2. The
settings represent a wireless ad hoc network with the siz®@h.X600m. It contains100
nodes and is divided intd groups. The number of introducers per request is three. A certain
percentage of nodesis regarded as trustable at initialization and certain percentage of nodes
m becomes malicious when the simulation begins. We are particularly interested in the suc-
cessful rate, fail rate, unreachable rate, and type | and type Il error rate in our protocol. We
vary different parameter in each of the experiment, including the percentage of trustable nodes
at initialization, percentage of malicious nodes, and the mobility of the nodes. In the last exper-
iment, we compare the successful rate, fail rate, and unreachable rate between our protocol and
the PGP approach with distributed certificate repository. Yet, our experiments indicate that our

scheme works well even in a hostile environment.

5.2 Evaluation on Ratings to Malicious Nodes

In this experiment, we evaluate the successful rate, fail rate, unreachable rate, false-positive
error rate, and false-negative error rate of the authentication service proposed. Successful rate
is the percentage of public key requests that lead to a conclusion of the new node’s public key.
Fail rate is the percentage of public key requests that are unable to make a conclusion of the new
node’s public key or the conclusion drawn is incorrect. Unreachable rate is the percentage of

public key requests that are unable to be sent out or the requests have no reply. A request unable
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Table 2: Simulation Parameters

Network
Network size 600m x 600m
No. of nodes 100
No. of groups 5
% of trustable nodes at initialization P
% of malicious nodes m
Mobility
Mobility Random-Waypoint
Pause Time 20s
Maximum speed 10m/s
PublicK eyCerti fication
Max. no. of introducers for each request 3
Min. no. of reply for each request 1
No. of query cycles 80
No. of requests per cycles 100
Simulation Time 100000s

to be sent out may due to no trustable introducer is available, or the request messages cannot
reach the introducers. Itis also possible that the request messages are sent, but the messages are
dropped or unreachable to the requesting node in the reply.

Apart from the successful rate, fail rate, and unreachable rate discussed above, we also carry
out the Type | and Type Il error tests. We evaluate the false-negative error rate on identifying
malicious nodes in the Type | error test and the false-positive error rate in identifying malicious
nodes in the Type Il error test. In the authentication service we propose, nodes requesting for
the public key of a new node compare the public key certificates it received from introducers
and try to make a conclusion by the majority votes. If it discovers certain replies of the public
key are different from that of the majority, then it suspects the nodes as malicious and lowers
their trust values. With this voting algorithm, it is possible for it to incorrectly identify trustable

nodes as malicious. We assume that the malicious nodes are not forming malicious peer in
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the network, so they have low probability to reply with a consistent false public key in the
certificates. The following examples illustrate how false-positive and false-negative errors may
occur, where “O” indicates a certificate replied by a good node and “X” indicates a certificate

replied by a malicious node:

Examples of false-positive error:

“O X” Two public key certificates are received from the replies and they are different from
each other. The relying node can make no conclusion on the new node’s public key in
this case and it concludes that either both or any one of the replies are come from
malicious nodes. To put the authentication service in the safest place, it lowers the trust
values of both nodes to avoid any malicious node to be selected as introducers in the
future. If one of the reply nodes is indeed trustable in this situation, then a false-positive

error occurs as it falsely suggests that a node as malicious which it is actually not.

“O X X" Similar situation occurs when three different public key certificates are received in
the replies. The requesting node can make no conclusion on the new node’s public key
again in this case and it concludes that either all or any one of the replies are come from
malicious nodes. To keep the network safe, it lowers the trust values of all the nodes to
avoid any malicious to be selected as introducers in the future. If one of the introducer is

actually a good node, then a false-positive error occurs again in this case.

Not only false-positive errors may occur in the system, but false-negative errors also. The

following example shows how false-negative error that may occur in public key certification:

Example of false-negative error:
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“X”  The relying node receives only one reply message, so it has no chance to make
comparison and conclude the new node’s public key by majority votes. In this situation,
the relying node may believe the reply is trustable as there is no evidence showing
inconsistency of the received public key. It may assume this public key certificate is
correct to allow its communication with the new node. Unfortunately, if the replying

node is indeed malicious, then a false-negative error occurs.

Figure 7 shows the successful rate, fail rate, unreachable rate, false-positive error rate, and
false-negative error rate in the authentication service we propose with the percentage of mali-
cious nodes varies from 0% to 100%. The percentage of trustable at initialization is fixed at
40% in Figure 7a and at 70% in Figure 7b respectively. In both figures, the successful rate
drops with the percentage of malicious nodes increases. It is because more false public key
certificates are received with the increased number of malicious nodes in the network. With the
above reason, it is hard for the requesting node to draw a conclusion on the public key of the
new node, so the successful rate decreases. The fail rate on the hand increases gradually with
the percentage of malicious nodes. It has the same reason as the drop of the successful rate.
The unreachable rate increases dramatically with the percentage of malicious nodes. It is due
to large amount of nodes initially trustable becomes malicious in the network. These malicious
nodes can no longer be introducers upon being discovered and isolated. Some requesting nodes
may not be able to contact any introducer as none of them remains trustable on its list, so public
key certificate requests cannot be sent.

From the above figures, we can observer that false-positive error rate and false-negative
error rate increase with the percentage of malicious nodes as well. The false-positive error rate
of both graphs begin from zero and rise gradually from 30% to 70% and then drops to zero
gradually afterwards. In our experiment, the number of introducers is three, which means a
relying node sends request messages to three introducers in each public key request. The rise

and drop of the false-positive rate is related to the probability of having the two cases of false-
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positive errors (*OX” and “OXX") from the replies. The false-negative rate rises as there is a
higher probability to receive only a single reply from a malicious node when the percentage of
malicious nodes increases. The reason is that the higher the percentage of malicious nodes leads
to smaller number of trustable introducers left in the network, so a node has a higher chance to
find only one introducer to sign valid public key certificate. However, this remaining introducer
also has a higher probability to be a malicious node.

In comparing the two figures, we find that Figure 7a has a lower successful rate, higher
unreachable rate, lower failure rate, and lower false-positive rate than Figure 7b. The lower
successful rate and the higher unreachable rate in Figure 7a are because of the less trustable
introducers are available in public key certification with the face that the percentage of trustable
node at initialization in Figure 7a is much lower than that of Figure 7b. The lower failure
of Figure 7a is due to smaller number of malicious nodes has to be discovered. Since only
trustable nodes will be selected as introducers, the higher the percentage of trustable nodes at
initialization leads to the greater number of malicious nodes have to be discovered to avoid false
public key certification. The malicious node discovering algorithm is based on majority voting
in our authentication service. Normally, the more public key certificate request made, the higher
number of malicious nodes can be identified. In this experiment, both figures run for 80 cycles
and the experiment results are the average of each rating during the whole simulation. It is
reasonable that Figure 7b receive more false certificates than Figure 7a, so it has higher failure

rate and false-positive rate than Figure 7a.

5.3 Evaluation on Ratings to Trustable Nodes at Initialization

Similar to the above experiment, the successful rate, fail rate, unreachable rate, false-positive
error rate, and false-negative error rate are evaluated. However, we fix the percentage of mali-
cious nodes and vary the percentage of trustable nodes at initialization in this experiment. We

set the percentage of malicious nodes at 40% in Figure 8a and at 70% in Figure 8b, then vary
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Figure 7: Ratings to Percentage of Malicious Nodes

the percentage of trustable nodes at initialization from 0% to 100%. Both figures show the
successful rate increases and the unreachable rate decreases with the increase on the percentage
of trustable nodes at initialization. It is because greater number of nodes can be selected as
introducers for public key certifications if there is more trustable nodes at initialization. The
increase of fail rate is due to more number of malicious nodes need to be discovered as greater
number of nodes appear to be trustable initially become malicious later.

In comparing the two figures, Figure 8a has a higher successful rate, lower fail rate, un-
reachable rate, false-positive rate, and false-negative rate in compare with Figure 8b. The
performance in terms of security of Figure 8a is better than that of Figure 8b overall. It is
reasonable that a network with lower percentage of malicious nodes to be more secure in public

key authentication.

5.4 Evaluation on Convergence Time

We investigate the convergence time of our authentication service in this experiment. Again,

the same ratings, including the successful rate, fail rate, unreachable rate, false-positive error
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Figure 8: Ratings to Percentages of Trustable Nodes at Initialization

rate, and false-negative error rate are evaluated. We plot different ratings every five cycles in
this experiment to get the time of convergence. At the time of convergence, all the ratings are
expected to become steady. Since malicious nodes are assigned randomly at the beginning of
the experiment, malicious nodes will be discovered gradually and the ratings will vary during
this period of time. The convergence time represents the moment that most of the malicious
nodes in the network are discovered, so all the ratings become steady upon it.

In Figure 9a, the percentage of malicious nodes and the percentage of trustable nodes at
initialization are both fixed at 40%. From the experiment results, we observe that each rating
converges to a certain limit value s after certain number of cycles. For example, it shows that
the successful rate converges to around 85.4%, fail rate converges to 0.6%, unreachable rate
converges to 14%, false-positive rate converges to 0.6%, and false-negative rate converges to
0% in Figure 9a. We define as the number of cycles, s as the limit values one of the rating
at certain cycle. There exists a positive integesuch that whem > N, we havez, — s| < &.

If we set¢ to be 2% for the successful ratg, IV is equal to 25 in Figure 9a, whil®& is equal

to 30 in Figure 9b.
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5.5 Evaluation on Ratings to Mobility

In this experiment, we investigate the influence of mobility to the authentication protocol we
propose. Throughout all simulations, a relying node sends out public key certificate request
to three introducers and gets back their replies. The network size is 600m x 600m with 100
nodes, which allow most of the request and reply messages to reach their destinations. Figure
10 shows the distribution of the ratings under different mobility of nodes. It evaluates the
successful rate, fail rate, unreachable rate, false-positive error rate, and false-negative error rate
with the percentage of trustable nodes at initialization to be fixed at 40% and the percentage
of malicious nodes to be fixed at 60%. We vary the mobility of nodes by setting the maximum
speeds of nodes at Om/s, 5m/s, 10m/s, 15m/s, and 20m/s respectively. The authentication service
we propose maintains almost constant distribution under different mobility conditions as shown
in Figure 10. Since the network size is not large in compare with the number of nodes, the
transmission range of a node normally can cover any of its neighboring nodes. Similar result
showing the mobility independent with the successful rate has been appeared in another paper.
This paper employed a simple flooding protocol to implement a practical key management

framework for ad hoc wireless network [37]. It believes independency of the mobility is because
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of the effectiveness of flooding as the reliable data dissemination method.

5.6 Comparison with the PGP Approach

In this sub-section, we compare our authentication service with the web of trust model in Pretty
Good Privacy (PGP). We judge against their performance in protecting network security during
public key certification. A fully self-organizing public key management system using certificate
graph, which is similar to PGP, was proposed in ad hoc wireless network [11]. It proposed an
algorithm for the construction of the local certificate repositories to help users to find certificate
chains to each other in their merged repository. The certificates of this approach are stored
and distributed by the nodes and unlike in PGP, where certificates are stored in centralized. It
implies that the web of trust model of PGP is applicable to wireless ad hoc networks with certain
adjustment.

In a PGP environment, any user can act as a certifying authority. A PGP user validates
another PGP user’s public key certificate if the relying party recognizes the validator as a trusted
introducer. Usually, a keyring stores the validity of a particular key and the level of trust it

placed on the key that the key’s owner can serve as certifier of other’s key. There are three
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levels of validity in PGP, including Valid, Marginally Valid, and Invalid. PGP requires one
Completely trusted signatures or two Marginally trusted signature to establish a key as valid.
Although PGP involves a trust model with three levels of trust and three levels of validity in
public key certification, it does not have any measurement in handling malicious nodes that
issue false certificates. It assumes that the public key certificate and the level of trust of a
node are valid during its validity period, but this does not reflect the reality. It is because
attackers may compromise a node suddenly without being discovered, so it is important to
protect authentication against malicious nodes. To deal with the problem of false certificates
signed by undiscovered malicious nodes, we propose a novel public key authentication approach
based on the trust and clustering techniques.

In comparing our trust- and clustering-based approach with the original PGP approach,
our approach is different in distributing repository on certificates among all the nodes. In the
original PGP approach, it just defines three levels of trust for a node. In our approach, the trust
is defined as a continuous value between 0.0 and 1.0. Therefore, a more accurate trust level can
be expressed in our approach than in the original PGP approach. Moreover, the original PGP
approach relies on a single trust chain with multiple intermediate nodes to acquire the public
key certificate of a new node. In our approach, a trust chain only involves on one intermediate
node to reduce the probability for obtaining an invalid trust chain, which involves any malicious
nodes. The only intermediate node on a trust chain is in the same cluster as the target node. The
close distance between the intermediate node and the target node enhance the performance of
the monitoring component on the intermediate node. This increases the correctness for the
intermediate node to introduce the target node and estimate its trust value. Also, it relies on
multiple trust chains instead of single trust chain in our approach. The public key certificates
of the target node signed by different introducers will be compared. Certificates different from
the majority votes will be identified and the introducer who signs these suspicious certificates
will be isolated gradually. The trust values from different introducers on the target node will

be gathered and summarized, and finally be updated to the trust table of the relying node. In
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summary, our approach makes use the behaviour monitoring advantage and the hierarchical
architecture brought by the clustering techniques to develop an authentication procedure that
involves multiple trust chains and single intermediate node in each chain. The security is further
enhanced by the idea of majority voting and the combination and calculation of continuous trust
values among the nodes. It promotes the identification and isolation of malicious nodes, and
provides a highly secure public key authentication service in mobile ad hoc network.

The PGP approach we implemented in this experiment distributes certificate repository
among all the nodes to fit the characteristics of wireless ad hoc networks. Similar to the fully
self-organizing public key management system using certificate graph proposed in [11], a re-
lying node has to look for a certificate chain to perform authentication. It shows from our
experiment results that a relying node is able to find a trust chain usually with only one intim-
idate node. It is probably because the density of nodes in our network is pretty hight. Due to
this reason, the PGP approach with distributed certificate repository we implemented is fairly
simple as complicate algorithm on finding a trust chain is not required. This experiment focuses
on the security evaluation, instead of performance evaluation, between our new authentication
protocol and the PGP approach with distributed certificate repository, which is different from
the work of the others.

In Figure 11, it shows the successful rate, failure rate, and unreachable rate of our authenti-
cation service and the PGP approach. We fix the percentage of trustable nodes at initialization to
be 40% and 70% respectively and vary the percentage of malicious nofilesn 0% to 100%.

With certain percentage of nodgss initialized as trustable in the network, a node finds it gen-
erally easy to find a valid introducer in PGP. However, there is a probabilifiyr those nodes

to become malicious in public key certification. Since there is no mechanism to handling the
malicious nodes in PGP, it has a pretty high fail rate in public key certification especially when
the percentage of malicious nodes is high. The rise of the fail rate in PGP leads to the drop of its
successful rate when the percentage of malicious nodes increases. In contrast, our authentica-

tion service has a more sophisticated trust model with a well defined quantitative authentication
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metric in compare with the PGP approach. Also, its public key certification involves request

to multiple introducers, so a relying node is able to identify the malicious nodes by comparing
the certificates in the replies. A malicious node in authentication can issue false certificates that
are different from the majority. After these malicious are discovered, they will be isolate from
public key certification in the future. This leads to the higher successful rate and lower fail rate

in our approach than the PGP approach. It should be noted that the unreachable rate of our
scheme increase with the percentage of malicious nodes as the increased number of malicious
nodes decreases the number of trustable introducers available. However, the unreachable rate
keeps zero in the PGP approach as there is no mechanism to detect and isolate malicious nodes
during authentication.

Figure 12 shows the same comparison of our approach with the PGP approach as above. The
main difference is that it fixes the percentage of malicious nodes instead of the percentage of
trustable nodes at initialization in this experiment. The percentage of malicious nodes is fixed at
40% and 70% respectively with the percentage of trustable nodes at initialization varies from 0%
to 100%. It shows that our scheme out perform the PGP approach by having a higher successful
rate and lower fail rate in average. This is mainly due to the success of our authentication
service in identifying and isolating malicious nodes in public key certification as we discussed
before. A special phenomenon occurs when the percentage of trustable nodes at initialization
is equal to 10%, we find that the PGP approach performs better than our approach. This may
due to the fail rate of the PGP approach keeps aind its fail rate keeps @& — m) constantly
upon the percentage of trustable nodes is greater than zero. On the other hand, the malicious
introducers are identified in our authentication service, so there may not be enough number of
introducers in the network when the percentage of trustable nodes at initialization is only 10%.
The increase of unreachable rate leads to the decrease of successful rate in the authentication
service we propose subsequently. Though the PGP approach has a higher successful rate when
p is equal to 10%, it gives a higher fail rate at the same time that is more harmful than our

protocol.
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In this part, we analysis the successful rate and fail rate of the our authentication service and
the PGP approach with distributed certificate repository base on the setting of our experiment.
In our analysis, the relying nodes under the PGP approach can always find an introducer with
Complete trust due to certain percentage of nodes are regarded as trustable at initialization and
some of them are assigned with high trust level in our network. We assume that all of the request
in the PGP approach are handled by a Complete trust introducer in the following analysis. Let
m; be the percentage of malicious nodes in the set of trustable nodes at certainitist®uld
be noted that the set size of the trustable nodes may vary with time.

The successful rate of PGP at timis:
1—my 9
The successful rate of the authentication service we propose at time
Prx (1 —my) + Pox [C2% (1 —my)?] 4+ P+ [CF % (1 —my)® + C% xmy x (1 —my)?], (10)

whereP, is the probability of receiving certificate replies, fot < k < 3.
The fail rate of PGP at timeis:

The falil rate of the authentication service we propose at tirae
Pyxmy+ Pyx [C2xm? + CF xmy * (1 —my)] + Py * [C3xmd + C3xm? x (1 —my)], (12)

whereP, is the probability of receiving certificate replies, fot < k < 3.

In the PGP approach, this value; is equal to the percentage of malicious nodeshat
we fix at the beginning of the experiment as it has no algorithm to isolate malicious nodes.
However, this valuen, decreases as the number of requests made increases in the authentication
service we propose as its security operations help to discover and isolate malicious nodes.

It appears that our authentication service performs better than the PGP approach in protect-

ing network security on public key authentication. Nevertheless, it consumes more network
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bandwidth and CPU resources than the PGP approach. In the PGP approach, normally only one
request and reply message pair are required in the case of involving introducer with Complete
trust. Even there is no Complete trust introducer, two Marginally introducers take only two
message pairs per request only. In our authentication service, the number of message pairs per
request is as same as the number of introdueersherefore, it generates more network traffic

than PGP.

Message pairs per request in PGP approach
=P x1+ Px2=0(1),
where P; indicates the probability for having 1 Complete trust introducer Bnthdicates the
probability for having 2 Marginally trust introducers.
Message pairs per request in the authentication service we proposed
=0(n)

Also, our approach requires the relying node to compares all the certificate replies and con-
clude with the majority votes, which takes the amount of tite: logn + n) = O(nlogn).
In addition, the relying node has to calculate the quantitative trust value of the target node and
update the trust table, which @(n). All these operations consume more CPU resources of
the relying node than the PGP approach though it seems to be necessary in order to protect the

network security.

The CPU cost per request in the authentication service proposed
= O(nlogn)
The CPU cost per request in PGP approach
=0(1)
Furthermore, the authentication service we propose assume an underlying clustering algo-
rithm in the network. Messages for exchanging grouping information are required among the

nodes, which increases the network overhead in the system as well.
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6 Future Work

In the future, we will have deeper investigation on the clustering techniques in mobile ad hoc
networks. We look for better integration between the clustering and the public key authentica-
tion mechanisms. Moreover, we will study algorithms for identifying malicious nodes in the
network. A trust path only contains one intermediate node in the proposed approach, which
can be generalized to involve multiple intermediate nodes. Single intermediate node simplify
the process on identifying the malicious node on a trust path. If this restriction is relaxed, more
complicated algorithm is needed for identifying the malicious nodes. The identification and iso-
lation on malicious nodes in the network are considered to be essential in providing the security

in the network.

7 Conclusion

In conclusion, this work aims at providing a secure, scalable and distributed authentication ser-
vice that assures the correctness of public key certification in wireless ad hoc networks with the
presence of malicious nodes. Our system does not rely on any trusted-third party, such that au-
thentication is performed in a distributed manner. New nodes are introduced by other trustable
nodes of the same group. Nodes in the network monitor the behavior of each other and update
their trust tables accordingly. We suggest a well-defined trust model and a network model to
develop our public key authentication services. The trust model allows nodes to monitor and
update trust values of each other in a distributed manner. The network model is clustering-based
which convenient behavior monitoring and provides high available on public key certification.
Based on the above models, we propose a new mechanism to perform public key authentica-
tion in wireless ad hoc networks. The security operations proposed include carrying out public
key certification and update of trust tables in a novel way. These operations enable a node to

discover and isolate malicious nodes who sign false public key certificates. Extensive experi-
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ments are completed to evaluate the performance of our authentication protocol in the security
perspective. A number of metrics, including the successful rate, fail rate, unreachable rate, type
| and type Il error rates, and convergence time are evaluated. Parameters like percentage of
trustable nodes and percentage of malicious nodes in the network are fixed at different values.
In addition, comparison is made between the authentication service we propose and the PGP
approach with distributed certificate repository. The experiment results show that our authen-
tication service performs well in protecting the network security in a hostile environment. The
approach we propose provides a secure and highly available authentication service in wireless

ad hoc network.
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