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Abstract

Cheating is rampant in current game play on the In-
ternet, as a new major security concern. However, it is
not as well understood by security experts as one might
expect. In this paper, we first identify common forms of
cheating as they have occurred or might occur in on-
line games. We then define a taxonomy of online game
cheating with respect to the underlying cause (namely
what is exploited?), consequence (what type of secu-
rity failure can be achieved?) and the cheating prin-
cipal (who can cheat?). The four traditional aspects
of security – confidentiality, integrity, availability and
authenticity – are insufficient to explain cheating and
its consequences in online games. We argue that fair-
ness is a vital additional aspect, and the problem of
its enforcement provides a convincing perspective for
understanding the role of security techniques in devel-
oping and operating online games.

1 Introduction

While online games are fast becoming one of the
most popular applications on the Internet [10], cheat-
ing has emerged as a notable phenomenon in cur-
rent game play on the Internet. Recent research has
suggested that cheating is in fact a new, major secu-
rity concern for online computer games [14, 15, 16].
Therefore, a careful investigation of online cheating
can benefit the study of security in this representative
Internet application.

However, cheating has not been studied as thor-
oughly as one might expect. For instance, although
online cheating is rampant in games, there is no gener-
ally accepted definition for it.

Three reasons may explain this fact. First of all,
cheating is a relatively new topic for security re-

searchers, although many online game players have
been familiar with it for a considerable time. Second,
the variety of online games now in existence has made
cheating a complicated phenomenon. For example,
there are a number of entirely different game genres,
and each may give rise to varied forms of cheating.
Third, many novel cheats have been invented that are
different from but often entangled with ordinary secu-
rity attacks.

In this paper, we systematically examine cheating
in online games while adopting the following defini-
tion for it, which is a refined version of our previous
definition used in [15].

Any behavior that a player uses to gain an
advantage or achieve a target in an online
game is cheating if, according to the game
rules or at the discretion of the game oper-
ator (i.e. the game service provider, who is
not necessarily the developer of the game),
the advantage is unfair to his peer players
or the target is one that he is not supposed
to have achieved.1

Specifically, we present a classification scheme for on-
line game cheating, in the expectation that by catego-
rizing various online game cheats, our understanding
of this phenomenon will be extended, and useful pat-
terns and conclusions can be established, and that it
will be possible to protect online game systems against
cheating using these knowledge. It is intentionally
reminiscent of the dependability taxonomy provided
in [8].

Our classification scheme provides a three dimen-
sional taxonomy for online cheating, in which the clas-

1At present the preponderence of cheating in online games is
carried out by male game players, so for linguistic convenience in
the rest of this paper we will appear to imply that all cheaters are
male.



sification is made with respect to the underlying cause
(what is exploited?), cheating consequence (what type
of security failure can be achieved?) and cheating prin-
cipal (who can cheat?) respectively.

Our taxonomy is aimed at being comprehensible
and useful to security experts, game developers, op-
erators as well as game players. For example, both
security experts and game developers can learn how
game systems have failed to prevent cheating, and how
they can design their systems that can eliminate or
minimize the possibility of being exploited by online
cheaters. On the other hand, game operators and play-
ers can learn to recognize cheating and manage the
risks of encountering cheaters.

Our classification of cheating consequences is de-
rived from the traditional aspects of computer security
such as confidentiality, integrity, availability and au-
thenticity. However, we find that these traditional four
aspects are insufficient to explain cheating in online
games. Fairness is another important perspective in
understanding security in applications such as online
games. This echoes the result of [16], namely that the
most important new security concern in online game
design is about fairness enforcement.

This paper extends our previous work in [15, 16],
and is organized as follows. Section 2 reviews the re-
lated work in this field. In Section 3, we identify com-
mon cheating forms as they have occurred or might
occur in online games, including cheats that we have
ignored. Misconceptions in [15] will also be corrected.
Section 4 describes our three dimensional taxonomy.
All common cheating forms identified in the previous
section are classified using this taxonomy. Section 5
presents some results deduced from our taxonomy, and
finally, Section 6 provides some brief concluding re-
marks.

2 Related Work

A number of authors have attempted to define a
framework for classifying and understanding online
game cheating. For example, Davis [5] categorized
traditional forms of casino cheating and discussed
their potential counterparts in online games. How-
ever, a casino is not representative enough to reflect
all forms of online game settings, where cheating may
occur with different characteristics.

Pritchard [14] proposed a six-category framework
as follows.

• Reflex augmentation: exploiting a computer pro-
gram to replace human reaction to produce supe-
rior results in action games

• Authoritative clients: exploiting compromised
clients to send modified commands to the other
honest clients who blindly accept them

• Information exposure: exploiting access or vis-
ibility to hidden information by compromising
client software

• Compromised servers: modifying server configu-
rations to get unfair advantages

• Bugs and design loopholes: exploiting bugs or
design flaws in game software

• Environmental weaknesses: exploiting particular
hardware or operating conditions

However, this is an ad hoc framework, and a lot of
online cheating does not readily fit into any of these
six categories.

Author 1 et al [15] reported a more thorough ef-
fort, which identified eleven common cheating forms
in online games, and structured them as as to help se-
curity specialists understand the threats underlying on-
line game cheating, as well as to look for countermea-
sures. In addition, Author 1 [16] thoroughly exam-
ined cheating that has occurred or might occur in on-
line Bridge systems, and organized them into a simple
framework.

There is also a large amount of literature investi-
gating the definition of taxonomies for security vul-
nerabilities, attacks or intrusions in a general setting.
For example, Landwehr et al constructed a classifica-
tion of security flaws in software with respect to gen-
esis (how did the flaw enter the system?), time of in-
troduction (when did it enter the system?) and loca-
tion (where in the system is it manifested?) [7]. Kr-
sul conducted his PhD research on software vulnera-
bility analysis and taxonomy construction [6]. Neu-
mann et al gave a taxonomy of attacks with respect to
the technique used to launch a given attack [12]. The
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MAFTIA project [3] proposed a taxonomy for intru-
sion detection systems and attacks. Lindqvist and Jon-
sson [9] conducted a brief but useful survey on desired
properties of a taxonomy, and defined a taxonomy of
intrusions with respect to intrusion techniques and re-
sults. All these studies are relevant. In online games,
a player may cheat by exploiting a “vulnerability”, or
by launching an “attack” or “intrusion”. However, as
will be discussed later, online game cheating also has
some unique manifestations.

3 Cheating in Online Games: Common
Forms

Before defining our taxonomy, we identify all
cheating forms known to us, as they have occurred or
might occur in online games.

Eleven common cheating forms were identified in
our previous work [15]. While furthering our study
on game cheating, however, we have seen the need of
refining our previous framework, and now present a re-
vised listing, which classifies cheats into 15 categories.
(Those that are new, or are significatly revised version
of the categories listed in [15] are marked with aster-
isks.).

A:* Cheating due to Misplaced Trust.Much cheat-
ing involves modifying game code, data, or both
on the client side. A cheater can modify his game
client program, configuration data, or both, and
then replace the old copy with the revised one for
future use. Alternatively, the modification or re-
placement of code and data can be done on the
fly.

This form of cheating is really due to misplaced
trust. Too much trust is placed on the client side,
which in reality cannot be trusted at all because
a cheating player can have the total control over
his game client. Countermeasures based on secu-
rity by obscurity approaches such as program ob-
fuscation will eventually fail to fight against this
form of cheating, because they try to protect the
wrong thing.

B: Cheating by Collusion. Players collude to gain
unfair advantages. (Representative cases, includ-
ing various collusion in online Bridge and the

“win trading” collusion in the WarCraft game,
were discussed in detail in [16].)

C:* Cheating by Abusing Game Procedure.

This form of cheating may be carried out without
any technical sophistication, and a cheater simply
abuses the operating procedure of a game. One
common case isescaping: a cheater disconnects
himself from the game system when he is going
to lose [15, 16].

Another example isscoring cheating[15] in on-
line Go games, which abuses the scoring proce-
dure as follows. When a game is finished, “dead”
stones must be identified and then removed by
hand before the system can determine which side
wins this game. During this scoring process,
however, a cheating player may stealthily remove
“alive” stones of his opponent, and then “over-
turn” the game result. (When the size of territory
occupied by each side is close, this cheating may
easily escape the awareness of the cheated player,
especially when he is not a strong player.)

D: Cheating Related to Virtual Assets Virtual
characters and items acquired in online games can
be traded for real money. Lots of cheating related
to these virtual assets can then occur.

E:* Cheating due to Machine Intelligence. Artifi-
cial intelligence techniques can also be exploited
by a cheating player in some online games. For
example, the advancement of computer chess re-
search has produced many programs that can
compete with human players at the master level.
When playing chess online, a cheater can always
look for the best candidates for his next move by
running a strong computer chess program.

This is in fact cheating due to the superiority, in
this particular situation, of machine intelligence
over that of an ordinary human being. It can hap-
pen in many other online games, depending on
two factors: 1) properties of the game: whether
the game can be modeled as a computable prob-
lem, and 2) the maturity of AI research into such
games. For example, online Go players do not
worry about this form of cheating, since the state
of the art of AI research can produce only very
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weak computer Go programs (the strongest one
at present can be easily beaten by an amateur hu-
man player [11].).

F:* Cheating via the Graphics Driver. By modify-
ing the graphics driver installed in his operating
system, a cheating player can make a wall trans-
parent in some online games so that he can see
through the wall and locate other players who are
supposed to be hidden behind the wall [1].

G: Cheating by Denying Service to Peer Players.
A cheating player gains advantages by denying
service to his peer players. For example, a cheater
can delay the responses from one opponent in a
real-time game by flooding his network connec-
tion. Other peer players will then be cheated into
believing that there is something wrong with the
network connection of the victim, and agree to
kick him out from the game in order to avoid the
game session being stalled.

H:* Timing Cheating. In some real-time online
games, a cheating player can hold his own move
until he knows all the opponents moves, and thus
gain a huge advantage [4]. Thislook-ahead cheat
is one kind oftiming cheating.

Other timing cheating includes thesuppress-
correct cheat, which allows a cheater to gain an
advantage by purposefully dropping update mes-
sages at the “right” time [4].

I: Cheating by Compromising Passwords. A
password is often the key to much of or all the
data and authorization that a player has in an on-
line game system. By compromising a password,
a cheater can have access to the data and autho-
rization that the victim has in the game system.

J: Cheating due to Lack of Secrecy.When com-
munication packets are exchanged in plain text
format, one can cheat by eavesdropping packets
and inserting, deleting or modifying game events
or commands transmitted over the network.

K: Cheating due to Lack of Authentication. If
there is no proper mechanism authenticating a
game server to clients, a cheater can collect many

ID-password pairs of legitimate players by set-
ting up a bogus game server. Similarly, if there is
not a proper mechanism authenticating a client, a
cheater can also exploit this to gain advantages.
For example, it is critical to re-authenticate a
player before any password change is executed
for him. Otherwise, when a player leaves his
computer temporarily unattended and his game
session unclosed – in countries such as China and
Korea, many people play online games in inter-
net cafes – a cheater who can physically access
the player’s machine may stealthily change his
password, and exploit the changed password af-
terwards.

L: * Cheating by Exploiting a Bug or Loophole.
This form of cheating exploits a bug or loophole
in game programs, without involving any mod-
ification of game code or data. Once discov-
ered, such a bug/loophole will give knowledge-
able players a major advantage. The cheat ex-
ploiting a farm-stopping bug discussed in [14] is
such an example. In fact, the first case of such
cheating can be traced back to an old incident oc-
curred in Lucasfilm’s Habitat [2], one of the first
multi-user virtual environments.

If a player has to modify the game program or
data in order to exploit a bug or design loophole
to gain unfair advantages, according to our defini-
tion, his cheating behavior will not be covered by
this form, but bycheating due to misplaced trust
or the following form ofcheating by compromis-
ing game servers.

M: * Cheating by Compromising Game Servers.A
cheater can tamper game server programs or
change their configuration once he has obtained
access to the game host systems.

N: Cheating Related to Internal Misuse. A game
operator usually has the privileges of a system ad-
ministrator. It is easy for an insider – an employee
of the game operator – to abuse this privilege.
For example, he can generate super characters by
modifying the game database on the server side.

O: Cheating by Social Engineering.Often cheaters
attempt to trick a player into believing something
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attractive or annoying has happened to him and
that as a result his ID and password are needed.

3.1 Generic vs. Specific Cheats

Table 1 summarizes all cheating forms into two di-
visions. The “generic” division includes seven forms
of common cheating in online games, which are also
generic to all network applications but may appear
with different names such as “attacks” or “intrusions”
in different contexts. The “specific” division includes
both cheating specific to online games, and cheating
that may also occur with different names in other net-
work applications but has some interesting features or
implications in the context of online games.

In fact, some cheating forms even appear to be
unique to specific game genres. For example,cheat-
ing due to machine intelligenceis unique to online
versions of the traditional board or card games, and
cheating related to virtual assetshas occurred only in
multiplayer role-playing games. This can be explained
by the unique characteristics of such game genres.

3.2 The Non-Atomic Nature of Some Cheats

Although each form included in Table 1 can be an
independent cheat, an actual case of cheating may be
complex and involve multiple cheating forms. An ex-
ample is the Pogo cheat discussed in [16]. It is a col-
lusion cheat, which abuses the game procedure, and
at the same time also exploits a loophole in the game
system design.

Another example is thehit-then-runcheat [15] in
some Internet Go games, which can occur as follows.

Go is a time critical game played between two peo-
ple. The Go server counts the time spent by each
player in a game, and the player who runs out of his
time will automatically lose the game. Many online
players choose to play 25 moves in 10 minutes or less
time, and it is usual for one to play 5 stones in the last
10 seconds. Therefore, a cheating player can easily de-
feat one opponent by timing him out with a well timed
flooding attack. This is a form of cheating by denying
service to peer players.

The abovetimeoutcheat can be used together with
cheating by abusing the game procedure. Some In-
ternet Go services implemented a penalty rule to fight

against theescapingcheat: players who disconnect
themselves will lose their unfinished game unless they
return to finish it within a limited period. A cheater
can take advantage of this rule in the following way.
He floods one opponent so that the game is recorded
as disconnected by the opponent. Then he does not
log on until the penalty period has passed. The game
cannot be finished in time, and the opponent will auto-
matically lose points for it.

3.3 Coverage

Our refined framework covers all cheating forms
known to us. For example, it is easy to redesignate the
cheats discussed by Pritchard [14] in our framework.

For instance, the “aiming bot” was an interesting
example of “reflex augmentation” cheating discussed
in [14]. As a popular cheat in shooting games, an
aiming bot worked as a proxy sitting between a game
server and a cheater. It tracked the movements and
locations of all other players by monitoring packets
passed. When the cheater issued a Fire command, the
aiming bot would automatically pick a target for him,
and then insert a Move/Rotate command packet into
the stream going to the server in front of the Fire com-
mand packet that pointed the cheater straight at the se-
lected target.

Aiming bots are in fact largely a form of cheating
due to misplaced trust. The locations of other players
constitute sensitive information in this type of games,
so they should not be sent to each client, or at least
they should be delivered in a secure way.

Similarly, the “information exposure” cheats dis-
cussed by Pritchard are also forms of cheating due
to misplaced trust. Furthermore, the cheat exploit-
ing “authoritative clients” can be largely designated
as cheating due to misplaced trustand cheating due
to lack of secrecy or authentication. In addition,
among the three cheats exploiting “environmental
weaknesses”, the first two are in factcheating by ex-
ploiting a bug or design loophole, and the third is of
cheating by denying service to peer players.

4 A Taxonomy of Online Cheating

In this section, we define a taxonomy for online
game cheating. This is a three dimensional taxon-
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Type Label Cheating Form

A Cheating due to Misplaced Trust
B Cheating by Collusion
C Cheating by Abusing Game Procedure
D Cheating Related to Virtual Assets

Specific to online games E Cheating due to Machine Intelligence
F Cheating via the Graphics Driver
G Cheating by Denying Service to Peer Players
H Timing Cheating
I Cheating by Compromising Passwords
J Cheating due to Lack of Secrecy
K Cheating due to Lack of Authentication

Generic L Cheating by Exploiting a Bug or Design Loophole
M Cheating by Compromising Game Servers
N Cheating Related to Internal Misuse
O Cheating by Social Engineering

Table 1. Common cheating forms in online games

Cheating due to Misplaced Trust
Cheating due to Lack of Secrecy

System In the Game Cheating due to Lack of Authentication
Design System Timing Cheating
Inadequacy Cheating by Exploiting a Bug or Design Loophole

Cheating by Denying Service to Peer Players
In the UnderlyingCheating via the Graphics Driver
Systems Cheating by Compromising Game Servers

Cheating by Denying Service to Peer Players
Cheating by Collusion
Cheating Related to Internal Misuse

OperationalCheating by Abusing Game Procedure
Failure Cheating by Compromising Passwords

Cheating by Social Engineering
Cheating due to Machine Intelligence
Cheating Related to Virtual Assets

Table 2. Online game cheating taxonomy: by Cause
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omy, and online cheating is classified by the under-
lying cause (what is exploited?), the cheating conse-
quence (what type of security failure can be caused?)
and the cheating principal (who can cheat?).

Tables 2 – 4 shows the details of the taxonomy by
cause, consequence and cheating principal. Note that
the same cheating form will appear at least once in
each of these categories. Divisions and, where appro-
priate, subdivisions are provided within the categories;
these and their motivations are described in detail later.

4.1 By Cause

Online cheating may or may not exploit system de-
sign inadequacies. For example,cheating by exploit-
ing a bug or loopholeexploits inadequacies in the
game design, implementation or both. However, so-
cial engineering does not involve exploitation of any
technical design inadequacies. Therefore, we classify
the causes of online cheating to two divisions:sys-
tem design inadequacywhich concerns technical de-
sign failure arising in the process of system develop-
ment, andoperational failure, which is largely due to
failure of human-computer interaction during the op-
erational phase of a game system. (Some operational
failures can be utimately a design failure: they arise
due to “the inability to foresee all the situations of the
system will be faced with during its operational life, or
the refusal to consider some of them” [8] for reasons
such as a concern for time-to-market.)

There are two subdivisions in system design inade-
quacy:inadequacy in the game systemandinadequacy
in the underlying systems. Online games are applica-
tions running on top of the underlying networking and
operating system. A cheater can exploit a flaw in a
game system, a flaw in its underlying networking or
operating system, or both.

Cheating due to misplaced trust, lack of secrecy or
authentication, timing cheating, cheating by exploiting
a bug or design loopholeexploit technical inadequa-
cies in the game system, and they belong to the first
subdivision.

Two common cheating forms, namelycheating
via the graphics driverand cheating by compromis-
ing game servers, belong to the second subdivision.
Specifically, the first cheating form occurrs on the
game client side. However, rather than exploit the

game system itself, it modifies a system driver that is
part of the operating system. Similarly, a cheater com-
promising a game server usually breaks into the server
by exploiting an operating system or network flaw on
the server side2.

In addition, cheating by denying service to peer
players usually exploits some inherent weakness of
the network layer, but it can also be committed by ex-
ploiting a design inadequacy in the game system alone.
For example, a cheat having occurred in the Firestorm
game [13] exploited a buffer-overflow condition in the
game program to disconnect all players. Therefore,
this form of cheating is included in both subdivisions.

A lot of cheating techniques in online games,
such as collusion, social engineering, game procedu-
ral abuse, password compromising, cheating related to
internal misuse or virtual assets, are only weakly re-
lated to any technical design inadequacy. Instead, they
largely exploit “the human side” of computer secu-
rity [13]. Therefore, they are classified as operational
failures.

4.2 By Consequence

We largely base our classification of cheating con-
sequences on the four traditional aspects of computer
security: confidentiality (prevention of unauthorized
disclosure of information), integrity (prevention of
unauthorized modification of information), availabil-
ity (prevention of unauthorized withholding of infor-
mation) and authenticity (the ability to assure the iden-
tity of a remote user regardless of the user’s host). A
breach of confidentiality results intheft of information
or possessions, a breach of integrity results incode or
data modification, a breach of availability results in
service denialand a breach of authenticity results in
masquerade.

Cheating by collusion, compromising passwords or
social engineering, or cheating due to lack of secrecy
results in theft of information or possessions in a game.
Cheating due to lack of authenticationresults inmas-
querade. Cheating by denying service to peer play-
ers involves selective service denials, butcheating by
compromising game servers, due to misplaced trust,

2A game server program may have flaws that can be remotely
exploited by a cheater, but we have not yet seen such cases in real
life.
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Cheating by Collusion
Theft of Information Cheating by Compromising Passwords
or Possessions Cheating due to Lack of Secrecy

Cheating by Social Engineering
Service Denial Cheating by Denying Service to Peer Players

Cheating due to Misplaced Trust
Code or Data Cheating via the Graphics Driver
Modification Cheating by Compromising Game Servers

Cheating Related to Internal Misuse
Masquerade Cheating due to Lack of Authentication

Cheating by Abusing Game Procedure
Timing Cheating

Fairness Violation Cheating by Exploiting a Bug or Design Loophole
Cheating Related to Virtual Assets
Cheating due to Machine Intelligence

Table 3. Online game cheating taxonomy: by Consequence

or related to internal misuseusually involves integrity
failure.

However, these traditional aspects of computer se-
curity are insufficient to cover all the consequences of
online game cheating. For example, the cheat exploit-
ing the farm-stopping bug in [14] violated none of the
issues of confidentiality, availability, integrity or au-
thenticity. And the list goes on.

We introduce “fairness” between peer players as an
additional aspect for understanding online game cheat-
ing, and a breach of fairness results in afairness viola-
tion. Eithercheating by abusing game procedure, tim-
ing cheating, cheating by exploiting a bug or design
loophole, or cheating due to machine intelligencecan
result infairness violation. Althoughcheating related
to virtual assetsmay result in theft of possessions, it is
hardly the result of confidentiality failure. Therefore,
cheating related to virtual assetsis also categorized as
a fairness violation.

4.3 By Cheating Principal

A player can cheat independently either in single
player or multi-player online games, whereas in multi-
player games two or more players can cheat via ma-
licious cooperation. Furthermore, a player can also
collude with an insider to cheat. The identity of the
cheating principal is used as the third dimension in our

classifications, and it provides a way of distinguish-
ing cooperative cheats from their independent coun-
terparts.

Regarding the cheating principal, there are three di-
visions: byplayer, bygame operatorand byoperator-
player(i.e. the cooperation of player and game opera-
tor).

The division of by operator-player accommodates
cheating committed through the cooperation of a
player and an insider, which typically involves collu-
sion as well as internal misuse that are specific to the
game.

The division of by game operator accommodates
cheating related to internal misuse, where no collu-
sion between player and insider is involved, however.
One example is that of an insider who is also a player.
As discussed in [16], house cheating orchestrated by
a game operator alone is likely to occur. However, it
is beyond the scope of our online cheating definition
used in this paper.

There are two subdivisions in the category cheat-
ing by player, namely bysingle playeror by multiple
players. Collusion between players is covered by the
second subdivision, whereas, as indicated in Table 4,
13 other cheating forms belong to the first subdivision.
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Cheating due to Misplaced Trust
Cheating by Abusing Game Procedure
Cheating Related to Virtual Assets
Cheating by Compromising Passwords
Cheating by Denying Service to Peer Players

Single Player Cheating due to Lack of Secrecy
Player Cheating due to Lack of Authentication

Timing Cheating
Cheating by Exploiting a Bug or Design Loophole
Cheating by Compromising Game Servers
Cheating by Social Engineering
Cheating due to Machine Intelligence
Cheating via the Graphics Driver

Multiple PlayersCheating by Collusion
Game Operator Cheating Related to Internal Misuse (No collusion involved)
Operator-Player Cheating Related to Internal Misuse (Collusion involved)

Table 4. Online game cheating taxonomy: by Cheating Principal

Info Theft ServiceCode or DataMasqueradeFairness
Denial Modification Violation

Design inadequacy in J G A K E, H, L
the game system
Design inadequacy in G F, M
the underlying systems
Operational failure B, I, O N C, D

Table 5. Distribution of cheating forms in the cause-consequence matrix
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5 Discussion

Our taxonomy brings out a systematic view of on-
line cheating, from which a number of observations
can be made.

First, it is interesting to examine the distribution of
each common cheating form in the two orthogonal di-
mensions of causes and consequences.

Table 5 constructs such a distribution matrix, where
the cheating cause and consequence are displayed in
rows and columns respectively, and cheating forms in
the cells are represented with their labels assigned in
Section 3. The matrix in Table 5 shows that most types
of online game cheats have been about information
theft, code or data modification, or fairness violation,
and they largely exploit either operational failures or
flaws in the game systems.

However, the distribution of cheating forms in the
cause-consequence matrix may not be stationary while
online game and the cheating phenomenon coevolve.
Therefore, any observation based exclusively on this
matrix may have to remain tentative. For example, it
is not yet clear whether cheats exploiting the flaws in
the underlying networking and operating systems will
increase in the future.

Second, as the classification by cheating principal in
Table 4 shows, the majority of current game cheating
can be committed by a single player independently, al-
though some others involve collusion between one and
his peer player(s) or an insider. Similarly due to the
above reason, this observation also remains tentative.

Third, re-examining the taxonomy by consequence
in Table 3, in fact, no matter whether a cheating form
results in either information theft, service denial, code
or data modification, or masquerade, a fairness viola-
tion is caused and it gains a cheater some advantages
over his peer players in the game. Therefore, the per-
spective of fairness appears to be essential in under-
standing security in applications such as online games.
This echoes the result of [16] and can be easily ex-
plained as follows. On the one hand, fair play is essen-
tial to any game. Online gaming is not an exception,
and fairness should be an inherent concern in its de-
sign. On the other hand, online players usually do not
know each other, and they are often scattered in differ-
ent physical locations. Therefore, the social structures
preventing cheating in the non-electronic world are no

longer in place for online games. It is security that can
provide an alternative mechanism for fairness enforce-
ment.

Nonetheless, some game cheating problems, such
as collusion in online Bridge [16], cannot be solved
by security techniques alone. Instead, other tech-
nologies such as artificial intelligence can also con-
tribute. Therefore, security plays an important but
non-exclusive role in enforcing the fair play in online
games.

In addition, it is also interesting to note that as a
result of taxonomic analysis using Table 5, we have
corrected a mistake in a previous version of this paper.
Namely, we found that we carelessly missed a type of
cheating by denying service to peer players, which in-
volves exploitation of design inadaquacies in the game
system only.

It appears that we can also use this table to sug-
gest novel additional forms of cheating that will likely
occur in the future while arguing why some blank
squares in the table are and will remain empty. For
example, it appears that cheating leading to service de-
nial due to operational failure will never occur, since
seemingly there is no other way to deny peer players to
service rather than exploit technical design inadequa-
cies in the game system, the underlying systems, or
both. However, it is very likely for cheats, which lead
to masquerade, information theft or fairness violation
and are due to design inadequacies in the underlying
systems, to occur in the future, although it is not yet
clear in which forms they will be manifested.

6 Conclusion

Online games open themselves to a wide spectrum
of cheating, in addition to those found as “attacks”
or “intrusions” in other networked applications. We
have presented a classification scheme for online game
cheating, in which the classification is made with re-
spect to the underlying causes, consequences and the
cheating principals. This scheme is intended to be
comprehensible and useful not only to security spe-
cialists, but also to game developers, operators and
players who are less knowledgeable and experienced
in security. Although there is room for further refine-
ment, we offer it as a candidate for a general taxonomy
of cheating in online gaming, a fast-growing represen-
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tative Internet application.
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