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Abstract—Weconsiderthe problemof how to construct
and maintain an overlay structur edP2Pnetwork basedon
the small world paradigm. Two main attractive properties
of a small world network are (1) low averagehop distance
between any two randomly chosennodes, and (2) high
clustering coef�cient of nodes.Having a low averagehop
distance implies a low latency for object lookup, while
having a high clustering coef�cient implies the underlying
network can effectively provide object lookup even under
heavy demands(for example, in a �ash crowd scenario).
In this paper, we presenta small world overlay protocol
(SWOP) for constructing a small world overlay P2P
network. Wecomparethe performanceof our systemwith
that of other structur ed P2P networks such as Chord.
We show that the SWOP protocol can achieve improved
object lookup performance over the existing protocols.
We also exploit the high clustering coef�cient of a SWOP
network to design an object replication algorithm that
can effectively handle heavy object lookup traf�c. As
a result, a SWOP network can quickly and ef�ciently
deliver popular and dynamicobjects to a large number of
requestingnodes.To the bestof our knowledge,ours is the
�rst pieceof work that addresseshow to handle dynamic
�ash crowds in a structur ed P2P network envir onment.

Keywords: Small world phenomenon,structuredP2P
network,dynamic�ash crowd.

I . Intr oduction

Peer-to-peer networks are distributed information
sharingsystemswith no centralizedcontrol.Eachnode
in a P2Pnetworkhassimilar functionalitiesandplays
the roles of a server and a client at the sametime.
Thesesystemsprovide immense�e xibility for usersin
performingapplication-level routing,dataposting,and
informationsharingin the Internet.The�rst generation
P2P systemssuch as Napster require a centralized
directory service.The secondgenerationP2Psystems
(e.g.,GnutellaandFreenet)areunstructurednetworks
which use a fully distributed approach for object
lookup. The major problem of the secondgeneration
systemsis that the amountof query traf�c necessary
for objectsearchmaybeenormous,leadingto network
congestion.

Recently, researchershave been working on dis-
tributedstructured P2Pnetwork.Notedwork includes
Chord,Tapestry, andPastry [13], [16], [19]. By apply-
ing the techniquesof consistentdistributedhashingand
structuredrouting, thesestructurednetworksimprove
the ef�ciency of object lookup andreducethe amount
of querytraf�c insidethenetwork.For example,Chord
hasa worst caselookup complexity of �������
	���
 link
traversals,where � is thenumberof nodesin a Chord
network.

In this paper, we addresstwo fundamentalquestions
about the designof a distributed structuredP2P net-
work. They are:

� Canonefurtherimprovetheperformanceof object
lookup beyond the existing approaches?

� How can a P2P network handleheavy demands
for popular and dynamic objects as in a �ash
crowd scenario?For example, immediatelyafter
the 9/11 incident,a largenumberof userstried to
get the latest news about the incident from the
CNN web server. The overwhelmedserver was
able to provide servicefor only a small fraction
of the requestingusers.

To addressthe �rst technicalquestion,we proposeto
constructa P2Pnetworkhaving a smallworld structure
[7], [17], in which the averageshortesthop distance
betweentwo randomlychosennodesis aroundsix. To
overcomethe secondproblem,we take advantageof
thehigh clusteringcoef�cient propertyof a smallworld
networkto quickly self organizeandreplicatepopular
dynamicobjectsin the network.

We will present a small world overlay protocol
(SWOP)to constructandmanagea P2Pnetworksuch
that it exhibits small world properties.We show that
the constructedsmall world P2P network has better
object lookup performancethan other structuredP2P
networkssuch as Chord. We will also illustrate that
the small world network is robust underheavy traf�c



loadingandcan be usedto satisfy requestsfor highly
popularanddynamicdataobjects.

The balanceof the paper is organizedas follows.
In SectionII, we presentthe SWOPprotocol for con-
structingandmaintaininga small world P2Pnetwork.
We also describean object lookup protocol usedby
individual client nodesto locate any data object. In
SectionIII, wepresentanalgorithmfor handlinga high
loading of query traf�c as in �ash crowd scenarios.
Both static and dynamic �ash crowds are considered.
In Section IV, we discussrelated work. Section V
concludes.

I I . Small world P2P Protocol

In this section, we �rst provide some necessary
backgroundaboutsmallworld networksandstatetheir
important properties.We then presentprotocols for
constructingand maintaininga small world P2P net-
work, and for performingdatalookup in the network.
We derive analyticallyan upperboundfor the average
object lookup latency. Lastly, we presentexperimental
resultsto illustratethe ef�ciency of datalookup in our
system,whencomparedwith the Chordprotocol.

The notion of small world phenomenonoriginates
from social scienceresearch[10]. It hasdevelopedto
becomea very active currentresearchtopic in physics,
computerscience,and mathematics[11]. It has been
observedthat thesmallworld phenomenonis pervasive
in a wide rangeof settingssuch as social communi-
ties, biological environments,anddata/communication
networks.For example,recentstudies(e.g.,[18]) have
shown that peer-to-peernetworkssuchasFreenetmay
exhibit small world properties. Informally, a small
world network can be viewed as a connectedgraph
in which two randomlychosennodesareconnectedby
just about six degreesof separation.In other words,
the average shortestdistancebetweentwo randomly
chosennodesis approximatelysix hops.This property
implies that one can locate information storedat any
randomnodeof a smallworld networkby only a small
numberof link traversals.

One way to constructa small world network is the
following: (1) Eachnodein the network is connected
to someneighboringnodes,and (2) eachnodekeeps
a small number of links to some randomly chosen
“distant” nodes.Links to neighboringnodesarecalled
clusterlinks while links to distantnodesarecalledlong
links. Figure1 illustratesan exampleof a small world
networkwith 11 nodesand six clusters.In the �gure,
nodes9, 10, and11 form onecluster. The nodeshave

neighboringlinks to eachother, and node9 has long
links to nodes6, 14, and22.

Two importantpropertiesof a small world network
are(1) a low averagehopcountbetweentwo randomly
chosennodes,and(2) a high clusteringcoef�cient. To
mathematicallyde�ne the two properties,let � = ( � ,

�

) denotea connectedgraphrepresentinga smallworld
network.Thereare � verticesin � where ������� � and

�

�
	���
 
 representsthe length (in hops)of the shortest
path betweentwo vertices 	 and 
���� . We have the
following de�nitions:

De®nition 1: The averageshortesthop count of a
graph � , denotedas � ��� 
 , is equalto
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� �&� 
 is the ratio of the sum of all shortestpaths
betweenany two nodesin � andall possiblepairwise
connectionsof the connectedgraph.

To de�ne the clustering coef�cient, let ')( be the
number of attachedlinks for a node *+�,� . The
neighborhoodof a vertex * is a setof vertices-.( =

�0/

:
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�

/

�1* 
 = 1 � .

De®nition 2: For a given vertex *2�3� , let 4
( be

the local cluster coef�cient of * , which is equal to
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;� is the operatorof
countingthetotal numberof links for all verticesin the
set -

( . Theclustercoef�cient of a graph � , denotedas
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In otherwords,
<

�&� 
 measuresthe degreeof compact-
nessof the graph � .

In the following, we �rst describe protocols for
constructingand performing data lookup in a con-
structedsmall world P2P network. Then, we provide
a mathematicalanalysis on the worst case average
number of link traversals to locate an object in the
network. Lastly, we show that when comparedwith
otherexisting structuredP2Pnetworks,oursmallworld
P2Pnetworkachievesa lowernumberof link traversals
for object lookup traf�c.

A. Small World Overlay Protocol (SWOP)

The small world overlay protocol (SWOP) is de-
signedto ef�ciently locateany objectin thenetwork.In
particular, it cansupportef�cient accessto popularand



dynamicobjectsunderheavy traf�c loading.SWOPis
constructedas a layer on the top of a structuredP2P
network.This layer doesnot affect the functionalities
provided by the P2Pnetworklayer, but it canimprove
the performanceof object lookup in the network.

Let us give somebrief backgroundof a structured
P2Pprotocol.Generally, theprotocolconsistsof a con-
sistenthashingfunction � (e.g., the SHA-1 function)
to provide unique key assignmentsfor eachnode or
objectin the network.With the key's value,eachnode
can determineits logical position in the system.For
example,for a Chord network, the logical position of
a nodeis a point in a circular key space.For a CAN
network,it is a point in a grid. Another propertyof a
structuredP2Pprotocolis its useof aroutingtable(e.g.,
the �nger table in Chord),which speedsup the object
lookup process.It hasbeenshown that the worst case
numberof link traversalsto locatean object in Chord
is ��� � � 	 � ��
 
 , where � is the numberof nodesin the
network[16].

Eachnodecaninsertobjectsinto the structuredP2P
systemusing the sameconsistenthashingfunction � .
Each object has a uniquekey value; say, � ��� 
 is the
key value of object � . Let � ��� 
 be the set of nodes
whosekey valuesare greaterthan or equal to � ��� 
 .
The nodein � ��� 
 which hasthe minimum key value
is responsiblefor maintainingthe object � .

For a SWOPnetwork,we usea circular ring asour
logical representation,sinceit is a representative model
in structuredP2P networksand it helps to reveal the
smallworld effectsintroducedby SWOP. Let us de�ne
the parametersfor SWOP:

� Cluster size � : the maximum numberof nodes
within a cluster.

� Clusterdistance
�

: the maximumhashspacedis-
tancebetweentwo adjacentnodeswithin a cluster.

� The numberof long links � in a cluster.

For our SWOPnetwork, thereare two typesof node,
namely head nodesand inner nodes, and two types
of link, namely long links and cluster links. Long
links connecttwo differentnodesfrom differentclusters
while cluster links connecttwo differentnodesin the
samecluster. Eachclusterhasoneheadnode,whichhas
at most � long links andclusterlinks to all the nodes
within its cluster. An inner nodehasa link to the head
nodewithin its clusterandclusterlinks to someof the
nodeswithin its cluster. With the above con�guration,
an inner node,say 	 , can communicatewith a target
node,say 
 , within its clustereither by a cluster link

(provided 	 and 
 are connected),or node 	 can send
a messageto its headnode,and then the headnode
forwards the messageto node 
 using a cluster link.
For communicatingwith a target node in a different
cluster, node 	 hasto �rst sendthe messageto its head
node,andthenthe headnodesendsthe messageusing
the long link which is the closestto the target node 
 .
The messagemay arrive at somenodeswhich arenot
within thesameclusterasnode
 . Theprocedureis then
repeateduntil the messageis transferredto somenode
within thesameclusterasnode
 . In �gure 1, we show
an example of a SWOP network with 11 nodes,six
clusters,andparametersof ����� ,

�

�
	 , and ����� .
In the �gure, the �o w of object lookup messagesis
illustratedwhennode1 sendsa lookuprequestto node
17.
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Fig. 1. A SWOPnetworkwith six clusters,�
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andthe object lookup ¯ow.

In the following, we describeprotocolsfor forming
andmaintaininga SWOPnetwork.The eventsof node
join, nodeleave, andnodefailure areaddressed.

Join Cluster Protocol (JCP): If a node 	 wishesto
join a small world P2Pnetwork,it usesthe consistent
hashingfunction � to obtain its key � ��	 
 . At the same
time,node 	 createsa link to its predecessornode � and
its successornode � in the underlying P2P network.
The predecessornode � is an existing node in the
networkwhosekey value � ��� 
 is the largestkey value
such that � ��� 
���� �
	 
 . The successornode � is an



existing nodein the networkwhosekey value � ��� 
 is
the smallestkey value such that � ��� 
�� � �
	 
 . After
�nding its predecessorand successornodes,node 	

executesa join cluster protocol (JCP). The joining
node 	 �rst determinesthe distance(which is de�ned
basedon thehashedkey value)betweenthepredecessor
and successornodes.Let ��� and �

�

be the distances
betweenthe joining node 	 and its predecessorand
successornodes,respectively; i.e., ��� � � �
	 
��
� ��� 


and �

�

� � ��� 
�� � ��	 
 . The joining node 	 asks its
predecessorandsuccessornodesabouttheir respective
clustersizes.If both nodes� and � have a clustersize
greaterthan � (the maximumclustersize),the joining
node 	 will form a new clusterwith itself beingtheonly
nodein thenew cluster. Otherwise,	 determineswhich
clusterto join dependingon the valuesof �

� and �

�

,
asfollows. If both �

� and �

�

aregreaterthan
�

, 	 will
form a new clusterwith itself beingtheonly nodein the
new cluster. Otherwise,	 joins thepredecessor's cluster
(respectively, thesuccessor's cluster)if �	� (respectively,

�

�

) is lessthan
�

andis smallerthan �

�

(respectively,
�
� ).

Next, thejoining node	 determineswhetherit should
bea headnodeor an inner node.If the node 	 formsa
new cluster, or if it joins its successornode � whichwas
a headnodeof thatcluster, the joining node 	 becomes
thenew headnodeof thecluster. Otherwise,	 becomes
an inner node.When 	 is an inner node, it createsa
clusterlink to its headnode.On the otherhand,if the
joining node 	 is the headnode,it createsclusterlinks
to all the inner nodeswithin the clusterandgenerates

� long links to someothernodesin differentclusters.

In orderto achieve a low averageshortesthopcount
� �&� 
 and high clustercoef�cient

<

�&� 
 , one needsto
generatelong links basedon the following distance
dependentprobabilitydensityfunction � �
� 
 . Let � be
the numberof clustersin a SWOPnetwork.The head
node generatesa randomvariable

�

�

, which has the
following probability massfunction:

Prob[
�

�

��� ] ��� ��� 
 �

�

� ��� ��� 


where � ���

�

����� .

The above probabilitymassfunction is biasedtowards
nodesthat arefartheraway from the headnode.Given
the value of � , the head node createsa long link
betweenitself anda randomnodethat is in cluster � .
It is importantto point out that a long link serves as
anexpresslink betweennodesin two differentclusters.
The cluster distancebetweentwo differentclustersis
de�ned as the numberof long link traversalsbetween
the two clusters.

Leave Cluster Protocol (LCP): When the node 	

leavestheP2Psystem,it informsits neighboringnodes
of its departure,by sendingthema close connection
messageandterminatingits connection.Theneighbor-
ing nodesare nodesconnectedto 	 by a cluster link,
aswell asnodesconnectedto 	 by a long link if 	 is a
headnode.

If a nodereceives a close connection message,it
will performthe following actions:

a) If the received messageis from a neighborcon-
nectedby a long link, thereceiving nodewill close
the connectionand generatea new long link to
anothernodein a differentcluster.

b) If the received messageis from a neighborcon-
nectedby a cluster link, the receiving nodewill
close the connectionand ask its head node to
reducethe clustersizeby one.

c) If the received messageis from a headnode,the
receiving nodewill closethe connection.A node
will becomea new headnodewithin a cluster if
the received messageis from its predecessornode
which wasthe headnodeof the cluster. The new
headnode will also generate� long links using
the probabilitymassfunction describedabove.

Stabilize Cluster Protocol (SCP): In the case of
node failure, the SWOP network uses the SCP to
recover from thefailure andto maintaintheproperlink
connectivities. Periodically,1 each node sendsprobes
to neighboringnodesto makesure that they are still
operational.If a neighboringnode is an inner node
andit doesnot respondto the probe,the sendingnode
will simply closethe connectionto the inner nodeand
inform its headnodeto reducethe clustersizeby one.
If a neighboringnodeis a headnodeand it doesnot
respondto the probe,the sendingnodewill performa
searchto �nd a new headnode.

Object Lookup Protocol (OLP): The object lookup
protocolis responsiblefor locatinga dataobjectwithin
a smallworld P2Pnetwork.The objectlookup process
proceedsin two phases.In phaseone,a nodeasksits
clusterneighboringnodesif they containthe target ob-
ject. If any of theseclusterneighborsrepliespositively,
then the lookup processis completed.Otherwise,the
objectlookupprocesscontinuesandphasetwo begins.
In phasetwo, thenode�rst checksits own statuswithin
its cluster. If it is theheadnode,it forwardsthe lookup
requestto its long-link neighborwhich hasthe closest
distanceto the target object. On the other hand, if it

1The periodlength is on the orderof minutes.



is an inner node, it forwards the lookup requestto
its head node within the samecluster, and then the
headnodewill recursively continuethe object lookup
processas describedabove. For example, when the
long-link neighborreceives the object lookup request,
it checksif it is the owner of the object. If not, it
will actasif it is the nodeinitiating the objectlookup,
andrepeatthedatalookupprocess.Thelookupprocess
continuesin thesetwo phasesuntil the dataobject is
found.

To illustrate,considerthe exampleshown in Figure
1. Supposethat node 1 wants to look up an object
whosekey value is 16, andnode17 is responsiblefor
managingthis object.To begin theobjectlookup,node
1 startsphaseone of the lookup processin which it
asksits neighbor, node26, if it containsitem 16. Since
node 26 is not the owner of the object, node 1 will
receive a negative reply. Thennode1 startsphasetwo
of the lookup processandforwardsthe lookup request
to node26, which is the headnodewithin the cluster
of node1. Node 26 searchesalong its long link and
forwards the object lookup messageto its long link
neighbor node 14, which is the closestnode to the
target object 16. Node 14 checksif it containsobject
16.Sinceit doesnot containtheobject,node14 actsas
anobjectlookupinitiator nodeandstartsanotherphase
one lookup. Becausenode14 is the only nodewithin
thecluster, it beginsthephasetwo lookupandforwards
the messageto the nearestlong link neighbornode17.
When the object lookup requestreachesnode17, the
object is found andthe lookup processcompletes.

B. Mathematical Analysis

In this section,we mathematicallyanalyzetheworst
caseaveragenumberof link traversalsfor locatingan
object in a SWOPnetwork.

Theorem 1: Let � be a non-negative randomvari-
able that representsthe numberof link traversalsfor
object lookup in the SWOPnetwork.We have:

�

� � ��� �

���

� � 	

�

�
� 7 	

 
�� ��� ��� � 
�7 � � (3)

where � and � are the number of clustersand the
numberof long links, respectively, of thecorresponding
SWOPnetwork.

Proof: Pleaserefer to [3].

Remark: The importanceof this theoremis that it can
be usedto estimatethe propervalue of � so that the
SWOPP2Pnetworkhasa betterobjectlookup perfor-
mancethanotherexisting structuredP2Pnetworks.

C. Experimental results comparing SWOP with
other structured P2P networks

In the following, we comparethe objectlookup per-
formancebetweenthe SWOPnetworkandChord[16].
Our resultsshow that the SWOPnetworkcanachieved
betterperformancecomparedwith its underlyingChord
network.

Experiment A.1 (performanceof object lookup): We
considera connectedgraphwith � � 	��	�	� nodes.We
insertoneobjectfor eachnode,for a total of � distinct
objects.Eachnodewill performobjectlookup50 times,
where the target object is randomly chosenfrom all
the available objects.We measurethe performanceof
objectlookupasthe numberof messagelink traversals
for both Chord and SWOP. The SWOP network is
con�gured with parameters� �

�

�	� ,
�

�

�

	�� �
�	��� ,
and ���
	�� . To obtaina fair comparison,we keepthe
sizeof the �nger tablein Chordto bealso24. Figure2
shows the probability densityfunctionsof the number
of link traversalsfor object lookup under Chord and
SWOP, for � �
	��	��� . Observe thattheSWOPnetwork
hasa lower averagenumberof link traversalsin object
lookup thanthe Chordnetwork.
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Fig. 2. Probabilitydensityfunction of link traversalfor Chordand
SWOPwith 
 ���
����� nodes.

Experiment A.2 (Comparison of clustering coef®-
cient): We next investigatethe issue of the average
clusteringcoef�cients achieved by the two networks.
(As discussed,a high clusteringcoef�cient implies an
improvedability to handleheavy traf�c workloads.)In
this experiment,we vary the numberof nodesin the
overlay network. For the Chord network, eachnode
hasa �nger table of size equal to � � 	 � ��
 . For a fair
comparison,we alsokeepthenumberof long links for
the SWOPnetwork to be � � � � 	 � ��
 . The clustering
coef�cient is computedbasedon Equation (2). The
result is illustratedin Table I. Observe that the SWOP



network has a higher clusteringcoef�cient, implying
that it can more effectively handleheavy traf�c �ash
crowd scenarios.In the following section, we will
explore this propertyin moredetail.


�� # of nodes Chord SWOP
1000 0.288182 0.560587
2000 0.260332 0.649660
3000 0.250452 0.684012
4000 0.245469 0.704523
5000 0.240776 0.716463

TABLE I

AVERAGE CLUSTERING COEFFICIENT

I I I . Protocols for handling ¯ash crowds

In this section, we addresshow to handle object
accessunderheavy traf�c loadings.Examplesinclude
�ash crowd scenarios[14], [15] in which a largenum-
ber of userstry to accessa popularobjectover a short
period of time. For example, after the 9/11 incident,
an enormousnumber of user requestsoverwhelmed
severalpopularnews sites,so thatonly a smallnumber
of users were able to obtain information while the
majority of userscould not.

One way to deal with �ash crowds is to replicate
thepopularobjectin many nodes.This way, we spread
out accessto the object so as to avoid overwhelming
a singlesourcenode.However, onehasto addressthe
following technicalissues:

� The replicationprocesscannotbe arbitrarily self-
initiated.Rather, it mustbe driven by a high traf-
�c demand.Otherwise,someonemay maliciously
replicatemany objectsin the P2Pnetwork.

� In a traditional structuredP2P network, object
lookup is carriedout by using the target object's
key value and only one node is supposedto
managethat object. How can one enhancethe
protocolso thatmorethanonenodecanstorethe
popularobject?

We divide the study of the �ash crowd problem
into two cases:static and dynamic. The static �ash
crowd problem is concernedwith heavy accessto a
popularobjectwhosecontentsremainunchangedafter
theobjectwas�rst inserted.Examplesincludea newly
publishedbookor a newly releasedvideo.On theother
hand, the dynamic �ash crowd problemis concerned
with heavy accessto a popularobjectwhosecontents
will changeover time, such as a frequently updated

news article.We �rst describealgorithmsfor handling
the static �ash crowd problem. We then extend the
algorithmsto handledynamic�ash crowds by adding
mechanismsto notify nodesof object changes,such
that the objectscanbe updatedef�ciently .

A. Static ¯ash crowds

In a �ash crowd situation, lookup traf�c can over-
whelma sourcenodehostinga popularobject.To avoid
the problem, the sourcenode needsto replicate this
object in other nodes.The additionalnodescan then
serve someof theobjectlookuprequestsandreducethe
traf�c to the sourcenode.Note that object replication
hasto bedemanddriven, or elsea nodemaybeableto
maliciously replicateobjectsin all other nodesin the
network,therebywastingtheir resources.Implementa-
tion detailsof object replicationcan be found in [3].
In theimplementation,eachnodeperiodicallyestimates
theaccessratesof its own objects,thusallowing a node
to maintainanobjectdemandlist usedin the following
algorithms.

Static-Chord algorithm: Assumethat a node in a
Chord P2P network can processup to

���

requests
per secondwith acceptableperformance.Whenever a
sourcenodediscoversthattherequestratefor anobject
is

�

� , where
�

�
�

���

, it startsthereplicationprocessby
pushingthe popularobjectto all its neighboringnodes
– i.e.,all thenodeslistedin its �nger table.Theneighor
nodeswill cachethe popularobject for � � time units.
Underthe Chordobjectlookupprotocol,any nodethat
wishesto accessthe popularobjectmaysenda lookup
requestthroughtheseneighbornodesin orderto access
the popularobject.For a nodethat cachesthe popular
object, if it receives lookup requestsfor the object at
a rate

�

�

, where
�

�

�

���

, it will in turn push the
object to all its neighboringnodes.The motivations
for the above algorithmare:(1) the replicationprocess
of a popularobject is purely demanddriven, (2) for a
popularobject, it will be replicatedin many nodesin
the Chordnetwork to supportuseraccess.

Static-SWOP algorithm: Note that a SWOPnetwork
exhibits a high clusteringcoef�cient. We take advan-
tageof this propertyto achieve a lower replicationtime
and a lower number of link traversals in accessing
the popular object. We also assumethat a node in
the SWOPnetwork canprocessup to

�
�

requestsper
second.Whenever a sourcenodereceivesa requestrate
for an object equal to

�

� , where
�

� �

�
�

, the source
nodewill start the replicationprocessby pushingthe
popular object to its neighbors– i.e., all the nodes



connectedto thesourcenodeby long links in its cluster.
All theseneighbornodeswill cachethe popularobject
for � � time units. Any node that wishes to access
the popularobjectwill usethe object lookupprotocol
(OLP) describedin SectionII. If the popularobject is
cachedby nodesin its cluster, requestingnodescan
accessthe popular object more quickly. For a node
that cachesthe popularobject, if the lookup rate for
thecachedobjectis higherthan

�

�

, it will in turn push
the cachedobject to all the nodesconnectedto it by
long links of its cluster. Note that the main objective
of replicating the popular object via long links is to
propagateuseful information to distant clusters,such
that nodesin thoseclusterscan alsoeasily accessthe
popularobject.

B. Dynamic ¯ash crowds

To handle the dynamic �ash crowd problem, an
additionalcommunicationmessage,called the update
message, and an extra data structurefor maintaining
eachobject's version numberare addedto the static
replicationalgorithm.

After the static algorithm has been applied in a
SWOPnetwork,eachclusterin thenetworkhasexactly
one nodecachingthe popularobject.Considerthat at
this point, eachnode cachingthe popularobject will
mark it as the “original copy”, i.e., version 0. If an
updatedversion,sayversion 1, is laterinsertedinto the
systemby thesourcenode,we only needa lightweight
noti�cation to inform all the cachednodesabout the
objectupdate.This noti�cation procescansimilarly be
carriedout by exploiting the small world propertyof
the networkand the static replicationscheme.

Hence,original copiesof a popular object can be
replicatedusing the static algorithm.Additional tasks
are then carriedout whenever the sourcenodehasto
advertisea newer version.First, an updatemessageis
sent out by the sourcenode and eachcachingnode
of the updatedobject. In general,thereare two types
of updatemessagethat can be sent by a node: (1)
those sent to all the node's cluster neighbors,and
(2) thosesent to all the long link neighborsof each
cluster head.The �rst type of messageinvolves the
cluster neighborsonly; it remindstheseneighborsto
look up the latestversionof the popularobject being
cached.The secondtype of messageinvolvesthe long
link neighbors;it informs theseneighborsof the new
updateandtransferstheupdatedpopularobjectto them.
Thesemessagesensurethatan updatedversionwill be
replicatedfrom one cluster to another. If the sending

nodeis not a headnode,this type of messagerequires
the cooperationbetweenthe sendingnodeanda head
node.As a receiver of the updatemessage,if a node
doesnot containa cachedcopy of the popularobject,
it will usethe OLP protocoldescribedin SectionII to
retrieve the updatedobject.

C. Mathematical analysisof object replication time

In this section,we presenta mathematicalanalysis
of theaveragetime neededto replicatea popularobject
in all the clustersin a SWOPnetwork.We model the
spreadingprocessby a continuoustime Markov chain
(CTMC).

SWOPnetwork: Let � betheCTMC representingthe
replicationdynamicsof a SWOPnetwork.The SWOP
networkhas � nodes.TheCTMC � hasa statespace
of � such that � �

�

�

� 	 ������� � � � , where � is the
numberof clustersin the SWOPnetwork. State 	 in

� representsthat the popularobjecthasalreadybeen
replicatedto 	 nodesin the SWOPnetwork.Sincethe
sourcenodecontainsand managesthe popularobject
initially, the initial stateof the CTMC � is state1.
De�ne � � to be the numberof requestsneededwithin
a time period � so that the sourcenodeof the popular
objectwill startreplicatingthe popularobjectto all its
long link neighbors(e.g.,

�

� � � � 7�� ). After receiving
the popularobject, theseneighbornodesbecomethe
replicatednodes. Similarly, de�ne �

�

as the number
of object requestsneededfor a replicated node to
start replicatingthe popularobject to all its long link
neighbors.Let

�

be the requestrate for the popular
objectfrom eachnodein the SWOPnetwork.The rate
of replicatinga popularobjectfrom the sourcenodeis

���

, which is equalto:
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Similarly, let  4 representthe averagenumberof nodes
within a cluster. Therateof replicatinga popularobject
from a replicatednodeis

��!

, which is equalto:
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Let ( be the in�nitesimal rate matrix of � , and
we denotethe elementsin ( as )

�
�  , which are the
transition rates from state 	 to state 
 , for 	 � 
 �

�

�

� 	 �;$6$;$�� � � . Assume that a replicated node will
cachethe objectfor an averagetime of

�

7�* . Let +
�

�

�
�

and +

�

�

��!

for 	 �

�

	 �6$6$;$ � � � . The transitionrate



matrixof � canbespeci�edby thefollowing transition
events:

Object deletion event:

)

��� �

�

�=� 	�* for
�

� 	 ��� (4)

Object replication event:
Case1: For state

� !��
, if

�

��� ���
���
	 :�
��� � ���

����� �� �

� � � �

�� �

� � ��� � � � ��� � if
� �  �

�

��� ���
�

�

otherwise.
(5)

Case2: For state
� !��

, if

�

��� ���
���
	 :�
��� � � �! "$# � � %��&�'�(
) � ����� �� � ��� � �

�� �

( ���*��� �&��� �  

= 	
����� �� �

� � � �

�� �

� � ��� � � � ��� � if
� �  �

�

��� ���
�

�

otherwise.
(6)

Oncethe rate matrix ( is speci�ed, onecanderive
the averagetime to replicatea popular object to all
the clustersin a SWOP network using the theory of
fundamentalmatrix in Markov Chain[1], [12].

We �rst transformthe rate matrix ( to a discrete
time transition probability matrix + by using the
uniformization technique[1], [12] such that + = ,
+ (�7�- , where , is an identity matrix and - is a
maximumabsolutevaluefor all theentriesin ( . Since
we want to �nd the averagetime it takesto replicate
a popular object, we can considerthe state � in �

asan absorbingstate:i.e., this is the statewhereinthe
popular object has beenreplicatedto all the clusters
in the SWOPnetwork. Let +/. be the squarematrix
which is equal to + except that we remove the last
row andcolumn(i.e., the absorbingstate � ) from + .
The fundamentalmatrix 0 canbe calculatedusing0 � �1, �2+ . 
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Let
�

� �5. � be the averagetime to replicatethe popular
object to all the clustersin the SWOPnetwork given
that only one node(or cluster)hasthe popularobject
at time 6 � � . We cancompute

�

� � . � by:

�

� �7. � � 8 �-:9<; � 0>=@? (8)

where ; � is a row vectorof zeroesexceptthe�rst entry
beingoneand = is a row vectorof all ones.

D. Experimental Results

In this section,we presentexperimentalresultsof
comparing the performanceof replicating a popular
objectfor a Chordnetworkanda SWOPnetwork.The
performancemetric is the effective object replcation
time, whichmeasuresthenumberof nodesthatcansuc-
cessfullyaccessthe popularobjectby time 6 . To carry

out the experiments,the topologygeneratordeveloped
in SectionII anda discreteevent driven simulatorare
used.

In our experimentalstudy, � � 		�	��� nodesare
generatedin a 24-bit hash spaceP2P system.Each
nodehas11 long link neighborsfor both SWOPand
Chord. At all time, eachnode generatesrequestsfor
one popularobject, which is randomlypicked at the
beginning of an experiment. The requestsgenerated
arePoissonwith an arrival rateof

�

. Also, eachnode
processesa requestwith a Poissonservicerate of * ,
normalizedto 1, and hasa �nite queuefor buffering
incomingrequests.If the queueis full, newly arriving
requestswill be dropped.

Experiment B.1: Comparison between Chord and
SWOP: This is a basic comparisonbetweenChord
and SWOP for the static and dynamic �ash crowd
scenarios.We �x the per nodeaveragerequestarrival
ratesfor both Chord and SWOPto be

�

� � $ �	� � re-
quests/second.Underthedynamic�ash crowd scenario,
the sourcenodemanagingthe popularobject updates
the versionof the popularobject at time 6�� 	�A �
A	� ,
and BCA .

Static Result: Figure 3 shows the numberof suc-
cessfullookuprequestsprocessedasa functionof time.
The resultsshow that the SWOPnetworkhasa much
betterperformancein objectreplicationthanChord.For
example, beginning at time 20, most of the requests
for thepopularobjectaresuccessfullyprocessedunder
SWOP. In contrast,only around6% of the requestsare
successfulunderChord.
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Fig. 3. Comparisonof the number of successfulrequestsfor a
popularobjectunderthe static ¯ashcrowd with 
 � � ����� nodes.

Dynamic Result: Figure 4 illustrates the perfor-
mance of the Chord and SWOP networks under a
dynamic�ash crowd scenario.It usesthe sameplot as



thepreviousstaticcaseresults.Sincethepopularobject
is updatedat time 6 � 	�A � A�� , and BCA , we consider
a requestsuccessfulif and only if a requestingnode
can accessthe mostup-to-dateversionof the popular
object. Figure 4 shows that the numberof successful
requestsprocessedunderSWOPis signi�cantly higher
thanunderChord.Moreover, whenthe objectchanges
its contentsat time 6 = 25, 50, and 75, the SWOP
networkcanquickly notify othernodesof the updates
suchthattherequestingnodescaneventuallyaccessthe
most recentversionof the popularobject. In compar-
ison, the Chord network is not as effective as SWOP
in propagatingthe updateinformation.Hence,SWOP
performssigni�cantly betterin thedynamic�ash crowd
scenarios.
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Fig. 4. Comparisonof the numberof successfullookup requests
undera dynamic¯ashcrowd with 
 �
�
����� nodes.(objectchanges
its versionat

�
= 25, 50, and75.)

Experiment B.2: Variations in object request rate:
In this experiment, we further examine systemper-
formancein handlingdynamic�ash crowds when the
object requestrate is being varied.We keepthe same
con�guration as in ExperimentB.1. However, we vary
thepernodeobjectrequestrate

�

from 0.001to 0.005.
The results are shown in Figure 5. They show that
SWOPperformsthebestunderthearrival rateof � $ ��� � .
Thereasonis thatwhentherequestrateis greaterthan
0.003, the aggregate requestrate is higher than the
serviceratefor theindividualnodescachingthepopular
object within a cluster. On the other hand,when the
requestrateis smallerthan0.003,theaggregaterequest
rateis small enoughfor achieving a very high number
of successfulrequests.

IV. Related Work

The small world phenomenonwas �rst observed
by Milgram [10], who discovered the interestingsix

0

500

1000

1500

2000

0 20 40 60 80 100

chord

0.001
0.002
0.003
0.004
0.005

Simulation Time (1 units = 50s)

N
o.

 o
f S

uc
ce

ss
fu

l R
eq

ue
st

Fig. 5. Effect on the variation of per noderequestrate � on the
numberof successfulrequestfor the SWOP& the Chord network
(objectchangesits versionat

�
= 25, 50, 75.)

degreesof separationin a social network. Kleinberg
[6], [7] providesa theoreticalframework for analyzing
graphswith small world properties.In [2], the authors
study the broadcastproblem for communicationin a
small world network. In [18], the authorsproposea
schemefor storingdatain anunstructuredP2Pnetwork
suchasFreenet,suchthat theP2Pnetworkmayexhibit
someof thesmallworld properties.In comparison,our
proposalfocuseson structurednetworksemployinga
consistenthashingfunction.Moreover, wehave applied
our techniquesto resolve the dynamic �ash crowd
problem.In [4] and [5], the authorsproposeto form
a small world P2Pnetworkfor scienti�c communities.
However, the detailsof creatingand managingsucha
networkarenot clearly speci�ed.

Recent researchon structuredP2P networks can
be found in [9], [13], [16], [19]. The main feature
of this body of work is to provide some form of
data/topologicalstructurefor an overlay in order to
supportef�cient object lookup without generatingan
excessive amountof querytraf�c. Comparedwith their
approaches,the SWOP protocol further improves the
performanceof object lookup. In addition, we have
proposedan ef�cient way to replicate popular and
dynamicobjectstherebyhelpingto resolve thedynamic
�ash crowd problem.Ulysses[8] is a structuredP2P
network basedon the concept of butter�y network
andshortcutintuition.Their proposedprotocolachieves
a low number of link traversals for object lookup.
However, the performancerelieson a stabletopology.
If a query is routed throughnodesperforminga join
or leave operation, the performanceis not known.
Moreover, they consideronly moderatetraf�c loadings
anddo not addressheavy traf�c loadingsituationslike
�ash crowds.In comparison,SWOPcantakeadvantage
of a high clusteringcoef�cient in handlingthedynamic



�ash crowd problem. The Cooperative File System
has been proposedas a new peer-to-peer read only
storagesystem,which helps handle the �ash crowd
problem.However, it requiresa largestorageoverhead
for storing the �le information. Our SWOP network
requiresonly a small amount of additional storage,
namely �����

�

� 
 routingtableentries,in handlingthe
�ash crowd problem. In [15], the authorsproposea
protocolfor handlingthe static�ash crowd problemin
a P2Pnetwork.An elegant analysisof the static �ash
crowd problem is presentedin [14]. In comparison,
our work has focused on the dynamic �ash crowd
problem since popular data objects may have time
varying contents.

V. Conclusion

The small world phenomenonis an active �eld of
researchin the socialsciences,physicsandmathemat-
ics. A smallworld graphhastwo importantproperties:
a low average hop distancebetweentwo randomly
chosen nodes and a high clustering coef�cient. In
this paper, we have proposedprotocolsto createand
managea small world structuredP2P network. We
show that theproposedsmallworld networkhasbotha
small averagehop distancebetweennodesanda high
clusteringcoef�cient of nodes.We have demonstrated
how a low averagehopdistancebetweennodescanre-
ducethenumberof link traversalsin objectlookup.We
have alsoproposeda protocol to replicatepopularand
dynamicobjectsin order to handlethe dynamic �ash
crowd problem. We have conductedexperiments to
comparethe performanceof the proposedsmall world
network with that of other structuredP2P networks
suchasChord.Our resultsshow thata SWOPnetwork
can achieve a lower object lookup latency and can
effectively satisfy a large numberof usersrequesting
a populardataobject.
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