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Abstract— Becauseof limited server and network capacities
for streaming applications, multimedia proxies are commonly
usedto cachemultimedia objects such that, by accessingnearby
proxies,clients can enjoy a smaller start-up latency and receive a
better quality-of-service (QoS) guarantee– for example,reduced
packet lossand delay jitters for their requests.However, the use
of multimedia proxies increasesthe risk that multimedia data
are exposedto unauthorized accessby intruders. In this paper,
we presenta framework for implementing a secure multimedia
proxy system for audio and video streaming applications. The
framework employsa notion of asymmetricreversibleparametric
sequence(ARPS) to provide the following security properties:
(i) data con�dentiality during transmission, (ii) end-to-end data
con�dentiality , (iii) data con�dentiality against proxy intruders,
and (iv) data con�dentiality against member collusion. Our
framework is grounded on a multi-key RSA technique such
that system resilienceagainst attacks is provably strong given
standard computability assumptions.One important feature of
our proposed scheme is that clients only need to perform a
single decryption operation to recover the original data even
though the data packets may have been encrypted by multiple
proxies along the delivery path. We also propose the use of a
set of encryption con�guration parameters(ECP) to trade off
proxy encryption thr oughput against the presentationquality of
audio/video obtained by unauthorized parties. Implementation
resultsshow that we can simultaneouslyachieve high encryption
thr oughput and extremely low video quality (in terms of peak
signal-to-noiseratio and visual quality of decodedvideo frames)
for unauthorized access.

Index Terms— Security, Asymmetric Parametric Sequence
Functions, Multi-K ey RSA, Video Proxy

I . INTRODUCTION

Advancementsin digital audio/videoandcompressiontech-
nologieshave led to the recentwide deployment of continu-
ous media streamingover the Internet. To make the video
streamingservicescalable,onecanusea multimediaproxy to
perform someform of data cachingof popular audio/video
objects, so that clients can accessthe cached data from
their nearby proxies to reduce startup delay and conserve
bandwidth.One major problem with the multimedia proxy
approachis the risk of revealing the original multimedia
datato unauthorizedparties.For example,when the original
multimediadataaresentfrom a server to a proxy, anyonethat
eavesdropson thecommunicationlink betweenthesourceand
the proxy cangain accessto the audio/videoinformation.

In this paper, we presenta proxy encryption framework
having the following securityproperties:

� The multimediaproxy will only cacheencryptedmulti-
mediadataand datadecryptionwill only happenat the

endpoints(i.e,clients).Therefore,theoriginalmultimedia
datawill not be revealedat any intermediatenode.

� Themultimediaproxy will performencryptionoperations
only. This reducesthe computationaloverheadat the
proxy, and henceallows one to build a more scalable
proxy system.

� Data encryptionand decryptionoperationsare basedon
well acceptedencryptiontheorythat it is computationally
infeasibleto extract the original multimediadata.

� Membercollusioncanbeavoided,suchthatgiven(1) the
decryptionkey of client i , (2) theencrypteddataof client
j , and (3) possiblyall the encryptionkeys, the intruder
still cannotderive the original multimediadata.

� The proposedapproachcanbe extendedto a multi-level
proxy structure.This is an importantpropertysinceit is
commonto have multiple proxiesalongthe communica-
tion pathbetweenthe senderanda receiver.

The rest of the paper is organizedas follows. In Section
II, we presentmulti-key encryptionbasedon the asymmetric
reversible parametric sequence. We then presenta practical
algorithm to implementan asymmetricreversibleparametric
sequenceto achieve the claimed security properties for a
multimediaproxy server. In SectionIII, we presentour proxy
system architectureand the proxy-server and client-proxy
communicationprotocols. In Section IV, we report imple-
mentationresultsthat illustratethe achievableencryptiondata
rate using our techniqueon a commodityPentiummachine,
andgive quantitative andqualitative analysisof the encrypted
audio/videoquality. Relatedwork on multimedia proxies is
presentedin SectionV. SectionVI concludes.

I I . MULTI-KEY ENCRYPTION THEORY

In this section,we state the theory behind the designof
a multi-key securevideo proxy. The main theory is based
on the reversible parametric sequence(RPS) [7]. In [7],
Molva et al. useRPSto perform groupkey managementfor
multicastsecurity. In this paper, we will explore the ef�cient
use of RPS on bulk multimedia data. We will discusshow
to use the idea of RPSto constructa framework for secure
video/audioproxy streaming.In thefollowing, we �rst present
the formal de�nition of RPSandits utilities. We thenpresent
animplementationof RPSusingthemulti-key RSAtechnique.

A. Reversible ParametricSequence(RPS)

Let f : IN 2 ! IN be a function which hasthe following
property: if Y = f (X ; e), it is computationallyinfeasibleto
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�nd e given that we know X andY .
Assumethat we have a �nite sequencef e0; e1; � � � ; eN g

of N + 1 elements,where the elementsare not necessarily
unique. De�ne a �nite data transformationsequenceD =
f D � 1; D0; :::; DN g basedon the function f and the �nite
sequencef ei g0� i � N suchthat

D � 1 = original data

D i = f (D i � 1; ei ) for 0 � i � N .

We have the following de�nitions.
De®nition 1: D is a reversible parametric sequenceof the
function f , denotedas RPSf , if for all (X ; Y) 2 IN 2 and
� 1 � i < j � N , there exists a computablefunction 
 i;j

suchthat D i = 
 i;j (D j ), for � 1 � i < j � N .
De®nition 2: An RPSf is calleda symmetricreversiblepara-
metricsequenceof f , denotedasSRPSf , if thefunction 
 i;j

can be computedfrom the knowledge of the sub-sequence
f ei +1 ; � � � ; ej g.
De®nition 3: An RPSf is called an asymmetricreversible
parametric sequenceof f , denotedas ARPSf , if it is com-
putationallyinfeasibleto determinethefunction
 i;j basedon
the knowledgeof the sub-sequencef ei +1 ; � � � ; ej g.

D0
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D1 DN
e1 e2 eN

...
D2

D*0 D*1 D*N
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Fig. 1. A graphicalrepresentationof two RP Sf sequenceswith D i 6= D �
i .

To illustrate,we usea graphto representa reversibleparamet-
ric sequenceRPSf . Figure1 illustratestwo RPSf sequences.
In the �gure, the original data D � 1 are transformedto D 0

usingD0 = f (D � 1; e0). If ei 6= e�
i , thenthe intermediatedata

D i will not be equalto D �
i , for 1 � i � N . For a symmetric

reversibleparametricsequenceSRPSf , onecan computethe
original data D � 1 if given the data D j (or D �

j ) and the
sequencef e0; � � � ; ej g (or f e�

0; � � � ; e�
j g), for 0 � j � N . In

other words,given the information f e0; : : : ; ej g andD j , one
canconstructa decryptionfunction 
 � 1;j so as to obtain the
original data D � 1. For an asymmetricreversible parametric
sequenceARPSf , one cannotderive the original dataD � 1

even if given the dataD j (or D �
j ) and the knowledgeof the

sequencef e0; � � � ; ej g (or f e�
1; � � � ; e�

j g), for 0 � j � N .
Onecanusethepropertiesof anasymmetricreversiblepara-

metric sequenceARPSf to implementa securemultimedia
proxy. To illustrate,considera graphicalrepresentationof an
ARPSf sequencein Figure 2. The multimedia proxy can
requestD0, the encryptedversionof the original dataD � 1,
from thesource.Basedon anencryptedkey e0, thesourcewill
transmittheencrypteddataD 0 to theproxy, andtheencrypted
data D0 will be cachedat the proxy's local storage.When
a client i requeststhe data, the proxy will further encrypt
the encrypteddataD 0 using the encryptionkey ei and send
the resulting encrypteddata D i to client i . Client i , upon
receiving D i , candecryptthe datato obtain the original data
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client
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Fig. 2. A graphicalrepresentationof an ARP Sf sequencefor the secure
multimediaproxy.

D � 1, if client i is givena decryptionfunction 
 � 1;i (this is a
propertyof reversibleparametricsequences).In addition,when
the encryptionis carriedout using an asymmetricreversible
parametricsequence,thenevenwhenanentity holdson to all
the encryptionkeys ei for 0 � i � N , it still cannotdecrypt
any of the encrypteddataD i being cached,for 0 � i � N ,
in order to obtain the original dataD � 1.

In general,onecanuseanasymmetricreversibleparametric
sequenceARPSf to implementa securemultimedia proxy
which has the following properties:(1) data con�dentiality
during transmission,(2) end-to-enddata con�dentiality, (3)
data con�dentiality against proxy intruders, and (4) data
con�dentiality againstmembercollusion.Let us elaborateon
the last point. If the encryptionprocessis SRPSf , member
collusion is possiblewhena client j gainsaccessto

1) ei andej (wherei; j > 0),
2) the encrypteddataD i , and
3) the decryptingfunction 
 � 1;j .

In this case,client j (i.e., the intruder)canaccessthe original
dataD � 1. For example,

1) Given ei , the intruder can obtain 
 0;i and thus obtain
D0 = 
 0;i (D i ).

2) Given the knowledge of ej and D0, the intruder can
obtainD j by D j = f (D0; ej ).

3) Sincethe intruder knows the decryptionfunction 
 0;j ,
the original dataD � 1 arerevealedby
D � 1 = 
 � 1;j (D j ).

However, if theencryptionprocessis anARPSf , the intruder
cannotreveal theoriginal dataD � 1 becausethe function 
 0;i

is computationallyinfeasibleto determine.

B. Implementationof ARPSf

To realize an ARPS function, one needsa practical and
ef�cient algorithm. To this end, we presentan extensionof
single-key RSA [10] to a multi-key RSA technique.

Considerthe sourceas an example. The sourceneedsto
generatetwo largeprimenumbers,sayp andq. In addition,it
needsto generatea sequenceof encryptionkeys f ei g0� i � N

suchthat

1 < ei < � and (1)

gcd(ei ; � ) = 1 for 0 � i � N . (2)
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Moreover, oneneedsto generatea correspondingsequenceof
decryptionkeys f di g. Each decryptionkey di has to satisfy
the following two criteria:

1 < di < � and (3)

(e0 � ei ) � di = 1 (mod � ): (4)

Ef�cient computationof thesedecryptionkeys di canbeeasily
achieved using the ExtendedEuclideanAlgorithm [9]. The
sourcewill sendn and the encryptionkeys ei over a secure
channelto the multimedia proxy, while it will encrypt the
original dataD � 1 usinge0 andgeneratea cipherD 0 using

D0 = (D � 1)e0 mod n: (5)

The encrypteddataD 0 canbe sentover an insecurechannel.
Upon receiving the cipher D 0, the proxy can store the en-
crypteddata in its local storage.Whenever a client i wishes
to accessthe datafrom the proxy, the proxy can retrieve the
encrypteddataD 0 from its local storage,andencryptD 0 using
the encryptionkey ei by

D i = (D0)ei mod n: (6)

The source(or the proxy) cansendthe decryptionkey di and
n to client i over a securechannel.TheencrypteddataD i , on
the other hand,can be sentover an insecurechannel.Client
i , uponreceiving the encrypteddataD i , candecryptthe data
usingdi by:

D � 1 = 
 � 1;i (D i ) = (D i )di mod n: (7)

Theorem 1: The above proxy encryption framework is a
reversibleparametricsequence.
Proof: To show that the above framework is a reversible
parametricsequence,weneedto show thatgivenD i , for i � 1,
we canextractD0 andD � 1. Without lossof generality, let us
considerD1 as the given input. The generationof D 1 is via

D1 = (D0)e1 mod n. = [(D � 1)e0 mod n]e1 mod n.

= (D � 1)e0 �e1 mod n.

Let the extractedresultbe R andequalto

R = (D1)d1 mod n = [(D � 1)e0 �e1 mod n]d1 mod n

= (D � 1)e0 �e1 �d1 mod n:

Since the encryptionkey e0 and the decryptionkey d1 are
generatedsuchthate0 � e1 � d1 = k � (p� 1) � (q� 1)+ 1, where
k is an integer, we can rewrite the extractedresultR as

R =
h
(D � 1)(D � 1)k(p� 1)( q� 1)

i
mod n:

Basedon Euler's theorem[9] that X p� 1 = 1mod n, we have
the following expressions:

R = (D � 1)(D � 1)k(p� 1)( q� 1) = (D � 1)1k(q� 1) = D � 1mod p,

R = (D � 1)(D � 1)k(p� 1)( q� 1) = (D � 1)1k(p� 1) = D � 1mod q.

Becausep andq areprimes,basedon theChineseRemainder
Theorem[9], we have

R = (D � 1)(D � 1)k(p� 1)( q� 1) = D � 1(mod n) = D � 1:

Therefore, given D 1, one can extract D � 1 given the
knowledgeof d1. We canapply a similar proceduresuchthat
given D0, one can extract D 1 with anothercorresponding
decryptionkey. In summary, given D i , one can extract D 0

and the original data D � 1 if the correspondingdecryption
key is known.

Theorem 2: The above proxy encryption procedureis an
asymmetricreversibleparametricsequence.
Proof: To show that the above framework is an asymmetric
reversible parametricsequence,all we needto show is that
given the encrypteddata D i , for i � 0, it is impossibleto
obtain the original dataD � 1, even if one hasthe knowledge
of f e0; e1; eN g andn. Sincewe useRSA encryption,�nding
the decryptionkeys in Equations(3)–(4) amountsto �nding
the two prime factorsp and q, which is well acceptedto be
computationallyinfeasibleif p and q are large and properly
chosen.Therefore, it is computationally infeasible to �nd

 i;j .

I I I . PROXY ARCHITECTURE AND PROTOCOLS

In this section, we describe in detail our server-proxy-
client architecture.The multimediaserver S, the multimedia
proxy P, and various clients have beenimplementedin the
C languageon a Linux platform. Security featuressuch as
key generation,encryption,and decryptionare implemented
using the GNU Multiply Precision(GMP 4.0) library, which
provides arbitrary precision arithmetic on integers, rational
numbers,and �oating-point numbers.Note that GMP 4.0
provides one of the fastestpossiblearithmetic libraries for
applicationsthat needhigher precisionthan what is directly
supportedby the basicC types.

A. Operationsto Requestand Cache Data from the Server

Let us �rst considerthe casewhereinthe multimediadata
are not yet cachedat the proxy. Figure 3a illustrates the
operationsbetweenthemultimediaserver S andtheproxy P,
and the operationsbetweenthe proxy P and the client i for
requestingandcachingthe multimediadata.Theseoperations
are:
(1) Initiate connection: The client i sendsa multimedia
requestand a certi�cate of its identity to the proxy P. The
proxy P forwards the requestto the multimedia server S.
[Client i 's certi�cate is eCert i = (ui ; f ui gv i ), where ui

and vi are i 's public and private keys, respectively, for RSA
cryptography, and f Dgk denotesinformation D encrypted
with key k.] The multimedia server keepsa record of the
public key for each of its authenticatedclients. To verify
the identity of the requestingclient, the multimediaserver S
decryptsf ui gv i using vi as the decryptionkey. The request
will only be grantedif the decryptedmessageequalsu i and
matchesthe public key of i in the server's authorizationlist.
This relies on the fact that only the genuineclient i hasthe
secretkey vi . Hence,only client i can generatethe f ui gv i

which, whendecryptedusingvi , will producethe sameui as
thecopy storedby theserver. A randomserver challengewill
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request(eCerti)
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(a)
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request(eCert i )

Ack(n,{e j }P,{d j }C)
Ack(n,{d j }C)

Retrieve e j

Dj ={D 0}e j
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Fig. 3. Operationsbetweenthe sourcevideoserver S andthe proxy P , and
operationsbetweenthe proxy P and the client i , for (a) non-cachedvideo
object and (b) cachedvideo object. Note that P is the public key of the
proxy and C is the public key of the client, and f D gk denotesinformation
D encryptedwith key k.

then be performed.The challengeeliminatesthe possibility
of a fake client using anotherclient's certi�cate obtainedby
eavesdropping.Theserver generatesa randommessage,sends
it to proxy P, which in turn sendsit to client i . Client i
encryptsthe messageusing its own private key and replies
to proxy P. Proxy P also encrypts the messageusing its
own private key, and includes the encryptedmessagein its
reply. Finally, serverS decryptsthechallenge-repliesusingthe
publickeysof client i andproxyP, respectively. A requestwill
only begrantedif thedecryptedmessagesmatchthechallenge
message.If the authenticationis successful,thenthe server S
will proceedto the key generationoperation.
(2) Key generation: Theserver randomlygeneratestwo large
prime numbersp andq, andcomputesthe modulusn = p � q,
� = (p� 1) � (q� 1), theencryptionkey e0, re-encryptionkey
ei , andthe correspondingdecryptionkey di via Equations(1)
and(2)1. The server S savesthe parameters� , e0 andn with
a unique identi�er I D . It then replies back to the proxy P
with (1) the re-encryptionkey ei , which is encryptedusing
the proxy's public key, and (2) the correspondingdecryption
key di , which is encryptedusingtheclient i 's public key. Note

1In practice,the server S can pre-generatea set of encryptionkeys f ei g
and decryptionkeys f di g per multimedia object for eachof its authorized
clients.

thattheproxy P cannotextractthedecryptionkey di , but only
theclient i canperformthedecryptionto extractdi . And since
the re-encryptionkey ei is encryptedusingthe proxy's public
key, no one can reveal it by eavesdroppingon the channel
betweenthe server and the proxy. Collusion attackscan thus
be avoided.Considertwo colluding membersknowing the re-
encryptionkeys ei andej (by eavesdropping)anddecryption
keys di and dj , it can be shown that they can computethe
secretparameter� ef�ciently [13]. Oncethe secretparameter
� is revealed,the colluding memberscan derive the proxy's
decryptionkey or any other client's decryptionkey. Hence,
the re-encryptionkey ei mustbe encryptedsuchthat only the
proxy canretrieve it.
(3) Decryption key retrieval: The proxy P replieswith an
acknowledgmentback to the client i including the encrypted
di . The client i decryptsusing its own privatekey to retrieve
the decryptionkey di .
(4) Data encryption and streaming: The multimediaserver
S usestheencryptionkey e0 andn to encryptthemultimedia
datapackets.Thedegreeof encryptionis basedon theencryp-
tion con�guration parameters(ECP) which will be described
in SectionIII-C. The multimedia server S then streamsthe
encrypteddata packets to the proxy P via an ordinary and
possiblyinsecurechannel.Upon receiving the encrypteddata
packets, the proxy P cachesthe data without decryption
or modi�cation. (Note that the data packets may require
properformatting,suchaspadding,beforetheencryption.For
simplicity, theseissuesareomittedin this paper. Readersmay
refer to [5] or [1] for more information.
(5) Data re-encryptionand streaming:Theproxy P usesthe
re-encryptionkey ei andn to re-encryptthealreadyencrypted
multimediadatapacketsin thecache.Theencryptionis based
on the sameECPsettingusedby server S. The proxy P then
streamsthe re-encrypteddata packets to the client i via an
ordinary and possibly insecurechannel.Upon receiving the
re-encrypteddatapackets,the client i canusethe decryption
key di to decryptthe received multimediadatapackets.

B. Operationsto RequestCachedData from the Proxy

We consider the case wherein the multimedia data are
alreadycachedat theproxy. Figure3b illustratestheoperations
betweenthe multimedia server S and the proxy P, and the
operationsbetweentheproxy P andtheclient j for requesting
multimediadatathatarealreadycachedby theproxy P. These
operationsare:
(1) Initiate connection: The client j sendsa requestto the
proxy P with its certi�cate. Theproxy P forwardstherequest
to the server S with a speci�ed unique identi�er I D . The
multimediaserver S needsto authenticatethat the requestis
indeedfrom the client j . If the authenticationsucceeds,the
server S will go on to the key generationoperation.
(2) Key generation: The server S randomlygeneratesa re-
encryptionkey ej andacorrespondingdecryptionkey dj based
on the � , n ande0 identi�ed by I D . It thensendsbackto the
proxy P (i) there-encryptionkey ej , which is encryptedusing
the proxy's public key, and (ii) the decryptionkey dj , which
is encryptedusingthe client j 's public key. Again, the proxy
P cannotextract the decryptionkey dj .



5

(3) Decryption key retrieval: The proxy P repliesback to
the client j with the encrypteddecryptionkey. The client j
decryptsusing its own private key to retrieve the decryption
key dj .
(4) Data re-encryption and streaming: The proxy P uses
the re-encryptionkey ej and n to re-encrypt the cached
multimediadatapacketsbasedon thepreviousECPsetting.It
thenstreamsthe re-encrypteddatapackets to the client j via
anordinaryandpossiblyinsecurechannel.Uponreceiving the
re-encrypteddatapackets,the client j canusethe decryption
key dj to decryptthe received multimediadatapackets.

C. EncryptionCon�guration Parameters (ECP)

Different from text documents,multimediaobjectsdo not
requirefull encryptionfor properprotection.For example,an
MPEG-1 streamconsistsof three typesof frames,namely I
frames (interpolative), P frames (predictive), and B frames
(bidirectionally predictive). An I frame is typically inserted
for every 12 to 15 frames,and operationssuchas playback,
forward,andrewind canonly startat I frames.Thus,encryp-
tion on all the I frameswould provide enoughprotectionbut
only requireabout0.8% of theencryptionoperationscompared
to full encryption.Although someI-blocks in the P frames
and B framesmay still be visible, our goal is to protect the
video, when viewed continuously, with maximumencryption
ef�ciency. Protectionof someindividualvideoframesmaynot
be guaranteed.Privacy problemsmay also arise with partial
encryption. For example, it may be possible to determine
which client is viewing which movie or if two clients are
viewing the samemovie. We only addressthe securityof the
video contentsin this paper.

Qualitatively, the degree of partial encryption affects the
“choppiness”of theencryptedvideoplaybackwithoutaproper
decryptionkey. In applicationssuchasvideo-on-demandand
online-lectures,systemthroughputor performanceis highly
important,and encryptionsecuritycan be viewed as a trade-
off againstperformance.In this paper, we proposeto use
a general encryptionmethodthat can reducethe encryption
overheadat the server/proxy and the decryptionoverheadat
theendclients,for avarietyof commonlyusedvideoencoding
formats(suchasMPEG-1,MPEG-2,MP3andQuicktime).We
exploit the observation that, for video encodingthat accounts
for inter-framedatadependencies,a video streamonly needs
to be encryptedup to a certainpercentagefor decodingto be
practicallyuselessby an unauthorizedviewer – i.e., eitherthe
video cannotbe decoded,or the quality of the decodedvideo
will be so poor that it is unacceptablefor video playback.In
general,ECPspeci�esa packet basedencryptionpatterngiven
by four adjustableparameters,namely

� Spk t , the expectednumberof bytesin a datapacket.
� E i – the multimedia stream is to be partitioned into

successive groupseachhaving E i consecutive packets,
anda singlepacket encryptionoperationis to be applied
to the �rst packet of eachgroup.

� Ep – for the packet in which the packet encryption
operationis to be applied,Ep speci�es the fraction of
datawithin the packet that shouldbe encrypted.

� Eb – for thepacket in which theencryptionoperationis to
be applied,Eb speci�esthenumberof encryptionblocks
that shouldbe evenly distributed within that encryption
packet.

packet 0
(1400KB) ....

encrypted 
blocks

packet 1
(1400KB)

packet 2
(1400KB)

packet 3
(1400KB)

packet 4
(1400KB)

encrypted 
sub-blocks

Fig. 4. ECPwith Spk t = 1400, E i = 2, Ep = 0:5, andEb = 4.

In our currentimplementation,we useUDP asthetransport
protocol for video data transmission.The entire multimedia
streamwill be divided into UDP packets with each packet
having a payloadsizeof Spk t = 1400bytes.For every E i � 1
consecutive UDP packets,we will selectthe last UDP packet
for encryption.For the encryptedpacket, it will be further
divided into sub-blocksandonly someof the sub-blockswill
be encrypted.In our current implementation,the sub-block
size is chosento be 4 bytes less than the RSA key length
(e.g., 60 bytes for 512-bit RSA) and the encryptionwill be
basedon this sub-blockunit size.The total length of datato
beencryptedwithin a packet is equalto Ep � Spk t roundedup
to the nearestmultiple of the sub-blocksize. The encrypted
sub-blockswill then be regroupedas Eb consecutive blocks
of data,and the blocks will be distributed evenly acrossthe
whole packet. Once an ECP con�guration is selectedfor a
particular video object, the samecon�guration will be used
by theserver, theproxy, andtheendclient in their encryption
or decryptionoperations.

Figure4 illustratesapossiblesetof encryptioncon�guration
parametersfor a multimediastreamingapplication,wherethe
packet size Spk t is equal to 1400 bytes, E i = 2 (i.e., out
of every two consecutive packets, we selectthe last one for
encryption), the fraction Ep is equal to 0:5, and Eb = 4
blocksareto beevenly distributedacrossanencryptedpacket.
Thefour con�guration parametersallow us to achieve varying
degreesof encryptionand levels of audio/videoquality for
thedecodedstream.Differentvideoobjectscanhave different
characteristics,and thus require different setsof encryption
con�guration parameters.In our current research,the choice
of ECP is by means of experiments.Using our software
library, onemay try to encryptwith differentECPvaluesand
determinea suitableoneby observingthevisualquality of the
encryptedvideo. Moreover, to prevent any possibleattackon
multiple streamsof thesamevideoobjectusingdifferentECP
values, the ECP con�guration should be �x ed for any one
video object. In SectionIV, we illustrate the computational
andquality tradeoffs implied by theseparameters.

IV. IMPLEMENTATION RESULTS

We report experimentalresults for video streamingusing
our architecture.We quantify the encryptionthroughput,the
peak signal-to-noiseratio (PSNR), and the related visual
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quality of video. In our implementation,we use the ECP in
SectionIII-C to control the amountof encryptionappliedto
blocksof audio/videodata.Theexperimentalresultsaretaken
on an 800 MHz Pentium-III Linux machinewith 256MBytes
of main memory. For theexperiments,the input dataarea set
of video sequences,eachbeing an 18 MByte MPEG-1 or a
4.47 MByte Quicktimestream.Becauseof the lack of space,
we referthereaderto [15] for otherexperimentsusingMPEG-
1/Quicktime video and MP3 audio. Also, please refer to
http://www.cse.cuhk.edu.hk/� cslui/ANSRlab/software/SML/index.html

for the Secure Multmedia Library, which is a building
block for implementing ARPS-enabledsecure multimedia
streaming.
Experiment 1 (Encryption Thr oughput Analysis): In this
experiment, we consider the effect of the parametersEp

and E i on the encryption throughput,which is denotedas
� (in MBytes/s).Assumethat we are encryptingan MPEG-
1 video streamwith an averagebit rate of 1.5 Mb/s. Given
the assumption,the averagenumberof concurrentMPEG-1
streamsthata proxy cansupportis M , whereM = �= (1:5=8).
TableI illustratestheencryptionthroughput� andtheaverage
numberof concurrentMPEG-1 streams(M ) underdifferent
values of Ep and E i , when Eb = 1. As we can observe
from Table I, if we encrypt25.7%of each video packet (i.e.,
E i = 1), the encryptionthroughputachieved is only around
2.13 MBytes/s,which implies that we can only concurrently
handleabout11 MPEG-1 streams.On the other hand,if we
encryptonevideo packet for every 10 packets(i.e., E i = 10)
and for eachvideo packet encrypted,we encryptonly 4.3%
of its data(i.e., Ep = 0:043), then the encryptionthroughput
improves to 11.82 MBytes/s, which implies that we can
concurrentlysupportabout 63 MPEG-1 streams.In general,
the smaller the value of Ep and the higher the value of E i ,
the higherthe achieved encryptionthroughput,andthe higher
thenumberof concurrentvideostreamsthatcanbesupported.
TableII illustratestheeffect of E i andEb undertwo different
encryptionpercentageparametersEp. As we canobserve, the
parameterEb haslittle effect on the encryptionthroughput.
Experiment 2 (Peak Signal-to-NoiseAnalysis): In this sec-
tion, we considerthe effect on the video quality as we vary
the parametersE i , Ep, and Eb. One way to quantitatively
evaluatethe video quality is by the peaksignal-to-noiseratio.
In general,for a framesizeof m� n with a totalof l framesand
3 colorchannels(i.e., red,green,andblue,eachrepresentedby
an 8-bit number),Note that a lower valueof PSNRindicates
that the encryptedstreamis more distortedfrom the original
video stream.Table III and Table IV illustrate the PSNRfor
differentvaluesof Ep and E i with Eb = 1 for MPEG-1and
Quicktimevideo,respectively. Notethatevenwhenweencrypt
oneout of 10videopackets,andfor a selectedpacket,we only
encrypt4.3%of the data,we canstill obtaina very low value
of PSNR.This experimentindicatesthat (1) we canapply this
encryptiontechniquefor differentvideoformats(e.g.,MPEG1
or Quicktime)and,(2) weonly needto encryptasmallfraction
of the video datato achieve both high encryptionthroughput
andhigh video distortion.

Experiment 3 (Comparison of visual quality of encrypted

(a) Original frames

(b) Encryptedframes:E i = 10, Ep = 0:043,Eb = 1.

(c) Encryptedframes:E i = 5, Ep = 0:043,Eb = 1.

(d) Encryptedframes:E i = 2, Ep = 0:043,Eb = 1.

(e) Encryptedframes:E i = 1, Ep = 0:043,Eb = 1.

(f) Encryptedframes:E i = 1, Ep = 0:043,Eb = 1
(encrypteddataare®lled with zeros.)

(g) Encryptedframes:E i = 1, Ep = 0:043, Eb = 1
(encrypteddataarebeingdropped.)

Fig. 5. Quality of ®ve consecutive MPEG-1 video framesunderdifferent
ECPparameters.

video): In this experiment,we considerthe effect of the ECP
parametersE i , Ep andEb on the visual quality of the video.
Figure 5 illustratesthe quality of � ve consecutive MPEG-1
video frames.Figure 5(a) is the original video framesthat a
client candecodegiven accessto the decryptionkey. Figures
5(b)–(e)arethecorresponding� vevideoframeswhendecoded
without the decryptionkey. Note that the video quality is the
worst whenthe ECPparametersareE i = 1 andEp = 0:043,
which correspondsto encrypting4.3% of the data for every
videopacket. Note thatwhenwe selectE i = 10, Ep = 0:043,
andEb = 1 (thiscorrespondsto Figure5(e)),thevisualquality
of the video is still unacceptablefor viewing. This shows that
we canachieve high encryptionthroughput(i.e., around11.82
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E p = 0:257 E p = 0:214 E p = 0:171 E p = 0:120 E p = 0:086 E p = 0:043
� M � M � M � M � M � M

E i = 1 2.13 11.36 2.53 13.50 3.11 16.60 4.05 21.60 5.8 30.90 10.10 53.90
E i = 2 4.10 21.87 4.84 25.81 5.91 32.52 7.54 40.20 10.16 54.19 11.77 62.77
E i = 5 9.06 48.32 10.17 54.24 11.56 61.65 11.64 62.08 11.76 62.72 11.78 62.82
E i = 10 11.64 62.08 10.70 57.10 11.70 62.40 11.73 62.56 11.73 62.56 11.82 63.04

TABLE I

EFFECT OF Ep AND E i ON THE ENCRYPTION THROUGHPUT � (IN UNIT OF MBYTES/S) AND THE AVERAGE NUMBER OF MPEG-1
STREAMS M WHEN Eb = 1.

encryption thr oughput � (MB/sec)
E i = 1 E i = 2 E i = 5 E i = 10

E b = 1 2.13 4.10 9.06 11.64
E b = 2 2.12 4.09 9.01 11.66
E b = 3 2.12 4.09 9.07 11.65

encryption thr oughput � (MB/sec)
E i = 1 E i = 2 E i = 5 E i = 10

E b = 1 3.11 5.91 11.56 11.70
E b = 2 3.11 5.89 11.67 11.72
E b = 4 3.11 5.89 11.60 11.72

(a) Ep = 0:257 (b) Ep = 0:171

TABLE II

EFFECT OF E i AND Eb ON THE ENCRYPTION THROUGHPUT � (IN MBYTES/S) FOR (A) E p = 0:257 AND (B) Ep = 0:171.

peak signal-to-noiseratio (PSNR )
E p = 0:257 E p = 0:214 E p = 0:171 E p = 0:120 E p = 0:086 E p = 0:043

E i = 1 7.83 8.01 8.52 9.32 9.39 8.85
E i = 2 9.13 8.30 8.70 9.48 9.87 9.51
E i = 5 11.17 9.81 10.73 10.81 11.39 11.33
E i = 10 13.06 11.26 12.87 12.60 13.26 12.82

TABLE III

EFFECT OF Ep AND E i ON THE PEAK SIGNAL -TO-NOISE RATIO (PSNR) ON MPEG-1 VIDEO WHEN E b = 1.

peak signal-to-noiseratio (PSNR )
E p = 0:257 E p = 0:214 E p = 0:171 E p = 0:120 E p = 0:086 E p = 0:043

E i = 1 11.38 11.56 11.72 12.13 12.28 12.48
E i = 2 12.15 12.13 12.27 12.55 12.48 12.77
E i = 5 12.63 12.48 12.57 12.97 12.84 12.98
E i = 10 12.97 12.76 12.84 13.24 12.98 13.09

TABLE IV

EFFECT OF Ep AND E i ON THE PEAK SIGNAL -TO-NOISE RATIO (PSNR) ON QUICKTIME VIDEO WHEN E b = 1.

MBytes/sor about63 concurrentMPEG-1streamsfrom Table
I) and,at thesametime,ensurethatthoseclientswhich do not
possessthedecryptionkeyswill getunacceptablevideoquality
on viewing. Figure 5 (f)-(g) illustrate the visual effect when
attackersintentionally�ll encrypteddatawith zerosor dropthe
encryptedpackets.Again, the result shows that unauthorized
accesswill have poor visual quality.

V. RELATED WORK

Recent researchon video proxies has mainly focused
on caching strategies and replacementalgorithms.Sen and
Towsley [11] presenthow pre�x caching at a proxy canhelp
to shield clients from large start-up delay, low throughput,
and high packet loss. Guo et al. [4] proposethe use of a
pre�x-caching proxy in conjunction with a periodic broad-
castingtechniqueto improve systemscalability. Focusingon
implementationand protocol issues,Cruber et al. [3] show
how to realizeproxy pre�x cachingby using the Real-Time

StreamingProtocol (RTSP). Rejaieet al. [8] presenta �ne-
grainedreplacementalgorithmfor a multimediaproxy, which
targetslayered-encodedstreams.Kangasharjuet al. [6] present
a cachingmodelof layered-encodedmultimediastreams,and
proposeutility heuristicswhose performanceare evaluated
through their cachingmodel. There are only a small set of
papersemphasizingsecurityissuesin a video proxy. Griwodz
et al. [2] proposean approachin which the proxy stores
the major part of the video streamswhich are intentionally
corrupted.The proxy can distribute the corruptedpart via
multicasttransmission,while theorigin server will supplythe
part for data reconstructionin a unicast manner. Since the
original server must perform dataencryptionfor eachclient,
this is not a scalablesolution.TosunandFeng[14] proposea
muchmorescalableapproachbasedon a lightweight encryp-
tion algorithm for multimediastreams.When a client makes
a request,the proxy will decryptthe locally storedencrypted
dataandencryptit againusingtheclient's encryptionkey. The
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major drawback with their approachis that the useof light-
weight encryptionoffers no proven resilienceagainstattacks
on data con�dentiality. Furthermore,the need for decryp-
tion operationsat the proxy results in higher computational
overhead.Shi and Bhargava [12] presentan MPEG video
encryptionalgorithmcalledVEA suchthat onecanencrypta
video streammultiple times (eachwith, say, a client-speci�c
key) and still decrypt the video in a single operationusing
a compositedecryptionkey. However, VEA is not resilient
againstplaintext attack.Therefore,adversariescanobtain the
VEA secretkey with feasibleefforts.

VI . CONCLUSION

We presentthe designand implementationof a multi-key
securemultimediaproxy architecture.Our designis basedon
the notion of an asymmetricreversible parametric sequence
(ARPS). We discussedhow ARPS can be applied to a gen-
eral client-proxy-server architecture.To practically achieve
the con�dentiality propertiesof ARPS, we have presented
a multi-key RSA technique,and proved that the technique
realizesan ARPS. In summary, our theoreticalresultsshow
that the proposedarchitecturecan achieve comprehensive
data con�dentiality that is provably resilient againstattacks,
given standardcomputability assumptions.Our implementa-
tion resultsempirically demonstratehow a set of four ECP
parameterscan trade off encryption throughputagainst the
amountof datato protect,for a numberof standardMPEG-1
andQuicktimevideosequences.(Resultsfor a numberof MP3
audio sequencesare available in [15].) Our results indicate
that it is possibleto simultaneouslyachieve high encryption
throughputand extremely low audio/videoquality (in terms
of decodedaudioSNR andboth PSNRandthe visual quality
of decodedvideo frames) during unauthorizedaccess.For
example,by usingE i = 10 andEp = 0:043, a singlePentium
III/800 MHz machinecan concurrentlysustainmore than 64
distinct MPEG-1video streams,while giving goodprotection
for the original video data. We believe that the proposed
systemoffers an effective approachfor delivering multimedia
contentsin a securemanner.
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