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Abstract—The curr ent peerto-peer (P2P) information sharing
paradigm doesnot provide incentive and service differ entiation
for users. Sincethere is no motivation to share information or
resources,this leadsto the “fr ee-riding” and the “tragedy of the
commons”problems.In this paper, we addresshow onecanincor-
porate incentive into the P2Pinformation sharing paradigm soas
to encourageusersto shareinformation and resources.Our mech-
anism (or protocol) provides sewvice differ entiation to userswith
differ ent contribution valuesand connectiontypes. The mecha-
nism also has somedesirable properties: (1) consewration of cu-
mulative contribution and social utility in the P2P community, (2)
maximization of socialutility if all requestingclientshavethe same
contribution value, and (3) incentive-basedresource distrib ution.
The resource distrib ution algorithm and the contribution update
algorithm are computationally ef cient and can be easily imple-
mented. We discusshow onecan provide the truth revealing prop-
erty sothat nodeshave no motivation to misrepresenttheir contri-
bution valuesand connectiontypes. In addition, the mechanismis
invulnerable to various malicious actions of users. Experimental
resultsillustrate the ef ciency and fair nessof our algorithms.

I. Intr oduction

Therapid growth of decentralizeéndstructuredor unstruc-
tured peerto-peer(P2P)networks [17], [14], [12] holdsgreat
potentialfor ef cient informationexchangen the Internet. A
P2Pnetwork may exhibit a power-law topology[13] suchthat
it canpropagateueriesquickly and,if implementedef ciently
[17], it canlocateobjectsin time,where isthenumber
of nodesin the network. However, thereare remainingprob-
lemsin the P2Pinformation sharingparadigmwhich compli-
cateits deployment. Free-ridingandthe tragedy of the com-
monsaretwo major problems.As reportedin [3], nearly70%
of Gnutellausersdonotshareary le with othersin aP2Pcom-
munity andnearly50% of all searchresponsesomefrom the
top 1% of contentsharingnodes. Therefore,nodesthat share
informationandresourcesre proneto congestionjeadingto
thetragedyof thecommong9]. Anotherproblemis thatmary
usergntentionallymisrepresertheirconnectiorspeedsoasto
discouragethersfrom goingto their nodesfor le download.
Worseyet, Gnutella-like systemgyive no servicedifferentiation
betweeruserswho do not shareary informationwith or make
ary contributionto the P2Pcommunity

The objectie of this paperis to designandanalyzea proto-
col that providesincentivesfor usersto shareinformationand
offers preferentialserviceto userswho contritute to the P2P
community We addresshefollowing issues:

1) Howto utilize transferbandwidthresoucesefciently?

Department of Computer Science & Engineering, The Chi-
nese University of Hong Kong, Shatin, N.T. Hong Kong;
tbma,cmlee,cslui @cse.cuhk.edu.hk.

Departmenif ComputerScience PurdueUniversity WestLafayette,IN;

yau@cs.purdue.edu.

JohnC. S. Lui David K. Y. Yau

2) Howto fairly servedifferentnodeswhich havedifferentcon-
nectiontypesand contributionsin a P2P community?

3) How to avoid problemsof free-ridingandthe tragedyof the
commons?

4) How to provide the truth revealing property so that nodes
haveno motivationto misrepresenttheir connectiontypesor

contributions and, at the sametime, avoid various malicious
attemptdy uses to gain betterservices?

Many current P2P systemsuse the rst-come- rst-served
policy in providing le transferserviceg2]. This may cause
largeresponsdime or evenstanationfor requestgjueuedafter
otherlongrunningrequestsAlternatively, roundrobinschedul-
ing canbeused.However, evenlydistributingthetransferband-
width betweerrequestingisersmay not be suitable.First, this
may not be an ef cient choicefor the P2Pnetwork sincedif-
ferentnodesmayhave differentconnectiortypes(e.g.,modem,
LAN, ADSL) andspeedsandthey may achieve differentutil-
ities evenif giventhe sameamountof transferbandwidthre-
source Insteadpneshouldconsidetheproblemof distributing
thetransfeandwidthresourcesoasto maximizetheaggreate
utility. Secondjt may not befair sincesomerequestingnodes
may have contributeda lot more than otherrequestinghodes.
Theseconsiderationdead us to proposea schedulingpolicy
which is basedon the aggreyate utility, the connectiontypes
andcontribution valuesof individual requestinghodes.Sucha
policy givesa rationaluserincentiveto shareinformationand
contrituteserviceto a P2Pcommunity

The balanceof the paperis organizedasfollows. In Sec-
tion I, we introducethe notationsand modelof our incentve
P2Pnetwork. In Sectionlll, we presenthe algorithmsfor re-
sourcedistribution. In SectionlV, we presentanalgorithmfor
computingthe contribution valuesof all participatingnodes.n
SectionV, we discusshow to avoid variousmaliciousactions
by usersand enforcethe truth revealing property: usershave
to reveal their true contribution value, connectiontypes, and
uploadbandwidth. In SectionVI, we reportexperimentalre-
sultsto illustratethe dynamicshetweerthe contrikution values
of participatingnodesand their receved bandwidth. Related
work is discussedh SectionVIl. SectionVIll concludes.

I1. Incentive P2P Networks

In thissectionwe rst presenamodelof theGnutellaproto-
col —acommonP2Pnetwork protocol— andsomeof its inher
entproblems Althoughwe compareandcontrasburwork with
Gnutella,the proposednechanisnin this papercanbe usedto
give incentive in morerecentP2Pprotocols,suchas[17]. We
then presentthe notationsin our designof an incentive-based
protocol,andstatesomeof the protocol's desirableproperties.



A. The Gnutella protocoland its inherent problems

Gnutella[1], an open P2P protocol for connectionman-
agementand distributed search,represents classof decen-
tralized unstructuredP2P networks. In a Gnutella-like net-
work, eachnode(alsocalleda serven} playsthe role of both
aclientanda sener. The Gnutellaprotocolspeci esrulesfor
sending/answeringueriesandmaintainingtheconnectvity be-
tweendifferentsenents. Eachsenentjoins a P2Pnetwork by
connectingo someexisting senentsin the network. A senent,
say , performs le searchingoy sendingqueriesto its neigh-
bors,which canin turn forward the queryto their own neigh-
bors.Oncethe le islocatedin asetof senents,say , senent

canrequest le transferfrom ary senent

To formally describethe logical and physicalviews of the

le transfemprocessye de ne thefollowing notations:

. A setof all senentsin a P2Psystemwith
,where  representtheaveragele transfer
requestatefrom senent tosenent .

, where , representshe max-
imal uploadbandwidth(in Mbps)of senent .
, Where , , representshe maxi-

mal downloadbandwidth(in Mbps) of senent .
: The set of senentswhich may requestle download

fromsenent ;i.e.,any senent for which

(@) (b)

Fig. 1. (a)logicaland(b) physicalviews of ®le transferdan a P2Pnetwork.

Figure 1 illustratesthe logical and physicalviews of the le

transferprocess.Figure 1(a) depictsthe query/searclprocess.

Senents ,and havefoundthatsenent hasthe le that
they aresearchindor, andthey decideto requesthe le from
senent . Senent hasa physicaldowvnloadbandwidthof
andanuploadbandwidthof  (bothin Mbps). Typically, we
have . For example,for anADSL connectionwe have

. But for otherfull-duplex network technologiege.g,
Ethernetand ATM), we have . Therefore to transfer
therequestedes, senents ,and haveto shaetheup-
load bandwidth  of senent . This is illustratedin Figure
1(b).

In this paperwe assumehatthereare  senentsin theP2P
network. Wede ne tobean matrix with denoting
theaveragele transferequestatefrom senent tosenent .
A senent,who sharesertaincontentsn a P2Pcommunity re-
ceivesdifferentratesof requesfrom othersenents.Iln general,

the requestratesdependon (1) the popularity of the contents bution value

offeredby thetargetsenent,and(2) thetargetsenent's upload
bandwidthcapacity

The Gnutellaprotocolspeci esthatthe le transferis to be
carriedout over HTTP. Most Gnutellaclient implementations
maintainmultiple HTTP connectionsput limit the maximum
numberof suchconcurrentHTTP transfersat ary giventime.
For example LimeWare[2] usesuploadslotsto limit the num-
berof HTTP connections Whenthe uploadslotsareusedup,
nev le transferrequestsare queuedand LimeWare usesthe
FCFSschedulingpolicy to procesghe waiting requests.With
FCFS requestsnayexperiencealong waiting time. For exam-
ple, if the active HTTP sessionsrebeingoccupiedwith large

le transfersrequestsn the queuewill have to wait for along
time beforereceving service.

To reducethe waiting time, an alternatve solutionis to use
someform of processosharingdisciplinein schedulinghe le
transferrequestsHowever, suchanapproacthasits own prob-
lems. First, the simplestrateyy of giving anequalshareof the
transfercapacityto eachrequestingrodecanbeinef cient, be-
causethe download capacityof someof the requestingnodes
may be smallerthan their allocatedcapacityshare. Second,
evenif all the requestingsenentscanfully utilize their band-
width sharethe equalresourceallocationsignorethe morerel-
evantissueof end users satishction. For example, different
requestingsenentsmay have differentutility functions,which
quantifythe senents'“degreeof happinessihenthey receive
differentamountof thetransfetbandwidthresourcelLastly, an
equalallocationstratey obviously givesno incentive for ser
ventsto contrituteto their peers.

B. Incentive protocol: notations & desirable properties

Lack of incentive for sharingleadsto the undesirablesitua-
tion in which a senentbehaeslike a client mostof the time
[16]. The designof anincentve protocolfor P2Pnetworksis
imperative. In suchaprotocol,the properallocationof transfer
bandwidthto requestingsenentsshouldbe basedon the ser
vents' connectiortype, utility function,andcontributionto the
P2Pcommunity Beforewe presenbur incentive protocol,we
givethenecessaryotations:

: A vectorwhichrepresentsheconnec-
tiontype(i.e.,theuploadanddownloadcapacitiespf all
thesenentsin the P2Pnetwork. In particular is
the connectiontype of senent , which is a function of

's declareduploadbandwidth  and download band-
width . Theset representsll the possibleconnec-

tion types.
representghe cumulativecontribution of senent at

time , where .
representshe bandwidthallocatedto senent when

requestsa le transfer The bandwidthassignmenis

basedn ourincentive protocol.
: A non-n@ativefunctionwhich representshe util-

ity of senent whenit declarests connectiortypeto be
andrecevesa le transferservicerateof

Eachsenentin the system,say , hasa cumulative contri-
attime . Thevalueof will increase



if senent providesserviceto the community(e.g.,by trans-
ferring les for otherrequestingsenents). It may decreaséf
senent requestsomeservicefrom the community(e.g.,re-
questingle transferdrom othersenents).

We now statesomedesiable propertiesof anincentive pro-
tocol. In later sectionswe will prove thatour proposedalgo-
rithmsachiese theseproperties.

(1) Consewation of the cumulative contribution and social
utility: The aggreyatecontribution of all senentsat ary time

is equalto the aggreyatecumulatie utility of all senents
fromtime uptotime . Formally,

1)

Remark: This propertyimplies that the contribution by ary
senentin a P2Pnetwork via le transferserviceis translated
into utilities within the P2Pcommunity
(2) Maximization of social welfare thr ough resource allo-
cation: Given a senent and all the requestingclients in
, if for all , anincentve proto-
col shouldallocatethe transferbandwidthresourceof senent
soasto maximizethe socialwelfare. Formally, maximizing
the socialwelfareimplies nding a transferbandwidthvector
suchthat

S.t.

(2)

Remark: This property implies that the incentve protocol
shouldmaximizethe aggreyate utility (or “happiness”)of all
therequestingsenentsin
(3) Incentive-based resource distribution: The protocol
shouldprovide incentive to rational users. Given a senent
andall therequestinglientsin  , we have two cases:
No Congestion:If theaggregyatedownloadbandwidthattime
of all therequestingenentsin is lessthanor equalto
theuploadbandwidthof senent , thenall senentsin will
receve a transferbandwidthequalto their respectie maximal
download bandwidthsuchthat they will achiese equalutility.
Formally, if ,then

3)

Remark: This propertyimplies that wheneer senent has

sufcient resourcesall the requestingsenentsshouldreceive

their maximaldownloadbandwidthsuchthatthey are“equally

happy”.

Congestion: Whenthereis a congestiorfor senent (i.e.,

, the transferbandwidthallocationshouldbe

a function of the contribution and download bandwidthof all

therequestingsenentsin . Formally, for ary two senents

, if the ratio of contrikution to download bandwidth

of isgreatethanor equaltothatof ,senent will distribute
thetransfetbandwidthresourcesuchthatthe utility of senent

is greatethanor equalto thatof senent . Formally,

(4)

Remark: This property implies that the incentive protocol
shouldprovide higherutilities to senentswho have highercon-
tributionsperunit datarequest.

In the following, we presentthe operationalsetting of our
incentie protocol.

C. Opeirational settingof incentiveP2P protocol

The generalsettingin which our incentive protocoloperates
is asfollows:

Eachsenent hasto declareits connectiontype to the P2P
community, i.e.,senent hasto declareits connectiortype of

. For our incentie protocol, the connectiontype of senent

dependonly on the upload( ) and download bandwidths
()

To provide fairnessandincentie for a P2Pcommunity the
utility function,sayfor senent , takesonaconcavebounded
andnormalizedform. The utility function of senent , which
depend®nthedownloadbandwidth andtherecevedtrans-
fer bandwidth , takestheform:

— if
if . ®)

We take this speci ¢ form of utility function basedon the fol-
lowingreasons(a)A  functionis ageneraform of concare
functionwhich canrepresena large classof elastictraf c [15]
andthis ts the le transferservice;(b) Theutility functionhas
an upperbound of , Which implies that oncea senent
recevesits maximumdownload bandwidth,they are equally
satis ed; (c) The utility function hasa valueof zeroif there-
ceivedbandwidth ; (d) Theutility functionestimateshe
level of satishctiongiventheratio —, theamountof allocated
bandwidthto the senent's maximaldownloadbandwidth.

We adoptconceptdfrom medanismdesign[11]. Underour
incentie protocol:
(1) All senentshave to declaretheir connectiortypes.Hence,
senent hasa stratgly  which candeclareany connection
type , Wwhere is the setof all connectiontypesin our
incentive P2P system. For an honestsenent, which can be
inducedby a protocolhaving the truth revealing property the
stratgyy of senent shouldbe . Thatis, ser
vent declarests realconnectiortype.
(2) We interpret , the contribution of senent , asthe vir-
tual creditthatsenent hasattime . The proposedprotocol
will updatethe contributionsof all the participatingsenentsin
ary le transferactiity. In particulay the incentive protocol
will increasehecontribtutionwhenasenentoffers le transfer
servicefor any requestingenent,andit mayreducehecontri-
bution of a senentwho requestsa le download. Particularly,
theinitial valueof contributionis assignedo bezerowhichim-
pliesthis senenthasnot providedary serviceto others.

We will addresshetruth revealingpropertyin alatersection.



(3) The outcomesof the proposedprotocolare (i) how much
transferbandwidthis to beallocatedo eachrequestingenent,
and(ii) thecontribution updatedor eachparticipatingsenent.

[11. Incentive Protocolfor Distrib uting the Instantaneous
Transfer Bandwidth

In this section,we describethe incentive protocolfor allo-
catingthe instantaneousransferbandwidthto requestingser
vents.For easeof discussionwe dropthetime dependentota-
tion;i.e.,weuse insteadof . Ourincentve protocolcan
achieve efciency for socialwelfare. Furthermorejt provides
fairnessandincentivefor sharingresourceamongall request-
ing senents. We rst illustrate how the incentive protocolcan
maximizethe socialwelfare. Thenwe generalizehe concept
andextendtheprotocolto includethecontributionvalueof each
requestingenent.

A. Protocolto maximize the socialwelfare

Considerasenent thatis willing to offer its transferband-
width resourcefor useby a setof requestingsenents . If
all the senentsin are of the samecontribution (or if we
ignorethe contritution factorfor the time being), maximizing
the socialwelfareimplies nding a transferbandwidthvector

suchthat:

S.t.

(6)

Here, is the allocatedtransferbandwidthfor senent in
solvingthe above maximizationproblem.For our concare and
boundedutility functions,we have thefollowing equivalentop-
timizationproblem:

S.t.

(7)

Onewayto solve theoptimizationproblemis to try to distribute
theresource suchthatthe sareasevenaspossible
for all . For instanceif we werewithout constraintsthe
solutionshouldsatisfy:

(8)

We useandenhancedhe progressie lling algorithm[4] to
solve the above constrainedoptimization problem. Our pro-
gressie lling algorithmworksasfollows:

1) Treatarequestinglient asawaterbucketwith a

capacityequalsto anda heightequalsto

2) Basedon thevaluesof , sortall bucketsin ascending

order For bucket , theinitial waterlevelis

3) Inadditionwehave  amountof “water” (theresource)

to distribute to all the buckets. We distribute the water
suchthatthe maxminfairnessproperty[4] holds.

Water Level
U,=200

di 50 100 100 200
Y 50 75 75 0
U log(2) log(1.75) log(1.75) 0

Fig.2. Examplefor the Progressie Filling Alg.

We usea simple exampleto shav how the algorithm works.
Supposehereare four requestingsenentscompetingfor the
transferbandwidthof senent with . Thedownload
capacitiedor thefour requestingsenentsare

. Figure 2 illustratesthe bandwidthalloca-
tion resultby the progressie lling algorithm,which is

. The solution maximizesthe

socialwelfareatavalueequalto .
This exampleshaws that the algorithmbiasestoward senents
with smallerdownloadcapacitiesTheintuitionis thatgiventhe
sameunit of bandwidthresourcea senentwhich hasa smaller
capacitywill reachthe maximalutility of with a higher
rate thansenentwith a largercapacity Therefore by assign-
ing the bandwidthto smallercapacityuserswe canachieve a
highersocialwelfarevalue.
Theorem1: Theprogressivelling (PF) algorithm nds a so-
lution to the bandwidthallocation problemwhich maximizes
thesocialwelfare in Eq. (6).

Proof: Let — .
Supposehe algorithm givesthe solution . For any bucket
suchthat , if ——  ———, we know thatbucket
hasa value andit is underthe “water” level. In this

case,we have andwe cannotallocatemoreresource
to bucket . Ontheotherhand,f —— ———, thenbucket

hasvalue whichis above the“water” level.
impliesthatwe cannotobtaina bettersolutionby moving ary
resourcefrom  to otherbuckets. So the solution of the PF
algorithmis guaranteedo be a local maximum. Lastly, since
the function is continuousover a corvex constraintset, the
local maximumsolutionis alsoa globalmaximumsolution. B

B. Incentive protocol

In theabove discussionye distributethe transfetbandwidth
amongthe requestingsenents without consideringtheir
contribution values.We now extendthe solutionto includethe
contritutionvalueof eachrequestingenentin orderto provide
incentie for contrilbuting to the P2Pcommunity
In maximizingthe socialwelfare, Equation(8) implies that
for ary two requestingsenents , we distribute the
transferbandwidthresourcesuchthat
. To provide incentive, we distribute the transferbandwidth
resource of senent suchthatthetransfetandwidthvector



satis es

(9)

where is ary nonngativerealnumber Clearlythisis agener
alizationof the problemof maximizingthesocialwelfare.E.g.,
if all the requestingclients have the samecontribution values
(i.e., for ), the above formulationis equiva-
lentto Equation(8).

Basedon the progressie lling (PF)algorithmgivenabove,
we proposean enhanceccontribution dependenprogressie
ling (CDPF)algorithm. In essencethe new algorithmtries
to satisfy Equation(9) amongthe requestingsenents, if fea-
sible. In doing so, the algorithm also maintainsthe maxmin
fairnesgproperty The CDPFalgorithmworksasfollows:
(1) Treata requestingclient asa waterbucket with a
capacityequalto  andaheightequalto
(2) Basedonthevalue , sortall thebucketsin ascend-
ing order For bucket , theinitial waterlevel is

(3) Distribute  amountof water(theresourcejo all thebuck-
ets.To Il eachunitfor bucket , we consume amountof
watetr
©f
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Fig.3. Examplefor the Contritution DependenProgressie Filling Algorithm
with

To illustrate the algorithm, we usethe samescenarioasin
thelastexample.The contritution valuesof thefour requesting
senentsin this caseare
and . Figure3illustratesthe bandW|dthaIIocatmnresult
producedby the CDPFalgorithm. Obsere that the height of
eachbucketrepresentshe lling rangeof eachsenentandthe
width representshe unit of allocationfor eachsenent,i.e.,
for senent in the problemformulation. The allocatedtrans-
fer bandwidthvectoris
Note that the solution gives more of the resourceto a ser\ent
which hasa higher contribution value (e.g., senent 4 in this
case).Also notethatthe solutiondoesnot maximizethe social
welfare,but providesfairnessin theform of servicedifferentia-
tion amongthesenentsaccordingo their contributions.It also
providesincentive for senentsto sharetheir resources. The
incentive propertycanbeformally statedasthefollowing theo-
rem.

Theorem2: For any two requestingservents , the
CDPF algorithm distributes the transfer bandwidthresouce

sud that:

Proof: When——
is equivalentto:

——, thestatedconditionin Theorem?2

(10)

hasa lower water level than bucket
In the

So initially, bucket
Therefore,bucket will hit its capacityfasterthan .
nal bandwidthdistribution, we have:

(11)

WhenEquation(11) meetsthe strictly lessthancondition, this
implies that . In this case,bucket is fully satis ed
and reachedts maximal utility value of

Therefore, . WhenEgq. (11) meetsthe
equalitycondition,we divide Equation(10)by —— ——,
whichgives:

Remark: Thesigni cance of Theorem?2 is thatour incentive
protocolpossesseahedesiredpropertieg2) & (3) givenin Sec-
tion 11-B.

The CDPFcanbeimplementedy thefollowing code:

CDPF(, ,allrequestingenentsin )
1. if ( ) return x=d;*no  congestion*/
2. sort — —— in ascendingorder. Store
valuesand nodeindexin array and respectvely;
3. i=1; Finitialize index variable*/
4. level= J[initialize feasible  water level*/
5. vol= ;
[*initialize resource level for all buckets*/
6. do
7 i=i+1;
8 nextLevel=S[i];/#the next testing  water level*/
9 if ((nextLevel level) vol )
[*can't move to next level*/
10. level=level+ /vol;
11. ;
12.
13. else
*move to next feasible level*/
14. = -vol*(nextLevel-level);
15. level=nextLevel,
[*adjust the wunit for filling operation*/
16. if (S[i] is alower bound of T[i]) vol=vol+ ;



17. elsevol=vol- ;

18.

19. while ( );

20. for (each )

21. if (level ——) =[level-——]* ;
22. return x;

Our algorithm will assignthe bandwidth asequalto
which is the maximal download bandwidthof senent , for
all the requestingsenentsif the aggreyatemaximaldownload
bandwidthis lessthan or equalto the upload bandwidthre-
source(i.e., ). Otherwise,our algorithmwill

sortall thelowerbounds —— andupperbounds —— in

ascendingrderandtry to testwhetherthe amountof resource
can Il the bucketssuchthattheseboundscanbe reached.
We initialize the startingwaterlevel to be the minimum value
of the sortedbounds.Theinitial maginal amountof waterfor
ling ahigherwaterlevel is , Where is thein-
dex of thesenentwhich hasthe minimumlowerbound.Within
eachiterationof the do-whileloop, we testwhetherthe bound
for the next bucketin  canbe reached.If it canbe reached,
we rst reducethe remainingresourcein  , thenwe adjust
if senent 'sboundcanbereachedandthenwe assign
thetransferbandwidthto all the eligible requestingenents.If
the boundcannotbe reachedthe algorithmterminatesandwe
have foundthetransferbandwidthdistribution.
Theorem 3: TheCDPFalgorithmhascomputationatomplex-
ity , where is the numberof requestingservents
in .
Proof: In line 2 of the CDPFalgorithm, the sortingoperation
takes time. The do-while loop
betweenline 6 and 19 takes constanttime and, at most, we
go throughthis loop numberof times. Therefore,
the computational compleity of the CDPF algorithm is
. Since , aftersimplifying,
thecomputationatompleity is . |

Theproposedilgorithmis ef cient. A le sharingnodeonly
needsto updatethe resourcedistribution whenever a new re-
questingsenentinitiatesa le transfer or an existing request-
ing senent nishesthe le transferprocessThereforepurde-
centralizednechanisnis scalableandcanhandletensof thou-
sandsof nodesjoining or leaving a P2Pnetwork sincenot all
thesenodesaretargetingonespeci ¢ le sharingnodefor the
le transferatthe sametime. Finally, althoughour mechanism
needsthe informationaboutcontribution and connectiontype
of requestingsenents, the information needsto be available
only whenthe requestingsenent joins the resourcecompeti-
tion. Thereforea le sharingsenentdoesnot needto have the
informationfor thewhole P2Pnetwork.

V. Contribution Update

After each le transferactiity, we needto updatethe con-
tribution valuesof all the participatingsenents. We give the

physicalmeaningof contribtution valuesanddiscusshow they
shouldbe updated. We will thenpresentour contribution up-
datealgorithmandgive its compleity analysis.Securityissues
for the contribution updatewill be discussedh alatersection.

A. Socialgain and socialpayment

In P2Pnetworks, mary factorscanin uence the contribution
valueof a givensenent— e.g.,sharedstorageor sharedband-
width. It is dif cult to rank the importanceof thesefactors.
Furthermoreit is the shareccontentsratherthantheresources
beingsharedthatattractdownloadrequestsHence,the same
amountof bandwidthor storageofferedfor sharingby two ser
ventsdoesnotimply the sameamountof contritution by these
senents. Rather we de ne a senent's contribution asthe util-
ity it givesto the whole P2Pcommunity Whena senent, say

, transfersles for othersenents,it givesutilities to thecom-
munity. Thereforewe increasehe contribution valueof by
thesocialgain , whichis de ned as:

(12)

On the other hand,when a senent recevestransfer
bandwidthof basedntheCDPFalgorithm,the valuemay
notbeequalto , whichis the solutionof the PFalgorithmfor

maximizingthe socialwelfare. Therefore we de ne

asthe social paymentor senent whenit recevesa transfer
bandwidthof

(13)

Thephysicalmeaningof is thedifferencebetweerthe
maximumaggrejateutility undersocialwelfareresourcedistri-
bution (assolvedby the PFalgorithm)andthemaximumaggre-
gateutility undercontribution dependentesourcedistribution
(assolvedby the CDPFalgorithm).In otherwords,if  band-
width is assignedo senent basedon the CDPF algorithm,
the P2Pcommunitywill not receve maximumsocialwelfare.
Hence,senent shouldpayfor this difference,andwe deduct
thepaymentamountfrom senent 's contritutionvalue.

B. Instantaneouscontribution update

Whena senent, say , providesits transferbandwidthfor
useby the P2Pcommunity its contribution valueis increased
by . Thisincreasas equalto themaximumsocial
welfare. On the otherhand,the aggraeyateutility receved by
therequestingenentsin is notequalto . The
reasorfor the differenceis that somerequestingsenentsmay
receve moretransferbandwidthunderthe CDPFalgorithm,as
comparedvith the PFalgorithm.Sucha senentneedso make
asocialpaymentequalto the extra bandwidthreceved.

In our contribution updatemechanismwe comparethe re-
sourceallocation, , underCDPFwith theresourceallocation,

, underPFfor senent . We choosea senentwho obtainsthe
largestamountof extra bandwidth andreducethatser
vent's contribution by . The processs repeateduntil



the solution of the CDPF algorithmequalsthe solutionof the

PFalgorithm.

Let usillustratethe contribution updateprocessisingtheex-
amplein Figure 3. For the resourceowner senent is
increasedy

i=1 i=2 i=3 i=4

Summingfor all thesenentsin  , we have

In the rst roundshown in the tableabore, senent4 gains
the mostextraresource.Thereforeits contribution valueis re-
ducedby

. Thereare unitsof resource
remainingfor senent . Since . we have

i=1 i=2 i=3

In thesecondoundshowvnin thetableabove,senent3 gains
the most extra resource. Thereforeits contribution value is

reducedby Whenthe contributionupdateprocessnishes, asenent,say
_,whodoesnotneedto payrecevesatransferbandwidthof
Therearenow  unitsof resourcaemainingfor senent . underCDPF, which is equalto the bandwidth  underthe PF

algorithm. Thereforewe have

i=1 i=2
(. ), H)JC )

In the last round shavn in the table abore, CDPFand PF - Thus,
producethe sameresourceallocationvector Hence,no more
paymentis necessarpy senents and . Lastly, we pointout
that our contribution updatemechanisnmachievesthe desirable
property(1) givenin Sectionll-B. Thisis formally statedn the
following theorem.

Theorem4: The cumulativecontribution is conservedto be
equalto thetotal socialutility at all time Thatis,

Proof: For simplicity, assume . Let —
bethepaymenbf senent for recevingbandwidth fromser
vent attime and bethegainof senent for providing
its bandwidthattime . Let bethesetconsist- —
ing of all the senentsrequestingesourcedrom senent and
having positive paymentsattime . Considerthetime interval
. We have n

Our contritution update mechanismis basedon a uid
model. In implementationye divide time into quantadenoted
Let bethe senentthatisrequiredto pay Accordingto as . At thebeginningof eachtime quantumwe assignthe
thepaymentrules,we have transferbandwidthusing the CDPF algorithm. At the end of



eachtime quantum,we updatethe contribution valuesof ser
vent andthesenentsin . Thepseudo-codéor the contri-
bution updateis:

Contrib ution Update( ,
1. x=CDPF(, ,allrequestingenentsin );

/¥ x is the solution  of CDPF algorithm */
2. y=PF( ,allrequestingenentsin );

/* y is the solution of PF algorithm */

3. —
/¥ the

bution
do

g = arg max ;
* qis
tribution in
if (

,all requestingseventsin )

owner k increases its  contri-

by the social gain *

resource

S

the servent
this

who will  reduce its con-

iteration */

PP O0W0NO®

y =PF( ,allrequestingsenentsin  );

=
|

/*  servent reduces its contribution by its

social  payment */
12. ;
13.

14. while ( );

In line 3, the algorithm increaseghe contritution of the re-
sourceowner by the socialgain . The contrikutionsof the
requestingsenentsare reducedin the do-while loop. In line
5, we choosethe senent  who gainsthe mostextra resource
. Fromlines 7 to 11, we computethe social payment
for senent andadjustthe remainingamountof resourcefor
theremainingrequestingsenents. In line 12, we decrease¢he
contritution of senent by its socialpayment.
Theorem5: The contribution updatealgorithm has computa-
tional compleity , where is the numberof re-
questingservents.
Proof: From Theorem3, we know that the CDPF algorithm
hascompleity . ThePFalgorithmis aspeciakcase
of the CDPF algorithmandalso hascompleity
Each iteration within the do-while loop executesthe PF
algorithm (line 10) once. We executethe do-while loop at
most timesin the casethat requestingsenentsneed
to make their social payment. Therefore,the do-while loop
hascompleity . Sincethe statementsutsidethe
do-whileloop have alower compleity, the contributionupdate
algorithmhastime compleity . |

V. Maintaining the Truth Revealing Property

In this section,we discusshow onecanprovide thetruth re-
vealingproperty In particular how to ensurghat(1) nosenent
in the P2Psystemwill misrepresenits contribution value,and
(2) eachsenentwill honestlyreportits true connectiortype.
Maintaining the True Contrib ution Values: First, we can-
not simply allow a senentto alterits contribution at will. The
justi cations are

A malicioussenent mayincreasats contributionvalue

by more thanits socialgain afterit hasprovided

a le transferservice.

A malicioussenent mayreducdts contributionvalueby

lessthanits socialpayment afterit hasreceved

a le transferservice.
Through thesemalicious acts, a senent hopesto receve a
highertransferbandwidthwhenit requestsor le download.
We proposea light-weight,securegorotocolto performthe con-
tribution updateprocess. We adoptthe conceptof reputation
systeni8]. In our framework, the contribution updateprocess
is managedby a distributed auditing authority (DAA). One
canview a DAA asa databasef senents' contributionsdis-
tributedamonga setof nodes gachof whichis anauditingau-
thority (AA). Senentsin a P2Psystemcancontactany AA in
the distributed setfor contribution update.The AA useswell-
studieddistributedconcurreng controlmethodg7] to maintain
theconsisteng andintegrity of thedistributeddatabaseln this
paperwe alsoassumehatall the AAs aretrusted.

Let us describethe contritution updateprocesswhich in-
volvesthe AA, thesenent thatprovidesa le transferservice,
anda setof requestingsenents . For easeof presentation,
let useconsiderone particularAA. The AA maintainsa table
whichrecordghecontritutionvalueof all thesenentsin aP2P
system Eachtuplein thetableis of theformat ID, C.val,
timestamp, tran _ID wherelD is auniqueidenti er of
a senentin the incentve P2P system,and C_val is the lat-
estcontribution valuerecordedor thesenentattime times-
tamp basednthelatesttransactiorD tran _ID . Whenanew
userregistersin theincentive network, anentryis createdn the
AA's table and the senent is assignedan initial contribution
valueof zero.

Assumethatsenent wishesto requesta le from senent

. Senent needsto rst requestts contribution certi cate,
denotechs , fromthe AA. AA performsthe databaséookup
andreturns  backto senent . In our protocol, contains
the Cval of senent , andthe certi cate is digitally signed
by the AA. Senent canthen provide this certicate  and
its maximumdownloadbandwidth  to senent for the le
downloadrequest. The rationalefor this stepis that senent
cannotfalsify its contribution valuesinceit is certi ed by the
AA. Any tamperingof this valuecanbedetectedby senent .

Senent , uponrecevingthe le downloadrequesfrom ser
vent , canverify thevalidity of . If it isvalid, providesthe
le downloadservicefor senent . At the endof the transfer
quantumsenent will provideaservicereceipt  (whichis
digitally signedby senent ) to senent . After collectingser
vice receiptsrom all requestingenents,senent cansubmit
thesereceiptsto AA for the contribution update.Therationale
for the servicereceiptis thatsenent cannotfalsify any con-
tribution actiity sinceAA canverify thevalidity of all service
receipts.Basedon the contribution updatealgorithmin Section
IV, theAA mayincreasdhecontributionvalueof senent and
decreas¢he contribution valueof all requestinglientsin

It is importantto point outthatafterreceving a le transfer
service,senent may refuseto provide its servicereceipt
to senent in the hopethatits contribution valuewill not be



decreasedlIn this case,senent canreportthis eventto the
AA.WhenAA detectasufcient numberof anomaliesagainst
senent , AA candecideto blacklist[8] senent for lateractiv-
ities. For example,the AA canrefuseto provide the contribu-
tion certi cate  to senent . Lastly, becauseheinitial value
of contribution for a new senentis zeroandthe contribution
valueis alwaysnon-ngjative, a malicioussenent cannottake
adwantageof usingup its contribution valueandthencreateing
a newn accountin a P2Pnetwork to obtain le transferservice
withoutary socialcontribution.

Truth Revealing of ConnectionTypes: As mentionedthein-
centive protocolassumeshatall senentshonestlyreporttheir
connectiontype , i.e., theirmaximumuploadand
downloadbandwidthcapacities.We now addresghe truth re-
vealingissuein connectiortype reporting. We arguethatfor a
rational user thereis noincentiveto reportary connectiortype
differentfrom its truetype.

Revealing the download bandwidth : Considera senent
with amaximumdownloadbandwidthof . Thereis noincen-
tivefor arationaluserto reportadownloadbandwidthwhichis

higherthan . Thereasonsre:
Basedon the utility functionin Equation(5), receving a
transferbandwidth  higherthan  will notresultin a

higher utility sincethe maximumvalue of the utility is
, which is achieved at having a transferbandwidth
of .
The proposedCDPF algorithmassignghe transferband-
width amongrequestingsenents basedon the maxmin
fairnessprinciple. Thereforereportinga higherdownload
bandwidthmay resultin receving a lower transferband-
width allocation
Also, thereis noincentve for a rationaluserto reporta down-
load bandwidthwhichis lessthanits truevalue . Thereason
is thatsincesenent doesnotknow aboutthe congestiorevel
atthe senent,say , providing service,declaringa download
bandwidthlessthan mayresultin alowertransferbandwidth
allocation . This situationoccurswhensenent is notcon-
gestedandthe CDPFalgorithmassignghe transferbandwidth
basednthe declareddownloadbandwidth.
Revealingthe maximum upload bandwidth  : Again, con-
siderthatsenent isaserviceproviding node.Clearlythereis
no incentive for senent to declarean uploadbandwidthless
than . Thereasonis thatthis will discouragenthersenents
fromrequestingervicefrom senent , whichwill in turnresult
in alower contribution valuefor senent .
Ontheotherhand,senent maydeclarethatit hasa higher
uploadbandwidththan  soto attractservicerequestsdrom
othersenents. However, the wrong informationcanbe easily
detectedsincethenodesrequestingservicewill provide service
receiptsafterthe le downloadprocessThereforethe AA can
easilyverify whetherthedeclareduploadbandwidthis equalto
theaggreyaterecevedbandwidthby all therequestingenents.
Lastly, onemayarguethatarequestingenentmayprobethe
le-sharing senentmultiple timesin orderto estimatethe con-
gestionlevel andbandwidthresourceso asto obtaina higher
bandwidthin thelong run. Sincethe congestiorievel atthe le
sharingsenentandat the network aretime varying, this sortof

schemeamay notalwaysachieve theresultof obtaininga higher
bandwidthfor therequestingenent.

VI. Experimental Results

In this section,we presentsimulationresultsshaving that
our mechanisntanfairly distribute transferbandwidthamong
therequestingenentsandcanprovide higheraggreateutility
thanotherschedulingdisciplinessuchasFCFSandprocessor
sharing.

Experiment A: sewvents with similar connection type but
differ ent contribution values: Four senentsmake request$o
senent , which hasa transferresourceof . The
contritution valuesof theserequestingsenentsattime  are

. The connectiortypesof all
therequestingsenentsarethe sameandtheir maximaldown-

load bandwidthare . Eachsimula-
tionlasts  unitsof timein theinterval of .
Figure4 illustratesthebandwidthassignment andtheirre-

spectve contributionvalues duringthesimulationperiod.
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Fig. 4. (a)Instantaneoubandwidthassignmenand(b) instantaneousontri-
bution valuesfor competingsenents.

In experimentA, we obsene that althoughall the senents
have the sameconnectiontype, our CDPF algorithm assigns
higherbandwidthto the senentswhich have largercontribution
values. At the sametime, our mechanisndecreasethe con-
tribution valuesof thesesenents(sincethey aregettingmore
social resources).Eventually all senentstendto have equal
contribution valuesandequalbandwidthswhich maximizethe
aggreyateutility amongall thesenents.

Experiment B: serventswith differ ent connectiontypesand
contribution values: The connectiontypesof the requesting
senentsaredifferentandthey are

, respectiely. All the othersettingsarethesame
asin ExperimentA. For time , we illus-
tratethe bandwidthassignment andcontribution in
Figure5. In experimentB, we obsere that our instantaneous
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Fig. 5. a) Instantaneoubandwidthassignmenand (b) instantaneousontri-
bution valuesfor competingsenents.



bandwidthassignmenalsocornvergesto the solutionof the PF
algorithm,which providesmaximizedaggreyateutility for the
P2Pnetwork. Initially, senent gainslessbandwidththanthe
solutionof the PF algorithm. Therefore the CDPFalgorithm
doesnot decreas¢he contribution valueof senent . For ser
vent , , and , they gaina larger bandwidththanby the PF
algorithmat the beginning. Afterwards,their contribution val-
uescorvergeto the samevalue. Therefore their instantaneous
bandwidthcorvergesto the solutionof the PFalgorithm.
Experiment C: achievedutility under differ entresourcedis-
trib ution algorithms: We compareheef ciency of ourincen-
tive mechanisnmwith that of the FCFSand processoasharing
disciplines.The averagele transferrequestratematrix, , is
randomlygeneratedn 10,000experimentsThereare fty ser
ventsandthey canmalke requestgo eachother Thereare ve
differentconnectionand eachsenenthasan equalprobability
of beingary of theconnectiortype. The le requestateandthe
le serviceratearePoisson.Underthe FCFSdiscipline,there
areatmost vesenentsreceving serviceatthesameime. Any
further requestsare queuedandsenedin FCFSorder Under
the processosharingdiscipline, eachrequestingsenent gets
an equalshareof the available bandwidthfrom the provider
senent. Thedistribution for theincentve mechanisms asde-
scribedabove. The probability densityfunction for the aggre-

FCFS ——
Process-Sharing ——
Incentive Mechanism === |

Probability density function
°
o
8
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0
300000 350000 400000
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Fig.6. Probabilitydensityfunctionfor aggregateutility underFCFS process-
sharingandincentive mechanism.

gateutility underthesethreeresourcedistribution algorithms
areillustratedin Figure6. Thex-axisis thevalueof theaggre-
gateutility andthey-axisis the frequeng achieving the value
of aggreyateutility. The proposedncentive mechanisnalways
givesahigheraggrayateutility thanthe otheralgorithms.

VI1I. RelatedWork

In [6], the authorsaddressone possible mechanismfor
Napsteiliked P2Pnetwork. Our work is differentfrom theirs
in the sensehatour mechanisnuses'virtual credit” sothatit
will not reducethe willingnessof usersto participatein a P2P
network. The conceptof reputationsysternis discussedn [8]
for theapplicationof P2Psystemsndad-hocnetworks. Zhong
etal. [19] discusssomeshortcomingsof micro-paymentand
reputationsystem. They proposea cheat-proof,credit-based
mechanismior mobilead-hocnetworks. In [5], theauthorsdis-
cussthe economichehavior of P2Pstoragenetworks. In [18],
theauthorsmodelP2Pnetworks asa CournotOligopoly game
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andgive elggantcontrol-theoreticasolutionfocusingon global
storagesystem.Ourwork focusenthe le-transferandband-
width allocationof a P2Psystemandwe usethemechanisnde-
signapproachn designingacompetitve gamein aP2Psystem.
Lastly, algorithmicmechanisndesign[10], [11], [16] provides
atheoreticalframework for designingncentve mechanisms.

VI1Il. Conclusion

We have presentedan incentve mechanismfor P2P net-
works. Our mechanismdistributesresourcesamongsenents
basedon eachsenent's utility function, connectiontype, and
contribution. Our mechanismachieves both higheraggreyate
utility andfairnessfor a P2Pnetwork. Underour mechanism,
the contrikution value of a senentwill beincreasedf it pro-
videsserviceto the P2Pcommunity A senentwho hasalarger
contributionvaluewill receive ahigherutility whenit competes
with othersenentsfor le downloadservices.Therefore ser
ventsin the community have incentive to shareinformation,
therebyresolving the free-riding problem. Furthermore,our
mechanismmay decreaséghe contritution valuesof senents
whoaccesscongestedesourceThereforejt alsoprovidesin-
centie for senentsto accessnformationfrom non-congested
senentsandresohesthetragedyof the commongroblem.
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