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Abstract—The curr ent peer-to-peer (P2P) information sharing
paradigm doesnot provide incentive and service differ entiation
for users. Since there is no motivation to share information or
resources,this leadsto the “fr ee-riding” and the “tragedy of the
commons”problems.In this paper, weaddresshow onecanincor-
porate incentive into the P2Pinformation sharing paradigm soas
to encourageusersto shareinformation and resources.Our mech-
anism (or protocol) provides service differ entiation to userswith
differ ent contribution values and connection types. The mecha-
nism also has somedesirable properties: (1) conservation of cu-
mulative contribution and socialutility in the P2Pcommunity, (2)
maximization of socialutility if all requestingclientshavethe same
contribution value, and (3) incentive-basedresourcedistrib ution.
The resource distrib ution algorithm and the contribution update
algorithm are computationally ef�cient and can be easily imple-
mented.Wediscusshow onecanprovide the truth revealingprop-
erty sothat nodeshaveno motivation to misrepresenttheir contri-
bution valuesand connectiontypes. In addition, the mechanismis
invulnerable to various malicious actions of users. Experimental
resultsillustrate the ef�ciency and fair nessof our algorithms.

I . Intr oduction

Therapidgrowth of decentralizedandstructuredor unstruc-
turedpeer-to-peer(P2P)networks [17], [14], [12] holdsgreat
potentialfor ef�cient informationexchangein the Internet. A
P2Pnetwork mayexhibit a power-law topology[13] suchthat
it canpropagatequeriesquickly and,if implementedef�ciently
[17], it canlocateobjectsin �������
	�� time,where	 is thenumber
of nodesin the network. However, thereareremainingprob-
lemsin the P2Pinformationsharingparadigmwhich compli-
cateits deployment. Free-ridingand the tragedyof the com-
monsaretwo majorproblems.As reportedin [3], nearly70%
of Gnutellausersdonotshareany �le with othersin aP2Pcom-
munity andnearly50%of all searchresponsescomefrom the
top 1% of contentsharingnodes.Therefore,nodesthat share
informationandresourcesareproneto congestion,leadingto
thetragedyof thecommons[9]. Anotherproblemis thatmany
usersintentionallymisrepresenttheirconnectionspeedssoasto
discourageothersfrom going to their nodesfor �le download.
Worseyet,Gnutella-likesystemsgivenoservicedifferentiation
betweenuserswho do not shareany informationwith or make
any contribution to theP2Pcommunity.

Theobjective of this paperis to designandanalyzea proto-
col thatprovidesincentivesfor usersto shareinformationand
offers preferentialserviceto userswho contribute to the P2P
community. We addressthefollowing issues:
1) Howto utilize transferbandwidthresourcesef�ciently?
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2) Howto fairly servedifferentnodeswhich havedifferentcon-
nectiontypesandcontributionsin a P2Pcommunity?
3) How to avoidproblemsof free-ridingandthetragedyof the
commons?
4) How to provide the truth revealing propertyso that nodes
haveno motivationto misrepresenttheir connectiontypesor
contributionsand, at the sametime, avoid various malicious
attemptsbyusers to gain betterservices?

Many current P2P systemsuse the �rst-come-�rst-served
policy in providing �le transferservices[2]. This may cause
largeresponsetimeor evenstarvationfor requestsqueuedafter
otherlongrunningrequests.Alternatively, roundrobinschedul-
ing canbeused.However, evenlydistributingthetransferband-
width betweenrequestingusersmaynot besuitable.First, this
may not be an ef�cient choicefor the P2Pnetwork sincedif-
ferentnodesmayhavedifferentconnectiontypes(e.g.,modem,
LAN, ADSL) andspeeds,andthey mayachieve differentutil-
ities even if given the sameamountof transferbandwidthre-
source.Instead,oneshouldconsidertheproblemof distributing
thetransferbandwidthresourcesoasto maximizetheaggregate
utility. Second,it maynot befair sincesomerequestingnodes
may have contributeda lot morethanother requestingnodes.
Theseconsiderationslead us to proposea schedulingpolicy
which is basedon the aggregateutility, the connectiontypes
andcontribution valuesof individual requestingnodes.Sucha
policy givesa rationaluserincentiveto shareinformationand
contributeserviceto aP2Pcommunity.

The balanceof the paperis organizedas follows. In Sec-
tion II, we introducethe notationsandmodelof our incentive
P2Pnetwork. In SectionIII, we presentthealgorithmsfor re-
sourcedistribution. In SectionIV, we presentanalgorithmfor
computingthecontributionvaluesof all participatingnodes.In
SectionV, we discusshow to avoid variousmaliciousactions
by usersandenforcethe truth revealingproperty: usershave
to reveal their true contribution value, connectiontypes,and
uploadbandwidth. In SectionVI, we reportexperimentalre-
sultsto illustratethedynamicsbetweenthecontributionvalues
of participatingnodesand their received bandwidth. Related
work is discussedin SectionVII. SectionVIII concludes.

I I . Incentive P2PNetworks

In thissection,we�rst presentamodelof theGnutellaproto-
col – a commonP2Pnetwork protocol– andsomeof its inher-
entproblems.Althoughwecompareandcontrastourworkwith
Gnutella,theproposedmechanismin this papercanbeusedto
give incentive in morerecentP2Pprotocols,suchas[17]. We
thenpresentthe notationsin our designof an incentive-based
protocol,andstatesomeof theprotocol'sdesirableproperties.
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A. The Gnutella protocoland its inherent problems

Gnutella [1], an open P2P protocol for connectionman-
agementand distributed search,representsa classof decen-
tralized unstructuredP2P networks. In a Gnutella-like net-
work, eachnode(alsocalleda servent) playsthe role of both
a client anda server. TheGnutellaprotocolspeci�esrulesfor
sending/answeringqueriesandmaintainingtheconnectivity be-
tweendifferentservents.Eachservent joins a P2Pnetwork by
connectingto someexistingserventsin thenetwork. A servent,
say � , performs�le searchingby sendingqueriesto its neigh-
bors,which canin turn forward thequeryto their own neigh-
bors.Oncethe�le is locatedin asetof servents,say � , servent

� canrequesta �le transferfrom any servent ����� .
To formally describethe logical andphysicalviews of the

�le transferprocess,wede�ne thefollowing notations:
�

: A setof all serventsin a P2Psystemwith �

�

�	��
 .
�

��
 ����� ��������� , where����� � representstheaverage�le transfer
requestratefrom servent � to servent � .

�

� �����! ��#"$ �%�%&%' (�
�

� , where �
� , �)�

�

, representsthemax-
imal uploadbandwidth(in Mbps)of servent � .

*

� �,+-�. �+	"$ &%�%�%� �+
�

� , where +
� , �/�

�

, representsthemaxi-
maldownloadbandwidth(in Mbps)of servent � .

0�1

: The set of serventswhich may request�le download
from servent 2 ; i.e.,any servent � for which �3���
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Fig. 1. (a) logicaland(b) physicalviews of ®le transfersin aP2Pnetwork.

Figure 1 illustratesthe logical and physicalviews of the �le
transferprocess.Figure1(a)depictsthequery/searchprocess.
Servents 8$ :9; �< , and = havefoundthatservent 2 hasthe�le that
they aresearchingfor, andthey decideto requestthe �le from
servent 2 . Servent 2 hasa physicaldownloadbandwidthof +

1

andanuploadbandwidthof �

1

(both in Mbps). Typically, we
have +

15>

�

1

. For example,for anADSL connection,wehave
+

1?4

�

1

. But for otherfull-duplex network technologies(e.g,
EthernetandATM), we have +

1

�@�

1

. Therefore,to transfer
therequested�les, servents 8$ A9B :< , and = have to share theup-
load bandwidth �

1

of servent 2 . This is illustratedin Figure
1(b).

In thispaper, weassumethatthereare 
 serventsin theP2P
network. Wede�ne

�

to bean 
7CD
 matrixwith �#�E� � denoting
theaverage�le transferrequestratefrom servent � to servent � .
A servent,whosharescertaincontentsin aP2Pcommunity, re-
ceivesdifferentratesof requestfrom otherservents.In general,
the requestratesdependon (1) the popularityof the contents

offeredby thetargetservent,and(2) thetargetservent'supload
bandwidthcapacity.

TheGnutellaprotocolspeci�esthat the �le transferis to be
carriedout over HTTP. Most Gnutellaclient implementations
maintainmultiple HTTP connections,but limit the maximum
numberof suchconcurrentHTTP transfersat any given time.
For example,LimeWare[2] usesuploadslotsto limit thenum-
berof HTTP connections.Whentheuploadslotsareusedup,
new �le transferrequestsarequeuedandLimeWareusesthe
FCFSschedulingpolicy to processthewaiting requests.With
FCFS,requestsmayexperiencea longwaiting time. For exam-
ple, if theactive HTTP sessionsarebeingoccupiedwith large
�le transfers,requestsin thequeuewill have to wait for a long
timebeforereceiving service.

To reducethe waiting time, an alternative solutionis to use
someform of processor-sharingdisciplinein schedulingthe�le
transferrequests.However, suchanapproachhasits own prob-
lems. First, thesimplestrategy of giving anequalshareof the
transfercapacityto eachrequestingnodecanbeinef�cient, be-
causethe downloadcapacityof someof the requestingnodes
may be smaller than their allocatedcapacityshare. Second,
even if all the requestingserventscanfully utilize their band-
width share,theequalresourceallocationsignorethemorerel-
evant issueof end user's satisfaction. For example,different
requestingserventsmayhave differentutility functions,which
quantifytheservents'“degreeof happiness”whenthey receive
differentamountsof thetransferbandwidthresource.Lastly, an
equalallocationstrategy obviously givesno incentive for ser-
ventsto contributeto their peers.

B. Incentiveprotocol: notations & desirableproperties

Lack of incentive for sharingleadsto theundesirablesitua-
tion in which a servent behaveslike a client mostof the time
[16]. The designof an incentive protocolfor P2Pnetworks is
imperative. In sucha protocol,theproperallocationof transfer
bandwidthto requestingserventsshouldbe basedon the ser-
vents'connectiontype,utility function,andcontribution to the
P2Pcommunity. Beforewe presentour incentive protocol,we
give thenecessarynotations:

F

� �EG
�

 (G
"

 &%�%&%� (G.� � : A vectorwhich representstheconnec-
tion type(i.e.,theuploadanddownloadcapacities)of all
theserventsin theP2Pnetwork. In particular, G

�
�IH is

theconnectiontypeof servent � , which is a functionof
� 's declareduploadbandwidth �/� anddownloadband-
width +

� . The set H representsall thepossibleconnec-
tion types.

J

�
��K � representsthe cumulativecontribution of servent � at

time K , where
J

� ��K �L�NM!O PRQ�S

6BT

.
U

� ��K � representsthe bandwidthallocatedto servent � when �

requestsa �le transfer. The bandwidthassignmentis
basedonour incentiveprotocol.

V

� �EG.�( 

U

� � : A non-negativefunctionwhich representstheutil-
ity of servent � whenit declaresits connectiontypeto be

G.� andreceivesa �le transferservicerateof U

� .

Eachservent in the system,say � , hasa cumulative contri-
bution value

J

� �EK � at time K . The valueof
J

� �EK � will increase
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if servent � providesserviceto the community(e.g.,by trans-
ferring �les for otherrequestingservents). It may decreaseif
servent � requestssomeservicefrom the community(e.g.,re-
questing�le transfersfrom otherservents).

We now statesomedesirablepropertiesof anincentivepro-
tocol. In later sections,we will prove thatour proposedalgo-
rithmsachievetheseproperties.
(1) Conservation of the cumulative contribution and social
utility: The aggregatecontribution of all serventsat any time

K

476

is equalto theaggregatecumulativeutility of all servents
from time

6

up to time K . Formally,

�

�

��� �

J

� �EK � �

�

�

��� �

���

�

V

� ��G.�� 

U

� ��� � � +	� 
#K

476

% (1)

Remark: This propertyimplies that the contribution by any
servent in a P2Pnetwork via �le transferserviceis translated
into utilities within theP2Pcommunity.
(2) Maximization of social welfare thr ough resource allo-
cation: Given a servent 2 and all the requestingclients in

0
1

, if
J

� ��K � �

J

���EK � for all �A ���

0
1

, an incentive proto-
col shouldallocatethe transferbandwidthresourceof servent

2 soasto maximizethesocialwelfare. Formally, maximizing
the socialwelfareimplies �nding a transferbandwidthvector

�

�EK � � 


U

� ��K �' 
�
���� 

U

� ��K � � suchthat

�

��K ������� ���������

�

�������

V

� ��G.�� 

U

� ��K � � � s.t.
�

�������

U

� �EK �! �

1

% (2)

Remark: This property implies that the incentive protocol
shouldmaximizethe aggregateutility (or “happiness”)of all
therequestingserventsin

0 1

.
(3) Incentive-based resource distribution: The protocol
shouldprovide incentive to rationalusers. Given a servent 2

andall therequestingclientsin
0 1

, wehave two cases:
" No Congestion:If theaggregatedownloadbandwidthattime

K of all therequestingserventsin
0

1

is lessthanor equalto �

1

,
theuploadbandwidthof servent 2 , thenall serventsin

0?1

will
receive a transferbandwidthequalto their respective maximal
downloadbandwidthsuchthat they will achieve equalutility.
Formally, if #

�������

+
�

 �

1

, then

U

� ��K � � + �

V

�
��G

�
 

U

�
�EK � � �

V

�
��G

�
 

U

�
��K � � 
 �A � �

0�1

% (3)

Remark: This propertyimplies that whenever servent 2 has
suf�cient resources,all the requestingserventsshouldreceive
their maximaldownloadbandwidthsuchthatthey are“equally
happy”.

" Congestion: Whenthereis a congestionfor servent 2 (i.e.,
#

�������

+ �

4

�

1

� , the transferbandwidthallocationshouldbe
a function of the contribution anddownloadbandwidthof all
the requestingserventsin

0
1

. Formally, for any two servents
�A � �

0�1

, if the ratio of contribution to downloadbandwidth
of � is greaterthanor equalto thatof � , servent 2 will distribute
thetransferbandwidthresourcesuchthattheutility of servent �

is greaterthanor equalto thatof servent � . Formally,
J

� �EK �

+ �

>

J

� �EK �

+ �

�%$

V

� ��G �  

U

� ��K � �

> V

� �EG �  

U

� �EK � �'% (4)

Remark: This property implies that the incentive protocol
shouldprovidehigherutilities to serventswhohavehighercon-
tributionsperunit datarequest.

In the following, we presentthe operationalsettingof our
incentiveprotocol.

C. Operational settingof incentiveP2Pprotocol

Thegeneralsettingin which our incentive protocoloperates
is asfollows:

" Eachservent hasto declareits connectiontype to the P2P
community1, i.e.,servent � hasto declareits connectiontypeof

G!� . For our incentive protocol,the connectiontype of servent
� dependsonly on the upload( � � ) anddownloadbandwidths
( +	� ).

" To provide fairnessandincentive for a P2Pcommunity, the
utility function,sayfor servent � , takesona concave, bounded,
andnormalizedform. The utility function of servent � , which
dependson thedownloadbandwidth+

� andthereceivedtrans-
fer bandwidthU

� , takestheform:

V

� ��G.�( 

U

� � �

V

� �,+ �� 

U

� �3�'&

� � � �
(*)

+

)-,

8 � if U

�� 7+	�

� � � �,9�� if U

�

4

+
� .

(5)

We take this speci�c form of utility functionbasedon the fol-
lowing reasons:(a)A ����� functionis ageneralform of concave
functionwhichcanrepresenta largeclassof elastictraf�c [15]
andthis �ts the�le transferservice;(b) Theutility functionhas
an upperboundof � � ��� 9 � , which implies that oncea servent
receives its maximumdownload bandwidth,they are equally
satis�ed; (c) The utility function hasa valueof zeroif the re-
ceivedbandwidthU

� �

6

; (d) Theutility functionestimatesthe
level of satisfactiongiventheratio (�)

+

)

, theamountof allocated
bandwidthto theservent'smaximaldownloadbandwidth.

We adoptconceptsfrom mechanismdesign[11]. Underour
incentiveprotocol:
(1) All serventshave to declaretheir connectiontypes.Hence,
servent � hasa strategy . � which can declareany connection
type G � H , where H is the setof all connectiontypesin our
incentive P2Psystem. For an honestservent, which can be
inducedby a protocolhaving the truth revealingproperty, the
strategy of servent � shouldbe .	�D� G.� � ��� �� �+	� � . Thatis, ser-
vent � declaresits realconnectiontype.
(2) We interpret

J

� ��K � , thecontribution of servent � , asthevir-
tual credit that servent � hasat time K . The proposedprotocol
will updatethecontributionsof all theparticipatingserventsin
any �le transferactivity. In particular, the incentive protocol
will increasethecontributionwhenaserventoffers�le transfer
servicefor any requestingservent,andit mayreducethecontri-
bution of a serventwho requestsa �le download. Particularly,
theinitial valueof contributionis assignedto bezerowhich im-
pliesthis serventhasnotprovidedany serviceto others.

/

Wewill addressthetruth revealingpropertyin a latersection.
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(3) The outcomesof the proposedprotocolare(i) how much
transferbandwidthis to beallocatedto eachrequestingservent,
and(ii) thecontributionupdatesfor eachparticipatingservent.

I I I . IncentiveProtocol for Distrib uting the Instantaneous
Transfer Bandwidth

In this section,we describethe incentive protocol for allo-
catingthe instantaneoustransferbandwidthto requestingser-
vents.For easeof discussion,wedropthetimedependentnota-
tion; i.e.,weuseU

� insteadof U

� ��K � . Our incentiveprotocolcan
achieve ef�ciency for socialwelfare. Furthermore,it provides
fairnessandincentivefor sharingresourcesamongall request-
ing servents.We �rst illustratehow the incentive protocolcan
maximizethe socialwelfare. Thenwe generalizethe concept
andextendtheprotocolto includethecontributionvalueof each
requestingservent.

A. Protocol to maximize the socialwelfare

Considera servent 2 thatis willing to offer its transferband-
width resourcefor useby a setof requestingservents

0
1

. If
all the serventsin

0
1

are of the samecontribution (or if we
ignorethecontribution factorfor the time being),maximizing
the socialwelfareimplies �nding a transferbandwidthvector

�

� 
 �
�

 
���
�' ����

� �

� � suchthat:

���

�E�

1

 

0�1

�	� � �����

�

����� �

V

�
��G

�
 
�

�
�

s.t.
�

����� �

�$�  �

1��D6

 
�$�  +	� 
 � �

0
1

% (6)

Here, �$� is the allocatedtransferbandwidthfor servent � in
solvingtheabovemaximizationproblem.For our concaveand
boundedutility functions,wehavethefollowing equivalentop-
timizationproblem:

�����

�

����� �

���$�

,

+	� �

s.t.
�

����� �

�
�

 �

1
�D6

 ��
�

 +
�


I� �

0�1

% (7)

Onewayto solvetheoptimizationproblemis to try to distribute
theresource�

1

suchthatthe ���
�

,

+
�

� s areasevenaspossible
for all � �

0�1

. For instance,if wewerewithoutconstraints,the
solutionshouldsatisfy:

�
�

,

+
�

���
�

,

+
�


 �A � �

0�1

% (8)

We useandenhancethe progressive �lling algorithm[4] to
solve the above constrainedoptimizationproblem. Our pro-
gressive �lling algorithmworksasfollows:

1) Treata requestingclient � �

0
1

asa waterbucketwith a
capacityequalsto 9 +

� anda heightequalsto 9$+
� .

2) Basedon the valuesof +-� , sort all bucketsin ascending
order. For bucket � , theinitial waterlevel is +B� .

3) In addition,wehave �

1

amountof “water” (theresource)
to distribute to all the buckets. We distribute the water
suchthatthemaxminfairnessproperty[4] holds.

Water Level

50 100 100 200
50 75 75 0

log(2) log(1.75) 0log(1.75)

y1

d1

yi

di

Ui

Uk=200
y2

d2

2d2

d3

2d3 d4

y3

2d1

Fig. 2. Examplefor theProgressive Filling Alg.

We usea simple exampleto show how the algorithm works.
Supposethereare four requestingserventscompetingfor the
transferbandwidthof servent 2 with �

1

� 9

6 6

. Thedownload
capacitiesfor thefour requestingserventsare 
 + �  :+ "  �+��$ :+���� �


 �

6

 �8

6$6

 �8

6 6

 A9

6$6

� . Figure2 illustratesthe bandwidthalloca-
tion resultby the progressive �lling algorithm,which is �

�


 � �  
� "  
���  
����� � 
 �

6

 ����; ����; 

6

� . The solution maximizesthe
socialwelfareatavalueequalto �������,9��

,

� � � � 8 %���� �

,

����� � 8 %���� � .
This exampleshows that thealgorithmbiasestoward servents
with smallerdownloadcapacities.Theintuition is thatgiventhe
sameunit of bandwidthresource,aserventwhichhasasmaller
capacitywill reachthemaximalutility of � � � �,9�� with a higher
rate thanserventwith a largercapacity. Therefore,by assign-
ing the bandwidthto smaller-capacityusers,we canachieve a
highersocialwelfarevalue.
Theorem 1: Theprogressive�lling (PF) algorithm�nds a so-
lution to the bandwidthallocation problemwhich maximizes
thesocialwelfare in Eq. (6).
Proof: Let � �

�

� �
#

����� �

V

�
��G

�
 
�

�
� �

#

�������

���������

)

+

)
,

8 � .
Supposethe algorithmgivesthe solution �

� . For any bucket
� suchthat �

�

�

4 6

, if �

�� 

)

Q

+

)"!

�

�� 

#

Q

+

#

, we know thatbucket �

hasa value �$�

�

�

,

+ � � andit is underthe“water” level. In this
case,we have �

�

�

� + � andwe cannotallocatemoreresource

to bucket � . On theotherhand,if �

�� 

)

Q

+

)

4

�

�� 

#

Q

+

#

, thenbucket

� hasvalue ���

�

�

,

+.� � which is abovethe“water” level. �

�

�

�

6

implies thatwe cannotobtaina bettersolutionby moving any
resourcefrom � to other buckets. So the solution of the PF
algorithmis guaranteedto be a local maximum. Lastly, since
the function � is continuousover a convex constraintset, the
localmaximumsolutionis alsoa globalmaximumsolution.

B. Incentiveprotocol

In theabovediscussion,wedistributethetransferbandwidth
�

1

amongthe requestingservents without consideringtheir
contributionvalues.We now extendthesolutionto includethe
contributionvalueof eachrequestingserventin orderto provide
incentive for contributing to theP2Pcommunity.

In maximizingthe socialwelfare,Equation(8) implies that
for any two requestingservents �A � �

0
1

, we distribute the
transferbandwidthresourcesuchthat �$�

�

,

+
�

��% ���
�

,

+
�

� �

8 . To provide incentive, we distribute the transferbandwidth
resource�

1

of servent 2 suchthatthetransferbandwidthvector
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�

� 


U

�  
���
�� 

U

�

���

� � satis�es

U

�

,

+ �

U

�

,

+ �

� �

J

�

J

�����


#�A � �

0 1

(9)

where� is any nonnegativerealnumber. Clearlythis is agener-
alizationof theproblemof maximizingthesocialwelfare.E.g.,
if all the requestingclientshave the samecontribution values
(i.e.,

J

� �

J

� for �A � �

0 1

), theabove formulationis equiva-
lent to Equation(8).

Basedon theprogressive �lling (PF)algorithmgivenabove,
we proposean enhancedcontribution dependentprogressive
�lling (CDPF)algorithm. In essence,the new algorithmtries
to satisfyEquation(9) amongthe requestingservents,if fea-
sible. In doing so, the algorithm also maintainsthe maxmin
fairnessproperty. TheCDPFalgorithmworksasfollows:
(1) Treata requestingclient � �

0 1

asa waterbucket with a
capacityequalto 9 +-� anda heightequalto 9 +-� % �

J

� �

�

.
(2) Basedon thevalue +

�
% �

J

�
�

�

, sortall thebucketsin ascend-
ing order. For bucket � , theinitial waterlevel is +B� % �

J

� �

�

.
(3) Distribute �

1

amountof water(theresource)to all thebuck-
ets.To �ll eachunit for bucket � , we consume�

J

�
�

�

amountof
water.

Water Level
uk=200

Ui

X1

d 1

(C 1
r)

d 1

(C 1
r)

2

(C 1
r) X3

d 3

(C 3
r)

d 3

(C 3
r)

2

(C 3
r)

X4

d 4

(C 4
r)

(C 4
r)

d 4

(C 4
r)

2
d 2

(C 2
r)

(C 2
r)

di 50 100 200 100
Ci 100 100 200 50
Xi 50 50 100 0

log(2) log(1.5) 0log(1.5)

(C 1
r)

(C 3
r) (C 4

r)

Fig.3. Examplefor theContributionDependentProgressiveFilling Algorithm
with ���
	 .

To illustrate the algorithm,we usethe samescenarioas in
thelastexample.Thecontributionvaluesof thefour requesting
serventsin this caseare 


J

�. 

J

"  

J

�
 

J

�
� � 
 8

6$6

 �

6

 �8

6$6

 A9

6 6

� ,
and � � 8 . Figure3 illustratesthebandwidthallocationresult
producedby the CDPFalgorithm. Observe that the heightof
eachbucket representsthe�lling rangeof eachserventandthe
width representstheunit of allocationfor eachservent,i.e.,

J

�

for servent � in the problemformulation. The allocatedtrans-
fer bandwidthvectoris �

�@


U

�! 

U

"  

U

�
 

U

�
� �@
 �

6

 

6

 �

6

 �8

6$6

� .
Note that the solutiongivesmore of the resourceto a servent
which hasa higher contribution value (e.g., servent 4 in this
case).Also notethat thesolutiondoesnot maximizethesocial
welfare,but providesfairnessin theform of servicedifferentia-
tion amongtheserventsaccordingto theircontributions.It also
provides incentive for serventsto sharetheir resources.The
incentivepropertycanbeformally statedasthefollowing theo-
rem.
Theorem2: For any two requestingservents�A � �

0
1

, the
CDPF algorithm distributes the transferbandwidthresource

such that:

�

J

� �

�

+	�

>

�

J

� �

�

+ �

�%$

V

� �EG �  

U

� �

> V

� �EG �  

U

� � %

Proof: When �
�

)����

+

)

>

�
�

#

���

+

#

, thestatedconditionin Theorem2

is equivalentto:

+	�

�

J

� �

�

 

+ �

�

J

� �

�

% (10)

So initially, bucket � hasa lower water level than bucket � .
Therefore,bucket � will hit its capacityfasterthan � . In the
�nal bandwidthdistribution,we have:

U

�

,

+	�

�

J

� �

�

 

U

�

,

+ �

�

J

� �

�

% (11)

WhenEquation(11) meetsthestrictly lessthancondition,this
implies that U

�
� +

� . In this case,bucket � is fully satis�ed
and reachesits maximal utility value of

V

� ��G.�( 

U

� � � � � � 9 .
Therefore,

V

�
�EG

�
 

U

�
�

>
V

�
�EG

�
 

U

�
� . WhenEq. (11) meetsthe

equalitycondition,wedivideEquation(10)by (�)

Q

+

)

�
�

)
�

�

�

(

#

Q

+

#

�
�

#

�

�

,

whichgives:

+	�

U

�

,

+
�

 

+.�

U

�

,

+
�

�%$

U

�

,

+ �

+
�

>

U

�

,

+.�

+
�

�%$ � � �
�

U

�

,

+	�

+
�

�

>

�����
�

U

�

,

+ �

+
�

�

�%$

V

�
�EG

�
 

U

�
�

>
V

�
�EG

�
 

U

�
�

Remark: The signi�canceof Theorem2 is that our incentive
protocolpossessesthedesiredproperties(2) & (3) givenin Sec-
tion II-B.

TheCDPFcanbeimplementedby thefollowing code:

CDPF ( � ,�

1

, all requestingserventsin
0

1

)
1. if ( #

�����
�

+ �� �

1

) return x=d;/*no congestion*/

2. sort M

+

)

�
�

)
�

�

 

"

+

)

�
�

)
�

�

� � �

0�1
T

in ascendingorder. Store
valuesand nodeindex in array

�

and � respectively;
3. i=1; /*initialize index variable*/

4. level=+����

���

;/*initialize feasible water level*/

5. vol=
J


 � 
 8'� �

�

;
/*initialize resource level for all buckets*/

6. do M

7. i=i+1;
8. nextLevel=S[i];/*the next testing water level*/

9. if ((nextLevel � level)� vol
>

�

1

) M

/*can't move to next level*/
10. level = level+�

1

/vol;
11. �

1

�

6

;
12.

T

13. elseM

/*move to next feasible level*/
14. �

1

=�

1

-vol*(nextLevel-level);
15. level=nextLevel;

/*adjust the unit for filling operation*/
16. if (S[i] is a lower bound of T[i]) vol=vol+ �

J

���

�
�

�

�

;
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17. elsevol=vol- �

J

���

� �

�

�

;
18.

T

19.
T

while ( �

1 4 6

);
20. for (each � �

0 1

)
21. if (level

4

+

)

� �

)��

�

) U

� =[level-
+

)

�
�

)��

�

]* �

J

� �

�

;
22. return x;

Our algorithm will assignthe bandwidth U

� as equal to +	� ,
which is the maximal download bandwidthof servent � , for
all the requestingserventsif theaggregatemaximaldownload
bandwidthis less than or equal to the uploadbandwidthre-
source(i.e., #

����� �

+ �

!

�

1

). Otherwise,our algorithmwill

sortall thelower boundsM

+

)

� �

) �

�

T

andupperboundsM

"

+

)

�
�

) �

�

T

in
ascendingorderandtry to testwhethertheamountof resource

�

1

can�ll the bucketssuchthat theseboundscanbe reached.
We initialize thestartingwaterlevel to be theminimumvalue
of thesortedbounds.The initial marginal amountof waterfor
�lling a higherwaterlevel is �

J


 � 
 8'� � �

�

, where �5
 8�� is the in-
dex of theserventwhichhastheminimumlowerbound.Within
eachiterationof thedo-while loop, we testwhetherthebound
for the next bucket in

�

canbe reached.If it canbe reached,
we �rst reducethe remainingresourcein �

1

, then we adjust
�

J


 � �
�

�

if servent � 's boundcanbereached,andthenwe assign
thetransferbandwidthto all theeligible requestingservents.If
theboundcannotbereached,thealgorithmterminatesandwe
have foundthetransferbandwidthdistribution.
Theorem3: TheCDPFalgorithmhascomputationalcomplex-
ity

�

�
	 � � � �
	�� � , where 	 is thenumberof requestingservents
in

0�1

.
Proof: In line 2 of theCDPFalgorithm,thesortingoperation
takes

�

� 9 � �

0 1

� � � � �,9 � �

0�1

� � � time. The do-while loop
betweenline 6 and 19 takes constanttime and, at most, we
go through this loop 9 � �

0 1

� numberof times. Therefore,
the computational complexity of the CDPF algorithm is

�

� 9 � �

0
1

� ������� 9 � �

0
1

� � � . Since �

0
1

�3� 	 , aftersimplifying,
thecomputationalcomplexity is

�

�
	 � � � �
	�� � .

Theproposedalgorithmis ef�cient. A �le sharingnodeonly
needsto updatethe resourcedistribution whenever a new re-
questingservent initiatesa �le transfer, or anexisting request-
ing servent�nishes the�le transferprocess.Therefore,our de-
centralizedmechanismis scalableandcanhandletensof thou-
sandsof nodesjoining or leaving a P2Pnetwork sincenot all
thesenodesaretargetingonespeci�c �le sharingnodefor the
�le transferat thesametime. Finally, althoughour mechanism
needsthe informationaboutcontribution andconnectiontype
of requestingservents, the information needsto be available
only when the requestingservent joins the resourcecompeti-
tion. Therefore,a �le sharingserventdoesnotneedto have the
informationfor thewholeP2Pnetwork.

IV. Contrib ution Update

After each�le transferactivity, we needto updatethe con-
tribution valuesof all the participatingservents. We give the

physicalmeaningof contribution valuesanddiscusshow they
shouldbe updated.We will thenpresentour contribution up-
datealgorithmandgiveits complexity analysis.Securityissues
for thecontributionupdatewill bediscussedin a latersection.

A. Socialgain and socialpayment

In P2Pnetworks,many factorscanin�uence thecontribution
valueof a givenservent– e.g.,sharedstorageor sharedband-
width. It is dif�cult to rank the importanceof thesefactors.
Furthermore,it is thesharedcontents, ratherthantheresources
beingshared,thatattractdownloadrequests.Hence,thesame
amountof bandwidthor storageofferedfor sharingby two ser-
ventsdoesnot imply thesameamountof contributionby these
servents.Rather, we de�ne a servent's contribution astheutil-
ity it givesto thewholeP2Pcommunity. Whena servent,say

2 , transfers�les for otherservents,it givesutilities to thecom-
munity. Therefore,we increasethecontribution valueof 2 by
thesocialgain ���

1

���

1

� , which is de�ned as:

���

1

�E�

1

� �

���

�E�

1

 

0�1

� � � ���

�

����� �

V

�
�EG

�
 
�

�
�'% (12)

On the other hand,when a servent � �

0?1

receives transfer
bandwidthof U

� basedontheCDPFalgorithm,the U

� valuemay
notbeequalto � � , which is thesolutionof thePFalgorithmfor
maximizingthesocialwelfare. Therefore,we de�ne ���

�
�

U

�
�

asthe social paymentfor servent � whenit receivesa transfer
bandwidthof U

� :

���
�

�

U

�
� �

���

���

1

 

0�1

���




V

� ��G.�� 

U

� �

,

���

�E�

1

�

U

�  

0
1

� M&�

T

� � (13)

Thephysicalmeaningof ���5� �

U

� � is thedifferencebetweenthe
maximumaggregateutility undersocialwelfareresourcedistri-
bution(assolvedby thePFalgorithm)andthemaximumaggre-
gateutility undercontribution dependentresourcedistribution
(assolvedby theCDPFalgorithm).In otherwords,if U

� band-
width is assignedto servent � basedon the CDPF algorithm,
theP2Pcommunitywill not receive maximumsocialwelfare.
Hence,servent � shouldpayfor this difference,andwe deduct
thepaymentamountfrom servent � 's contributionvalue.

B. Instantaneouscontribution update

Whena servent, say 2 , provides its transferbandwidthfor
useby the P2Pcommunity, its contribution valueis increased
by

���

�E�

1

 

0
1

� . This increaseis equalto themaximumsocial
welfare. On the otherhand,the aggregateutility received by
therequestingserventsin

0 1

is notequalto
���

�E�

1

 

0�1

� . The
reasonfor thedifferenceis that somerequestingserventsmay
receivemoretransferbandwidthundertheCDPFalgorithm,as
comparedwith thePFalgorithm.Suchaserventneedsto make
asocialpaymentequalto theextrabandwidthreceived.

In our contribution updatemechanism,we comparethe re-
sourceallocation,U

� , underCDPFwith theresourceallocation,
�

� , underPFfor servent � . Wechooseaserventwhoobtainsthe
largestamountof extra bandwidthU

� � �$� andreducethatser-
vent's contribution by ���5� �

U

� � . The processis repeateduntil
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the solutionof the CDPFalgorithmequalsthe solutionof the
PFalgorithm.

Let usillustratethecontributionupdateprocessusingtheex-
amplein Figure 3. For the resourceowner servent 2 ,

J 1

is
increasedby ���

1

�E�

1

� � ������� 9 �

,

�������(8$% ��� �

,

� � ���(8$% ����� .

i=1 i=2 i=3 i=4
( ��� , ��� ) ( ��� , 	���� ) ( 	���� , ��� ) ( 	���� , 	���� ) ( 	���� , 	���� )




� ��� ��� ��� �




� ��� � ��� 	����




���




� � ����� ��	�� 	������

In the �rst roundshown in the tableabove, servent4 gains
themostextra resource.Thereforeits contribution valueis re-
ducedby ��� � � 8

6 6

� �

���

�,9

6$6

 �M 8  :9B :<; �=

T

��� 


V

� ��G �  �8

6 6

�

,

���

�(8

6 6

 'M	8$ A9B �<

T

� � � 
 � � � �,9��

,

� � � � 8$% �����

,

� � � � 8$% ����� � �


 �������(8$%�� �

,

�
� � � �,9 �

,

� � � � 8$%�� � � . Thereare 8

6$6

unitsof resource
remainingfor servent 2 .

i=1 i=2 i=3
( ��� , ��� ) ( ��� , 	���� ) ( 	���� , ��� ) ( 	���� , 	���� )




� ��� 	�� 	��




� ��� � ���




���




� � ��	�� 	��
�

In thesecondroundshown in thetableabove,servent3 gains
the most extra resource. Thereforeits contribution value is
reducedby ��� � ���

6

� �

���

�(8

6 6

 'M	8$ A9B �<

T

� � 


V

� �EG �  

U

� �

,

���

� �

6

 'M 8  :9

T

� �3� 
�� �������,9��

,

� � � � 8$%�� � � � 
 �������(8$%�� �

,

� � � �,9 � � .
Therearenow �

6

unitsof resourceremainingfor servent 2 .

i=1 i=2
( ��� , ��� ) ( ��� , 	���� ) ( 	���� , ��� )




� ��� �




� ��� �




���




� � �

In the last round shown in the table above, CDPF and PF
producethe sameresourceallocationvector. Hence,no more
paymentis necessaryby servents 8 and 9 . Lastly, we point out
thatour contribution updatemechanismachievesthedesirable
property(1) givenin SectionII-B. This is formally statedin the
following theorem.
Theorem4: The cumulativecontribution is conservedto be
equalto thetotal socialutility at all time. Thatis,

�

�

���
�

J

� �EK � �

�

�

���
�

���

�

V

� ��G.�� 

U

� ��� � � +	� 
#K

476

%

Proof: For simplicity, assume
J

� �

6

� �

6

 
#� �

0
1

. Let �

1

� � ��K �

bethepaymentof servent � for receivingbandwidthU

� fromser-
vent 2 attime K and �

1

��K � bethegainof servent 2 for providing
its bandwidthat time K . Let

0

�

1

��K ���

0
1

��K � bethesetconsist-
ing of all theserventsrequestingresourcesfrom servent 2 and
having positive paymentsat time K . Considerthe time interval


 K  (K

,

�

K � . We have

�

����� �����

1��




J

�
�EK

,

�

K � �

J

�
��K � �/� 
 �

1

��K � �

�

�����

 

�

�

1

� �
��K � �

�

K %

Let �$� be the �

���

servent that is requiredto pay. Accordingto
thepaymentrules,wehave

�

1

� �

#

��K � �

���

���

1

�

�� �

�

� � �

U

�

)

��K �' 

0�1

� M

�� �

!

� � �

� �

T

�

� 


V

�

#

��G"�

#

 

U

�

#

�EK � �

,

���

���

1

�

�

�

��� �

U

�

)

��K �' 

0 1

� M

�

!

��� �

�-�

T

� � %

Summingfor all theserventsin
0

�

1 , wehave

�

�����

 

�

�

1

� � ��K � �

���

�E�

1

 

0�1

� � 


�

�����

 

�

V

� �EG �  

U

� �EK � �

,

���

�E�

1

�

�

�����

 

�

U

� ��K �  

0�1

�

0

�

1

� � %

Since
� �

���

1

 

0 1

� �#�

1

�EK � , wehave

�

1

��K � �

�

�����

 

�

�

1

� � �EK � �

�

�����

 

�

V

� ��G.�� 

U

� ��K � �

,

���

���

1

�

�

�����

 

�

U

� ��K �' 

0
1

�

0

�

1

� � %

Whenthecontributionupdateprocess�nishes,aservent,say
� , whodoesnotneedto payreceivesa transferbandwidthof U

�

underCDPF, which is equalto thebandwidth�	� underthePF
algorithm.Therefore,wehave

���

���

1

�

�

�����

 

�

U

� �EK �  

0
1

�

0

�

1

� �

�

����� �$ �

 

�

V

� �EG!�� 

U

� �EK � �

. Thus,

�

1

�EK � �

�

�����

 

�

�

1

� � �EK ���

�

����� �

V

� �EG!�� 

U

� �EK � �

�

�����������

1��




J

� ��K

,

�

K ���

J

� ��K � � �

�

�����
�

V

� �EG!�� 

U

� �EK � �

�

K

�

����� �%���

1%�

+

J

� �EK �

+ K

�

�

����� �

V

�
�EG

�
 

U

�
�EK � �

�

�

1

�
�

�

����� �%���

1%�

+

J

�
�EK �

+ K

�

�

�

1

�
�

�

����� �

V

� ��G.�� 

U

� �EK � �

�

�

� �
�

+

J

� �EK �

+ K

�

�

�

���
�

V

� ��G.�� 

U

� ��K � �

�

�

�

�

�

� �
�

+

J

� ��� �

+	�

+	� �

�

�

�

�

�

� �
�

V

�
��G

�
 

U

�
��� � � +	�

�

�

���
�

J

�
�EK ���

�

�

���
�

�
�

�

V

�
��G

�
 

U

�
��� � � +	�;%

Our contribution update mechanismis basedon a �uid
model. In implementation,we divide time into quantadenoted
as

�

K . At thebeginningof eachtime quantum,we assignthe
transferbandwidthusing the CDPFalgorithm. At the endof
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eachtime quantum,we updatethe contribution valuesof ser-
vent 2 andtheserventsin

0 1

. Thepseudo-codefor thecontri-
butionupdateis:

Contrib ution Update ( � ,�

1

,all requestingserventsin
0 1

)
1. x = CDPF(� ,�

1

,all requestingserventsin
0?1

);
/* x is the solution of CDPF algorithm */

2. y = PF(�

1

,all requestingserventsin
0 1

);
/* y is the solution of PF algorithm */

3.
J 1

�

J 1

,

� #

����� �

������� �

)

+

) ,

8 � � �

�

K ;
/* the resource owner k increases its contri-

bution by the social gain */
4. do M

5. q = arg max M

U

� � � �

T

;
/* q is the servent who will reduce its con-

tribution in this iteration */
6. if ( U��

� �

�

4 6

) M

7. ��� � #

�������

������� �

)

+

) ,

8 � ;
8.

0�1

�

0�1

� M��

T

;
9. �

1

���

1

�

U � ;
10. y = PF(�

1

,all requestingserventsin
0

1

);
11. ��� � ��� � � ����� ��(*)

+

) ,

8 �

,

#

�������

������� �

)

+

) ,

8 � � ;
/* servent � reduces its contribution by its

social payment */
12.

J

�

�

J

�

�I��� �

�

K ;
13.

T

14.
T

while ( U��

� �

�

476

);

In line 3, the algorithm increasesthe contribution of the re-
sourceowner by the socialgain ��� . The contributionsof the
requestingserventsare reducedin the do-while loop. In line
5, we choosethe servent � who gainsthe mostextra resource

U

� � �$� . From lines 7 to 11, we computethe socialpayment
for servent � andadjustthe remainingamountof resourcefor
the remainingrequestingservents. In line 12, we decreasethe
contributionof servent � by its socialpayment.
Theorem5: Thecontribution updatealgorithm hascomputa-
tional complexity

�

�
	

"

� � � �
	�� � , where 	 is the numberof re-
questingservents.
Proof: From Theorem3, we know that the CDPF algorithm
hascomplexity

�

�
	 � � � �
	�� � . ThePFalgorithmis aspecialcase
of the CDPFalgorithmandalsohascomplexity

�

� 	 � � � �
	�� � .
Each iteration within the do-while loop executes the PF
algorithm (line 10) once. We executethe do-while loop at
most 	 times in the casethat 	 � 8 requestingserventsneed
to make their social payment. Therefore,the do-while loop
hascomplexity

�

�
	

"

� � � �
	�� � . Sincethestatementsoutsidethe
do-whileloophavea lowercomplexity, thecontributionupdate
algorithmhastimecomplexity

�

�
	

"

� � � �
	�� � .

V. Maintaining the Truth RevealingProperty

In this section,we discusshow onecanprovide thetruth re-
vealingproperty. In particular, how to ensurethat(1) noservent
in theP2Psystemwill misrepresentits contribution value,and
(2) eachserventwill honestlyreportits trueconnectiontype.
Maintaining the True Contrib ution Values: First, we can-
not simply allow a serventto alter its contribution at will. The
justi�cations are

� A maliciousservent 2 mayincreaseits contribution value
by more thanits socialgain ���

1

���

1

� afterit hasprovided
a �le transferservice.

� A maliciousservent � mayreduceits contributionvalueby
lessthanits socialpayment��� � �

U

� � after it hasreceived
a �le transferservice.

Through thesemalicious acts, a servent hopesto receive a
higher transferbandwidthwhenit requestsfor �le download.
We proposea light-weight,secureprotocolto performthecon-
tribution updateprocess.We adoptthe conceptof reputation
system[8]. In our framework, thecontribution updateprocess
is managedby a distributed auditing authority (DAA). One
canview a DAA asa databaseof servents' contributionsdis-
tributedamonga setof nodes,eachof which is anauditingau-
thority (AA). Serventsin a P2PsystemcancontactanyAA in
thedistributedsetfor contribution update.TheAA useswell-
studieddistributedconcurrency controlmethods[7] to maintain
theconsistency andintegrity of thedistributeddatabase.In this
paper, we alsoassumethatall theAAsaretrusted.

Let us describethe contribution updateprocesswhich in-
volvestheAA, theservent 2 thatprovidesa�le transferservice,
anda setof requestingservents

0 1

. For easeof presentation,
let useconsideroneparticularAA. The AA maintainsa table
whichrecordsthecontributionvalueof all theserventsin aP2P
system.Eachtuplein thetableis of theformat M ID, C val,
timestamp, tran ID

T

whereID is a uniqueidenti�er of
a servent in the incentive P2Psystem,and C val is the lat-
estcontributionvaluerecordedfor theserventat time times-
tamp basedonthelatesttransactionID tran ID . Whenanew
userregistersin theincentivenetwork,anentryis createdin the
AA's table and the servent is assignedan initial contribution
valueof zero.

Assumethat servent � wishesto requesta �le from servent
2 . Servent � needsto �rst requestits contribution certi�cate,
denotedas �

�

�

, from theAA. AA performsthedatabaselookup
andreturns�

�

�

backto servent � . In our protocol, �

�

�

contains
the C val of servent � , and the certi�cate is digitally signed
by the AA. Servent � canthenprovide this certi�cate �

�

�

and
its maximumdownloadbandwidth +B� to servent 2 for the �le
downloadrequest.The rationalefor this stepis that servent �

cannotfalsify its contribution valuesinceit is certi�ed by the
AA. Any tamperingof this valuecanbedetectedby servent 2 .

Servent 2 , uponreceiving the�le downloadrequestfrom ser-
vent � , canverify thevalidity of �

�

�

. If it is valid, 2 providesthe
�le downloadservicefor servent � . At the endof the transfer
quantum,servent � will provide a servicereceipt

0

�

�

(which is
digitally signedby servent � ) to servent 2 . After collectingser-
vice receiptsfrom all requestingservents,servent 2 cansubmit
thesereceiptsto AA for thecontribution update.Therationale
for theservicereceiptis thatservent 2 cannotfalsify any con-
tribution activity sinceAA canverify thevalidity of all service
receipts.Basedon thecontributionupdatealgorithmin Section
IV, theAA mayincreasethecontributionvalueof servent 2 and
decreasethecontributionvalueof all requestingclientsin

0 1

.
It is importantto point out thatafter receiving a �le transfer

service,servent � may refuseto provide its servicereceipt
0

�

�

to servent 2 in the hopethat its contribution valuewill not be
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decreased.In this case,servent 2 canreport this event to the
AA. WhenAA detectsasuf�cient numberof anomaliesagainst
servent � , AA candecideto blacklist [8] servent � for lateractiv-
ities. For example,theAA canrefuseto provide thecontribu-
tion certi�cate �

�

�

to servent � . Lastly, becausethe initial value
of contribution for a new servent is zeroand the contribution
valueis alwaysnon-negative, a maliciousservent cannottake
advantageof usingup its contributionvalueandthencreateing
a new accountin a P2Pnetwork to obtain�le transferservice
withoutany socialcontribution.
Truth Revealingof ConnectionTypes:As mentioned,thein-
centive protocolassumesthatall serventshonestlyreporttheir
connectiontype G � � �E� �  �+ � � , i.e., their maximumuploadand
downloadbandwidthcapacities.We now addressthe truth re-
vealingissuein connectiontypereporting.We arguethat for a
rationaluser, thereis noincentiveto reportany connectiontype
differentfrom its truetype.
Revealing the download bandwidth + � : Considera servent �

with amaximumdownloadbandwidthof +B� . Thereis no incen-
tivefor arationaluserto reportadownloadbandwidthwhich is
higherthan +	� . Thereasonsare:

� Basedon the utility function in Equation(5), receiving a
transferbandwidth U

� higher than +	� will not result in a
higher utility since the maximumvalue of the utility is

�������,9�� , which is achieved at having a transferbandwidth
of U

� ��+ � .
� TheproposedCDPFalgorithmassignsthe transferband-

width amongrequestingservents basedon the maxmin
fairnessprinciple.Therefore,reportingahigherdownload
bandwidthmay resultin receiving a lower transferband-
width allocationU

� .
Also, thereis no incentive for a rationaluserto reporta down-
loadbandwidthwhich is lessthanits truevalue +-� . Thereason
is thatsinceservent � doesnot know aboutthecongestionlevel
at the servent,say 2 , providing service,declaringa download
bandwidthlessthan +	� mayresultin alower transferbandwidth
allocation U

� . This situationoccurswhenservent 2 is not con-
gestedandtheCDPFalgorithmassignsthetransferbandwidth

U

� basedon thedeclareddownloadbandwidth.
Revealing the maximum upload bandwidth �

1

: Again,con-
siderthatservent 2 is aserviceproviding node.Clearlythereis
no incentive for servent 2 to declareanuploadbandwidthless
than �

1

. The reasonis that this will discourageotherservents
from requestingservicefrom servent 2 , whichwill in turnresult
in a lowercontributionvaluefor servent 2 .

On theotherhand,servent 2 maydeclarethatit hasa higher
uploadbandwidththan �

1

so to attractservicerequestsfrom
otherservents. However, thewrong informationcanbe easily
detectedsincethenodesrequestingservicewill provideservice
receiptsafterthe�le downloadprocess.Therefore,theAA can
easilyverify whetherthedeclareduploadbandwidthis equalto
theaggregatereceivedbandwidthby all therequestingservents.

Lastly, onemayarguethatarequestingserventmayprobethe
�le-sharing serventmultiple timesin orderto estimatethecon-
gestionlevel andbandwidthresourcessoasto obtaina higher
bandwidthin thelong run. Sincethecongestionlevel at the�le
sharingserventandat thenetwork aretimevarying,thissortof

schememaynotalwaysachievetheresultof obtainingahigher
bandwidthfor therequestingservent.

VI . Experimental Results

In this section,we presentsimulationresultsshowing that
our mechanismcanfairly distribute transferbandwidthamong
therequestingserventsandcanprovidehigheraggregateutility
thanotherschedulingdisciplinessuchasFCFSandprocessor-
sharing.
Experiment A: servents with similar connection type but
differ ent contribution values:Four serventsmakerequeststo
servent 2 , which hasa transferresourceof �

1

� =

6$6

. The
contribution valuesof theserequestingserventsat time K

� are



J

�! 

J

"$ 

J

�  

J

� � � 
 8  �8 % �; :9B A9B%��!� . Theconnectiontypesof all
the requestingserventsarethesameandtheir maximaldown-
loadbandwidthare + � � + " � +��5� +�� �@8 �

6

. Eachsimula-
tion lasts 8

6$6

unitsof timein theintervalof 
 K

�

 7K- 7K

�

,

8

6$6

� .
Figure4 illustratesthebandwidthassignmentU

� �EK � andtheirre-
spectivecontributionvalues

J

� �EK � duringthesimulationperiod.
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Fig. 4. (a) Instantaneousbandwidthassignmentand(b) instantaneouscontri-
butionvaluesfor competingservents.

In experimentA, we observe that althoughall the servents
have the sameconnectiontype, our CDPF algorithm assigns
higherbandwidthto theserventswhichhavelargercontribution
values. At the sametime, our mechanismdecreasesthe con-
tribution valuesof theseservents(sincethey aregettingmore
social resources).Eventually, all serventstend to have equal
contributionvaluesandequalbandwidths,whichmaximizethe
aggregateutility amongall theservents.
Experiment B: serventswith differ ent connectiontypesand
contribution values: The connectiontypesof the requesting
serventsaredifferentandthey are +

�
� 8

6 6

 :+
"

� 8 �

6

 :+ � �

9

6$6

 �+
�

� 9 �

6

, respectively. All theothersettingsarethesame
as in ExperimentA. For time K

�

 K  K

�

,

8

6 6

, we illus-
tratethebandwidthassignmentU � ��K � andcontribution

J

� ��K � in
Figure5. In experimentB, we observe that our instantaneous
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Fig. 5. a) Instantaneousbandwidthassignmentand(b) instantaneouscontri-
butionvaluesfor competingservents.
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bandwidthassignmentalsoconvergesto thesolutionof thePF
algorithm,which providesmaximizedaggregateutility for the
P2Pnetwork. Initially, servent 8 gainslessbandwidththanthe
solutionof the PF algorithm. Therefore,the CDPFalgorithm
doesnot decreasethecontribution valueof servent 8 . For ser-
vent 9 , < , and = , they gain a larger bandwidththanby the PF
algorithmat thebeginning. Afterwards,their contribution val-
uesconvergeto thesamevalue. Therefore,their instantaneous
bandwidthconvergesto thesolutionof thePFalgorithm.
Experiment C: achievedutility under differ ent resourcedis-
trib ution algorithms: Wecomparetheef�ciency of our incen-
tive mechanismwith that of the FCFSand processor-sharing
disciplines.Theaverage�le transferrequestratematrix,

�

, is
randomlygeneratedin 10,000experiments.Thereare�fty ser-
ventsandthey canmake requeststo eachother. Thereare� ve
differentconnectionandeachserventhasan equalprobability
of beingany of theconnectiontype.The�le requestrateandthe
�le serviceratearePoisson.UndertheFCFSdiscipline,there
areatmost� veserventsreceivingserviceatthesametime. Any
further requestsarequeuedandserved in FCFSorder. Under
the processorsharingdiscipline,eachrequestingservent gets
an equalshareof the available bandwidthfrom the provider
servent. Thedistribution for theincentive mechanismis asde-
scribedabove. Theprobabilitydensityfunction for theaggre-
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Fig. 6. Probabilitydensityfunctionfor aggregateutility underFCFS,process-
sharingandincentive mechanism.

gateutility underthesethreeresourcedistribution algorithms
areillustratedin Figure6. Thex-axisis thevalueof theaggre-
gateutility andthey-axis is the frequency achieving thevalue
of aggregateutility. Theproposedincentivemechanismalways
givesahigheraggregateutility thantheotheralgorithms.

VI I . RelatedWork

In [6], the authors addressone possible mechanismfor
Napster-liked P2Pnetwork. Our work is differentfrom theirs
in thesensethatour mechanismuses“virtual credit” so that it
will not reducethewillingnessof usersto participatein a P2P
network. The conceptof reputationsystemis discussedin [8]
for theapplicationof P2Psystemsandad-hocnetworks.Zhong
et al. [19] discusssomeshortcomingsof micro-paymentand
reputationsystem. They proposea cheat-proof,credit-based
mechanismfor mobilead-hocnetworks. In [5], theauthorsdis-
cusstheeconomicbehavior of P2Pstoragenetworks. In [18],
theauthorsmodelP2Pnetworksasa CournotOligopoly game

andgiveelegantcontrol-theoreticalsolutionfocusingonglobal
storagesystem.Ourwork focusesonthe�le-transferandband-
width allocationof aP2Psystemandweusethemechanismde-
signapproachin designingacompetitivegamein aP2Psystem.
Lastly, algorithmicmechanismdesign[10], [11], [16] provides
a theoreticalframework for designingincentivemechanisms.

VI I I . Conclusion

We have presentedan incentive mechanismfor P2P net-
works. Our mechanismdistributesresourcesamongservents
basedon eachservent's utility function, connectiontype, and
contribution. Our mechanismachievesboth higheraggregate
utility andfairnessfor a P2Pnetwork. Underour mechanism,
the contribution valueof a servent will be increasedif it pro-
videsserviceto theP2Pcommunity. A serventwhohasalarger
contributionvaluewill receiveahigherutility whenit competes
with otherserventsfor �le downloadservices.Therefore,ser-
vents in the communityhave incentive to shareinformation,
therebyresolvingthe free-riding problem. Furthermore,our
mechanismmay decreasethe contribution valuesof servents
whoaccessacongestedresource.Therefore,it alsoprovidesin-
centive for serventsto accessinformationfrom non-congested
serventsandresolvesthetragedyof thecommonsproblem.
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