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KGD {�D18�|�O�IGQ�SMD z b j ] j | j e<] j [ j bWDy]WO IGQ�]7� j [\DE[ Z DEbcV!P`Q�]sO�D�| j [r[ Y�Q�P`|EIl]sP j Q�SMb j Y z �
U O�D3[rDq[ Z DEbWVcO�P z jGk ]sO�Do| j [\[ Y�Q�PR|�Il]WP j Q SGb j Y z PRVy^�{�Q IG[\P`|uV j ]WO Il]�[\DE[ Z DEbcVy|�IGQ
e`DEI �GD�IlQ�^xQ�D �%[\DE[ Z DEbcVo|EIGQ 9 j P`Q�]sO�D�SMb j Y z Il]�IGQi{�]sPR[rDl� U O�Dn| j Q<]WbWPRZ�Y�]sP j Q�V jGk
j Y�b�� j bWK�IlbWD!K

� U O�D�KlDq{ IGSGbWDEDq[rDqQi] z b j ] j | j e�PRV�^�PRVc]sbcP`Z�Y}]sDE^ IlQ�^ ]sO�DqbWD�PRV�Q j |EDqQi]sbsIle`P@WqDE^ KGD {
VWDqbc�GDEbE�

� U O�D KlDq{�IGSMbWDqDE[\DEQi] z b j ] j | j eJPRV�| j Qi]sbWPRZ�Y�] j bc{��aD�Il|�O [rDq[ Z�Dqb | j Qi]sbWPRZ�Y�]WDEV
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PR]WV z IGb�]�] j ]sO�D j �MDqbsIGeRe SMb j Y z KlDq{G�

� :7Q�V�]sD�Il^ jGkJz Dqb ktj bc[rPRQ�S P`Q�^�PR��P`^�Y IGegbcDEKlDq{�P`Q�S jMz DEbsI�]sP j Q�VEF���D z b jMz j VcD�] j Y�VWD
IGQ "=���>����/%�! #?�2��%,.�'& I z�z b j IG|�O ] j VWPRSMQ�PRh�|�IGQi]se�{xbcDE^�Y�|ED ]sO�D | j [ z Y�]�I�]sP j Q IGQ�^
| j [r[ Y�Q�P`|EIl]sP j QA| j Vc]WV jGk [rIGP`Qi]�IlP`Q�PRQ�S ]sO�D SGb j Y z KGDq{G� U O�P`V P`Qi]sDqbc�lIGe�L Z IGVcDE^
I z�z b j IG|�O z bcDEVWDqbc�GDEV bcDEKlDq{�P`Q�SrD �\|EPRDEQ�| {_P`Q_^�{�Q IG[\P`| z DEDqb3SMb j Y z VE�

� � D z b jMz j VcD�]sO�bcDED0"=���7���1/%�! #?�2��%,.�'&N&!"@,����1"32546�7�'&-�C��(*��+%"=�6E �! FE6�%��"=�=G6IJ, F j b["=���>���1/%�! #?
2��%,.�'& �! FE6�%�1"=�HG6IJ, ktj b�VcO j bc]EF IGQ�^a| j Q�^�Y�|q] z Dqb ktj bc[�IlQ�|ED
D �GIle`Y Il]WP j QgF�P`Q�|qe`Y�^�L
P`Q�SnZ j ]WOrIlQ IGeR{<]WP`|�Ile IGQ�^\VWPR[ Y�edI�]sP j Q}L7Z IlVWDE^ IGQ IGe�{}VcP`VqFM] j P`e`eRY�Vc]WbsIl]WD�]WO�DEPRb z DEb�L
ktj bc[�IGQ�|ED
[\DEbWP�]sVq�

� � D z b jMz�j VWDrIGQ IGY�]WO�DEQi]WP`|�I�]sDE^ SMb j Y z KGD { IGSMbWDqDE[\DEQi] z b j ] j | j e,IGQ�^ z b j �MD
PR]WV�VWDq|EY�bcPR]7{_Vc]WbWDqQ�SG]sO�VE�

� � D P`[ z e`Dq[rDqQ<]WDE^�]WO�D � ����4A�C� �T���%4 � � �%ISIS46��" �'�!��" �%� � "325���!��+ 
��
��������] j
bWDEIGe`PVWED�]sO�D�P`Qi]sDqbc�lIGe L7Z IGVcDE^xIGe`S j bWPR]WO�[\VE� U O�D�e`PRZ�bsIGb�{ z b j ��PR^�DEV
I\VWD ] jGk T H :
k Y�Q�| ]sP j Q�V3]�IGPRe j bcDE^ ktj b�]sO�D�^�D �MDEe jMz [\DEQi] jGk VcDE|EY�bWD�SGb j Y z L j bcP`DEQi]WDE^AI z�z eRP`|�I L
]sP j Q�Vq�

U O�D\Z�IGedIGQ�|ED jGk ]sO�D\^�P`VWVcDEb�]�Il]WP j Q PRV j bWSiIlQ�P@WqDE^1IGV ktj eRe j �3VE��:7Q�N�O I z ]sDqb���F ��D
h bWV�]u^�PRVW|qY�VWV�bWDEe`Il]sDq^\� j bcKrIlZ j Y}]�|qDEQi]sbWIGe`PVWEDE^rSMb j Y z KlDq{r^�P`V�]sbcP`Z�Y�]WP j QgFi^�P`V�]sbWPRZ�Y�]WDE^
SMb j Y z KGDq{ IGSMbWDqDE[\DEQi]�F�IlY�]sO�DqQi]sP`|EIl]sDq^ SGb j Y z KlDq{1IGSGbWDEDq[rDqQi]�F�IGV���DEeReyIGV�]sO�D P`[ L
z e`Dq[rDqQi]�Il]WP j Q\D�8 z DEbWPRDEQ�|qD | j Q�|EDqbWQ�PRQ�S�SGb j Y z KGD {�[rIGQ IGSGDE[\DEQi]�� :7Q_N�O I z ]WDEb���Fi��D
z b j ��P`^�D�]sO�D�Z IG|�K<SMb j Y�Q�^ jGk ]WO�D�v�P �rD@L � DEe`eR[�IlQ z b j ] j | j e�� ��D,]sO�DqQ D�8 z e`IGP`Q�O j �5P�]
|�IGQxZ�DnD�8�]sDqQ�^�Dq^�] j ]WO�D U bWDqD L �uIGVWDq^ �
b j Y z v�P��\D L � Dqe`e`[rIGQ z b j ] j | j e�F�]sO�D�SMb j Y z
KGD {�IGSGbWDEDq[rDqQi] z b j ] j | j e ]sO Il] IG|q| j [\[ j ^ Il]WDEV�[ j bWD
]WO IGQA]7� j [\DE[ Z DEbcV�PRQxI ^�{iL
Q IG[\P`| z DEDqb�SMb j Y z � :7Q�N�O I z ]sDqb P Fi��D z bcDEVcDEQi]�]WO�bWDqD�PRQ<]WDEb��GIle�L7Z�IGVWDq^rIle`S j bcPR]WO�[rVJ] j
bWDq^�Y�|ED\]sO�D\| j [ z Y}]�Il]WP j Q IGQ�^�| j [r[ Y�Q�P`|EIl]sP j Q | j V�]sV ktj b�[�IlP`Qi]�IGPRQ�P`Q�S�]sO�D SMb j Y z
KGD {rPRQ In^}{}Q�IG[rPR| z DqDEb�SMb j Y z �[:7Q�N�O I z ]sDEb&Q}Fi��D�| j Q�^�Y�|q],[�I�]sO�Dq[�Il]WP`|EIGe�IGQ�IGeR{�VWPRV
] j p<Y IGQi]sP k {�]sO�D,Vc{�V�]sDE[ z DEb ktj bW[rIGQ�|qD�IG|E| j bW^�PRQ�S3] j ]sO�D�SMP��MDEQ z DEb ktj bW[rIGQ�|ED�[\Dq]WbWP`|qV
�3O�DEQ ]WO�D j bcP`SMPRQ IGe�v�P �rD@L � DEe`eR[�IlQ_]WbWDqD P`Vo| j [ z eRDq]sDqeR{_Z IledIGQ�|qDE^ �N��D�IGe`V j bWD z�j bc]
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VWD �MDEbWIGe�D18 z DEbcP`[\DEQi]sV�]WO Il] P`e`eRY�Vc]WbsIl]WD
]sO�D V�{�Vc]sDq[ | j Vc]sV Y�Q�^�Dqb�^�{�Q IG[\P`| 9 j P`Q�V IGQ�^
e`DEI �GDEV�Y�VWPRQ�Sr�lIGbcP j Y�VoVc{�V�]sDE[ z IGbWIG[\Dq]sDqbWV�� Dl� S���F 9 j P`QAIGQ�^Ae`D�I��GD z b j Z IGZ�PRe`P�]sP`DqV��@� :7Q
N�O I z ]WDEb R�F���D�^�DEVW|qbWPRZ�D j Y�b z b jGz�j VcDE^�IGY�]sO�DEQi]sPR|�Il]WDE^�SGb j Y z KGD {�IlSMbWDqDE[\DEQi] z b j ] j L
| j e F�K<Q j �3QaIGV�]WO�D��-46�HG������3" �'�!�>�'&�� �C����? PN�%,.�'& �T�C�%4���� " � ��?����� = #IZ�!��� T L U �nv � �
z b j ] j | j e F IGQ�^ z b j ��P`^�D�IGbcSMY�[\DEQi]sV j Qa�3O�Dq]WO�DEb�PR]3VsI�]sP`V�h DEV j Y�b3VcDE|EY�bWPR]7{aS j IGe`Vq� :7Q
N�O I z ]WDEb ^ Fg��D�Vc]sY�^�{x]WO�D P`[ z eRDE[\DEQi]�Il]WP j Q_^�D ]�IGPRe`V jGk X��nNuC5IlQ�^ z bWDqVWDqQ<]�D18 z Dqb�L
P`[\DEQi]sV�]WO Il]nDq�lIGeRY Il]WD ]sO�D z DEb ktj bW[rIGQ�|ED jlk ]sO�D\PRQi]sDEb��lIGe�L Z IGVWDq^ IGe`S j bWP�]sO�[\V Y�Q�^�DEb
bWDEIGe'Q�Dq]7� j bcK�VWDq]c]sPRQ�SMVE�,f!PRQ IGeReR{MF�P`QAN�O I z ]sDqb � F���D�| j Q�|EeRY�^�D
]sO�D�^�PRVWVcDEbc]sIl]sP j QaIGQ�^
z b jGz�j VcD k Y�]sY�bcD�^�P`bcDE|q]WP j Q�Vu]sO Il]3DqQ�bWPR|�Oa]WO�D�bWDqVWD�IlbW|�O �
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:7Q�]sO�PRV�|�O I z ]sDEbqF���D
| j Q�VcP`^�Dqb3I�Q<Y�[ Z DEb jGk SMb j Y z KlDq{�[rIGQ IGSGDE[\DEQi]uVc|�O�DE[\DEV z bcD L
��P j Y�VceR{ ^�D �MDEe jMz DE^ ] j�z b j ]WDE| ]�SMb j Y z | j [r[ Y�Q�P`|EIl]sP j Q � U O�DEVcD VW|�O�Dq[rDqV�|�IGQ Z D
|Ee`IGVWVcPRh Dq^aPRQi] j ]7� j |EIl]sDqS j bWPRDEV K �������3���! #"�$%�'&JE!�C�%4 � (*��+Y&!"@,��3�1"3254A�3" �%�rIGQ�^ &6�������������! #?
"�$%�'&SE!�C�%4�� (*��+ �.E!�C����I ����� ��:7QA|EDEQi]WbsIGeRP@WEDq^ASGb j Y z KGD {A^�P`Vc]WbWPRZ�Y�]sP j Q F I |EDqQi]sbsIle`P@WqDE^
KGD { VWDqbc�MDqb�P`V�VcDq]�Y z ] j SGDEQ�DqbsIl]WD IGQ�^ ^�PRVc]sbcP`Z�Y}]sD SMb j Y z KlDq{�V
] j IGeRe!SMb j Y z [\DE[ L
Z�DqbWVq��:7Q ^�Dq|EDEQi]WbsIGeRP@WEDq^ SMb j Y z KGDq{ IGSMbWDqDE[\DEQi]�FgO j ��D �MDEbqF!Ile`e.SMb j Y z [rDq[ Z�DqbWV
IlbWD
P`Qi� j eR�MDq^xPRQASMDqQ�DEbWIl]sPRQ�S ]sO�DnSMb j Y z KlDq{xIGQ�^_h Q IGeReR{_IlSMbWDqDnY z�j QxI\| j [\[ j Q_SMb j Y z
KGD {M� U j �MDqbWP k { ]WO�D�PR^�DEQi]WPR]sPRDEV jGk SGb j Y z [rDq[ Z DEbWV�]sO�Il] z IGbc]WP`|qP z Il]WD3P`Q ]sO�D�KGDq{\SMDqQ}L
DEbWIl]sP j Q z b j |EDqVWVqF�VcDq�GDEbsIle ^�DE|EDqQi]sbsIle`P@WqDE^ SMb j Y z KGD { IGSMbcDEDE[\DEQi]�Vc|�O�DE[\DEV�IGbWD k Y�bc]sO�DEb
D�8�]sDqQ�^�Dq^r] j PRQ�| j b z�j bsIl]WD�IGY�]WO�DEQi]sPR|�Il]WP j Q IlQ�^\]WO�Dq{ IGbWD�|qedIGVcVWPRh�DE^\IGVQ�!46�HG������3" �'�!�7�'&
E!�C�%4���(*��+��.E!�C����I ������VW|�O�DE[\DEVE�;:7Q1]WO�D ktj e`e j �3P`Q�S�F���D bWD ��P`Dq� ]sO�D bWDqVWDEIGbW|�O1� j bcK
IGZ j Y�] SMb j Y z KlDq{ [rIGQ IlSMDE[\DEQi] PRQ�]sO�bWDED_IlbWD�IlV5Kx��� ��|qDEQi]sbWIGe`PVWEDq^ SMb j Y z KGDq{�^�P`V�L
]sbcP`Z�Y�]WP j QgFu� �M�n^�Dq|EDqQ<]WbsIGeRP@WqDE^�SMb j Y z KlDq{�IGSMbcDEDE[\DEQi]EFyIGQ�^ � �i��IGY�]sO�DEQi]sPR|�Il]WDE^ KGD {
IGSMbcDEDE[\DEQi]EFiIGV!��DEeRe�IGV.]sO�DuPR[ z e`DE[\DEQi]sIl]sP j Q�D�8 z DqbWPRDEQ�|qD�bWDESMIGbW^�PRQ�S SGb j Y z KlDq{�[�IGQ�L
IGSMDq[rDqQ<]E�

N�DqQi]sbsIle`P@WqDE^ SMb j Y z KGDq{ ^�P`Vc]WbWPRZ�Y�]sP j Q F'IlVn[\DEQi]WP j Q�Dq^1IGZ j �GDGF.bWDEp<Y�PRbWDqV�I�VcP`Q�SMeRD
|EDqQ<]WbsIGeRP@WqDE^�KlDq{�VcDEb��MDEb�] j SMDqQ�DEbWIl]sD IGQ�^�^�PRVc]WbWP`Z�Y�]sDnKGD {}V�] j SMb j Y z [\DE[ Z DEbcVE�Q:7Q}L
]sY�P�]sP��MDEe�{MF ]sO�D KlDq{ VcDEbc�GDEb�|�IlQ1VcDq]�Y z I�VcDE|EY�bWD Y�Q�PR|�IGV�]
|�O IGQ�Q�DEe��3PR]WO D�IG|�O SMb j Y z
[rDq[ Z DEb\IGQ�^5^�P`V�]sbWPRZ�Y�]WDaQ�Dq�3eR{ SGDEQ�DqbsIl]WDE^6KlDq{�V�]WO�b j Y�SMO ]WO�DEVcDx|�O IlQ�Q�DEeRVE� U O�P`V
[rD ]sO j ^ FuO j ��Dq�GDEbqF P`V\Q j ]rVW|EIGedIlZ�e`D_�3O�DEQ ]WO�Dx[\DE[�Z�Dqb z j}j eoPRV\�GDEb�{6e`IGbWSMDl� U j

Q
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IG^�^�bcDEVcV�]sO�PRV�Vc|�IGe`IGZ�PRe`PR]7{�P`VcVWY�DlF6� j Q�S ��� �! �� � � ^�� IGQ�^ ��Ile`e`Q�DEb)��� �! �� � ��R � P`Q�^�D z DqQ}L
^�DEQi]WeR{ z b jMz j VWDq^\]WO�D-(*��+��3�C���yI z�z b j IG|�O\] j IG|�O�P`D �MD3VWDq|EY�bcD�SGb j Y z | j [r[�Y�Q�P`|EIl]sP j Q �
U O�Dq{�VWY�SMSGDEVc]WDE^ ] j IGVcV j |EPdI�]sD KlDq{�V�PRQ I�O�P`DqbsIGbc|�O�P`|EIGeJ]WbWDqD IGQ�^ z Dqb ktj bc[)bcDEKlDq{�P`Q�S
Il]�D �MDEb�{ 9 j PRQ j b�eRD�I��MD D �MDqQ<]E�$C�Il]WDEbEF�]WO�D IGY�]WO j bWV�P`Q �#� P Fu�G�}Fu��S � PRQi]sb j ^�Y�|qDE^
2��!�7��G�����(*��+%"=�6EGF,[rDEIGQ�P`Q�S ]WO Il] ]sO�DaSGb j Y z KGD { P`V bWDqQ�Dq��DE^ Il]\bWDESGY�edIGb PRQi]sDEb��lIGe`Vq�
U O�DEbcD ktj bcDGF�]WO�D KlDq{�bWDEQ�Dq��IGe z b j |qDE^�Y�bcD�P`V,P`Q�^�D z DEQ�^�DEQi] jGk [\DE[ Z DEbcVWO�P z ^�{�Q Il[rPR|EV
IGQ�^1]sO<Y�V�Z DE| j [\DEVn[ j bcD D �\|EPRDEQi]�� :7Q1]sO�PRVn^�P`VWVcDEb�]�Il]WP j Q F���D�I z�z eR{�]WO�DrKlDq{1]sbcDED
I z�z b j IG|�OAIGQ�^_]sO�D�Z I�]s|�OabWDEKlDq{�P`Q�S�| j Q�|ED z ]3] j\j Y�b z b jMz�j VWDE^AIGeRS j bWP�]sO�[\VE�

v�Dq|EDqQ<]WbsIGeRP@WqDE^�SMb j Y z KlDq{�IGSMbWDqDE[\DEQi]
bcDEp<Y�P`bcDEV ]WO�D z Ilbc]sPR|EP z Il]sP j Q jGk IGe`e�SMb j Y z
[rDq[ Z DEbWV�IlQ�^\]WO�DEbcD ktj bcDoI � j P`^�V�]WO�D3VWPRQ�SMe`D@L z j P`Qi]�L jGk L k IGP`eRY�bWD z b j Z�eRDE[ ktj Y�Q�^ P`Q |EDqQ}L
]sbWIGe`PVWEDE^ KlDq{1^�P`V�]sbcP`Z�Y�]WP j Qg�Z: ]WV�bcDEVcD�IGbc|�O�P`V�D�8 z e j bWDq^�PRQ � P FJ� P F �!�GF � � � F.P`Q �3O�P`|�O
]sO�D�IGY�]WO j bWV D�8�]sDqQ�^�DE^�]WO�D v�P �rD@L � DEe`eR[�IlQ z b j ] j | j e � Q � ] j VWY z�z�j b�]�VcDE|EY�bWD SMb j Y z
| j [\[ Y�Q�P`|�I�]sP j Q�P`Q�I z DqDEb�L�] j L z DqDEb Q�Dq]7� j bWK	� ��Y�bW[\DEV�]sDEb IlQ�^ v�DEVc[rDq^�] � P � z b j L
z�j VWDE^�Ir| j [ z Y}]�Il]WP j Q}L D �\|EPRDEQi] z b j ] j | j e�Il]o]sO�D�D�8 z DEQ�VcD jGk O�P`SMOA| j [\[ Y�Q�P`|�I�]sP j Q
j �MDEbcO�D�Il^ �3X�]WDEP`Q�DEbO���T�! �� � � P � ^�Dq�GDEe jGz Dq^ �[ #"��54���, F P`Q��3O�P`|�OaDq�GDEb�{A[\DE[�Z�DqboPRQi]sb j L
^�Y�|qDEVyPR]WVJKlDq{�| j [ z j Q�DEQi]!P`Qi] j ]sO�D�bWDEVcY�eR]!SMDEQ�DEbsI�]sDE^ Zi{nPR]WV z bcDE|qDE^�PRQ�S�[\DE[ Z DEbJIGQ�^
z IGVcVWDEV�]sO�D�Q�Dq� bcDEVWY�eR]o] j P�]sV ktj eRe j �3P`Q�S [\DE[ Z DEbq�3N�e`PRp<Y�DEVoP`VoD �\|EPRDEQi]�PRQAbcDEKlDq{�P`Q�S
ktj b�eRD�I��MD j b z IGb�]sP�]sP j Q�Dq�GDEQi]sVqF	Z�Y�]�PR[ z j VWDqVuI�O�P`SMO�� j bcK�e j IG^ j Q�]WO�D�e`IGVc]�[rDq[ Z�Dqb
P`Q�]WO�D |�O IGPRQ � �
P`[ ���N�! �� � �!� � z b jMz�j VWDE^ ]WO�D U bcDED@L �uIGVcDE^���b j Y z v�P��\D@L � Dqe`eR[�IGQ
� U ��v � ��] j IGbcbsIGQ�SGDaKlDq{�V�PRQ6I ]sbcDEDaVc]WbWY�| ]sY�bcDG� ~��MDqbc{ [\DE[ Z DEb j Q�e�{ Q�DqDE^�V\] j
O j eR^x]sO�D�KGDq{�VnIGe j Q�S�P�]sV KlDq{ z Il]sOgF P`[ z eR{�PRQ�S\]WO Il]�]sO�D bcDEKGD {�P`Q�S�� j bWK<e j IG^ P`V�^�P`V�L
]sbcP`Z�Y�]WDE^ ] j IGeRe�[\DE[ Z DEbcVE� U O�D�IlY�]sO j bWV,IGe`V j VWY�SGSMDEV�]sDE^�I��GIlbWPdIlQ<] jGk U ��v � |EIGe`eRDE^
X U m �3O�PR|�O5[\P`Q�PR[rPVWEDqVn]WO�D_| j [\[ Y�Q�PR|�Il]WP j Q j �GDEbcO�D�IG^ Zi{ ]sbWIG^�P`Q�S j 
 ]sO�D�| j [ L
z Y�]sIl]sP j Q IGeJ| j [ z e`D18}PR]7{�� � � � � T eReJ]sO�D IGZ j �GD VW|�O�Dq[rDqV�IGbcD����%���3��"32546�>�%��+�F�[rDEIGQ�PRQ�S
]sO I�] IGeReySMb j Y z [\DE[�Z�DqbWVn| j Qi]sbcP`Z�Y}]sD ]sO�DqP`b j �3Q z bcPR�lIl]sD z PRDE|ED jGk P`Q ktj bc[�I�]sP j Q�] j
SMDEQ�DEbsI�]sD�]WO�D�SMb j Y z KGDq{G�-� O�PRe`D�]sO�D�KGDq{AbWDqQ�Dq��IGe�PRQ � P � P`V�P`Q�^�D z DqQ�^�DqQ<] jGk [\DE[ L
Z�DqbWVcO�P z |�O IGQ�SMDGFM]WO�D�bWDqVc] jGk ]sO�DuVW|�O�Dq[rDqV � � P F � �MFA� � � VWY�SMSGDEVc]y] j
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Ml(S) Mr(S)

vr
Ml(s) takes the 
responsibility
of broadcasting
BKvp.

vl

vp

Ml(S) Mr(S)

vr

Either Ml(s) or Mr(s)
can take the 
responsibility
of broadcasting 
BKvp. We choose Mr(s).
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SGCL_init()

SGCL_join()

SGCL_destroy()

SGCL_leave()

(optional)
SGCL_set_passwd()

(for application protocols)

SGCL_send()
SGCL_recv()

SGCL_read_membership()
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