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Abstract

Goldreich (ECCC 2000) suggested a simple construction of a candidate one-way function f : {0,1}" —
{0,1}™ where each bit of output is a fixed predicate P of a constant number d of (random) input bits.
We investigate the security of this construction in the regime m = Dn, where D(d) is a sufficiently
large constant. We prove that for any predicate P that correlates with either one or two of its variables,
f can be inverted with high probability.

We also prove an amplification claim regarding Goldreich’s construction. Suppose we are given an
assignment z’ € {0, 1}" that has correlation ¢ > 0 with the hidden assignment = € {0,1}". Then, given
access to 2/, it is possible to invert f on x with high probability, provided D = D(d,¢) is sufficiently
large.

1 Introduction

In a short note in 2000, Oded Goldreich [Gol00] proposed a very simple construction of a conjectured
one-way function:

1. Choose a bipartite graph G with n vertices on the left, m vertices on the right, and regular right-
degree d.

2. Choose a predicate P : {0,1}% — {0, 1}.
3. Let f = fo p be the function from {0,1}"™ to {0,1}™ defined by
f(z); = the ith bit of f(x) = P(xrg 1y, %re,q)
where I'(; ;) is the jth neighbor of right vertex i of G.

Goldreich conjectured that when m = n and d is constant, for “most” graphs G and predicates P, the
resulting function is one-way.!

In this work we investigate Goldreich’s construction in the setting where the graph G is random, d
is constant, and m = Dn for a sufficiently large constant D = D(d). We show that for this setting of
parameters, Goldreich’s construction is not secure for most predicates P. In fact, our conclusion holds
for every predicate P that exhibits a correlation with either one of its variables or a pair of its variables.

We also show that if we are given a "hint" 2’ — any assignment that has nontrivial correlation with
the actual input z to the one-way function — it is possible to invert f on z, as long as D is a sufficiently
large constant. However, D depends not only on d but also on the correlation between x and z’.

While our theorem does not rule out the security of Goldreich’s construction when m = n, it indicates
some possible difficulties in using this construction, as it reveals its sensitivity on the output length. It
indicates that when the ratio m/n is a sufficiently large constant, the construction can be broken for a
large class of predicates. It is also easy to see that when m/n is smaller than 1/(d — 1) the function can
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I'More precisely, with constant probability over the choice of G and P (say 2/3), the corresponding family of functions as
n — oo is one-way. Goldreich also suggests specific choices of P and G.



also be inverted for every predicate P, as with high probability the “constraint hypergraph” splits into
components of size O(logn) [SS85].

On the other hand, for certain choices of the predicate P to which our theorem does not apply, it has
been conjectured that the function f is not only one-way but also a pseudorandom generator [MST03].2

1.1 Goldreich’s function and cryptography in NC°

Goldreich’s proposal for a one-way function has several features that were absent from all known earlier
proposals: (1) It is extremely simple to implement, and (2) it is very fast to compute, especially in
parallel. On the other hand, the conjectured security of Goldreich’s function is not known to relate to
any standard assumptions in cryptography, such as hardness of factoring or hardness of finding short
vectors in lattices.

This paradigm of “NC° cryptographic constructions” where every bit of the output depends only on
a constant number of input bits has since been extended to other cryptographic primitives, in particu-
lar pseudorandom generators. Remarkably, Applebaum, Ishai, and Kushilevitz [AIK04] showed that a
pseudorandom generator (and in particular a one-way function) in NC° can be obtained assuming the
hardness of the discrete logarithm problem; however, the stretch of this pseudorandom generator is
only constant. In a different work [AIKO06], the same authors gave a different construction of a pseu-
dorandom generator with small linear stretch using the less standard assumption that certain random
linear codes are hard to decode.

These constructions give evidence that cryptography in NC° may be possible. However, the construc-
tions are rather complicated and the parameters they yield are of little practical value. For example,
it is not known whether it is possible to have a pseudorandom generator that stretches n bits of input
into, say, 10n bits of output under comparable assumptions.

For this reason, we believe it is interesting to investigate the power and limitations of simple
constructions such as the one of Goldreich, which may be more useful in practice. A step in this
direction was made by Mossel, Shpilka, and Trevisan [MST03]. They conjectured that the function
f:{0,1}™ x {0,1}™ — {0,1}™ where

f(@,y)i = Treay + 2ri,2) + Tra,s) T Yai,1)  Yaa,2)

is a pseudorandom generator with high probability, where I" and A are incidence lists of random (n,m)
bipartite graphs of right-degree 3 and 2 respectively. As partial evidence towards their conjecture,
Mossel et al. proved that f is pseudorandom against linear functions for, say, m = n''!. It is not
difficult to see by the Linial-Nisan conjecture [LN90], which was recently proved [Bra09], f is also
pseudorandom against constant-depth circuits.

Very recently, Cook, Etesami, Miller, and Trevisan [CEMTO09] showed that a restricted class of
algorithms called “myopic algorithms” take exponential time to invert Goldreich’s construction. The
kinds of algorithms used in this work are not myopic.

1.2 Our results

We state our main results. They refer to the standard notion of “correlation” among strings and func-
tions which is formally defined in Section 2.

Theorem 1. Let K be a sufficiently large constant and D > 259, Suppose P : {0,1}¢ — {0,1} is a
predicate that has nonzero correlation with one of its inputs or a pair of its inputs. Consider the function
fe.p : {0,1}™ — {0,1}™, where m = Dn. Then, with high probability over G, fq p is invertible on a
1-— 2*2_Sz(d)”-fmction of inputs as a one-way function.

Theorem 2. Let K be a sufficiently large constant and D > (1/¢)X?. Let P : {0,1}¢ — {0,1} be any
non-constant predicate. Then there is an algorithm A such that with high probability over G, with the
following holds. Consider the function fg p : {0,1}" — {0,1}", where m = Dn. Fora 1 — 9-"27%Wn
fraction of assignments x and any assignment z' that has correlation ¢ (in absolute value) with x, on

2Actually [MSTO03] considers a slightly different function; see below.



input G, P, f(x) and 2', A outputs an inverse for fc p(zr). The running time of A is polynomial in n and
1/e.

1.3 Owur approach

The problem of inverting Goldreich’s function is somewhat analogous to the problem of reconstructing
assignments to random 3SAT formulas in the planted 3SAT model. We exploit this analogy and show
that several of the tools developed for planted 3SAT can be applied to our setting as well.

The proofs of Theorems 1 and 2 consist of two stages. In the first stage, we almost invert f in
the sense that we find an assignment ~ that matches the hidden assignment z on a 99% fraction of
positions. In the second stage we turn z into a true inverse for f(z). The second stage is common to the
proofs of both theorems.

To give some intuition about the first stage in Theorem 1, suppose for instance that P is the majority
predicate. Then we try to guess a the value of the bit x; by looking at all constraints where x; appears
and taking the majority of these values. Since x; has positive correlation with the majority predicate,
we expect this process to result in a good guess for most x; that appear in a sufficiently large number
of clauses. In fact, if f has about nlogn bits of output, this reconstructs the assignment completely; if
m = Dn for a sufficiently large constant D, a large constant fraction of the bits of = is recovered. The
same idea applies to any predicate with correlates to one of its variables.

For predicates correlating with a pair of their variables, we will argue that the output of f contains
certain noisy information about the correlation between the pairs. In particular, it gives information
as to whether the pair of variables have the same or different values. More precisely, it is possible to
construct a graph G whose vertices correspond to variables of i and an edge between i and j appears
independently, but with probability depending on the event x; = ;. The clusters in this graph corre-
spond to variables taking the same value. Using known methods for clustering random graphs [Coj06]
we can recover most of the values of z.

The first stage in the proof of Theorem 2 is based on the observation that if we start with some
assignment ' that correlates with the input z to f, then the output bits of f(z) give information about
the values of various variables z;, for an arbitrary predicate P. We prove this in Section 4.

For the second stage, we extend an algorithm of Flaxman [F1a03] (similar ones have also been given
in [KV06, Vil07]) for reconstructing planted assignments of random 3CNF formulas. The planted 3SAT
model can be viewed as a variant of our model where the predicate P corresponds to one of the eight
predicates z; V 23 V 23,...,%21 V Z3 V z3. This algorithm starts from an almost correct assignment, then
unsets a small number of the variables in this assignment according to some condition (“small support
size”), so that with high probability all (but a constant number of) the remaining set variables are
correct. Then the value of the unset variables can be inferred in polynomial time. We show that the
notion of “small support size” can be generalized to arbitrary non-constant predicates, and this type of
algorithm can be used to invert f. While we directly follow previous approaches, our proofs include a
few technical simplifications.

2 Preliminaries

Some definitions Let X,Y be random variables over {0, 1}. The correlation between X and Y is the
value E[(—1)X*Y]. The correlation between a predicate P : {0,1}¢ — {0,1} and a subset (z;);cs of its
inputs is the correlation between the random variables P(Xy,...,Xy) and ), ¢ X;, where the sum is
taken modulo 2, and X;, ..., X,, are uniformly distributed. We say P correlates with (z;);cs if the above
correlation is nonzero. The correlation between a pair of assignments z,y € {0,1}" is the correlation
between the ith bit of z and y, where i € [n] is random.

We say a Bernoulli random variable X ~ {0,1} is e-biased towards 0 (resp. 1) if the probability of
X =0is at most 1/2 — ¢ (resp. 1/2 + ¢).

We say an assignment x € {0,1}" is e-balanced if its correlation with the all zero assignment is at
most ¢ in absolute value.



By analogy with the random 3SAT problem, we will refer to the input « € {0,1}" on which we are
interested the function fg p(x) as the planted assignment. We will call an assignment 2’ € {0,1}"
d-correct if it is at hamming distance at most d from the planted assignment.

On the random graph model In Goldreich’s definition [Gol00], The bipartite graph G in the func-
tion fg p is chosen from the following random graph model G = {G,,,,}: (1) Each graph G in G, has
n left vertices and m = m(n) right vertices; (2) each right vertex v of G has d neighbors on the left,
labeled by I'y (v), ..., T'4(v); (3) The neighbors of each right vertex are uniformly distributed (repetitions
allowed) and independent of the neighbors of all other vertices.

The literature on planted 3SAT usually considers a different model where each of the clauses is
included in the formula independently with probability p = p(n). Our results can be extended in the
corresponding model for G, but such a model is less natural for one-way functions.

3 Obtaining an Almost Correct Assignment

In this section, we show that for predicates correlating with one or a pair of inputs, we can get an
assignment that agrees with the planted one on almost all variables.

3.1 For Predicates Correlating With One Input

When the predicate P(z1, ..., zi) correlates with one of its inputs, say z1, then every output bit of f¢ p(x)
gives an indication about what the corresponding input bit should be. If we think of this indication as
a vote, and take a majority of all the votes, we set most of the input bits correctly. The following
proposition formalizes this idea.

Algorithm Majority Voting:
INPUTS: A predicate P(z1,...,24) that correlates with z;; the graph G; the value f¢ p(x)
ALGORITHM:

1. For every input variable ¢, calculate the majority among the values fs p(z); where i occurs as the
kth variable.

2. Set x} to equal this value if the correlation between P and zj is positive, and the complement of
this value otherwise.

3. Output the assignment z’.

Proposition 3. Suppose D > 4¢ and P is a predicate that correlates with its kth variable. For a
1-2-9/&4%) fraction of z € {0, 1} and with probability 1—2-24"") over the choice of G, the assignment
@’ produced by algorithm Majority Voting agrees with x on a (1 — 2~XP/ 4d))n fraction of variables.

Proof. Without loss of generality assume k& = 1, and assume the correlation between P and z; is positive.
Since this correlation is a multiple of 2-¢, it must then be at least 2.

Now fix any input z that is 1/2d2%-balanced. We think of the constraint graph G as being chosen in
the following manner: First, for each constraint in G the first variable 7, is chosen uniformly at random.
Then, for every i, among the constraints where i is the first variable, the other variables i, ...,i; are
chosen at random. Let N; denote the number of constraints with 7 as the first variable.

Now consider the random experiment where one samples «z;,,...,z;, at random and outputs the
value b = P(zi, %4y, ..., 2i,). If ziy, ..., z;, were uniformly distributed in {0,1}, then b is a Bernoulli
random variable whose output is at least 2~?-biased towards z;. However, w,,,...,7;, might not be
uniformly distributed but only 1/2d2%-balanced. Since the statistical difference between the distribu-
tions (x,,...,%;,) when the samples are uniform and when they are uniformly balanced is at most
(d —1)/2d2% < 2=+ it follows that b is at least 2~ (?+1)-biased towards z;.



Fix some ¢ such that N; > D/2. By Chernoff bounds, over the random choice of G, the value
agrees with z; with probability at least 1 — 9~ "D), By another Chernoff bound, the number of is
among those N; such that N; > D/2 where z; and z} disagree is at most 2247 D)yy with probability
2-2(47"Dn) - Applying Claim 11 with ¢ = 4¢/D we obtain the theorem. O

3.2 For Predicates Correlating With a Pair of Inputs

We illustrate the inversion of f p(z) for a predicate that correlates with a pair of its inputs by looking
at the “all equal” predicate. Specifically, let AE(z1, 22, 23) be the predicate “z; = 23 = z3”. Then AFE does
not correlate with any of its variables, but it correlates with the pair (21, 22).

In this example, every constraint (z;,, z;,,x;,) where AE evaluates to 1 tells us that z;, = x;,. Now
construct a graph H whose vertices are variables of x and such a constraint gives rise to an edge (i1, i2).
Then the connected components in this graph indicate collections of variables z; that must have the
same value. When z is roughly balanced, because G is random, the induced subgraphs on the sets
{i : &; = 0} and {¢ : x; = 1} are random graphs with constant average degree. Therefore with high
probability, each of these subgraphs will have a giant connected component, giving two large sets of
variables of 2 that must have the same value. By guessing the value of the variables within each set
we obtain an assignment x’ that agrees with = almost everywhere.

Now consider the majority predicate M AJ(z1, 22, 23). This predicate also correlates with its first
pair of variables. Fix an almost balanced assignment x. Now suppose we see a constraint such that
MAJ(z;,,x;,,2;,) = 1. While we cannot say with certainty that z;,, = z;,, this constraint gives an
indication that z;, and z;, are more likely to be different than equal. So we can hope to recover a large
portion of the assignment z by looking for a large cut in the graph H.

For a general predicate that correlates with a pair of its variables, we can reconstruct a large por-
tion of the assignment z by using a spectral partitioning algorithm on H. This idea was used by
Flaxman [F1a03] in a related context. Coja-Oghlan [Coj06] proved a general “partitioning theorem”
which, in particular, gives the following algorithm.

Theorem 4 (Theorem 1 of [Coj06], special case). There is a polynomial-time algorithm Partition with
the following property. Let Cy be a sufficiently large constant. Let (Sy, S1) be a partition of [n] such that
|Sol, |S1| > n/3. Fix probabilities poo,p11,p01 € [Co/n, D/n]. Suppose the graph H' is a random graph
where each edge (i, j), wherei € S,,j € S, (a < b) is included independently at random with probability
Pab. Assume that

n(|poo — po1| + [p11 — po1|) > Comax(y/npoo log(npoeo), v/np11 log(npir)). (@8]

then with high probability Partition(H') outputs a partition (S}, S}) of [n] such that (Sy, S1) and (S}, S1)
differ on at most (1 — O(D~19))n vertices of H'.

Condition (1) is a non-degeneracy condition which requires there to be a noticeable difference in
edge densities. Otherwise, the information about the original partition is lost.

Algorithm Pairwise:
INPUTS: A predicate P(z1,...,z4) that correlates with (zy, z,-); the graph G; the value fg p(z)
ALGORITHM:

1. Choose b such that Pr.[z; # z, | P(2) = b] # Pr, [z = 2z | P(2) = b).

2. Construct the graph H on vertex set [n] with edges (i, ,) iff there is a constraint in G such that
P(zi,,...,z;;) =b. Let my denote the number of edges of H.

3. Sample M from the binomial distribution with (%) samples, each with probability my /2. Let H’
be the subgraph consisting of the first M distinct edges of G. (If there are not enough such edges,
fail.)

4. Run Partition(H'). Call the partition output by the algorithm (S}, S1).



5. Output the pair of assignments 2/, T/, where z; = a iff i € S/, and T’ is the complementary
assignment.

For step 1, it follows that such a choice of b is always possible by the assumption that P correlates
with (zg, z). Step 3 is a technical trick that allows us to pass from our random graph model, where
the number of edges is fixed, to the model where each edge is sampled independently at random with
probability my /2. We believe this step is not necessary, but since the algorithm Partition is analyzed
in the latter model we include it for accuracy.

Proposition 5. Fix a sufficiently large constant C. Suppose D > (Cd16% and P is a predicate that
correlates with (zy, z.). Fora 1— 244 fraction of z € {0,1}™ and with high probability over the choice
of G, one of the two assignments produces by algorithm Pairwise agrees with x on a (1 — Q(D~1%)n
fraction of variables.

Proof. Without loss of generality assume b = 1, k = 1 and r = 2. Let px = Pr.[z1 # 2 | P(z) = 1],
p— = Pr.[z1 = 22 | P(z) = 1]. The fact that P is correlated with (2, z) implies that [p— — p| > 474

Let us first fix a balanced input z. Let S; and S; denote the 0 and 1 variables of x. Let mpy be
the number of 1-outputs of fg p(z). Conditioned on P(z;,,...,z;,) = 1, we can think of i1,...,iq as
chosen by the following process. First, we determine where in the partition (S, S1) the indices i; and i,
belong. Then we randomly sample i; and i5 from the corresponding set in the partition. Then we choose
i3,...,1q. This process induces the following random graph H: For each of mpy edges, first randomly
choose where in the partition the edge belongs. We put the edge in (S, Sp) and (51, S1) with probability
p=/2 and in (Sy, S1) with probability p.. Then randomly choose an edge on that side of the partition.

Disregarding the possibility that step 3 fails, the graph H’ is then a random graph with edge den-
sities poo, p11 = p=mu/n(n — 1), and po1 = pmu/n(n — 1). By Chernoff bounds, mg > m/2¢ with high
probability. Then for D > C;d16¢ condition (1) will be satisfied and with high probability over the choice
of G, the algorithm will return the correct partition.

To complete the proof we need to analyze the effect that the imbalance of = and the step 3 failure
have on this ideal scenario. We now assume that = is 1/2d4%-balanced. It can be checked (similarly to
the proof of Proposition 3) that this affects the probabilities pog, po1, p11 by at most 2=+ Dmy /n(n+1),
so condition (1) will still be satisfied. By Chernoff bounds, step 3 succeeds with high probability. O

4 Amplifying assignments

In this section we give the proof of Theorem 2. As discussed, the proof goes in two stages. First, we find
an assignmnent w that agrees with 2 on most inputs. Then we use Theorem 10 to invert f. We focus
on the first stage.

The idea of the algorithm is to use the assignment z’ in order to get empirical evidence about the
values of each variable z; in the hidden assignment. First, since the predicate P(z) is nontrivial, it must
depend on at least one of its variables, say z;. To obtain evidence about the value of z;, let’s consider
all constraints in which x; appears as the first variable. Since G is random, we expect the number of
such constraints to be fairly large. Moreover, the other variables appearing in the constraints are also
random.

Now let us fix a pair of assignments x and 2’ with correlation ¢, a variable i, and a value b € {0, 1},
and look at the probability distribution D, generated by the following process:3

1. Choose a random G.

2. Choose arandom constraint j of f; p where i appears as the first variable. Call the other variables
igy .. i

3. Output (2],,..., 2], f(b,Tiy, .., Ti,)5)-

31t is easy to see that D;, does not depend on i.



Our main observation (see Lemma 7 below) is that the distributions Dy and D; are statistically far
apart. Therefore we can determine the value b = f(z) with good confidence by observing enough
samples from one of these two distributions. But observing the values f(z); in those constraints j
where i appears as the first variable amounts exactly to sampling from this process. This suggests the
following algorithm for computing w:

Algorithm Amplify: On input P, G, f(x), €, an assignment 2’ that e-correlates with z,
1. Compute the distributions Dy and D, (see below).
2. For every i, compute the empirical distribution D; defined as follows:

(a) Choose a random constraint (i, is,...,i4) of f where ¢ is the first variable.
(b) Output (z7,, ..., 2}, f(b,Tiys -, Tiy);)

3. Set w; = bif D; is closer to D, than to D;_, in statistical distance.

Proposition 6. Let G be random right regular bipartite graph with n left vertices and 2¢"'n right
vertices, where D is a sufficiently large constant. With high probability over the choice of G, for a
1—2-%n) fraction of assignments x and every assignment x’ that has correlation ¢ with x, algorithm
Amplify outputs assignments w1, . .., w, so that at least one of them agrees with x in a 1 — ¢ fraction of
places.

As discussed above, the proof of this theorem consists of two steps. First, we show that the distribu-
tions Dy and D, are statistically far apart. Then, we show that with high probability over G, for most i
the distribution D; is statistically close to D,,.

Lemma 7. Let x and z’ be two assignments such that x is ¢/2-balanced and x' has correlation ¢ with .
Then the statistical distance between Dy and D; is at least e~ ©(@).

We observe that the distance can be as small as ¢ =9 for example if P is the XOR predicate on d
variables, x is any balanced assignment, and 2’ is an assignment that equals 1 on a 1 — ¢ fraction of
inputs and 0 on the other inputs.

Proof. We begin by giving alternate descriptions of the distributions D,. To do this, we define a distri-
bution F over {0,1}? as follows: First, choose i € [n] at random, then output the pair (z;,z}). Let (a,a’)
denote a pair sampled from F. It is not difficult to see that

min(Pr[a’ = 0], Pr[a’ = 1]) > ¢/2 (2)

for if this were not the case, it would violate the assumptions on = and z'.
The distribution D, can now be described as follows:

1. Uniformly and independently sample pairs (a;,a}) ~ F fori =2,...,n.
2. Output (a5, ..., al, P(b,as,...,aq)).

Intuitively, this corresponds to the process of first sampling input bits from z’, then evaluating P at
a “noisy” version of z’. If there was no noise, it is easy to see that Dy, and D; must be far apart, as
they have to differ for at least one setting of a, . . ., a;, and by (2) this happens with probability at least
(g/2)4- 1.

To argue the general case, note that the statistical distance between Dy and D; is bounded below
by the quantity

sd(Dy, Dy) = Z 2-F4Nah,...,ay) - |[Epa-1[P(0,az,...,a4) — P(1,az,...,aq) | d,...,al]
(ah,...,al;)e{0,1}4-1
> 2. (g/2)47 L. maX(a/z,.“’a/d)|E]:d—1 [P(0,a2,...,aq) — P(1,az,...,aq) | ab, ... ,afi]‘

_ 1/2
> 2. (¢/2)47 L. Ey,....a1) [E]:d—l [P(0,az,...,aq) — P(1,a2,...,aq) | ab, ..., afi]ﬂ /



where F471(a}, ..., a};) denotes the probability of sampling a5, ...,a}, in d — 1 independent copies of F,
the expectation E .1 is taken over independent choices of as, . .., ay where each a; is sampled from the
distribution F conditioned on a;, and the expectation E,; a1,) refers to a uniformly random choice of
(ab,...,al) ~{0,1}4-1 L

To lower bound the last quantity, we consider the linear operator 7;;_; on the space R1>'}*"" defined
by

.....

(Ta19)(as, .., a5) = Epa-ifg(az, ..., aa) | a3, ..., agl.

Let 7);!, denote its inverse (whose existence will be argued) and |-||, denote the ¢, operator norm.
Recall that for any linear operator T,

1Ty = maxg [[Tgll / [lgll, = max]o]

where the maximum ranges over the singular values o of T. Applying this definition to the operator
T,,, we have that

T L, - Eeayoary [Eai [P0, az, ... aa) = P(Loag, ... ,aq) | d, .., a4 ">

1/2
> E(aQ,...,ad) [(P(O,ag, ey ad) — P(l, ag, ..., ad))Q] /

Z 2—d+1

We are left with the task of upper bounding the quantity |7, ,||,. It is bounded by the largest (in
absolute value) singular value of the operator Td__ll, which is the inverse of the smallest singular value
of Ty 1 = T1® (d-1), Putting everything together, we obtain that

sd(Dg, D1) >2- (e/4)47 1 - |o|dt

where o is the smaller singular value of the operator 7;. A calculation of the singular values of T}
(which we omit) shows that |o| = Q(¢), so sd(Dy, D) = e, O

We now prove that the distributions D; are mostly close to the distributions D,,. We will need the
following crude bound on the number of samples needed in order to approximate a distribution with
bounded support by its empirical average. It easily follows from Chernoff bounds.

Claim 8. Suppose D is a distribution on a set of size S and D is the empirical average of N independent
samples of D, where N > 352 /42 log(S/6). Then

Prsd(D,D) < 4] > 1—4.

Lemma 9. Fix any constants v, > 0. Suppose G is a random graph with n left vertices and Dn right
vertices, where D > 24d2%1og(3/e) /7% With probability 1 — 2= over the choice of G, for a 1 — 22"
fraction of assignments z, for at least a 1 — ¢ fraction of i, for every assignment ' that has correlation ¢
with x, we have that sd(D;, D,,) < 7.

Proof. Fix an ¢/2-balanced assignment x. We will show that
Prg[|{i : sd(D;, Dy,) >} > en] = 5 9("n)
Since at most 2-°(=*") assignments z are not balanced, it follows that
Pr,c|[|{i:sd(Di, Dy,) > 7} > en] < 9-(n)

from where the lemma follows by Markov’s inequality.

We think of the constraint graph G as being chosen in the following manner: First, for each con-
straint in G the first variable i, is chosen uniformly at random. Then, for every i, among the constraints
where ¢ is the first variable, the other variables o, ..., 74 are chosen at random. Let N; denote the num-
ber of constraints with i as the first variable. Observe that conditioned on the choices of NV, the events

Sd(Dlaqu) >



are independent of one another. Let E; be an indicator variable for this event. Moreover, the distribu-
tion D; is an empirical average of N; samples from D,,, so by Claim 8 we have that aslong as N; > D/2,
Prg[Ei =1 | Nz] < 5/3.

Let I denote the set of those i such that N; < D/2. Then

PI‘(;[Z E;>en] < Prg[z E; >en||I| <en/3]+ Prg[|I] > en/3)

i€[n] i€[n]
< Prg[Y E; > 2en/3 | 1] < en/3]+ Prg[|I] > en/3]
igl
< 9—0e™n) 4 Prg[|I| > en/3] (by the Chernoff bound)
<272 (by Claim 11) O

To finish the proof of proposition 6, we argue that algorithm Amplify outputs the correct answer with
high probability. First, observe that the algorithm needs to know the correlation between z and z’; we
try all possible n values for this correlation. (In fact, it is sufficient to try O(1/¢) approximate values.)
Then proposition 6 follows by combining Lemma 7 and Lemma 9 with v = e =P for a sufficiently large
constant D.

5 From Almost Correct to Correct

In this section, we show that if we start with an almost correct assignment, f¢ p(z) can be inverted
for any nontrivial predicate P, provided that the constraint to variable ratio m/n = D is a sufficiently
large constant (depending on d). Our proofs are an adaptation of known algorithms for planted random
3SAT [F1a03, KV06].

Proposition 10. Let K be a sufficiently large constant and P be an arbitrary nonconstant predicate.
Suppose D > Kd%4?. There exists a polynomial-time algorithm such that for a 1 — 9—SUd%4%) fraction of
x € {0,1}" and with high probability over the choice of G, on input G, P, fa p(x), and =’ € {0,1}" that
has correlation 1 — 1/Kd2¢D with z, outputs an inverse for fg p(z).

Together with propositions 3 and 5, we have proved theorem 1. With proposition 6, we have proved
theorem 2.

The algorithm has three stages. In the first stage, the objective is to come up with an assignment
that matches most “core” variables of . Roughly speaking, the core of G with respect to the assignment
z is the set of those variables that occur regularly in G, in the sense that their presence in various
types of constraints of G occurs within a small error of the expectation. The core will comprise most of
the variables of z. In the second stage, some of the variables are unassigned. At the end of this stage,
all assigned variables are assigned as in x, and all core variables are assigned. In the third stage, an
assignment for the remaining variables is found by brute force. (The final assignment may not be x, as
there are likely to be many possible inverses for fo p(x).)

6 A sampling claim

Claim 11. Fix ¢ < 1/2 and suppose D > 2log(1/¢). Let Ny,..., N, be random variables taking values
in the set {0, ..., Dn} sampled uniformly conditioned on Ny + --- + N,, = Dn. Then with probability
2-U=DN) | fower than en of the variables take value less than D /2.

Proof. Let I denote the set of those i such that N; < D/2. By a union bound, the probability of |I| > en
is at most (7 ) times the probability that Ni,..., N.,, < D/2. We argue that for every 1,

Pr[N; < D/2| Ny,...,N;_1 < D/2] = 279D

from where the claim follows. To show this, observe that conditioned on N = Ny + --- + N;_1, N;
is a sum of (Dn — N) independent Bernoulli random variables with probability 1/(n — i) each. If



Ni,...,N;_1 < D/2, then the conditional expectation of N; is at least D. By Chernoff bounds, the
conditional probability that N; < D/2 is then at most 2~ ("), O

7 Proof of Proposition 10

To simplify notation, we set ¢ = 2(45) and C = d/(16¢2).

7.1 Support and core

For x € {0,1}" we write z* for the string obtained by flipping the ith bit of z and z 5 for the substring of
x indexed by S.

Crucially, we will require that all the variables in the core “support” roughly the correct number of
outputs. We give the formal definition of support.

Definition 12. For i € [n],j € [m], we say that the ith input supports the jth constraint with respect
to an assignment z € {0,1}" and graph G if f; p(z); = 1, but fe p(z?); = 0.

Before we define the core, we look at what happens in expectation for an input in the planted
assignment. Fix a d-balanced assignment z, where § = 1/d2%*5. Then we expect the ith input of z to
appear in dD constraints and to support pD constraints, where p = Pr; .[P(z) = 1 and P(z") = 0]. Note
that p > 274

Let A be the set of inputs that appear in (d £ €) D constraints, B be the set of inputs that support
(p £ 2¢)D constraints, and C be the set of inputs that support (p & 4¢)D constraints (with respect to «
and G). We expect a large fraction of inputs to fall inside A and B.

The S-core H(G, S, z) is a subset of the inputs defined recursively as:

1. H():S;

2. While there exists an input v; € H; which appears in less than (d — 2¢)D constraints that contain
only inputs from H;, set H; 1 = H; \ {v; };

3. If no such inputs exist at stage ¢, set H = H,.

The core H = H(G, z) is defined as the (A N B)-core of (G, z).
We prove that the core comprises most of the variables in z. We will use the following technical
claim whose proof is straightforward.

Proposition 13. Let v > 0 be any constant. Assume D > 3d?/v% With probability 1 — 2-2(*Dn/d)
over the choice of G there is no set V of variables and set C of constraints of size vD|V| such that every
constraint in C has two or more variables from V.

Proposition 14. Assume z is 1/d2%+%-balanced. With probability 1 — 2~nDPn/d") yhere y = e~P/C
and C =1/16 -d/e?, |Ho| > (1 — n)n and |H| > (1 — n')n, where nf = 27P/C,

Proof. We first prove that Hj is large. To prove A is large, let N, ;, denote the number of constraints
where input i appears in position k. Fix k. By an argument analogous to the proof of Claim 8, we
see that with probability 1 — 2-2(=*Dn/d%) for all but an 7/d fraction of the N; ;s have value at least
(1—¢/d)D. Taking a union bound over the different k proves the claim. Similarly, for a 1/2d2¢-balanced
input z, we can bound the probability that |B| > (1 — n)n.

To lower bound the size of H, suppose for contradiction then the number of rounds ¢ > ¢, = nn since
n =2"P/¢ > 2¢-P/C = 2 when D/C > In2/(1 — In2), which holds generally. Let U = {v;};c1,] U Ho.
Each v; appears in at least (d — ¢)D constraints but at most (d — 2¢) D constraints that only consist of
inputs from H;, so there are at least eD constraints containing v; and some other inputs of U. Each
constraint can account for at most (d) pairs so the total number of constraints containing two inputs

2
from U is at least ﬁDW |, contradicting Proposition 14 when given D > Kd®49,
2

So |H| > (1 —2e7 P/ > (1 —-27P/C)n, O
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7.2 The algorithm

The following algorithm completes the inversion of f. To describe the algorithm, we need to introduce
one more concept. We say that a set C of constraints is connected with respect to a subset V' of the
variables if for every pair of constraints ¢, € C there is a sequence of constraints ci, cs, ..., c; where
¢ =cy, d =c, and ¢; and ¢; 1 share at least one variable in V. A connected component of size s is a set
of s mutually connected constraints.

Algorithm Complete: On input P, G, f(z), ' that (1 — 0) correlates with «:
1. Set mp = 2';

2. (Stage 1) For k = 1 to logn do the following: For each input i, if i appears in 5¢D outputs unsatisfied
by 71, set m (i) = ~mp—1(¢). For others set m;,(i) = mr—1(2). Let y = mogns

3. (Stage 2) Compute the core H(G,A N C,y). Let z be the assignment y with all the inputs in
H(G,ANC,y) unassigned.

4. (Stage 3) Let I' be the subset of constraints that contain at least one unassigned variable. If T’
contains a connected component of size logn with respect to the unassigned variables in z, fail.
Otherwise, for each connected component of I', exhaustively search an assignment for the unas-
signed variables that satisfies all the constraints. If no such assignment is find, fail. Otherwise,
output this assignment.

7.3 The First Stage

Proposition 15. Suppose x is §-balanced and G satisfies the conclusion of propositions 13 and 14.
Given a (1 — C/D)-correct assignment z', in which C = 1/16 - d/€?, € a constant < 1/2¢%3, y and = match
on all inputs in the core H = H(G, x).

This proposition is a direct consequence of the following claim.
Claim 16. Let By, be the inputs in H on which 7, and x disagree. Then |By| < |Bk_1]|/2.
We will use “support” to mean “support with respect to 2”.

Proof. First we know |By| < C/Dn, since 2’ is (1 — C/D) correlated with x. For x € By, k > 1, we have
two cases.

Case v € By_1: Then ;1 (v) = m(v) and and v appears in at most 5eD constraints unsatisfied by 7.
Since v € H, v supports at least (p —¢€)D constraints. Since v has at most 5¢D unsatisfied constraints, at
least (p — 6¢) D of its supported constraints must involve some other variable « such that 7;_;(u) # .

Furthermore, since v € H, v appears in at most 3eD constraints with inputs not from H. Thus at
least (p — 9¢) D of constraints contain some input in By_;.

Case v ¢ By_1: Since v € By, it must be in 5¢D constraints unsatisfied by ;1. Since those constraints
are satisfied by z, each of them must contain an input on which z and m;_; disagree. Furthermore, v
appears in at most 3eD constraints with inputs not from H, so at least 2¢D of those constraints have
input from By_;.

In either case, every input in Bj, appears in at least 2¢D constraints with some input in B;_;. Let
U = By, U Bj_1. Then at least 2¢D|B;|/ (g) constraints contain two inputs from U. If |B;| > |B;_1|/2 the

bound becomes 3eD|U|/ (‘21) By proposition 14 we get a contradiction. O
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7.4 The Second Stage

Proposition 17. Suppose x is §-balanced and G satisfies the conclusion of propositions 13 and 14. Then
all variables in H = H(G, x) are assigned in z and all assigned variables in z equal the corresponding
variables in z.

Proof. All inputs in H are assigned: Again, note that v € H appears in at most 3eD constraints with
inputs not from H, so the number of supports of v is (p £ 4e)d. Also v € H so it looks about right. Thus
visnotin ANC. Since v appears in at least (d — 2¢) D constraints consisting inputs only from H, it will
not be unassigned in z.

All inputs assigned are assigned correctly: Suppose U is the set of inputs that are assigned in-
correctly after unassignment. By analogous argument in the last proposition v appears in (p — 7¢)D
constraints with some other constraints in U. So at least (p — 7¢)/ (g) - D|U| constraints containing two
variables of U, contradicting Proposition 14. O

7.5 The Third Stage

The correctness of the third stage is proven by the following proposition. This proposition is analogous
to Lemma 5 in [F1a03] and Proposition 6 in [KVO06], but our proof is somewhat simpler.

Proposition 18. For every §-balanced x and with high probability over G, T has no connected subset of
size logn.

We fix a subset V of [n] and a collection of constraints C that is connected with respect to 1 and is a
minimal cover of V. By minimality, we have that |C| < |V| — 1. Let R(G) denote the right vertices of G,
which we think of as constraints. We first bound the probability of the event that all constraints of C
appear in G and but none of the variables in V' are in the core H. Then we take a union bound over all
such events for trees of size v = logn. This probability can be written as

Prg.[C C R(G) and VN H(G,z) = @] = Prg[C C R(G)|Prg.[VNH(G,z) =2 | C C R(G)]
= Prg[C C R(G)|Prgz;[VNH(GUC, z) = &]
<(m\ (< “ Pro.[VNH(GUC, X) = 2]
—_— . I = .
— |C| nd G,J, Y

Here, C and V are fixed and R(G) and H(G,z) are random. In the last line, the distribution is uni-
form over graphs G with n left vertices and m — |C| right vertices. We will implicitly work with this
distribution in the rest.

Let J be the set of all variables appearing in at most 2d constraints of C. Then |J| > |V|. Now we
define the robust C-core H/,(G, z) as follows:

1. Hi=(C-J)U(ANB);

2. While there exists an input v; € H; which appears in less than (d —2¢) D or more than (d+2¢)D —6
constraints that contain only inputs from H;, set H;, , = H; \ {v;};

3. If no such inputs exist at stage t, set H' = Hj.

The “robustness” of this core follows from the following proposition, that follows almost directly
from the definition.
Proposition 19. For every constraint graph G, H/(G,z) C H(G U C, z).

Now the desired quantity can be bounded as follows:

Prg.[VNH(GUC,z) = @] < Prg.[J N H-(G,z) = 2] (by Proposition 19)
< Prg.[JNHL(G,x) =@ | |HL(G,z)| > (1 — (16dD)"?)n]
+ Prg . [|HL(G, )| < (1 — (16dD)"?)n].
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We now estimate these quantities. The key observation is that conditioned on |H/.(G,z)| = s, the
set H(. is uniformly distributed among all sets of size s in [n] — (V — J). This follows from symmetry:
For any permutation 7 applied on the indices of = and on the left vertices of G, the set H(, is permuted
correspondingly. Since any such permutation preserves the probabilities of G and x and acts transi-
tively on sets of size s, it follows that the probability of H{, must be the same over all sets of the same
size.

Using this observation, we have that

Prg,[J NHE(Gow) = @ | |Hp(Go2)| = pn] < pl! < plV172
and by an argument analogous to proposition 14, the robust C-core is usually very large:
Proposition 20. Prq . [|H, (G, )| < (1 — (16dD)~2)n] < n~164D,
Putting this together, we have that
Prg.[VNH(GUC,z) = 2] < (16dD) ™" + n~ 164D < 9571640

Now we calculate the probability that there exists a set with V' of unassigned variables of size v and a
corresponding set of covering constraints of size |C| = ¢. The number of possible ways to cover V by a
set of ¢ minimal constraints can be crudely bounded as follows: First, assign each variable in the tree to
one of the ¢ constraints in one of d positions in this constraint. This can be done in at most (cd)” ways.
Then choose all the "free" variables outside the tree; if there are f such variables, this can be done in at
most n/ ways. To bound f, note that dc — f is exactly the number of “incidences” (4, j) such that variable
i in the tree is covered by constraint j. Because C is connected, the number of such incidences must be
at least v + ¢ — 1. (To see this, think of what happens when the constraints are chosen in order so as to
“grow” a connected set.) So we obtain that the number of choices of C'is at most (cd)? - n~(*+9)+1 By a
union bound, the probability of a tree on v vertices is at most

v—1 c
Z ny (cd)” - pde—(+e)+1 (MY [ € ) o —16dD
v c )\ nd

T~ choice of C
choice of V/

vl enyv eDn\¢c/ c \¢

< YL (wd)? - dc—(v+c)+1_(/7') (7) . 9p—16dD

- 2_;( v ) (vd)” - n c nd "
v—1

_ (ed)v(eD)c . 2n—16dD < (GQdD)U . 2n—16dD < n—dD.
c=1
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