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The Popularity of Python Language

* Python has been the 2nd most popular language at GitHub since 2019.
* Python has been used by more than 5 million developers at GitHub in 2023.

GitHub Octoverse: The state of open source and rise of Al in 2023.

Reference: GitHub Octoverse - https://github.blog/2023-11-08-the-state-of-open-source-and-ai/
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Dynamic Features - Fast Prototyping

* Dynamic Type System

As a dynamic language, Python does not require type declarations in code. The types of
variables are determined at run time. This makes it easier to write generic functions.

* Dynamic Run-time Environment

Python does not require compilation before execution, making it portable on different
platforms and systemes.



Dynamic Type System

* Dynamic type system makes it easier for Python developers to write generic functions.

def add(a, b): int add(int a, int b){
returna+b return a + b;
}
Python Code

string add(string a, string b){
>>> add(1, 2)

a.append(b);
>>> 3

return a;

>>> add((llﬂ’ 112”) }
>>> “12” C++ Code




Reliability Issue #1 — Type Error

* Python allows flexible operations between

types.

>>> ”100” * 2
>>> “100100”

SSS ”100” / 2
>>> TypeError

Python allows heterogeneous data types.

def divide(input_list):
result = input_list[0]
foritem in input_list[1:]:
result = result / item
return result

>>> divide([100, 100])
>>> 1

>>> divide([100, “100”])
>>> TypekError



Reliability Issue #1 — Type Error

Type Attribute Value Key Import Type errors are the most mentioned
StackOverflow | 31.5% 19.4% 27.8% 8.3% 13.0% Pvth
GitHub 29.2%  19.4%  282% 12.9% 10.3% ython program errors.

in a day

more than a day,
less than a week

About 50% of type errors cost more
than one week to be fixed.

more than a week,

less than a month
more than a month

Reference: PyTER: effective program repair for Python type errors
D



Dynamic Run-time Environment

* Python’s run-time environments are dynamically built by users.

Developer

Include

C/C++

heads

—){ Preprocessor

Expand

Compiler

Macro

.cpp, .c, .hfiles

1
User Selection

Python Project Required Python Version

v y

setup.py. Solving

i >=1.20.3
requirements.txt, @ numpy 3 Constraints
setup.cfg, python-dateutil>=2.8.2

- pytz>=2020.1 ®

BRI SCL S tzdata>=2022.1

Required Package Dependencies
Configuration Files a 9 P

Analyzing User Selection
Dependencies —>
— ®
|
| Supported Platforms
|

Developer

|

Required System Libraries

Installed Python Version

Assembly
Code
Assembler
s files
Installing numpy==1.24.1
Packages  thon-dateutil==2.8.2 _
@’ pytz==2020.3 Running
tzdata==2023.3
Installed Package Dependencies
@
Manual
Installation
—>
@

Installed System Libraries

User

Machine
Code

.0/.obj files

Static Libs
.al lib files

User

Linker

import numpy as np

def _get_colors_from_colormap(
colormap: str | Colormap,
num_colors: int,

) -> list[Color]: Py h
"""Get colors from colormap."" t O n
cmap = _get_cmap_instance(colormap)
return [cmap(num) for num in np.linspace(0, 1,

num=num_colors)]

Program in the Project



Reliability Issue #2 — Run-time Environment Conflicts

* Run-time environment conflicts occur when the implementations of external APIs used in
the Python software cannot be found or are not the required ones in the run-time
environment.

requirements.txt: Installed Dependencies:

torch>=1.3.0 ;D;S:—:—:(; 21(13%21
S » —> [———r —
numpy>=1.10.4 umpy==1.21.
filelock filelock==3.12.2
pillow pillow==9.5.0

pfrl/wrappers/monitor.py:

AttributeError: module 'gym.wrappers'

has no attribute 'Monitor' <« .. -

from gym.wrappers import Monitor as _GymMonitor

* Configuration files written by developers are not validated before distribution.

10
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Improve the Reliability of Dynamic Type System

» Pathway #1 (Prevention): Use type inference to statically get the types of variables so that
common static checking techniques can be used to detect potential issues.

Type Checking Test Case Generation

13



Type Inference

* Type Inference aims to determine the types of each variable in code.

Parameters:

1:7
def numl, num?2): i

num2: ?
a=numl+num?2

b=1+2

returna+Db

Local Variables:

a:?
b:?

14



How to Do Type Inference?

 Static type inference, which is frequently used in compilers.

def numl, num?2):
a=numl+num?2
b=1+2

returna+Db

Premise 1, ..., Premise N
conclusion

Typing Rule Format

e \ery accurate (sound).

e Suffer from the low coverage problem.

15



How to Do Type Inference?

* Supervised Type Inference.

Identifers
c,a b
Code Code tokens
c=a+b c,=a,+b
Comments

————

int
R4 N int
b

ﬁ Classifiers

----------------

Type Annotations

)

1

Vectors

Address the low coverage

problem.

Require high-quality type
annotations to train, may not

be accurate.

16



How to Do Type Inference?

 Static type inference vs. Supervised type inference.

Static

A performant type-checker for Python 3

e V\ery accurate (sound).
e Suffer from the low coverage problem.

Supervised

Address the low coverage problem.
Require high-quality type annotations
to train, may not be accurate.

17



Outline of Thesis

Lead to

Lead to
—_—

Only first-author publications are listed.
]

Prevented by

Prevented by

n
>

Fixed by

Prevented by

Detected by

[ASE’23 Distinguished Paper Award]

Improve

[ICSE’22 Distinguished Paper Nomination]

[ICSE’24]

[TSE’22]

[ICSE’24]

18



Hybrid Type Inference - HiTyper

19



Type Dependency Graph (TDG)

* To bridge static type inference and supervised type inference.

Graph G = (N, E)

N: nodes E: edges

Four kinds of nodes:

* symbol node / type slot

* expression node

 branch node

* merge node

20



Hybrid Type Inference - HiTyper

21



Static Inference and Rejection

* To Infer correct types as many as possible and reject incorrect type predictions from deep

learning models.
Expressions

Basic Format:

Tre:@0.

mre:01 mrex:0 0={bool int O}

m+e bitopes:OAD rrei:01A0 mFes:b A0

(LShift, RShift)

] |
Typing Rules Type Rejection Rules
|
Infer result types for Reject operand types
expression. for expression.

22



Static Inference and Rejection

* To Infer correct types as many as possible and reject incorrect type predictions from deep

learning models.

Forward Type Inference:

 Start from nodes with no input nodes.
* Forward traverse the whole TDG.

* Activate typing rules in expression nodes. -
Backward Type Rejection:

e Start from nodes with no output nodes.
* Backward traverse the whole TDG.

* Activate type rejection rules in expression nodes.

Basic Format:

Tke:0.

mre:01 mrez:0y 0={bool int, O}

m+e bitopes:OAD rrei:01A0 mFes:b A0

(LShift, RShift)

|
Typing Rules Type Rejection Rules
|
Infer result types for Reject operand types
expression. for expression.

23



Hybrid Type Inference - HiTyper
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Neural Type Prediction

Hot Type Slot Finder:
Identify the key variables that hinders the static inference part from inferring other variables.

— reduce the variables that predicted by DL models.

Similarity-based Type Correction:
Map the never imported type predictions from DL models into valid types.

— enhance the ability of predicting user-defined/third-party types.

import torch

prediction: tf Tensor, mapping to: torch.Tensor

25



Hybrid Type Inference - HiTyper

-
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Evaluation

Top-1 Top-3 Top-5
Dataset Type Category  Approach Exact Matchto | Exact Matchto | Exact  Match to
Match Parametric | Match Parametric | Match Parametric
Naive Baseline  0.14 0.16 0.33 0.38 0.43 0.51
Argument Type4Py 0.61 0.62 0.64 0.66 0.65 0.68
HiTypER 0.65 0.67 0.70 0.74 0.72 0.76
Naive Baseline 0.07 0.10 0.19 0.28 0.28 0.42
Return Value Type4Py 0.49 0.52 0.53 0.59 0.54 0.63
HiTypER 0.60 0.72 0.63 0.76 0.65 0.77
ManyTypesdPy Naive Baseline _ 0.13 0.17 0.33 0.45 0.47 0.65
Local Variable Type4Py 0.67 0.73 0.71 0.78 0.72 0.79
HiTypER 0.73 0.85 0.74 0.86 0.75 0.86
Naive Baseline  0.13 0.16 0.31 0.40 0.43 0.57
All Type4Py 0.62 0.66 0.66 0.72 0.67 0.73
HITYPER 0.69 0.77 0.72 0.81 0.72 0.82
Naive Baseline 0.19 0.20 0.38 0.42 0.46 0.50
Argument Typilus 0.60 0.65 0.69 0.74 0.71 0.76
HiTyYpER 0.63 0.68 0.72 0.76 0.76 0.79
Typilus’s Naive B'aseline 0.11 0.11 0.28 0.31 0.36 0.43
Dataset Return Value Typilus 0.41 0.57 0.48 0.62 0.50 0.64
HiTypER 0.57 0.70 0.63 0.75 0.64 0.77
Naive Baseline 0.17 0.18 0.35 0.39 0.44 0.48
All Typilus 0.54 0.62 0.63 0.70 0.65 0.72
HiTypeEr 0.61 0.69 0.69 0.76 0.72 0.78

HiTyper shows great
improvement (11% ~ 15%)
on overall type inference
performance,

and the most significant
improvement is on return
value inference (22% ~
39%).

27



Limitations of HiTyper

 The performance upper bound of HiTyper depends on the performance of deep learning models used in
the framework.

* |f deep learning model cannot give correct type predictions, static inference cannot validate and give the
final predictions.

28



A Recent New Approach — Cloze-Style Type Inference

def numl:<mask0>, num2:<maskl>
c:<mask3>=numl + num?2
d:<mask4>=1+2

returnc+d

Parameters: Local Variables:
<mask0> (num1) : int <mask3> (c) : int
<mask1> (numz2) : int <mask4> (d) : int

29



A Recent New Approach — Cloze-Style Type Inference

def numl:<mask0>, num2:<maskl>
c:<mask3>=numl + num?2
d:<maskd4>=1+2

returnc+d

* Do not require a high quality training set.

e Lack of static domain knowledge:
With internal knowledge only in the pre-trained code models.

* Lack of interpretability:

No idea about how the model reaches the prediction.
30
D
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Generative Type Inference - TypeGen

Input prompt
with static domain
knowledge

Output chain-of-

thought prompt -

making predictions

Let LLMs act like a static type inference tool!
See what static inference sees, think how static inference thinks.

32



Generative Type Inference - TypeGen

Challenge 1: Lack of static domain knowledge

What knowledge should a model have to infer a type for a variable?
(See what static inference sees)

Knowledge 1: The context of the target variable — Code slicing.

Knowledge 2: The valid type set of the variable — Type hint collection.

33



Code Slicing

* Remove all statements without data dependencies with the target variable.

 Remove statements with very far data dependencies with the target variable.

Source Code Type Dependency Graph

34



Type Hint Collection

Imported types = third-party types + user-defined types

User-defined types:

* Collect all classes in the current source file.

Third-party types:
* Download top 10,000 popular Python packages in Libraries.io.
* Collect all classes and their paths as a third-party type database.

* Query the database based on the import statements in current source file.



Generative Type Inference - TypeGen

Challenge 2: Lack of Interpretability

How to know/guide the model to reach a type prediction like static inference?
(Think how static inference thinks)

Simulate the inference steps of static inference!

36



Chain-of-Thought Prompt Generation

Part Type Template
Operation—Symbol The \{anable/remm value of [.NAME]
is assigned from [OP] operation.
The variable/return value of [NAME)
Symbol—Symbol
Yo ey is assigned from variable [NAME].
Type—Symbol The variable/return value of [NAME)]

DD-RV is assigned from [TYPE].
The operand(s)/target(s)/key(s)/value(s)

Operation—Operati
peration—=Lperation ¢ [OP] is/are [OP] operation.
. The operand(s)/target(s)/key(s)/value(s)
Symbol—Operat
ymROITIPEIAHON  of [OP] isfare variable [NAME).
. The operand(s)/target(s)/key(s)/value(s)
Operat
Type—>Operation of [OP] is/are [TYPE].
The argument [NAME] is used
Usage .
in [OP]/[INAME].
DD-A Based on the naming convention,
Naming it is reasonable to assume that the type of
the argument [NAME] is [GTTYPE].
Con Conclusion Therefore, the type of the variable/return

value of/argument [NAME] is [GTTYPE].

Translate the Type Dependency Graph into a Chain-of-Thought prompt.



Chain-of-Thought Prompt Generation

, the variable DATABASES is
assigned from a dict.
, the key of the dict is a str.
The value of the dict is a dict.
, the keys of the dict are a str
and a str. The values of the dict are a
str and a function call os.path.join.
, the type of the variable
DATABASES is ‘dict[str, dict[str, str]] .

Translate the Type Dependency Graph into a Chain-of-Thought prompt.

38



In-Context Learning

Static Analysis
Generated

LLM Predicted

39



Performance of TypeGen

Metric Category  Approach Top-1 s Top-5
Arg  Ret Var All Arg  Ret Var All Arg  Ret Var All
TypeBERT 280 385 511 454 348 526 558 514 365 57.1 586 541
Supervised  TypeWriter 533 528 - - 61.1 607 - . 658 653 - -
Type4Py 66.5 56.1 820 766 720 592 838 793 738 60.7 843 80.1
Exact InCoder-1.3B 209 205 151 167 213 208 155 171 213 210 156 172
M(f;;'h Cloze InCoder-6.7B 241 420 187 219 246 427 191 223 247 431 192 224

(4
Style UniXcoder 550 492 359 409 669 646 421 49.0 706 698 452 524
CodeT5-base 511 576 217 307 593 644 280 374 620 669 30.7 40.1
CodeT5-large 562 602 447 484 61.6 645 504 539 639 663 534 56.6
Generative ~ TYPEGEN 73.1 687 822 792 810 77.1 879 856 827 79.1 89.1 87.0
TypeBERT 298 414 540 481 360 559 580 535 377 608 612 565
Supervised  TypeWriter 544 54.1 - - 634 635 - - 688 693 - -
Type4Py 68.0 59.0 862 802 74.1 641 883 833 759 663 888 843
Match to InCoder-1.3B 229 228 187 199 233 231 191 203 234 233 192 204
Parametric

%) Cloze InCoder-6.7B 288 516 250 28.1 293 521 253 285 294 525 253 286
Style UniXcoder 619 61.8 443 493 723 760 512 57.6 750 80.1 538 604
CodeT5-base 548 667 217 366 629 742 344 436 65.6 764 371 463
CodeT5-large 614 694 557 580 66.8 743 612 63.5 689 762 637 659
Generative ~ TYPEGEN 787 756 912 873 849 830 937 910 86.1 845 941 917

40



Performance of TypeGen

Base Model Approach Top-1 (A) Top-3 (&) Top-5 (L)
Zero-Shot 31.5 40.6 42.8
GPT-Neo
(1.3B) Standard ICL  44.0 (40%) 50.0 (23%) 50.8 (19%)
TYPEGEN 57.0 (81%) 61.5 (51%) 62.8 (47%)
Zero-Shot 432 50.0 51.9
GPT-Neo
(2.7B) Standard ICL  46.6 (8%) 52.3 (5%) 52.8 (2%)
TYPEGEN 55.5 28%) 619 (24%) 63.0 (21%)
Zero-Shot 42.4 437 439
GPT-]
(6.7B) Standard ICL  50.8 (20%) 54.9 (26%) 55.3 (26%)
TYPEGEN 62.7 (48%) 67.3 (54%) 68.4 (56%)
Zero-Shot 34.7 44.0 45.5
CodeGen ro-Sho
(6B) Standard ICL  54.1 (56%) 60.5 (38%) 61.9 (36%)
TYPEGEN 63.7 (84%) 69.1 (57%) 70.8 (56%)
Zero-Shot 62.0 654 66.3
GPT-3.5
(175B) Standard ICL  69.7 (12%) 74.2 (13%) 75.8 (14%)
TYPEGEN 789 (27%) 85.0 (30%) 86.2 (30%)
Zero-Shot 61.3 66.1 67.5
ChatGPT romShe
(175B) Standard ICL  68.0 (11%) 71.8 (9%) 73.1 (8%)
TYPEGEN 78.8 (29%) 85.3 (29%) 86.7 (28%)

Ablation Arg Ret Var | Ele Gen Usr | All
wlo Code Slice 748 770 688 | 751 755 739 | 708
w/o Type Hint 761 759 893 | 941 772 759 | 855
w/o COT Prompt 823  78.6 864 | 929 708 843 | 849
TYPEGEN 83.5 794 897 | 943 778 846 | 875

TypeGen is capable of consistently improving
the zero-shot performance of type inference for
language models with different parameter
sizes and achieves 2x ~ 3x of improvements
made by the Standard ICL setting.

41



Improve the Reliability of Dynamic Type System

» Pathway #1 (Prevention): Use type inference to statically get the types of variables so that
common static checking techniques can be used to detect potential issues.

Type Checking Test Case Generation

* Pathway #2 (Repair): Implement automatic repair methods to fix issues caused by the
dynamic type system.

42
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How to Fix Existing Type Errors?

* Incorporate domain knowledge into prompt templates - Domain-aware prompts.

Bug Line:

user_pass ='%s:%s’ % (unquote(user), unquote(password))

General prompt template:

user_pass ='%s:%s’ % (<mask>...<mask>unquote(password))

Prompt-based program repair Domain-aware prompt template:

user_pass = <mask>...<mask>("%s:%s’ % (unquote(user),

+ Do not need training set.
unquote(password)))

+ Most effective.
- Require good prompt template design.

44



Domain-Aware Type Error Repair - TypeFix

Coarse-
Grained
PN
—> — —> > SN N
GitHub Pull Bug
Requests Fixes Fix Internal External Fix Templates 1 r--i+r . ,
Patterns Context Context Fine-
Clustering Tree Grained
Hierarchical Clustering
Frequency-Aware
; — ; ; - Template Matching
attributes = ¢ Pre-trained ¢ attributes = ¢
user.get(‘attributes', {}) or {} Model user.get(‘attributes', {}) or <mask>
Selected Fix T
Patch Code Prompt Template

attributes =
user.get(‘attributes', {})

Buggy Code



Phase I: Fix Parsing

pY I EEEEEEEEEEEEEEEEEEEEEEEEENEREE,

Cgpusssnnnnnnnnnnnns®

Y = if value_type in ('banlean’, 'bool’): B
; e . v« AUNG SR0QICAN(Vale, strictzRalse) e 1 Liiiia e,
: i o \\ - ellf:y.al.u.e.: nmm : Pal
- @ \ + elif.value is not None: 8
- o . if value_type in ('integer’, 'int'): . targets
: d’y’!"l n EEEEEEEEEEEEEEERERN .E‘ am - .. : ) ) : :
Dk i @ . Compare ; (a) Fix Commit = Variable
' If : .l = | SRR RN = )
_________ ;." EEmEEEE, = scomparators op left . args value
= test comparators v ©°P left . : - v : : tim \ 4
: ::Varlable n Literal ' emmEN IIIIIIIIIIIIIIIIIIIIIIIII.". Variable
= Variable = .|Literal Op . . Op | Variable | ' s
. . Reference = value . None ' = Lo value
" | alue . None IsNot i) IsNot value i If I | If |—> (test, teSt)E e
[ [} ' ] (Y
‘.lllllll‘. : E : ?llllllllllllllllllllllllllllll':E ..lllllllllllll-’
Bug_Tree Fix_Tree | . B_Tree A_Tree : ,  IC_Tree m i BC_Tree
(b) ASTs of Buggy Code and Fixed Code (c) Fix Pattern (d) Internal Context '\‘ (e) External Context

* Fix Pattern: Indiicsie the exattambeatiange.
* Internal Context: Indl it tthe sttteneeritwhieeed fixpp aitenrsshold d ppiply.
 External Confexit: lhndiicite tthe| boceitoonod ft Hieesshddemeeb trinrinderabt @oebeixt.



Phase I: Fix Parsing

@ if value_type in ('boolean’, 'bool'):
e value = boolean(value, strict=False)
- elif value:
If : + elif value is not None:
: if value_type in (‘integer’, 'int'):
body : : _type in (integer’, ‘int')
& 5 @ ] (a) Fix Commit
If l e,
----------- ! comparators left ! s
comparators ' _ : ;
, |Variable Literal : :
Variable Literal Op I ! Op Variable| ! ;
Reference ' | value None ' :
VEE None IsNot ' . IsNot value : | If I ( If I—) (test, test)
Bug_Tree Fix_Tree 5 i B _Tree A _Tree IC_Tree n
(b) ASTs of Buggy Code and Fixed Code (c) Fix Pattern (d) Internal Context

* Definition of Template Tree Node
A node is a quadruple (bt, t, v, i) where
bt € {Variable, Op, Literal, Builtin, Type, Attribute, Expr, Stmt} is the base type of node,

tis the AST node type, v is the value, and i is the id.

targets

Variable

value
args
9 \ 4
\Variable
value
BC_Tree

(e) External Context

47



Phase II: Fix Template Mining

Overall Methodology: Hierarchical Clustering

* Distance of Fix Patterns
* Defined as 1 minus the rate of same nodes in two template trees.

e Calculate from the root to leaves, i.e., two nodes can be compared if and only if their parent nodes are the
same (top-down).

e Distance of Contexts

* Defined as 1 minus the rate of same nodes in two template trees.

e Calculate from leaves to the root, i.e., two nodes can be compared if and only if their children nodes in the
leaf-root path are the same (bottom-up).

48



Phase II: Fix Template Mining

e Abstraction of 2 Nodes a and b in Fix Patterns or Contexts

Same Node: g and b are exactly the same, and they can be reserved for
the generalized fix template.

Value Abstraction: a and b have the same types but different values. We
create a node with the same type and set the value as a special ABS token
to indicate a hole.

Type Abstraction: a and b have the same base types but different types
and values. We create a node with the same base type, and set the type
and value as a special ABS token to indicate a hole.

Node Removal: g and b have no common attributes. We directly remove
the two nodes.

Node: (bt, t, v, i)

a: (Literal, int, 1, 1024)
b: (Literal, int, 1, 2024)
res: (Literal, int, 1, -)

a: (Literal, int, 1, 1024)
b: (Literal, int, 2, 2024)
res: (Literal, int, ABS, -)

a: (Literal, int, 1, 1024)
b: (Literal, str, “a”, 2024)
res: (Literal, ABS, ABS, -)

a: (Literal, int, 1, 1024)
b: (Op, add, -, 2024)
res:-



Phase lll: Fix Template Matching

* Select Fix Templates

* We match the ASTs of the buggy programs with the contexts of mined fix templates.

* For the same type of fix templates, we select the most detailed fix template since it has the most domain
knowledge.

* Rank Different Types of Fix Templates
* Group different fix templates with the same contexts.

* Rank the fix templates in one group according to the occurrence frequency obtained in the mining phase.

* Rank the groups according to the abstraction ratio, i.e., the rate of program holes that require LLMs to
synthesize.

50



Phase |IV: Patch Generation

Bug Line:

user_pass = '%s:%s’ % (unquote(user), unquote(password))

Domain-aware prompt template:

user_pass = <mask>...<mask>("%s:%s’ % (unquote(user),
unquote(password)))

Patch:

user_pass = to_bytes(’%s:%s’ % (unquote(user),
unquote(password)))

LLM

51



Evaluation

TyreBucs
Project #B || TyreFix |PyTER Codex AlphaRepair CoCoNuT
airflow 14 9/9 4/4 n7 1/6 0/4
beets 1 0/0 0/1 0/0 0/0 0/0
core 9 717 5/7 4/5 4/4 23
kivy 1 0/0 0/1 0/0 0/1 0/1
luigi 2 0/2 0/0 0/2 1/2 0/0
numpy 3 0/3 0/2 0/1 0/2 0/0
pandas 43 21/32 17/27 18/19 11/22 3/10
rasa 2 2/2 0/0 2/2 0/0 0/0
requests 4 4/4 4/4 2/2 0/1 0/0
rich 4 2/3 0/1 1/1 0/0 0/0
salt 8 5/8 5/5 4/5 1/5 0/2
sanic 2 0/0 2/2 0/0 0/0 0/0
scikit-learn 7 2/3 2/3 1/2 0/0 0/0
tornado 1 0/0 1/1 0/0 0/0 0/0
Zappa 3 3/3 1/1 0/0 1/3 0/1
Total 109 55/76 41/59 39/46 19/46 5/21
Fix Rate (%) 50.5 37.6 358 174 4.6
BucsInPy
Project #B | TyreFix | PyTER Codex AlphaRepair CoCoNuT
ansible 1 0/0 0/0 0/0 0/0 0/0
fastapi 1 111 0/0 171 0/0 0/0
keras 7 4/6 11 0/3 0/4 0/4
luigi 7 4/5 3/5 3/3 0/0 0/0
pandas 19 4/13 4/6 2/6 3/10 3/8
scrapy 12 10/11 5/7 10/12 1/4 2/4
spacy 1 0/1 0/1 0/0 0/1 0/1
tornado 2 111 1/1 171 0/1 0/1
youtube-dl 4 2/3 1/1 0/2 1/1 111
Total 54 26/41 15/22 17/28 5/21 6/19
Fix Rate (%) - 48.1 27.8 315 9.3 111

Unique type errors fixed by each approach.

TypeFix successfully fixes 55 and 26 type errors in two
benchmarks, outperforming state-of-the-art approaches by at
least 14 type errors and 9 type errors, respectively. Meanwhile,
TypeFix obtains the most unique type error fixes in two
benchmarks.
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Evaluation

TyrPEBuUGS BuGsINPyY . .
Approach #Unique Coverage #Unique Coverage TypeFix achieves a template coverage of about 75% on both
S 24 83(761%) 16 40 (741%) benchmarks, which is 30% larger than that achieved by fix
PyTER 10 46(422%) 5  18(33.3%) templates manually defined in PyTER.

Comparison with rule-based approach

TyrPpEBUGS BuGsINPy
#Correct #Plausible #Correct #Plausible

No Template 19 41 6 20
RAdd ”11 *110 (3) Z Ablation results also demonstrate the usefulness of fix templates
emove + + + +
Replace +6 .8 44 49 mined by TypeFix under each category.
Insert +18 +16 +13 +17
Total 55 76 26 41

Ablation Results
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Improve the Reliability of Dynamic Run-time Environment

requirements.txt: Installed Dependencies:

torch>=1.3.0 tOFCh==(; 21(;321

gym>=0.9.7 > > gym==0.20. -

numpy>=1.10.4 numpy==1.21.6

filelock filelock==3.12.2

pillow pillow==9.5.0
pfrl/wrappers/monitor.py:

AttributeError: m_odule' gym_.Wfappers : <

has no attribute 'Monitor . : .

from gym.wrappers import Monit GymMonitor

* Pathway #1 (Prevention):

Run-time environments provide implementations for external APls used in the code.

— Provide high-quality APl recommendation to avoid API misuse.
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Two Categories of APl Recommendation Approaches

Query-Based:

Official Documentations s )
Q&A Forums »  API Candidates
API Tutorial Sites N /
o ‘ \ 4 3 Recommendations:
' uery Modification ! e N
' Query ' ! Retrieval-based ' ‘
. ; Return int value square root : I Methods i java.lang.Math.sqrt(),
Original Query: — a : : ' 7 ::> java.lang.Math.nextDown(),
Calculate int value square root —_— ! > S java.lang.Math.cbrt()
' finally calculate int value square root i Learning-based
: ) : Methods :
| Query Expansion / S 7y S
Official Documentations s )
Q&A Forums » Query - API Pairs
API Tutorial Sites N J

Code-Based:

Recommendations:

__________________________________________

Methods Methods ava.util.Collections.addAll(),

[Pattern-based] [Learning-based] '::: jjava.util.CoIIections.sort(),
. java.util.Collections.min()

o [RLe LR SIS o :’ Current Code Before "I - Stri i :
c q o . . ' ' (a) APl Sequence: String, Arrays.asList, ... '
2 public static void main(String args[]) { ! Recommendation Point Lo '
3 String[] strArray = ! (b) Token Flows: public class sort public ... (d) API Matrix
4 new String[] { "example" }; E Internal Context ' E
5 List 1 = Arrays.aslList(strArray); :::> I::'::> | ClassDeclaration | String | Arrays.asList() E
6 Collections.<Recommendation Point>; : e L 2 funct 0 1 :
7 soc ! |Implementation of String, | + (c) AST |MethodDecIaration | func2 1 0 I
8 } : Arrays.asList(),... o ~
9} i L LocalVariable LocalVariable main 1 1 '
E ' Declaration Declaration
i External Context L .

Target Code \ N . /!

N PN Context Representation



APIBench-Q for Query-Based Approaches

* Mining Stack Overflow * Mining Tutorial Websites

* All posts from Aug 2008 to Feb 2021
1,756,183 Java posts and 1,661,383 Python posts

l Format Check

148,938 Java posts and 156,493 Python posts

1 Keyword Filtering
1 Manual Check

13,755 posts

1,320 Java queries and 1,925 Python queries PL Stack Overflow Tutorial Websites
Ori. Exp. Mod. ‘ Ori. Exp. Mod.

Python | 1,925 78,157 100,100 | 2,384 95,360 123,968
Java 1,320 80,343 68,640 | 5,243 319,783 272,636
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APIBench-C for Code-Based Approaches

* Mining GitHub
* General: 1,000 most starred + 1,000 most forked

repos at entire Github.

e Specific Domain: 500 most starred + 500 most
forked repos under one topic.

. . . LOC #API Total number of APIs (only testset) = LOC Threshold LOC Threshold
PL Domain  #Projects #Files )
(per func) (per func) Standard User-defined Popular  of Short Func of Long Func
General 899 230,064 15.24 555 1,363,240 1,747,878 54,244 8.875 54.875
ML 323 46,556 13.89 6.08 629,437 339,821 125,377 12.65 46.05
Python Security 126 15,785 18.98 6.72 111,393 64,809 3,613 6 86.5
Web 568 82,771 14.14 5.05 369,114 241,602 11,832 7.35 51.625
DL 307 39,577 14.58 6.25 413,295 220,228 76,654 11.675 52.525
General 935 1,056,790 11.16 406 5,164,481 3,808,124 36,178 6.26 19.2
Android 377 87,468 8.24 291 517,461 267,141 75,069 7.28 16.8
Java ML 52 41,377 12.82 4.77 194,013 136,963 0 7.52 19.74
Testing 55 23,618 9.93 3.98 105,577 55,241 22 6.44 15.68
Security 58 20,445 12.35 5.32 125,558 74,471 1,243 6.88 20.78
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Query-Based Baselines

Approach Category/ PL Venue  Year
Data Source
Query Reformulation
. ‘Google‘ Query (‘e>fpa1.1s1on, Any ) 2021
Prediction Service [22] modification
NLPAUG [40] Query expansion, Any ; 2021

modification

Query expansion,

SEQUER [8] o Any  ICSE 2021
modification
NLP2API [56] Query expansion Java ICSME 2018
Query-Based API Recommendation
Official documentation
! ICSE 2016
RACK 58] Stack Overflow Java ¢
KG-APISumm [38] ~ Orhcial documentation, y 0o pop o1
Wikipedia
Naive Baseline Official documentation = Any - 2021
DeepAPI [23] Official documentation  Java FSE 2016
[16] - .
Lucene Official documentation ~ Any - 2021
Official documentation
! ASE 2018
BIKER [27] Stack Overflow Java




Effectiveness of Query-based Approaches

Class Level vs. Method Level

Baseline Level Success Rate@k MAP@k MRR NDCG@k
Top-1 Top-3 Top-5 Top-10 Top-1 Top-3 Top-5 Top-10 Top-1 Top-3 Top-5 Top-10
RACK Class 0.17 0.30 0.35 0.41 0.17 0.23 0.24 0.24 0.25 0.17 0.24 0.26 0.28
KG-APISumm  Class 0.19 0.33 0.40 0.50 0.19 0.25 0.26 0.27 0.28 0.19 0.24 0.27 0.31
Naive Baseline Class 0.07 0.13 0.16 0.21 0.07 0.10 0.10 0.10 0.11 0.07 0.09 0.10 0.13
Method  0.02 0.03 0.04 0.05 0.01 0.02 0.03 0.03 0.03 0.07 0.09 0.10 0.13
DeepAPI Class 0.19 0.27 0.29 0.30 0.19 0.22 0.23 0.23 0.23 0.17 0.22 0.23 0.24
Method  0.05 0.09 0.10 0.11 0.05 0.07 0.07 0.07 0.07 0.17 0.22 0.23 0.24
Lucene Class 0.15 0.21 0.24 0.29 0.15 0.17 0.18 0.17 0.19 0.12 0.15 0.16 0.20
Method  0.04 0.08 0.10 0.14 0.04 0.06 0.06 0.06 0.07 0.12 0.15 0.16 0.20
BIKER Class 0.33 0.51 0.59 0.67 0.33 0.41 0.41 0.39 0.44 0.27 0.32 0.35 0.42
Method  0.12 0.23 0.29 0.37 0.12 0.16 0.18 0.18 0.19 0.27 0.32 0.35 0.42

Finding: Existing approaches fail to predict 57.8% method-level APIs that could be successfully predicted
at the class level. Accurately recommending the method-level APIs still remains a great challenge.
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Impact of Query Reformulation Techniques

I SEQUER B Google BN NLPAUG (BERT) I NLPAUG (W2V-SO) B NLPAUG (W2V-News) BN NLP2API

RACK KG-APISumm Naive Baseline DeepAPI Lucene BIKER

Finding: Query reformulation
techniques are quite effective in helpingg)
query-based APl recommendation
approaches give the correct APl by
adding an average boost of 27.7% and
49.2% on class-level and method-level
recommendations, respectively.

0.35

0.30

Improvement of Success Rate
I I o o
- - N N
o [6;] o (6]

o
o
a

©
o
S

B NLPAUG (WordNet) N NLPAUG (Random) BN NLPAUG (BERT) BN NLPAUG (W2V-SO) BN NLPAUG (W2V-News)

(@) Query Expansion
0.30
0.25

Finding: Query expansion is more stable

0.20

01 and effective to help current query-

0.1 based APl recommendation approaches
:zo _III - give correct APIs than query

0 — 5 - - s -

o (6]

Improvement of Success Rate@10
(93]

modification.

-0.05

RACK KG-APISumm DeepAPI Lucene Naive Baseline BIKER

(b) Query Modification 62



Code-Based Baselines

Approach Representation PL Venue Year
Practical IDE
PyCharm [30] Code tokens Python - 2021
Visual Studio Code [43] Code tokens Python - 2021
Eclipse [17] Code tokens Java - 2021
Intelli] IDEA [29] Code tokens Java - 2021
Approach in Academia
TravTrans [32] AST Python ICSE 2021
Token flow
PyART [24 Pyth ICSE 2021
y [24] Data flow ython
Deep3 [59] AST, DSL Python ICML 2016
FOCUS [49] API Matrix Java ICSE 2019
PAM [18] API sequence Java FSE 2016
PAM-MAX API sequence Java FSE 2016
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Cross-Domain Performance

General: multiple domains

. . . TravTrans Deep3 PyART
Training Domain

ML  Security Web DL ML  Security Web DL ML  Security Web DL
ML 0.64 0.58 053 0.71 0.42 0.41 036 0.48 0.39 0.35 040 0.40
Security 0.40 0.54 054 0.39 0.31 0.51 042 0.29 0.36 0.48 047 0.36
Web 0.54 0.63 0.64 0.51 0.33 0.42 0.46 031 0.42 0.47 0.50 0.40
DL 0.66 0.58 050 0.68 0.44 0.39 033 0.44 0.43 0.36 038 0.45
General 0.72 0.76 078 0.74 0.55 0.65 062 0.57 0.44 0.44 046 0.46

Finding: Training on multiple domains helps the current approaches to recommend APIs in different
single domains, and the performance is even better than only training on the certain single domain.
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Improve the Reliability of Dynamic Run-time Environment

» Pathway #1 (Prevention): Provide accurate APl recommendation to avoid external API
misuse.

* Pathway #2 (Detection): Detect compatibility issues in the configuration files before
software usage.

requirements.txt: Installed Dependencies:

torch>=1.3.0 th;?:-:-:(; 21221
gym>=0.9.7 } ==0.26.
numpy>=1.10% > qumpy==1.21.6 - ]
filelock fll.eIOCEi=3'12'2
pillow pillow==9.5.0
pfrl/wrappers/monitor.py:
AttributeError: module 'gym.wrappers' : <

has no attribute ‘Monitor from gym.wrappers import Monitor as _GymMonitor
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Source-level Run-time Environment Conflict Check

* Version constraints defined in configuration files are not reliable.

* We should validate whether the import statements in source code can be successfully
executed.

Version-level Check

4 )

requirements.txt: Installed Dependencies:
torch>=1.3.0 torch==1.13.1
gym>=0.9.7 } gym==0.26.2
numpy>=1.10.4 > qumpy==1.21.6 -
filelock filelock==3.12.2
i illow==9.5.0
K pillow pI )
pfrl/wrappers/monitor.py:
AttributeError: module 'gym.wrappers E <

has no attribute "Monitor from gym.wrappers import Monitor as _GymMonitor



Source-level Run-time Environment Conflict Check

* Installation Check: Assign the correct Python version and check whether a package can be
successfully installed based on configuration files.

[ Initial Python . \ :
Version Assignment ———>» Python Version —<€—— - Step Il: Dependency Check
etadata
l Metadata —> Check
Fail R
— pipdeptree — équired
.& p g t h on . . — Dependencies I
nvironmen
docker pip — Installed > Check
Installation Dependencies
. ’ Installed
Step I: Installation Check Source files Source Code |
Check
Collect
Analyze STATUS 1 Imports &
Import Blocks Module and Import Data Ready y -0cal Modules
dOC er Execute (Python 3) \4 A4
STATUS 4 Ll STATUS 3 STATUS 0
Import Validation Pass Import Validation Ready Source Code Ready
. STATUS 2
*~ Module and Import Data Ready K
Step llI: Import Validation (Python 2)
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Installation Check

* Python Version Assignment

Examine the classifiers set by developers in PyPI Progéamming Language
o C++
l Fail o Python::3
Choose the latest Python version released 180 days before Python :: 3.8
the package release time o Python:: 3.9
o Python::3.10
l ! PyPI Classifi
assifiers
Copy the Python version from other releases of the same y
package

| N

Choose commonly used Python versions 2.7, 3.6, 3.10, etc

[

Try all Python versions
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Source-level Run-time Environment Conflict Check

* Dependency Check: Check potential conflicts between indicated versions in configurations
and installed versions via pip.

Ve,'s?gﬁ,al\zifg,‘;’;em ——>»  Python Version <€— / Step Il: Dependency Check\
Metadata
l - Metadata — > Check
ai
pipdeptree —  Required
‘& pgthon T Dependencies Inconsistency
docker pip —  installed __—> Check
Installation — Dependenmes
. nstalle
Step I: Installation Check \ Source files Soucr;cr;; g(ode | /

Collect
Analyze STATUS 1 Imports &

Local Modules

Import Blocks Module and Import Data Ready
docker Exeoute (Python 3 \ v v
Imports
STATUS 4 : STATUS 3 \ : STATUS 0

Import Validation Pass Import Validation Ready Source Code Ready

N STATUS 2 -
*~ Module and Import Data Ready K

Step llI: Import Validation (Python 2)
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Dependency Check

* Metadata Check
* Existence of file <package>-<version>.dist-info.
* Top modules in file top_level.txt.

* Run-time Environment Check
* Solve the valid dependencies in configurations provided by developers.
e Collect the installed dependencies in the run-time environment built by Installation Check.
* Check inconsistences between the required dependencies and installed dependencies.

e Source Files Check
* Locate the source files based on the modules provided in the configurations.

* Check the syntax of all source files.



Source-level Run-time Environment Conflict Check

* Import Validation: check potential conflicts between import statements in source code and
the installed run-time environment.

Initial Python . :
Version Assignment ———>» Python Version —<€—— - Step II: Dependency Check
etadata
l Metadata —> Check
Fail S
— pipdeptree — équired
nvironmen
docker pip ——  |Installed > Check
Installation Dependencies
. Installed
Step I: Installation Check Source files Source Code |
Check
[ Collect \
Analyze STATUS 1 Imports &
|mp0rt Blocks Module and |mport Data Ready Local Modules
dOC er Execute (Python 3) \4 A4
STATUS 4 Ll STATUS 3 STATUS 0
Import Validation Pass Import Validation Ready o Source Code Ready
. STATUS 2
*~ Module and Import Data Ready K
Qtep 11: Import Validation (Python 2) /
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Import Validation

* Imports
* Internal Imports: introduce local modules within the project.
* External Imports: require third-party packages from the run-time environment.

* Collect Local Modules
* All Python files and sub-directories with __init__.py file in the same directory.
* Image files such as .so and .pyd.

Collect
Analyze STATUS 1 Imports &

Import Blocks Module and Import Data Ready Local Modules
dOC er Execute (Python 3)
STATUS 4 Imports STATUS 3 STATUS 0
- \ )

Import Validation Pass Import Validation Ready Source Code Ready

. STATUS 2
** Module and Import Data Ready %
(Python 2)
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Import Validation

* Import Blocks

* Developers employ different methods to handle different run-time environments, such as using if-else
statements and try-except statements to incorporate import statements.

if sys.platform.startswith("java"):
import platform

os_name = platform.java_ver()[3][0]

if os_name.startswith("Windows"): # "Windows XP", "Windows 7", etc.
system = "win32"

elif os_name.startswith("Mac"): # "Mac 0S X", etc.
system = "darwin"

else: # "Linux", "Sun0S", "FreeBSD", etc.
# Setting this to "1linux2" is not ideal, but only Windows or Mac
# are actually checked for and the rest of the module expects
# *ksys.platformx style strings.
system = "linux2"

else:
system = sys.platform
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Block Analysis

* Block analysis aims to reformulate an import block to a boolean expression, so that we know
whether an import block is successfully executed.

If con1:
import a
import b
try:

import ¢
except Error1:
import d
import e
else:
import f
import g

the entire try statement

the try branch

OR

the except branch

import d
import e

the true branch

import a
AND import b

OR

the entire if statemeN

the false branch

import f
import g
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Block Analysis

If con1:

/ the entire try statement

import a

import b

try:
import ¢

except Error1:
import d
import e

else:
import f
import g

the try branch

OR

the except branch

AND

the true branch

import a
import b

OR

the entire if statemeN

the false branch

76



Block Analysis

If con1:
import a
import b

try:
import ¢
except Error1:
import d
import e

else:
import f
import g

/ i‘he entire try statement\

|the try branch

OR

the except branch

AND

import b

the true branch

import a

OR

the entire if statemeN

the false branch
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Block Analysis

If con1:
import a
import b
try:

import ¢

except Error1:

import d
import e
else:
import f
import g

\

/ the entire try statement

G

the try branch

OR

the except branch

import d
import e

AND

the true branch

the false branch

import a
import b OR Emport f

import g

the entire if statemenN

\
\

Boolean Expression

(a and b) and
(

Cc or
(d and e)

)

) or
(f and g)
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Import Validation

* Execute imports to validate boolean expression:

((a and b) and (c or (d and e))) or (f and g)

Collect

Analyze STATUS 1 Imports &
Local Modules

-
Import Blocks Module and Import Data Ready
docker Execute (Python 3)
STATUS 4 L] eiis STATUS 3 STATUS 0
Import Validation Pass Import Validation Ready Source Code Ready
STATUS 2

Module and Import Data Ready K
(Python 2)
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Detected Run-time Environment Conflicts

* All Libraries
» 8,282 packages and 338,069 releases on PyPI Platform.

* Installed Libraries (pass the Installation Check)
* 7,830 (95%) packages and 303,377 (90%) releases.

 Validated Libraries (pass all checks)
e 5,371 (65%) packages and 131,720 (39%) releases.
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Detected Run-time Environment Conflicts

* Incomplete Configuration
* Missing configuration files — 281
* Missing required libraries for setup — 3,318
* Missing Python versions — 55,138 (16%)
* Missing required libraries for direct imports — 142,521 (42%)

Finding: Developers tend to provide inadequate configurations for the usage of libraries,
especially for Python versions and direct imports in source code.
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Detected Run-time Environment Conflicts

* Incorrect Configuration
* Dependency conflicts in setup — 6,318
* Incorrect Python versions — 4,155
e Other run-time errors in setup — 3,464
* Inconsistent configurations with metadata — 592
* |nconsistent version numbers with release dates — 12,018
* Missing required modules for indirect imports — 11,023
* Inconsistent modules in direct imports with installed dependencies — 6,678
e Other run-time errors in imports - 8,178

Finding: Developers make mistakes in writing configurations since 19% of configuration
issues are incorrect configurations. What‘s more, about 50% of incorrect configuration
issues can only be detected by Import Validation, indicating the importance of source-

level validation.



Detected Run-time Environment Conflicts

* |Incorrect Code
e Missing source code — 2,588
* Parsing error —431
* Multiple version control failure - 15,507 (5%)

Finding: Incorrect configurations can hardly be handled by the multiple version control
logic in source code, as there are 5% of library releases suffering from import block
failures.
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Future Work

Synergistic Type Inference

Prevented by

onamieTee 0, e s
Fixed by
Synergistic Type Inference: Cod
* LLMs and static inference handle different kinds of def add(num1, num2)
variables il
* LLMs get instant feedbacks from type checkers and Static Inference:
improve the predictions Static Type Check:

Single-variable inference = multiple-variable inference M Predton

(1) Static Inferred

Prompt-based Type Error Repair

Code:

def add(numl, num2):
a=numl+1
b=hum2 +2
returna+b

Static Inference:
Static Type Check:

LLM Prediction:

(2) Context Sensitive

Code:

def add(huml, num2):
res = huml + num2
return res

Static Inference:
Static Type Check:

LLM Prediction:

(3) Context Insensitive
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Future Work

Prevented b
Y APl Recommendation Performance Study

' Guide
Prevented By \ 4

Dynamic Run-time Lead to Run-time - : .
y ) > Environment —&£----------""""°7° High-quality APl Recommendation
Environment ) N
Conflicts R Detected By

. Source-Level Run-time Environment Check

Fixed By .
Y 4 Run-time Environment Dependency Inference

High-quality APl Recommendation:

* Make use of query reformulation techniques.
* Train the deep learning model on multiple-domain data.

Run-time Environment Dependency Inference:
* Infer correct configurations of run-time environments based on the source code of software.
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List of Publications

* [ICSE’24] Less is More? An Empirical Study on Configuration Issues in Python PyPI
Ecosystem.

» [ICSE’24] Domain Knowledge Matters: Improving Prompts with Fix Templates for Repairing
Python Type Errors.

* [FSE’24] Less Cybersickness, Please: Demystifying and Detecting Stereoscopic Visual
Inconsistencies in Virtual Reality Apps.

* [LLM4Code] Enhancing LLM-Based Coding Tools through Native Integration of IDE-Derived
Static Context.

» [ASE’23] Generative Type Inference for Python.

e [ASE’23 Industry Challenge] REEF: A Framework for Collecting Real-World Vulnerabilities and
Fixes.



List of Publications

e [TSE’23] Prompt Tuning in Code Intelligence: An Experimental Evaluation.

* [TSE’23] APl Usage Recommendation via Multi-View Heterogeneous Graph Representation
Learning.

* [TSE’22] Revisiting, Benchmarking and Exploring APl Recommendation: How Far Are We?

e [FSE’22] No More Fine-tuning? An Experimental Evaluation of Prompt Tuning in Code
Intelligence.

e [ICSE’22] Static Inference Meets Deep Learning: A Hybrid Type Inference Approach for
Python.



Awards

 ACM SIGSOFT Distinguished Paper Award (ASE’23).
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