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WebAssembly (Wasm)

ÅA binary instruction format
ÅDesigned as a portable compilation target for programming languages

Åe.g., C/C++, Rust

ÅEnable various programs to be deployed in web browsers

ÅAdvantages
ÅSafe: Describes a sandboxed environment

ÅFast: Executes at near native speed

ÅPortable: Executable across platforms

ÅCompact: Small binary size
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Wasm on the Sever Side

ÅAn isolation mechanism  that outperforms traditional containers

ÅIn Cloud Environments
ÅServerless computing

ÅComputational offloading

ÅOther Applications
ÅMicrocontrollers

ÅTrusted Execution Environments (TEEs)

ÅSmart contracts

Åé
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Server -side Wasm Workflow

ÅKey component: Standalone Wasm runtimes
ÅTranslate Wasm binary instructions to native machine code

ÅWasmtime, Wasmer, WasmEdge, é
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Performance Issues in Server -side Wasm
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ÅSevere Impact

ÅServer-side apps are usually more
performance-sensitive

ÅFrequent Occurrence

ÅStandalone Wasm runtimes are more likely 
to cause performance issues

A short latency

Client-side apps Server-side apps

Major browsers: Well-developed

Standalone Wasm runtimes: Immature

Wasmtime



Impact of Performance Issues: A Real Case
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ÅImpact of WasmEdge runtime latency on service throughput
ÅService: microservice-rust-mysql

(a) 10,000 request (a) 50,000 request

A 30ms-latency will result in a 20% to 50% drop in service throughput!

https://github.com/second-state/microservice-rust-mysql
https://github.com/second-state/microservice-rust-mysql
https://github.com/second-state/microservice-rust-mysql
https://github.com/second-state/microservice-rust-mysql
https://github.com/second-state/microservice-rust-mysql


Impact of Performance Issues: A Real Case

7

ÅImpact of WasmEdge runtime latency on service throughput
ÅService: microservice-rust-mysql

(a) 10,000 request (a) 50,000 request

A 30ms-latency will result in a 20% to 50% drop in service throughput!

It is crucial to optimize performance  for 

Wasm runtimes!

https://github.com/second-state/microservice-rust-mysql
https://github.com/second-state/microservice-rust-mysql
https://github.com/second-state/microservice-rust-mysql
https://github.com/second-state/microservice-rust-mysql
https://github.com/second-state/microservice-rust-mysql


Performance Optimization for Wasm Runtimes
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Question 1: How to effectively Test 
performance issues in Wasm Runtimes? 

Question 2: How to Debug 

performance issues in Wasm Runtimes? 

Question 3: How to Accelerate 

performance for Wasm Runtimes? 



Research Outline
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Challenges & Solutions 
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ÅOur goal: Revealing performance issues in standalone Wasm runtimes 

Challenge: Determine the oracle of performance issues

Solution: Propose an oracle ratio that reflects the systematic 

      performance gaps among different Wasm runtimes 

Challenge: Hard to manually analyze each Wasm runtime

Solution: Adopt the idea of differential testing



Approach: WarpDiff
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PerformanceDataCollection

Wasm Runtime Performance Diff erential Testing 

Abnormal Case Identification Issue Location



Phase 1: Performance Data Collection
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ÅTest case selection

ÅWell supported by standalone Wasm runtimes (C/C++) 

ÅMore likely to trigger performance issues 

ÅWasm code execution
ÅCompile to Wasm Č Execute on different runtimes

ÅEnsure the correctness of the execution results 

ÅPerformance data recording
ÅThree running stages

PerformanceDataCollection



Phase 2: Abnormal Case Identification
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ÅKey insight: The execution time of the same test case on different Wasm runtimes 
should follow a stable ratio (i.e., oracle ratio) in normal cases.

ÅHow to represent the execution time ratio?

ÅVectorization for each test case

Åe.g., case x ran for 1s, 2s, 3s on three runtimes Č 
the vector of x is [1,2,3] Č normalization

ÅHow to determine the oracle ratio?
ÅTake the center of all normalized vectors as the 

estimated oracle ratio

ÅCalculate the distance between a case vector 
and the estimated oracle ratio 

Abnormal Case Identification



Phase 3: Performance Issue Location
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ÅGoal: Locate the runtime in which the performance issue occurs

ÅAnalyze the impact of each runtime on the abnormal case

ÅFor each dimension in the case vector, adjust its value to make 
the case vector closest to the estimated oracle ratio

ÅRecord the adjustment value as deviation degree 

ÅTreat the runtime with the largest deviation degree as the 
issue-related runtime

Issue Location



Research Questions
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RQ1: How does WarpDiff perform in identifying performance issues 

          in real-world standalone Wasm runtimes?

RQ2: What are the causes of the identified performance issues, and 

          how can we verify them?

RQ3: What is the computational overhead of differential testing in 

          WarpDiff ?



Experiment Settings
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ÅTest cases

Å141 C/C++ programs from LLVM test suite

ÅValid results on 123 programs

ÅWasm runtimes for testing

ÅFive Wasm runtimes with top popularity and 
activity on GitHub 



RQ1: Identifying Performance Issues
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ÅTop 10 abnormal cases

ÅBased on the descending order of the deviation degree of the issue-related runtime 

Performance issues are common in existing standalone Wasm runtimes.



RQ2: Case Analysis
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ÅAbnormal stage locationČ Fine-grained cause location Č Cause verification 
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We summarize 7 performance issues for the 10 abnormal cases. 



Case Analysis: Wasmer
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ÅIssue 1: Improper implementation of fd_write (#3784)

ÅIssue 2: Version issue of the Cranelift code generator (#3821)
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Issue Reports
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Case Analysis: WasmEdge
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ÅIssue 3: Improper handling when invoking function pointer (#2444)

ÅIssue 4: Improper handling of virtual function (#2442)



Case Analysis: Wasmtime
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ÅIssue 5: Insufficient optimization for division and modulo (#6287)



Case Analysis: WAMR

24

ÅIssue 6: Insufficient optimization for matrix multiplications (#2175)

ÅIssue 7: Insufficient optimization for complex arithmetic expressions (#2167)



RQ3: Computational Overhead 
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ÅRunning time of the differential testing part in WarpDiff

ÅWith different numbers of runtime settings 

The computational overhead of differential testing only 

accounts for less than 0.01% of the whole process.



WarpDiff: Summary
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ÅThe first work identifying the significance  of performance issues in server-side 
Wasm applications 

ÅA differential testing framework with an effective test oracle for identifying 
performance issues

ÅRevealed 7 unknown performance issues  with comprehensive case analysis

Shuyao Jiang, Ruiying Zeng, Zihao Rao, Jiazhen Gu, Yangfan Zhou, and Michael R. Lyu. ȰRevealing Performance Issues in Server-
side WebAssembly Runtimes via Differential Testingȱ. In Proceedings of the 38th IEEE/ACM International Conference on Automated 
Software Engineering (ASE), pp. 661-672, Luxembourg, Luxembourg, September 11-15, 2023. [ASEȭ23, 1st author]
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Limitation of WarpDiff

ÅOnly use a small benchmark for testing
Å123 test programs

ÅWe need more high-quality test cases for further study
ÅWhat are high-quality test cases? 

 -- Tend to trigger performance issues in Wasm runtimes

ÅHowever, existing test case generation methods are NOT targeted at 
Wasm runtime performance testing
ÅDifficult to improve testing efficiency

28



Goal & Challenges 
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ÅOur goal:  Design an efficient test case generation approach for Wasm 
runtime performance testing

Challenge 2: Difficult to verify the quality of generated test 

   programs

Challenge 1: Lack of sufficient prior knowledge about Wasm 

  runtime performance



Approach Design Insights
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Insight 2: The test oracle proposed by WarpDiff can inspire test program 

       quality verification.

Insight 1: Historical issue-triggering test programs contain information that 

       helps detect new issues.

Practice: Extract code snippets from historical abnormal cases, then insert 

      them in different contexts to generate new test programs.

Practice: Propose an indicator distinguishability  to guide test program 

       generation process. 



Approach: WarpGen

Distinguishability -guided  test program generation framework for Wasm 
runtime performance testing
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Program Validity

ÅA critical challenge in program synthesis
ÅEnsure the validity of the synthesized program
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Insertion Validity : The inserted operator should affect the behavior 

           of the seed program.

Syntax Validity : The synthesized program should conform to the 

        syntax rules and be able to pass compilation.



Data Preprocessing: Operator Extraction

ÅSequential Operator

ÅA code block containing sequential statements without branches and loops.

ÅBranching Operator
ÅA code block containing conditional branching statements (i.e., if , else , and else if ), 

including conditions and corresponding code to be executed.

ÅLooping Operator
ÅA code block containing looping statements (i.e., for , while , and do- while ), including loop 

conditions and loop bodies. It may contain nested loops.

ÅMixed Operator
ÅA code block containing a combination of 

   the above three operators.

Implementation: Clang tool based on LLVM Project
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Data Preprocessing: Operator Extraction

ÅContext recording: Pre-context & Post-context
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Pre-context

All used variables (excluding 

variables declared and assigned in 

this block) and called functions 

(excluding standard library functions) 

in this block.

Post -context

All variables assigned in this block 

(excluding variables declared in this 
block).

Syntax Validity

Insertion Validity

Example



Data Preprocessing: Seed Profiling

ÅProfiling information: Variable Usage & Code Coverage
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Variable Usage

All the declared variables in the seed program

Å Position of first declared 

Å Position of last used

Syntax Validity

Code Coverage

Covered code lines during seed program 

execution

Insertion Validity



Program Synthesis

ÅGiven an operator and a seed,  synthesize a program by two steps

ÅStep 1: Insertion point selection
ÅTraverse the code lines recorded in the code coverage of the seed

ÅCollect the current context (local/global variables) of the seed

ÅRead the pre/post contexts of the operator to check whether this line is a valid insertion point

ÅRandomly select a valid insertion point

ÅStep 2: Variable dependency handling
ÅReplace the variable in the operator with 

   another same-type variable in the seed

ÅDefine a new variable 
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Iteration Process: Program Quality Indicator

ÅDistinguishability (dist score)

ÅExample
ÅX = [1,2,3]  [0.17,0.33,0.5]

ÅOracle ratio: O = [0.2,0.2,0.4]

Ådist score(X) = EuDist(X,O) = 0.12
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The distinguishability (dist score) of a test program is the Euclidean distance between the 

normalized vector of its execution time ratio (on Wasm runtimes to be tested) and the 

normalized vector of the oracle ratio.

Goal of iteration: Identify top N distinguishable programs (i.e., programs with top N dist score). 

Normalize



Iteration Process: Initial Iteration
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ÅInitial operators: Extracted from abnormal cases reported by WarpDiff 

ÅFor each initial operator
ÅInsert it into a random seed --> new program

ÅRun the new program on several Wasm runtimes to calculate the dist score

ÅCollect the programs with top N dist score as distinguishable programs

ÅExtract operators from the distinguishable programs
ÅAdd the new operators to the operator pool



Iteration Process: Follow-up Iterations
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ÅGoal: Find new test programs with higher dist score than the previous top N

ÅTo improve the efficiency of iteration: Penalty Mechanism
ÅAssign a penalty (initial value = 0) for each operator

ÅEach time
ÅRandomly select an operator and a seed --> new program

ÅCalculate the dist score of the new program

ÅIf dist score > previous top N: Mark as a new distinguishable program

ÅElse: penalty (of the selected operator) +1

ÅAn operator with penalty > M will be removed



Iteration Process: The Whole Process
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Research Questions
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RQ1: How efficient is WarpGen to generate high-quality test programs?

RQ2: How effective is the distinguishability-guided design in WarpGen?

RQ3: Can WarpGen detect new performance issues in Wasm runtimes?



Experiment Settings

42

ÅWasm runtimes for testing

ÅWasmer, Wasmtime, WasmEdge, WAMR

ÅInitial Operators
Å271 operators from 20 abnormal cases reported by WarpDiff

ÅSeed programs
Å100 random C programs generated by Csmith

ÅParameters
ÅOracle ratio: Based on the average execution time on the seed programs

ÅN = 20, M = 5

ÅCompared Approaches
ÅCsmith : Random approach

ÅWarpGen -base : Do NOT update the operator pool and the top program set



RQ1: Efficiency of WarpGen  
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ÅTop 20 dist scorefor each generated test program during the iteration process

ÅMinimal: The threshold for updating distinguishable programs

ÅAverage: the average quality of distinguishable programs

WarpGen can generate high-quality test programs with high efficiency.



RQ2: Effectiveness of Guidance
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ÅComparison of top 20 dist scorefrom different approaches

ÅCsmith : Random approach

ÅWarpGen -base : Do NOT update the operator pool and the top program set
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WarpGen can generate test programs of higher quality and 

more quickly than the baseline approaches.



RQ3: New Performance Issues
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ÅIdentify issues from the final top 20 distinguishable programs

45

WarpGen is effective to detect new performance issues in Wasm runtimes.



WarpGen : Summary
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ÅThe first study on test case generation for Wasm runtime performance testing

ÅA distinguishability -guided  framework that generates high-quality test cases to 
trigger performance issues in Wasm runtimes

ÅEffective in performance issue detection in real -world  Wasm runtimes

Shuyao Jiang, Ruiying Zeng, Yangfan Zhou, and Michael R. Lyu. ȰDistinguishability-guided Test Program Generation for 
WebAssembly Runtime Performance Testingȱ. In Proceedings of the 32nd IEEE International Conference on Software Analysis, 
Evolution and Reengineering (SANER), pp. 768-779, Montreal, QC, Canada, March 4-7, 2025. [SANERȭ25, 1st author]
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Background

ÅPerformance issues in Wasm runtimes are common and severe

ÅPerformance debugging (i.e., root cause analysis of performance issues) is crucial

ÅPerformance debugging for Wasm runtimes is difficult
ÅPerformance issues in Wasm runtimes typically caused by suboptimal compilation

ÅExisting debugging methods can NOT solve this problem

ÅKey challenge
ÅIdentify the specific suboptimal instruction sequences (slow code)
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Approach: WarpL

ÅFine-grained Mutation

ÅMutate only one Wasm 
instruction per mutant

ÅType-aware mutation

ÅEnsures validity and similarity
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ÅCore idea: Compare original and mutated Wasm programs

ÅMutant Selection

ÅUse an oracle runtime to filter 
invalid mutants

ÅScoring each mutant

ÅSelect the mutant with the 
highest score

ÅSlow Code Isolation

ÅCompare machine code of 
original and selected mutant

ÅGenerate report highlighting 
differences



Evaluation Results

ÅTested on 12 real-world issues (Wasmtime, Wasmer, WasmEdge)

ÅWarpL identified slow code in 10/12 cases

ÅHelped diagnose 6 previously unknown issues
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