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ÅDNNs are deployed in safety-critical applications

Wide Deployment of Deep Learning
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Self-Driving Medical Diagnosis
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Robustness Problem

Tesla car in Autopilot mode 



ÅImperative to identify the deficiencies before deployment

ÅImprove the robustness of DNNs

Deep Learning Testing
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Development
Stage

Testing

Service

Deployment
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ÅDNNs are vulnerable to adversarial examples (visual)
Åhuman imperceptible noise

Adversarial Attacks
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ÅAdversarial Attacks have two categories

white box/black box ï access to the model structure & parameters

Adversarial Attacks
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White-box Black-box



ÅTwo Objectives
Åmislead model

Åkeep imperceptibility

White-box Attacks
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Fast Gradient Sign Method (FGSM)
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ÅQuery-based
ÅApproximate gradient by queries

ÅHigh attack success rate

ÅTransfer-based
ÅDeploy white-box attack on a source model and transfer 

samples

ÅHigh efficiency

Black-box Attacks

9



ÅAssumption: different models share similar features

Transfer-based Attacks
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White-box Attack

Model A

Model B

Wrong Prediction Transfer-based Attack



ÅLimited Transferability

ÅMeasure the attack success rate of the adversarial examples 
to other models

ÅTransferability is limited when we transfer to models with 
different structures (CNN & ViT)
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Limitations of Transfer-based Attacks



ÅLow Imperceptibility

ÅKeep the label of the adversarial example consistent with the 
original ground truth

ÅIdentify the lower bound of the model robustness

ÅTextual adversarial examples fail to keep the consistency
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Limitations of Transfer-based Attacks



ÅNarrow Model Scope

ÅPrevious adversarial attacks are limited to classification tasks, 
such as image classifier

ÅDevelopment of generative models, we should analyze the 
adversarial robustness of those generative models as well
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Limitations of Transfer-based Attacks
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Thesis Contribution

Transferable 

Adversarial Techniques 

Topic 1: Adversarial Transferability

Topic 2: Imperceptibility

Topic 3: Robustness of Generative Models

Å Input Transformation [CVPRô23]

ÅGradient Regularization [CVPRô23]

ÅModel Structure [AAAIô24]

Å Feature-level [CVPRô22]

Å Semantics- and Domain-aware attack [IJCAIô23]

ÅOn the Robustness of Latent Diffusion Models [(Submit to) Neuripsô24]



ÅTopic 1: Adversarial Transferability

ÅTopic 2: Imperceptibility

ÅTopic 3: Robustness of Generative Models

ÅConclusion & Future Work
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Outline



ÅTopic 1: Adversarial Transferability

ÅTopic 2: Imperceptibility

ÅTopic 3: Robustness of Generative Models

ÅConclusion & Future Works
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Outline



ÅMeasure the effectiveness of transfer-based attacks

ÅOverfitting to source model
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Adversarial Transferability

White-box Attack

Model A

Model B

Wrong Prediction Transfer-based Attack



ÅInput Transformation

ÅGradient Regularization

ÅModel Structure

ÅFeature-level
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Adversarial Transferability



ÅAugment the gradient with image transformation 
techniques 

ÅScale Invariant Method (SIM)
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Input Transformation-based Approach



Motivation

SIM

Augment gradient along a linear path

Motivation
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Drawbacks
Ålimited augmentation path
augment diverse paths => diverse transformations

ÅSemantics-inconsistency
Semantics-inconsistency => meaningless gradient

We propose Path-Augmented Method

Motivation

21



ÅFind baseline images
Ånumerous images 

Åreduce search space => representative paths

Augmentation Path Exploration
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ÅAlign with SIM (origin)
Åconsider pure color => all the pixel values are the same

Ådivide RGB channel into three parts [-1, 0, 1]

Åwe have in total 3^3=27 paths

Augmentation Path Exploration
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ÅUsage
Årank the 27 augmentation paths on an extra validation dataset
Årunning SIM on each augmentation path

Åmeasure ASR on hold out model 

ÅAugment top-k paths in a greedy manner

Augmentation Path Exploration
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ÅConstrain the augmentation length
ÅPredict the decision boundary

ÅTop-1 prediction is consistent with GT

Semantics Preservation
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ÅTrain a semantic predictor
Åpredict semantic ratio

Semantics Preservation
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ÅEquation & Algorithm
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Path-Augmented Method



ÅExperiment Setup
ÅDataset: ImageNet

ÅModels: Inception-v3, Inception-v4, Inception-Resnet-v2 and 
Resnet-v2

ÅEvaluation: Attack Success Rate
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Experiment



ÅExperiment Results
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Experiment

Single Method Composed Method



ÅAblation Study
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Experiment

Number of Augmentation Path

Components Analysis

Visualization of Augmented Images



Path-Augmented Method
ÅExplore diverse augmentation path

ÅAvoid augmenting on semantics-inconsistent part

Summary
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ÅAim to destroy intermediate feature representation
ÅModels share similar features

ÅRequire accurate feature representation measurement
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Feature-level Attacks



ÅFeature-level Transfer-based attacks 
ÅNeural Representation Distortion Method (NRDM)

ÅFeature Disruptive Attack (FDA)

ÅFeature Importance-aware Attack (FIA)
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Previous Approaches



ÅDrawbacks
ÅNRDM: views all neurons as important neurons 

ÅFDA: only differentiates the polarity of neuron importance

ÅFIA: the back-propagated gradient suffers from the problem of 
saturation

ÅWe propose to model the feature representation via 
neuron attribution from attribution theory.
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Motivation



ÅAttribution of input image x
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Neuron Attribution-based Attacks



ÅAttribution of a layer y
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Neuron Attribution-based Attacks



ÅZero Covariance approximation
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Neuron Attribution-based Attacks

O(H z  W  zC)

O(1)



ÅWeighted Attribution
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Neuron Attribution-based Attacks



ÅEquation & Algorithm
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Neuron Attribution-based Attacks



ÅExperiment Setup
ÅDataset: ImageNet

ÅModels: Inception-v3, Inception-v4, Inception-Resnet-v2 and 
Resnet-v2

ÅEvaluation: Attack Success Rate

ÅBaselines: MIM, NRDM, FDA, FIA
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Experiment



ÅExperiment Results - Single
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Experiment



ÅExperiment Results ï Input Transformation
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Experiment



ÅExperiment Results ï Defense
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Experiment



ÅAblation Study - Target Layer
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Experiment



ÅAblation Study - Integrated Steps
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Experiment



ÅAblation Study - Weighted Attribution
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Experiment



Experiment
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ÅNeuron Attribution-based Attacks
Åmodel neuron importance by attribution method

Åreduce computation complexity by approximation

48

Summary



ÅTopic 1: Adversarial Transferability

ÅTopic 2: Imperceptibility

ÅTopic 3: Robustness of Generative Models

ÅConclusion & Future Works
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Outline



ÅTextual adversarial examples

Imperceptibility

I love this [movie] .

I love this [performance] .

Prediction Ground Truth

Positive Positive

PositiveNegative
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ÅInput

Process of Textual Adversarial Attacks
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I love this movie . Positive



ÅInput

1. Identify the words to replace

Process of Textual Adversarial Attacks
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I love this movie .

I love this [movie] . I [love] this movie .

Positive



ÅInput

1. Identify the words to replace

2. Generate substitution candidates

Process of Textual Adversarial Attacks
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I love this movie .

I love this [movie] . I [love] this movie .

Movie => film, performance love => like

Positive



ÅInput

1. Identify the words to replace

2. Generate substitution candidates

3. Query model

Process of Textual Adversarial Attacks
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I love this movie .

I love this [movie] . I [love] this movie .

Movie => film, performance love => like

I love this [film] .

Positive

Positive

I love this [performance] . Negative

I [like] this movie .

Positive



ÅWord-level adversarial attacks suffer from two drawbacks
ÅInconsistent Semantics

ÅOut-of-domain Replacement

ÅLeading to low imperceptibility

Motivation

55



ÅGoal: Adversarial examples are semantics- and domain-
aware

ÅRequirement: The generated candidates are semantics- 
and domain-aware

ÅSolution: Train a semantics- and domain-aware LM to 
generate high-quality replacements.

Motivation

56



57

Semantics- and Domain-aware LM

Semantics- and Domain-aware LM 

Semantics-aware LM Domain-aware LM 
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Semantics- and Domain-aware LM

Semantics- and Domain-aware LM 

Semantics-aware LM Domain-aware LM 

Contrastive Learning In-domain Pretraining
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Semantics- and Domain-aware LM

Semantics- and Domain-aware LM 

Semantics-aware LM Domain-aware LM 

Contrastive Learning In-domain Pretraining

Contrastive Examples + Contrastive Loss Task-related Examples + MLM Loss 



ÅBalance imperceptibility and effectiveness

ÅInject randomness into the training process

60

Iterative Updating Framework



ÅExperiment Setup
ÅDataset: Sentiment Analysis (MR/IMDB/SST-2) 

                 Natural Language Inference (MNLI/SNLI)

ÅModels: BiLSTM, BERT, DistilBERT

ÅEvaluation: Attack Success Rate, Query, perturbed percentage 

ÅBaselines: Text Fooler, PWWS, BAE, BERT-Attack

Experiment
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ÅEffectiveness
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Experiment



ÅImperceptibility
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Experiment



ÅAblation Study
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Experiment

Components Analysis

Visualization of generated candidates



ÅSemantics- and Domain-aware Attacks
Ådeploy contrastive learning and in-domain pre-training to 

improve the imperceptibility of word-level adversarial attacks.

Ådevelop an iterative updating framework to properly combine 
contrastive learning and in-domain pre-training.

Summary
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ÅTopic 1: Adversarial Transferability

ÅTopic 2: Imperceptibility

ÅTopic 3: Robustness of Generative Models

ÅConclusion & Future Works
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Outline



Diffusion Model
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ÅLatent Diffusion Models (LDM)
ÅConditioning ï image editing

Latent Diffusion Model
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Workflow of Latent Diffusion Models
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ÅLDM edits the image x based on the prompt p
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Intermediate Block Analysis



ÅLDM edits the image x based on the prompt p

ÅFind an adversarial image to mislead the human judgement
ÅOracle  is the human judgement on the similarity between edited 

image and prompt
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Intermediate Block Analysis



ÅIt is hard to directly optimize such problem

72

Intermediate Block Analysis



ÅIt is hard to directly optimize such problem

ÅLDM decodes the latent for generating images
ÅIf we distort the latent, the generated images will be largely 

influenced
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Intermediate Block Analysis



ÅIt is hard to directly optimize such problem

ÅLDM decodes the latent for generating images
ÅIf we distort the latent, the generated images will be largely 

influenced

ÅPropose to attack the hidden representations 
ÅAnalyze the vulnerability of each component
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Intermediate Block Analysis



Dataset Construction
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Dataset Construction
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Dataset Construction
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ÅTarget Model
ÅImage Variation: SDv1-4, SDv1-5, SDv2-1, Instruct-pix2pix
ÅImage Inpainting: SDv1-5, SDv2-1

ÅMetric
ÅGeneration Quality: FID, IS
ÅImage-level Disruption: PSNR,SSIM,MSSSIM (image + image)
ÅImage Text Disruption: CLIP (image + text)

ÅParameter
ÅA fixed random seed, Budget 0.1, Iteration 15, Step 15 for 

attack & 100 for inference

Experiments
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ÅWhite-box performance

Experiments

Findings

1. Denoising process is more susceptible to adversarial attacks.

2. Resnet is more vulnerable than attention modules and FF.

3. Cross-attention is robust.
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ÅWhite-box performance

Experiments

Findings

1.LDMs are susceptible to adversarial attacks, especially denoising process.

2. Instruct-pix2pix is more robust than SD
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Experiments
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ÅWhite-box (image inpainting)

Experiments
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