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NFC gives opportunities to connectgple between virtual world and physic
world. In this project, we do research on NFC and made use of this pow
technology to build an attractive Android app. With the idea of social netw
our app, Cucom, is finally implemented.
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1 INTRODUCTION

1.1 Background

Near Field Communication (NFC) is one of thabéer for ubiquitous computing.

This is a new technology begins to deploy on new smartphddesis can use

NFC to pass data wirelessly through devices or between device and a tag by
touching them together.Since the design of NFC consists of securfiy,NFC
enabled mobile deviceare good replacement of credit casdtickets, car keys

and hotel room access cardt also simplifies the interactions of users with
intelligent environment. The technology that NFC used is based Radio

Frequency ldentificavn (RFID, but focus on consumer smartphone.

1.1.1 Radio Frequency Identification
Radio Frequencidentification(RFIDis a wireless communication technolofpy
identification and trackingThe data transmission results from electromagnetic

waves, which cahave different ranges (20400 cm)
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Application h

The RFID application is assigned specific information after transmib&nrthe
application can do some operatioA typical example is the Octopus systam
MTR stationPassenger uses his Octopus card to validateoeey using RFID, the
RFID application then receives the data inside the Octopus card. If the card
contains enough money, then unlock the gate otherwise keep locking the gate.
The RFID technology is being used all over the world for different applications
Including inventory system, Human implants, Animal Identification, Casine Chip
tracking, etcThe main defect of RFIDtigat the tag is so passive such thagople

who owna tag cannot read the data insiadkrectly. Presumably, normal people

do not ownan RFIDeader. For example, passengers cannot check theioeey
inside their Octopus card d&ome;they have to go to the MTR station tcheck it

using specific machine or device.
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1.1.2 Smart Card Technology

Smart card is similar to a tag but it contaias enbedded microprocessoto
enhancethe secure ability. In order to generalize the usage of smart card, the
microprocessor may have installed a Smart Card Operating System (SCOS). Upon

the operating system, applications can then be installed.

CApplication 1) (Application ZD

Smart Card Operating System (SCOS)

Hardware

However, thecommunication of smart card relies on two methods, physical
contact through the conductive contact plate on the surface of the smart card and
magnetic strip. Examples are EPS, HKID Card and CAlthakigh it has high
security, it requires user to inseor slide the card into a machine or device which
may not be so convenient. Besides, likewise, user cannot read the data inside the

tag unless suitable public machine is nearby.

1.1.3 Near Field Communication
NFC integrates the technology of RFID and Smart Q#tohg it into a mobile

phone. It standardized for consumer smartphon&ince mobile phone has a

= 5
g8 8 85
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monitor, user can read the data fromtag through thephonein anywhere.With

an NF&@nabled mobile phone, user caventurn the phone to an active tag
containing personal information, credit cards and set of kéylereover, because

of the mobility of NFC device, devices can communicate using peer to peer mode

it, on the other hand, enhance thateractionsof mobile phone usage.

Magnetic Stripe Cards
(1960s)

RFID Smart Cards
(1960s-1970s) (1970s)
| [
Mobile Phones / “Contact |\
( RFID Tag GFID Reader ( (1990s) ) ( Contactless Smart Card ) ! Smart Card /

Barcodes
(1940s)

— S N/

=

: Active ‘ Pass\ve PP (P:roxnr:'lmy : Close | : Vicinity '
o || bt | | wrcReser | | NECEmed | |cping): coving ) Cou
Ta NFC Ta
l g ( Q] card )' card JlSmanCard
| } [ T
Near Field Communication
(2002)
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1.2 Motivation

Living in ths era, we cannot imagine what our lives will become if mobile phone
disappears. Originally, mobile phone was used for voice communication between
two people apart from each other. Yet, mobile phone evolves so quickly such that
it becomes a mobile computdéoday. Now, people not only use phones to make
phone call, they use their phone for searching, gaming, socializing and messaging.
Since the mobile phones attach to them everywhere, the power of the phone
becomes the power of them as long as the battergharged. This special power
makes them easy to work amything;they can plan a party by just several clicks.
The bonds between people should become increasingly stronger, but is this

happening in reality?

We observe that many people get addicted onithghones. In a study of 1,600
managers and professionals, Professterlow found that 58% of smartphone

dzZAa SNE R2y Qi 32 wm K2 dzNJ[M4. Pebple2stink in@& Bodd A y 3
of smartphone, communicating throughetscreen. In our experience, people use

their phone during transportation, dining or even walking. They become so
immersed in the virtual world that they end up not paying attention to the real
world, people and conversation around them. This could hare reédationship

between people.

| 10 B3
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To create a connection between the virtual world and the physical world we live

in. Near Field Communication (NFC) might be the technology that makes this
GAAAZ2Y 0O2YSa (UNHzS® Ly (2RI @ Qatoigndrsidi LIK 2 y
the NFC technology into new phones, eBjackBerry Bold 979P011) Nexus

7(2013). Increasingly many people own a smartphone with an NFC service, which
leaves a question: What can developers make use of this treasure? People are
required to go b a specific location in order to use NFC; this is the key to connect

people to the real world.

We believe NFC can saves people from the immersive virtual world by creating a
unique culture. We believe that if we can create a popular app that encourages

people to use NFC, people will pay more attention to the physical world.

@m 11 B3
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1.3 Project Objective
The goal of our project is towrite an attractive Android application using NFC

service. We have set the following objectiyesour appto achieve the goal:
Theapp should

1 Belnteractive with the physical world using NFThe beauty of NFC is the
connection between virtual world and theality; we have to focus othe
function that NFC brought to the app

1 BelInteresting Theidea hasto be interesting which malseuser to share
with their friends, and finally addicted to it.

1 Contains usepgenerated content(UGC) UGC helps the app to grow by
users themselves, a fruitful content attracts new users and keep the old
usersalive

1 Has vell and fluent useexperience User may feel inconvenient if it has

bad userexperiencewhich may stop user to continue using the app

@ 12 B



=gCucom

Express yourself n a new way
2 STubplESONNFC

NFC is a set of standard for smartphones base RFID technology created by
Philip and Sony. t&dards includeNear Field Communicatiolinterface and
Protocol (NFCH/2), Near Field CommunicatidVired Interface (NFQVI), Front

End Configuration Command for NWAQ, NFC Data Exchange Format (NDEF), etc.
NFC enabledevices can establish data transmission by touching 2 NFC enabled

devicesogether or by touching a tag to the device over a few centimeters.

Since NFC is inherited by RFID, the operating frequency is the subset of that of
RFID which makes NHe@abled mobile device supports some of the RFID tag.
Besides, NFC is invented pdlitiafor replacing credit cards and access keys,
security is a major issue. Although RFID supports operating range up to 4 meters,

NFC restricts to only-@ centimeters which greatly enhance the security.
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2.1 Comparison with Bluetooth

In the spectrum of wirkess communication, we categorize them according to
their operating range. There are wireless wide area network (WWAN), wireless
local area network (WLAN) and wireless personal area network (WFANhe
WPAN technologiesBluetooth is one of themand is also available in mobile
phones. Since NFC and Bluetootdlre both shortrange communication
technologies andintegrated into mobile phones. We @n give a simple

comparison between them.

Aspect NFC Bluetooth
RFIDcompatible ISO 180063 active
Standardiation body  ISO/IEC Bluetooth SIG
Network Standard ISO 13157 etc. IEEE 802.15.1
Network Type Pointto-point WPAN
Cryptography not with RFID Available
Range <0.2m ~100 m (class 1)
Frequency 13.56MHz 2.4¢2.5GHz

Bit rate 424 kbit/s 2.1 Mbit/s
Setup time <0.1ls <6s

Power consumption < 15mA (read) varies with class

@ 14 &
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The operating range of NFC is so short, whettuces the likelihood of unwanted
interception during any transmissionyet, NFC sets up less than 0.1 seconds,
the short handshakinggme allows deviceghe begin transmissiofust after the

touch.

Compare with Bluetooth, first requires searching for targets, after selection then
handshaking with authentication. In practice, it takes up more than 10 seconds in

Setup time.

NFC reqines comparatively low power; hence it works with an unpowered NFC
tag. In contrast to Bluetooth, more power is needed to illuminate through a long

range of distance. Operating with passive device is difficult.
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2.2 NFC Mobile Architecture

NFCenabled mobiledevices are typically composed of various circuits such as
host controller, secure element($pE)and NFC contactless freend (NFC CLF)

The NFC CLF includes an NFC controller and an NFC ANE@nheontroller is the
driver to converthost controllerinterface (HClommands to analog signal for
NFC antennadost controller is the main controller of the mobile phonehich is
connected to the NFC controller usikig] The host controllesets the operating
modes of the NFC controller then processesdhé that is sent and receive@n

the other hand, SE provides a secure storage environment for private data such as
credit card informationlt is possil® for a mobile phone to contaimore than

one secureslement

@ 16 B9
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fNFC enabled Mobile Phone
Baseband

\I, Communication
Host Controller J\ \I/
Host ISO/IEC 7816 ‘i
Interface

Controller
Interface

Mobile Network
Infrastructure

Secure
Element

SWP or S2C

| NFC Device
NFC Contactless N (1) NFC Tag
Front-End (CLF) (2) NFC Mobile

/ (3) NFC Reader

A

2.2.1 SE

NFC enabled devices must enswustomer the credit card informationnal
transaction takes place in secure environmentThe protection method is very
similar to that of smart card technologin SE, itself, is a s@ate microcontroller
that has its own operating system, such as MO&Tand JavaCard QEsuch
sensitive data is needed to transmit E.g. Payment, dweie element will directly

access the NFC controller.

@ 17 &
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There are various SE alternatives available in the mavketcan dividehem into

4 parts: Nonremovable SEs, Remble SEs, Flexible SE Solutions and Software
Based SE&lonremovable SE is an embedded hardware which gives a relatively
high security. The chip embedded in the mobile phone is inserted during the
manufacturing phase; hence it has the same security leve$ amart card.
Removable SEBuch as Secure Memory Card (SMC) and Universal Integrated
Circuit Card (UICC), these allow user to changpe ptirchasing the mobile phone,
thus manufacturers only need to produce one generic phone for public.
Furthermore, becase the NFC enabled mobile phones are not very common
todays. Thus, for Sldased SEs and SNd&@sed SEs, SE manufacturers need to
produce a generic SIM card that can support both ff&bled mobile phone and
common mobile phone. Therefore, we have a newsslaf SE, Flexible SE

Solutions.

[ Secure Element Alternative%

NonremovableSEs‘ ‘ Removable SEs ‘ ‘ Flexible SE Solutio+s ‘ SoftwareBased SE%
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SE Management

Averageuser daees not have the ability to alter the SE, but management is still
neeced. The authority is given to the Ov&heAir technology (OTA).Upon
approval of userThey cannstall and load new NF-applications on SE€motely
through UICCsBesides, they can activate / deactivate SEs, remote service

managing, PIN reset of NFC applications on SEs.

- N\
Service Provider

Loyalty Credit/Debit Transport
Application Application Application

N ————————————————————————— ——— "

———

SSL/TLS, other encryption
techniques

A

( Trusted Service Manager j

Secure Channel Protocol
SSL/TLS

OTA Platform S e L

cure Channel Protocal, SSL/ ‘1 \
TLS, other encryption
techniques '

-

\ " /

Mobile Phone with UICC-Based SE

@ 1S
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2.2.2 NFC Interface

The NFC Interface is comped of an NFC controller, an Antenna and NFC
ContactlesgrontEnd(NFC (). The NFC interface is able to communicate with
host controller, SEs and other NFC interface thro&fh signallt is the core
component of NFC. The NFC controller works as a modulator and demodulator
between the analog RBignal and NF@ntenna. Besides, the NFC controller
receives operations the host controller via HOhe NFC CLF is the analog front
end of the NFC controlletft is the logical interafce defines the protocol on top of

the data link layer.

NFC Controller

el N\
-.:x:::k':;-;"\./,

B 08 S8 -

PNS32 Breakout Board
* microBuilder.eu &

Adafruit Industries

NFC Antenna

® 20 ®
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HCI
HCIl is a logical intexte allowing NFC interface to communicate directly with the
host controller.Host controller sends command and data as a package to the NFC

controller under Host Controller Protocol (HCByamples of HCP are SPI, 12C and
HSU (High Speed UART) serial links

commands, responses and events

gate |- » gate
HCP message HCP

messaging messaging
HCP packet HCP HCP packet HCP
routing routing routing routing
other other

physical physical

SWp SWp and data and data

link layer link layer

uicC host controller Terminal host

At the beginning, the Host controller has to initialize the NFC controller by setting
up configurationsAfter configuration, the NFC controller will wait for RF signal
from other NFC devices. If RF signal is detected, the host conisodbowedto
receivelD of theNFC tag / NFC devicBhen host controller can use its ID to
communicate with the NFC tag / NFC device using its protBooUdifferent type

of target, the NFC controller will use different communication interface standards.

@m 21
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Parametes ISO/IEC 14443 ISO/IEC 15693 ISO/IEC 18092
Operating Mode Reader to card Reader to card Peerto-Peer
Communication Mode Passive Passive Active and Passive
Range Proximity Vicinity Proximity

Data Rate 106 Kbps Up to 26 Kbps 106, 212, 424 Kbps

Serial Peripheral Interface Bus GP)

SPI is thetransport layer between microcontroller Devices communicate in
Master/Slave mode where the master initiates the data fraieommon clock is
requiredto be established between master and slaVae Host controdlr, in this
case, act as the master and the NFC controller act as a slhitke commands in

HCP will be converted into packets theatransmitted to the NFC controller.

2.2.3 Experiment

In order to investigate the operations of NFC in details, we have raasimple
prototype to read and write NFC tagm the prototype, it contains a simple host
controller, NFC controller and an NFC antenna. The host controller tells the NFC
controller to write an URL into an NFC tag. Thenwiktest it using an ordinary
NFCenabled mobile phone.

[l

R 22 ‘&)
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Components

=4 =/ =/ = =2

Breadboard

Connectors

ATMEGA324A microcontroller (Host Controller)

PN532 NFC/RFID controller breakout bo@&C Interface)
Mifare Ultralight (NFC Tag)
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Equipment
1 Computer
1 Olimex AVRSRPMK2Programmer
9 Atmel Studio

Design

After the host controller initialize the NFC controller, the hosiontroller will
keep monitor the incoming RF signi&lan anonymous NFC tag is moved in within
a range,the host controller willwrite a hardcoded data into the tagVe have

chosento use SPI bus as the H€lhce the microcontroller use SPI as the default

10 interface.

We connectd the circuitas follows

@B 24 B
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PBO PAO

— 1 40 —

PEL Pal

— 2 9 —

PB2 PA2

—1 3 38 |—

PB3 PA3

—1 37 |—

55 PA4

5 36 —

MOSI PAS

6 a5 —

MISO PaG

7 M —

Pay

Y o R 8 33
5 2 AREF

GMND

— 10 31—
ATMEGA3Z4A AVCC
11 30— 5V

PC7

12 29—

13 28 Pee

(= v —
glR(=|2|8|2|2|3 PCS
Elm|n|=|=|d|0|n 14 27 |—
pca

— 15 29 —

PD2 PC3

— 16 25 —

PD3 PC2

— 17 24—

PD4 PC1

— 18 23—

PDS PCO

— 19 22 —

PD6 PD7

20 21 —

PN532 Breakout Board

The controller writes an URL (http://www.cuhk.edu.hk) into a Mifare Ultralight
Tag using 15014443 standarkdenever an NFC Tagdetected This code is

written as follows

g 25 &
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uint8_t data[20]={ 0x03, 0x10, Oxd1, 0x01, OxOc, ' U, 0x01,
1 CI’ L} ul’ L} hl, 1 kl’ 1 . I’ L} el, L} dl’ 1 uI’ 1 . l, 1 hl, 1 kl’ 01 0};

/ Initialize NFC Device
setupPins();

begin();

SAMConfig();

// Main loop
while (1)

while (readPassiveTargetID(  PN532 MIFARE [1SO14443Aid, &uid_length));

/I 'When a tag is found
for (i=0;i< 5; i++)

{
/I Authenticate block
if (authenticateBlock(1, uid, uid_length, 4 +1i, KEY_ Akey))
/I Write data into the block
writeMemoryBlock(1, 4 + i, data + i*4);
}
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Testing
We put a tag in front of the NFC antenna for a while, then put back to an NFC

enabled mobile device. We can successfully initiates the CUHK website.

B 27 @

















































































































































































































































































































































































































































































































































































