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NFC gives opportunities to connect people between virtual world and physical 
world. In this project, we do research on NFC and made use of this powerful 
technology to build an attractive Android app. With the idea of social network, 
our app, Cucom, is finally implemented.    
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1    INTRODUCTION 

1.1 Background  

Near Field Communication (NFC) is one of the enabler for ubiquitous computing. 

This is a new technology begins to deploy on new smartphones. Users can use 

NFC to pass data wirelessly through devices or between device and a tag by 

touching them together. Since the design of NFC consists of security, the NFC 

enabled mobile devices are good replacement of credit cards, tickets, car keys 

and hotel room access card. It also simplifies the interactions of users with 

intelligent environment. The technology that NFC used is based on Radio 

Frequency Identification (RFID), but focus on consumer smartphone. 

 

1.1.1 Radio Frequency Identification  

Radio Frequency Identification (RFID) is a wireless communication technology for 

identification and tracking. The data transmission results from electromagnetic 

waves, which can have different ranges (20 ς 400 cm) 
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The RFID application is assigned specific information after transmission then the 

application can do some operation. A typical example is the Octopus system in 

MTR station. Passenger uses his Octopus card to validate e-money using RFID, the 

RFID application then receives the data inside the Octopus card. If the card 

contains enough money, then unlock the gate otherwise keep locking the gate. 

The RFID technology is being used all over the world for different applications. 

Including inventory system, Human implants, Animal Identification, Casino Chip-

tracking, etc. The main defect of RFID is that the tag is so passive such that people 

who own a tag cannot read the data inside directly. Presumably, normal people 

do not own an RFID reader. For example, passengers cannot check their e-money 

inside their Octopus card at home; they have to go to the MTR station to check it 

using specific machine or device. 
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1.1.2 Smart Card Technology  

Smart card is similar to a tag but it contains an embedded microprocessor to 

enhance the secure ability. In order to generalize the usage of smart card, the 

microprocessor may have installed a Smart Card Operating System (SCOS). Upon 

the operating system, applications can then be installed.  

 

However, the communication of smart card relies on two methods, physical 

contact through the conductive contact plate on the surface of the smart card and 

magnetic strip. Examples are EPS, HKID Card and CULink. Although it has high 

security, it requires user to insert or slide the card into a machine or device which 

may not be so convenient. Besides, likewise, user cannot read the data inside the 

tag unless suitable public machine is nearby. 

 

1.1.3 Near Field Communication  

NFC integrates the technology of RFID and Smart Card putting it into a mobile 

phone. It standardized for consumer smartphone. Since mobile phone has a 
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monitor, user can read the data from a tag through the phone in anywhere. With 

an NFC-enabled mobile phone, user can even turn the phone to an active tag 

containing personal information, credit cards and set of keys. Moreover, because 

of the mobility of NFC device, devices can communicate using peer to peer mode, 

it, on the other hand, enhance the interactions of mobile phone usage. 
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1.2 Motivation  

Living in this era, we cannot imagine what our lives will become if mobile phone 

disappears. Originally, mobile phone was used for voice communication between 

two people apart from each other. Yet, mobile phone evolves so quickly such that 

it becomes a mobile computer today. Now, people not only use phones to make 

phone call, they use their phone for searching, gaming, socializing and messaging. 

Since the mobile phones attach to them everywhere, the power of the phone 

becomes the power of them as long as the battery is charged. This special power 

makes them easy to work on anything; they can plan a party by just several clicks. 

The bonds between people should become increasingly stronger, but is this 

happening in reality? 

 

We observe that many people get addicted on their phones. In a study of 1,600 

managers and professionals, Professor Perlow found that 58% of smartphone 

ǳǎŜǊǎ ŘƻƴΩǘ Ǝƻ м ƘƻǳǊ ǿƛǘƘƻǳǘ ŎƘŜŎƪƛƴƎ ǘƘŜƛǊ ǇƘƻƴŜǎ [1]. People stuck in the world 

of smartphone, communicating through the screen. In our experience, people use 

their phone during transportation, dining or even walking. They become so 

immersed in the virtual world that they end up not paying attention to the real 

world, people and conversation around them. This could harm the relationship 

between people. 
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To create a connection between the virtual world and the physical world we live 

in. Near Field Communication (NFC) might be the technology that makes this 

Ǿƛǎƛƻƴ ŎƻƳŜǎ ǘǊǳŜΦ Lƴ ǘƻŘŀȅΩǎ ǎƳŀǊǘǇƘƻƴŜǎΣ ƳŀƴǳŦŀŎǘǳǊŜǊǎ ŀǊŜ ǎǘŀǊǘƛƴƎ to immerse 

the NFC technology into new phones, e.g. BlackBerry Bold 9790(2011) Nexus 

7(2013). Increasingly many people own a smartphone with an NFC service, which 

leaves a question: What can developers make use of this treasure? People are 

required to go to a specific location in order to use NFC; this is the key to connect 

people to the real world.  

 

We believe NFC can saves people from the immersive virtual world by creating a 

unique culture. We believe that if we can create a popular app that encourages 

people to use NFC, people will pay more attention to the physical world.  
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1.3 Project Objective  

The goal of our project is to write an attractive Android application using NFC 

service. We have set the following objectives for our app to achieve the goal: 

The app should 

¶ Be Interactive with the physical world using NFC. The beauty of NFC is the 

connection between virtual world and the reality; we have to focus on the 

function that NFC brought to the app. 

¶ Be Interesting. The idea has to be interesting which makes user to share 

with their friends, and finally addicted to it. 

¶ Contains user-generated content (UGC). UGC helps the app to grow by 

users themselves, a fruitful content attracts new users and keep the old 

users alive. 

¶ Has well and fluent user-experience. User may feel inconvenient if it has 

bad user-experience, which may stop user to continue using the app. 

  



 

  
13 

 

2    STUDIES ON NFC 

NFC is a set of standard for smartphones based on RFID technology created by 

Philip and Sony. Standards include Near Field Communication Interface and 

Protocol (NFCIP-1/2), Near Field Communication Wired Interface (NFC-WI), Front-

End Configuration Command for NFC-WI, NFC Data Exchange Format (NDEF), etc. 

NFC enabled devices can establish data transmission by touching 2 NFC enabled 

devices together or by touching a tag to the device over a few centimeters. 

 

Since NFC is inherited by RFID, the operating frequency is the subset of that of 

RFID which makes NFC-enabled mobile device supports some of the RFID tag. 

Besides, NFC is invented partially for replacing credit cards and access keys, 

security is a major issue. Although RFID supports operating range up to 4 meters, 

NFC restricts to only 0-4 centimeters which greatly enhance the security. 
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2.1 Comparison with Bluetooth  

In the spectrum of wireless communication, we categorize them according to 

their operating range. There are wireless wide area network (WWAN), wireless 

local area network (WLAN) and wireless personal area network (WPAN). For the 

WPAN technologies, Bluetooth is one of them and is also available in mobile 

phones. Since NFC and Bluetooth are both short-range communication 

technologies and integrated into mobile phones.  We can give a simple 

comparison between them. 

Aspect NFC Bluetooth 

RFID compatible ISO 18000-3 active 

Standardization body ISO/IEC Bluetooth SIG 

Network Standard ISO 13157 etc. IEEE 802.15.1 

Network Type Point-to-point WPAN 

Cryptography not with RFID Available 

Range < 0.2 m ~100 m (class 1) 

Frequency 13.56 MHz 2.4ς2.5 GHz 

Bit rate 424 kbit/s 2.1 Mbit/s 

Set-up time < 0.1 s < 6 s 

Power consumption < 15mA (read) varies with class 
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The operating range of NFC is so short, which reduces the likelihood of unwanted 

interception during any transmission. Yet, NFC sets up in less than 0.1 seconds, 

the short handshaking time allows devices the begin transmission just after the 

touch.  

 

Compare with Bluetooth, first requires searching for targets, after selection then 

handshaking with authentication. In practice, it takes up more than 10 seconds in 

Set-up time.  

 

NFC requires comparatively low power; hence it works with an unpowered NFC 

tag. In contrast to Bluetooth, more power is needed to illuminate through a long 

range of distance. Operating with passive device is difficult. 
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2.2 NFC Mobile Architecture  

NFC-enabled mobile devices are typically composed of various circuits such as 

host controller, secure element(s) (SE) and NFC contactless front-end (NFC CLF). 

The NFC CLF includes an NFC controller and an NFC Antenna. NFC controller is the 

driver to convert host controller interface (HCI) commands to analog signal for 

NFC antenna. Host controller is the main controller of the mobile phone, which is 

connected to the NFC controller using HCI. The host controller sets the operating 

modes of the NFC controller then processes the data that is sent and received. On 

the other hand, SE provides a secure storage environment for private data such as 

credit card information. It is possible for a mobile phone to contain more than 

one secure element.  
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2.2.1 SE 

NFC enabled devices must ensure customer the credit card information and 

transaction takes place in a secure environment. The protection method is very 

similar to that of smart card technology. An SE, itself, is a separate microcontroller 

that has its own operating system, such as MULTOS and JavaCard OS. If such 

sensitive data is needed to transmit E.g. Payment, the secure element will directly 

access the NFC controller. 
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There are various SE alternatives available in the market. We can divide them into 

4 parts: Nonremovable  SEs, Removable SEs, Flexible SE Solutions and Software-

Based SEs. Nonremovable SE is an embedded hardware which gives a relatively 

high security. The chip embedded in the mobile phone is inserted during the 

manufacturing phase; hence it has the same security level as smart card. 

Removable SE such as Secure Memory Card (SMC) and Universal Integrated 

Circuit Card (UICC), these allow user to change after purchasing the mobile phone, 

thus manufacturers only need to produce one generic phone for public. 

Furthermore, because the NFC enabled mobile phones are not very common 

todays. Thus, for SIM-based SEs and SMC-based SEs, SE manufacturers need to 

produce a generic SIM card that can support both NFC-enabled mobile phone and 

common mobile phone. Therefore, we have a new class of SE, Flexible SE 

Solutions.  

 

 

Secure Element Alternatives 

Nonremovable SEs Removable SEs Flexible SE Solutions Software-Based SEs 
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 SE Management 

Average user does not have the ability to alter the SE, but management is still 

needed. The authority is given to the Over-The-Air technology (OTA). Upon 

approval of user, They can install and load new NFC applications on SEs, remotely 

through UICCs. Besides, they can activate / deactivate SEs, remote service 

managing, PIN reset of NFC applications on SEs.  
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2.2.2 NFC Interface 

The NFC Interface is composed of an NFC controller, an Antenna and NFC 

Contactless Front-End (NFC CLF). The NFC interface is able to communicate with 

host controller, SEs and other NFC interface through RF signal. It is the core 

component of NFC. The NFC controller works as a modulator and demodulator 

between the analog RF signal and NFC antenna. Besides, the NFC controller 

receives operations the host controller via HCI.  The NFC CLF is the analog front 

end of the NFC controller. It is the logical interafce defines the protocol on top of 

the data link layer. 
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HCI 

HCI is a logical interface allowing NFC interface to communicate directly with the 

host controller. Host controller sends command and data as a package to the NFC 

controller under Host Controller Protocol (HCP). Examples of HCP are SPI, I2C and 

HSU (High Speed UART) serial links. 

 

 

At the beginning, the Host controller has to initialize the NFC controller by setting 

up configurations. After configuration, the NFC controller will wait for RF signal 

from other NFC devices. If RF signal is detected, the host controller is allowed to 

receive ID of the NFC tag / NFC device. Then host controller can use its ID to 

communicate with the NFC tag / NFC device using its protocol. For different type 

of target, the NFC controller will use different communication interface standards. 
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Parameters ISO/IEC 14443 ISO/IEC 15693 ISO/IEC 18092 

Operating Mode Reader to card Reader to card Peer-to-Peer 

Communication Mode Passive Passive Active and Passive 

Range Proximity Vicinity Proximity 

Data Rate 106 Kbps Up to 26 Kbps 106, 212, 424 Kbps 

 

Serial Peripheral Interface Bus (SPI) 

SPI is the transport layer between microcontrollers. Devices communicate in 

Master/Slave mode where the master initiates the data frame. A common clock is 

required to be established between master and slave. The Host controller, in this 

case, act as the master and the NFC controller act as a slave. All the commands  in 

HCP will be converted into packets then be transmitted to the NFC controller. 

 

2.2.3 Experi ment  

In order to investigate the operations of NFC in details, we have made a simple 

prototype to read and write NFC tags. In the prototype, it contains a simple host 

controller, NFC controller and an NFC antenna. The host controller tells the NFC 

controller to write an URL into an NFC tag. Then we will test it using an ordinary 

NFC-enabled mobile phone. 
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Components 

 

¶ Breadboard 

¶ Connectors 

¶ ATMEGA324A microcontroller (Host Controller) 

¶ PN532 NFC/RFID controller breakout board (NFC Interface) 

¶ Mifare Ultralight (NFC Tag) 
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Equipment  

¶ Computer 

¶ Olimex AVR-ISP-MK2 Programmer 

¶ Atmel Studio 

 

Design 

After the host controller initializes the NFC controller, the host-controller will 

keep monitor the incoming RF signal. If an anonymous NFC tag is moved in within 

a range, the host controller will write a hardcoded data into the tag. We have 

chosen to use SPI bus as the HCI, since the microcontroller use SPI as the default 

IO interface.  

We connected the circuit as follows: 
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The controller writes an URL (http://www.cuhk.edu.hk) into a Mifare Ultralight 

Tag using ISO14443 standard whenever an NFC Tag is detected. This code is 

written as follows: 
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uint8_t data[20]={  0x03, 0x10, 0xd1, 0x01, 0x0c, ' U', 0x01,  

' c', ' u', ' h', ' k', ' . ', ' e', ' d', ' u', ' . ', ' h', ' k', 0, 0};  

 
// Initialize NFC Device  

setupPins();  

begin();  

SAMConfig();  

  

// Main loop  

while (1)  

{  

 while (!readPassiveTargetID( PN532_MIFARE_ISO14443A, uid, &uid_length));  

  
 // When a tag is found  

for (i = 0; i <  5; i++)  

 {    
  // Authenticate block  

  if (authenticateBlock(1, uid, uid_length, 4 + i, KEY_A, key))  

  
  // Write data into the block  

  writeMemoryBlock(1, 4 + i, data + i*4);  

 }  
}  
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Testing 

We put a tag in front of the NFC antenna for a while, then put back to an NFC 

enabled mobile device. We can successfully initiates the CUHK website. 

 

 

  






















































































































































































































































































































































































