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Systems produce logs to record runtime information
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Motivation & Background



Diagnose runtime failures Identify performance bottlenecks

Detect security issues Market trends prediction
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Motivation & Background

......

System logs are important for



Cloud systems Log data

Tens of TBs

Resilience
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Motivation & Background

Log data requires long-term storage and is fast-growing

Transmission

It is time-comsuming and money-consuming



Writing less logging statements in the source code

Risk missing key information

Apply compression tools: gzip, bzip2, lzma...

Not specifically designed for log data

Logzip, explores hidden structures of log data for better compression
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Motivation & Background

How to reduce data storage cost?
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The Chinese University of Hong Kong is wonderful!
The Chinese University of Hong Kong is wonderful!
The Chinese University of Hong Kong is wonderful!
The Chinese University of Hong Kong is wonderful!
The Chinese University of Hong Kong is wonderful!
The Chinese University of Hong Kong is wonderful!

The Chinese University of Hong Kong (CUHK) is a 
public research university in Shatin, Hong Kong formally 
established in 1963 by a charter granted by the 
Legislative Council of Hong Kong. It is the territory's 
second oldest university and was founded as a 
federation of three existing colleges.

(~300 chars)

(~300 chars)

Easy to handle it well !

gzip

I can somewhat handle it.

Motivation & Background

Intuition: repetitive data is more compressible
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Motivation & Background

Log Structure

HDFS logs (part)
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Motivation & Background

Different types of log data share the similar format

Spark logs (part)

Android logs (part)
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Motivation & Background

It is OK to compress the whole file
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Found block * remotely
X 8

Motivation & Background

It is better to compress after hidden structures are extracted
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1. Log Structurization

2. Structure Extraction

3. Compression

Method: Overview



12

1. Log Structurization

2. Structure Extraction

3. Compression

Method: Log Structurization
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logInfo(s"Found block $blockId remotely")

Logging framework

Automatically
generate

Date: changes once a day 
Time: 24h, 60m, 60s
Level: INFO, DEBUG, ERROR...
Component: limited numbers

Repetitive! 

Method: Log Structurization

Regex!

Written by human

Non-trivial!
Regex? 

We propose a framework to automatically extract the hidden structure Sample regex for Android
[r'(/[\w-]+)+', r'([\w-]+\.){2,}[\w-]+', r'\b(\-?\+?\d+)\b|\b0[Xx][a-fA-F\d]+\b|\b[a-fA-F\d]{4,}\b']
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1. Log Structurization

2. Structure Extraction

3. Compression

Method: Structure Extraction
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Method: Iterative Structure Extraction (ISE)
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Method: Iterative Structure Extraction (ISE)

Sample a small fraction (1%) of the whole dataset
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Method: Iterative Structure Extraction (ISE)

Apply sequential clustering to extract templates
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Method: Iterative Structure Extraction (ISE)

Match unsampled data with extracted templates
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Method: Iterative Structure Extraction (ISE)

Mismatched data goes through the process iteratively
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Method: Iterative Structure Extraction (ISE)
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Workflow of Sequential Clustering

Method: ISE-Clustering & Template Extraction

| ∩      | | | / 2> ?

| ∩      | | | / 2> ?
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Method: ISE-Clustering & Template Extraction

Workflow of Sequential Clustering
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D C B A

Input 2: Templates

A B C *
A B G
A K E
A K F

Build prefix tree Content Template ID Template Parameters

A  B  C  D E1 A  B  C  * D

Input 1: A tokenized log message

B

A

C

*

G

K

FE

Search

Method: ISE-Matching
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Method: Iterative Structure Extraction (ISE)

Mismatched data goes through the process iteratively
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①
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⑤

Method: Example of Logzip
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Method: Example of Logzip
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Method: Example of Logzip
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Method: Example of Logzip
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Method: Example of Logzip

①
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③ ④

⑤
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Evaluation Metric:

Dataset:

𝐶𝑅 =
𝑂𝑟𝑖𝑔𝑖𝑛𝑎𝑙 𝐹𝑖𝑙𝑒 𝑆𝑖𝑧𝑒

𝐶𝑜𝑚𝑝𝑟𝑒𝑠𝑠𝑒𝑑 𝐹𝑖𝑙𝑒 𝑆𝑖𝑧𝑒
Compression Ratio (CR) (The larger the better)

Distributed System

Operating System

Mobile System

Supercomputer

Experiment: Setup
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Experiment: Effectiveness of Logzip (level 3)

gzip
avg: ~2.0 x
max: 15.1x

bzip2
avg: ~1.6x
max:  4.7x

lzma
avg: ~1.6x
max:  3.5x
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CR logzip (gzip) achieved by processing first 1GB data of each datasets

Experiment: Effectiveness of Logzip in each level

Level 1: No structure extractionLevel 2: Structure extraction, no parameter mappingLevel 3: Structure extraction, with parameter mapping



33Compression Time & Size vs #Worker

Experiment: Efficiency of Logzip (Level 3)

Log data is generally compressed once before a long-term storage
One-off high computing consumption is acceptable 
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ü Iterative clustering for hidden structure extraction

ü Efficient template matching

ü Effective and efficient log data compression

Conclusion: Logzip



• A collection of Software Logging 
Statements

LoggingDescriptions

• Log-based Problem Identification

Log3C

• A toolkit for automated log 
parsing

LogParser

Logging

Analysis

Preprocessing

• Learning to log: A framework for 
determining optimal logging points

LogAdvisor

• A log analysis toolkit for 
automated anomaly detection

Loglizer

• An effective and efficient log 
compression tool

Logzip

www.logpai.com
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Questions and Cooperation are welcome!

www.logpai.com
info@logpai.com

http://www.logpai.com/
mailto:info@logpai.com

